CASE STUDY

Modernized Siemens Industrial Network
virtually eliminates downtime while
providing a backbone for digitalization

usa.siemens.com/future-ready-networks

As a large Siemens plant in Texas set its sights on fully digitalized
manufacturing, it deployed an advanced OT network to gain greater
reliability, flexibility, and security
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Challenge: Poor network reliability,
causing frequent production disruptions

The plant suffered from poor network reliability that
was due to many factors. Basically, we had a very
standard IT network topology, says Brian Nappier,
Siemens business excellence specialist. We had one
switch in our server room, a firewall back to all our
remote applications, and then switches throughout
the facility to support all the office PCs, plus the PCs
on the shop floor. And our production team had no
control over those firewalls or switches.

Another problem was due to faulty IP addressing
schemes that caused devices to lose their IP address,
effectively disabling the machines to which they were
connected. Typically, you didn t know it happened
until an operator reported it, Nappier says. And
when it was reported, it took a day to fix, but
meanwhile the machine stood idle, along with its
operator.

Patching servers and PCs across the network also
disrupted production, especially when they were sent
without notification. In addition to our production
software, our shop-floor PCs had standard office and
collaboration applications on them, despite not
needing them, so when a patch would be pushed
across the network to them, they d be down for as
long as an hour while the patch was applied, Nappier
said.

In addition, the existing IT network lacked flexibility.
Relocating a CNC machine and its work cell as part of
reconfiguring assembly workflows could take up to
two weeks, mostly due to rewiring and reconfiguring
the network. And if one of the machines had a
problem, its OEM supplier had no way to remotely
connect to it through the network, so a service call
was required that took time and expense.
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It turns out all these issues and their disruptions were
taking a huge toll on productivity, according to a
study Nappier conducted. He found that an hour of
downtime in the fabrication area impacted assembly
productivity by three hours, idling workers and
affecting delivery schedules. In the two-year period
we investigated, network connectivity interruptions
ofthe  months, he says. Over half
of those periods sustained multiple network

occurred in

connectivity incidents.
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Solution: Overhaul the plant s OT network to facilitate
fully digitalized manufacturing

Clearly the plant needed a new OT network,
separate from the IT network but bridged via a
so-called demilitarized zone (DMZ). Fortunately, the
plant s plans to become a fully digitalized enterprise
required just that. Management wanted to integrate
and automate many manual processes to improve
workflow efficiencies and output. Other goals
included greater operational visibility, support for
mobile applications, central alarm reporting, and
secure remote access for suppliers, including OEMs.

As part of our larger digitalization effort, we knew
that we had to start by totally reengineering our
network, says Nappier. After all, digitalized
production relies on a secure, reliable, and flexible
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network to move vast streams of many different
data types to where they need to go and needs
to be separate from our IT network. Siemens
assembled a cross-functional team to create the
strategy, design the solution and implement the
new network architecture. Siemens OT network
experts devised the new network configuration
and security measures while collaborating with
Corporate IT. Prism Systems, a Siemens Solution
Partner, assisted with the implementation.

It was truly a team effort, Nappier says. In the
end, our OT network s modernization became the
upgrade template for five other Siemens plants as
well as for customers, too.















