KS3 - TEACHER NOTES - Data Analytics & Al COMPUTING
Ages: 11-14

Cybersecurity

Resources:
Teacher Notes; PowerPoint slide; Activity Sheet

(7 Online activity: cybersecuritygame.co.uk/

Introduction

This activity introduces the idea of a code that can be applied and, in so doing, conceals a message from other
people. The mechanism of the code is explained; students then have to go through the process of encoding a
message to see how it is applied.

Learning objectives Learning outcomes

* To use a code to see how information can * A successful encoding of information to illustrate
be concealed. the application of the idea.

The interactive has two parts to it - a game and a quiz. The activity sheet is based on the game and can be
used either before students use the online resource to introduce and prepare them for the activity or after-
wards to support some discussion about the key features.

The PowerPoint slide is based on the quiz, which is a cloze procedure on cyber security. The screen shot
shows a partially completed response; students can comment on the ideas of cybersecurity and cyberat-
tacks and also on how well the responses are being filled in. Again, this can be used either before or after
using the online resource.

Why this technology is important:

Many people benefit in a wide range of ways from today’s digitised and interconnected world but it comes at a
price. Cyberattacks are a real threat, potentially affecting our whole lives and not just data. Cybersecurity has
become crucial and is a key aspect of us using the full scope of a digital world.

Answers to support Student Activity Sheet

Activity sheet:

Q1: Q4:

The characters would remain unchanged. O and 0 are different characters and therefore need to be
coded in different ways. Confusing them would corrupt

Q2: the message.

So that they can use the cipher in reverse to decode Q5:

the message.

Q3: 1 could be confused with I and S with 5.

No, though they could try guessing the shift number and see
if it worked. It would probably take many attempts though.
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https://cybersecuritygame.co.uk/
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Answers to the PowerPoint Slides

PowerPoint Slide Answers:

Cybersecurity
Data Analytics & Al

Cybersecurity systems are used to keep us safe from
cybercrime. Cybercrime is where cybercriminals attempt to
steal personal information, money or other data, or try to
disrupt digital systems.

A student is attempting the quiz in
QUESTION 1 the Cybersecurity activity. This is
how far they have got.

Q1. What do you think
cybersecurity is?

Q2. Give an example of cybercrime.

Q3. Look at the words they have put
in so far. Does this look right
to you?

Cybersecurity uses the principles of protect, detect and
respond to stop and minimise the disruption caused by
cyberattacks. Cybersecurity depends upon technologies
developed by cybersecurity professionals and user behaviour. SIEMENS

If you and your students have enjoyed this resource. Take a look at our Education
Resources Home Page where you’ll find our comprehensive range of curriculum-
linked lesson plans. Your students may also enjoy the Games Arcade featuring
interactive learning experiences for all ages including:

Infinity STARship

The Infinity STARship is our one stop shop to explore our quizzes and visit other interactives in the
Arcade Plaza.

Digital Twin Plane Challenge

Become a product designer and choose the best combination of wings and tails to design the
ultimate plane.

Design the Future

Explore a smart factory, discover how the future is being made today and meet the careers involved in
designing, manufacturing and more.
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https://www.siemens.com/uk/en/company/education/teachers-and-home-schoolers.html
https://www.siemens.com/uk/en/company/education/teachers-and-home-schoolers.html
https://www.siemens.com/uk/en/company/education/student.html
https://infinitystarshipgame.co.uk/
https://wearetmc.com/lab/siemens-digital-twin/
https://wearetmc.com/lab/siemens-digital-twin/
https://designingthefuturegame.co.uk/

