SIEMENS AG Austria, Smart Infrastructure BP

You give Your CONSENT to following:

1)

2)

Siemens AG Austria, Smart Infrastructure BP (“Siemens BP”) may process the following
personal data about you:

Personal data that you actively and voluntarily provide to Siemens BP during the
contractual relationship with us (e.g., when registering, contacting us with your inquiries,
participating in surveys etc.),

Family and first name of a contact person (eg your employee) or if necessary, of your
customer or any other third party that might be concerned,

Further contact information: eg function, address, telephone number, mobile number,
fax number and e-mail address of concerned persons,

Payment data, eg data that is necessary for payment transactions or to prevent criminal
frauds, including credit card numbers and validation codes,

Further data relating to a project or fulfilment of a (pre)contractual relationship with us
or data that you voluntarily provide to us in this regard eg data for purposes of ordering
of goods and services by Siemens BP, or for purposes of inquiries or requiring other
project details from Siemens BP,

Data that you sent to us or that is to be collected during the support activities by Siemens
BP,

Information that is automatically sent to us by your web browser or device, such as your
IP-address, device type, browser type, referring site, sites accessed during your visit and
the date and time of each visitor request,

Technical data in connection to a (pre)contractual relationship with Siemens BP and that
are relating to a specific person (eg device and performance parameters, object or room
description, other technical data or parameters in connection with the electronical
signature, eg pressure, course, velocity, acceleration or signature movement of signing
person),

Personal data collected from publicly accessible sources, data banks or other not publicly
commercial agencies, and

If necessary the personal data for purposes of compliance screenings: date of birth,
identification card and its number, data relevant to court proceedings and other legal
proceedings.

Siemens BP process your personal data for the following purposes:

To communicate with you about our products, services and projects eg to process your
inquiries or to provide you with technical data about our products,

To plan, perform and manage the (contractual) relationship between you and us eg by
performing transactions and orders of products or services, processing payments,
performing accounting, auditing, billing and collection activities, providing maintenance
Or repairs in your premises or by remote access,

If necessary, to identify you and verify your user identity,

To administrate and perform customer surveys, marketing campaigns, market analysis,
sweepstakes, contests, or other promotional activities or events;

To provide you with personalized services. If you eg connect your device to our online
services / online tools, we may analyse this device and provide you with a customized
technical recommendation that is based on your use behaviour and technical condition of
the device,

To conduct customer satisfaction surveys and direct marketing activities,

To maintain and protect the security of our products, services, software and websites, to
prevent and detect security threats, fraud or other criminal or malicious activities,
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e To ensure the compliance with (i) legal obligations (such as record keeping obligations),
(ii) compliance screening obligations (to prevent white-collar or money laundering
crimes), and (iii) Siemens policies or industry standards,

e To solve disputes, enforce our contractual agreements and to establish, exercise or
defend legal claims.

3) Siemens BP may transfer your personal data to:

e other Siemens companies or third parties - e.g. sales partners or suppliers - in connection
with the concluded contract with Siemens BP or for purposes of initiating and performing
your (contractual) relationship with us;

e third parties which provide IT services to Siemens and which process such data only for
the purpose of such services (e.qg., hosting or IT maintenance and support services);
and/or

e third parties in connection with complying with legal obligations or establishing, exercising
or defending rights or claims (e.g., for court and arbitration proceedings, to law
enforcement authorities and regulators, to attorneys and consultants).

Sometimes the recipients to whom Siemens transfers your personal data are located in countries
in which applicable laws do not offer the same level of data protection as the laws of your home
country.

In such cases, Siemens BP takes measures to implement appropriate and suitable safeguards for
the protection of your personal data. In particular:

e We share your personal data with Siemens companies in such countries only if they have
implemented the Siemens Binding Corporate Rules (,BCR") for the protection of personal
data. Further information about the Siemens BCR can be found here.

e We transfer personal data to external recipients in such countries only if the recipient has
(i) entered into EU Standard Contractual Clauses with Siemens, (ii) implemented Binding
Corporate Rules in its organization or (iii) - in case of US recipients - the recipient is
certified under the Privacy Shield. You may request further information about the
safeguards implemented in relation to specific transfers by
contacting dataprotection@siemens.com.

You guarantee that you informed (see hereabove Sections 1-3) and the necessary consent has
been obtained from your employees or third parties whose personal data was disclosed.

You or your involved employee / involved third party have the right to withdraw the consent at
any time with future effect (i.e. the withdrawal of the consent does not affect the allowed
processing based on the consent before its withdrawal) by sending a letter to Siemens AG
Osterreich, Smart Infrastructure BP, SiemensstraBe 90, 1210 Vienna or by fax on +43 (0)51707-
56450. If the consent is withdrawn, Siemens BP may only further process the personal data where
there is another legal ground for the processing.


https://assets.new.siemens.com/siemens/assets/api/uuid:34016021-5967-4c51-bda0-c8a0368eebba/version:1560762303/summary-of-third-party-rights-en.pdf
https://ec.europa.eu/info/law/law-topic/data-protection_en
https://ec.europa.eu/info/law/law-topic/data-protection_en
https://ec.europa.eu/info/law/law-topic/data-protection_en
https://ec.europa.eu/info/law/law-topic/data-protection_en
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