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Our Solution —
SIPROTEC DigitalTwin

A digital twin of your
SIPROTEC 5 device

Individually simulate
and test your
SIPROTEC 5 project
data in the cloud ...
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.. In minutes
.. without hardware
.. without additional efforts

4

Energy Automation Products


https://new.siemens.com/global/en/products/energy/energy-automation-and-smart-grid/protection-relays-and-control/engineering-tools-for-protection/virtual-testing-of-siprotec-5-protection-devices-in-the-cloud-siprotect-digitaltwin.html

Saves time, increases quality throughout SIEMENS
the entire lifecycle of your system lngenuity for ife

Maintenance Pre-sales and Design
and Service —\> C{_ « Information and Presentations
- Fault analysis » Application concept and testing

« COMTRADE replay » Design Specification
« Upgrade scenarios » Approvals

Training Implementation
« Device handling * Planning
* Operators  Algorithm
« Customer specific « Settings

* Flexible at any place * Pre-testing

Operation Commissioning
« Device handling * FAT
« COMTRADE replay « SAT, Field test

« Fault analysis
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SIPROTEC DigitalTwin SIEMENS
Application Scenarios lngenuity for Life

SIPROTEC
DigitalTwin

Control Center
— — —] SICAM systems
y

DIGSI 5 DIGSI @
Online Testing

Station bus

. Firewal N — Substation ey Human SleA Power Quality

Station ' Automation o | Machine Sle)s Analysis

7 — — Interface —

Level _— A— _—I_ EI_

| .
Remote Substation

Testing of protection interface

Communication

Fi e| d Process Simulation
Device Testing
Level Device Training

Process - - - -
Level
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SIPROTEC DigitalTwin within the entire energy automation SIEMENS
system

Visualize and Interact with

the simulated device

» Device operation

* Analog values

« Binary inputs and outputs

Documentation

» Test reports

- Logs

o

Ihg&huf\‘y for Ufa

DIGSI 5 Online Testing

and Web Browser

« Online CFC Debugging

« Download Logs and Fault records
* Test sequence

* Plug & Play

Communication interfaces
 |[EC 61850

Fault analysis
« COMTRADE replay
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« |[EC 60870-5-104
« DNP3 TCP, Modbus TCP
* Protection Data Interface

Integration into substation

automation system

+ SICAM A8000

+ SICAM PAS, SCC and PQS
- 3" party systems

« Interlockings via GOOSE

Energy Automation Products



Access your SIPROTEC DigitalTwin in 5 Steps

A 4

Open DIGSI 5
project

Export SIM file
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Connection to

the Cloud

SIEMENS

SIPROTEC DigitalTwin

Import SIM

SIEMENS
lngenuity for life

L1200,
1 0

0
0

© - O

0 O«()>0
III;.
0100
I

SIPROTEC
Digital Twin

~ N
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Import of SIM configuration file from DIGSI 5 SIEMENS
Iug,ev\uf\‘y‘for&'fa

e @ SIEMENS
SIPROTEC DigitalTwin

cedric_hanspuru@siemens.com

No selected device

Device List Routing Matrix Testfiles

. Device Name Product Code IP Address Imported On TEA-X Upload TEA-X
D 7SJ82-Publisher 7SJ82-DAAA-AAQ-OAAAAO-AHO411-13113B-AAA000-000ABO-HB1BD4-Jz0  1/2:16.60.86 (PortJ)  »q 7 5419 14.01:18 D
10.16.60.86 (Port E)
D 7SJ85-Subscriber 7SJ85-2992-222-222222-2R0122-23223A-ABB000-000AC0-CB1BA1-CGO 10.16.60.78 (PortF) - 59 7 9019, 14:01:18 a
............. 7 ? 27 172.16.60.78 (Port J) 7. , 14:01: v \
] PrimaryEquipmentSimulator  6MD85-2222-222-222222-2M0122-33121A-AAA000-000ACO-CB3BA1-EBOEBO  172.16.60.60 (Port J)  29.7.2019, 14:01:18 @

Test
Result

« Add several devices by importing the SIM file
- SIM files can be updated/overwritten

« Option: Upload additional TEAX-file for display texts of binary in-/output and LEDs

Unrestricted © Siemens 2019
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Visualize and interact with the simulated device — SIEMENS
Device handling and injection of process data lngenuity for Life

* Device view

» Operating via SIPROTEC 5 operation panel
 Testing all protection algorithms

 Testing of automation logic (CFC)

* Interaction of several devices

Wit1 W33 EVas
W12 Wi13s EVaie
Witz EV3IT EV4aT

Wi14 EV32Z EV4s
115 HEV33
116 Ev34
117 WV
11.8 1v42

Wi3a V43
W32 Wv4a

* Injection of process data (I/V)

« Setting of equal amplitudes for 3 phases
« Settings of the symmetrical phases

< Automatically calculation of 14, V4
 Visualization of the vectors

« Definition of binary and analog profiles

Unrestricted © Siemens 2019
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Visualize and interact with the simulated device — SIEMENS
Binary Inputs and Outputs lngenuity for Life

SIEMENS
SIPROTEC, DigalTwin

Overview of available inputs and outputs
Display status of in-/ outputs and

»  7sJ82-Publisher p  75JE2-Publisher the Ilfe Contact

w TSJB5.Subscriber P 7SJES-Subscriber Setting Of inputs

 Valtage/Current Current Binary Ml Binary ’l.m

w  PrimaryEquipmentSimulator

D BI 1.1 (Circult breaker 1.Circult break. Position. - OH)

D] 12 (crotemer  rout sk Postion -1 ; < Modte 3 El « Definition of binary and analog profiles

O sse 1.0 -Position. - OH) [T]  BO3.(CB_DSDisc_poies.OUT_OFF_3P) H H

S0 B O soszwaseosmmonocr |l * Numbering according DIGSI 5 e.g. BO 3.2
D Bl 1.5(D r 2.0 Position, - OH) [[] ©B033(CB PoleA Breaker.OUT_OFF) S

D Bl 1.6 (Disconnector 2.Disconnectar Posltion. - CH) [T]  B03.4(cB_PoleA Breaker.OUT_ON) D

D Bl 1.7 (Disconnector 3.Disconnector.Position. - OH) D BO 3.5 (CB_PoleB Breaker.OUT_OFF) D

D Bl 1.8 (Disconnector 3,Disconnector.Position, - CH) D BO 3.6 (CB_PoleB.Breaker.OUT_ON)

D BI 2.1 (Power system Meas.point V-3ph 1.VT miniatureCB. >Open. - H) [] 8037 (c8_PoeCamakerout OFF)

D Bl 2.3 (Recording. Fault recorder.Control *Manual start. « H) []  BO3.8(CB_PoieC Breaker.OUT_ON)

Using and importing TEAX-File
« Displaying of texts
» Hide unused binary outputs

b PrimaryEquipmentSimulator

Unrestricted © Siemens 2019
Page 13 September 19 Energy Automation Products



DIGSI 5 Online Testing

» Download logs and fault records
» Test and diagnostic functions

* Online CFC debugging

* Test sequence

Plug & Play

Online access ¢ Hyper-V Virtual Ethernet Adapter ¢ Type E Bay 5 (Assigned) * Test suite ¢ Control functions (Process)

—FEx

= i Online access
Y Displayhide interiaces
» [ com
= [} Hyperd Vinual Ethernet Adaper
2 Update accezsible device:
= (8 Type E Bay S (Assigned)

D Device information

o Refresh device data

» [ rog:
» | Records
%] indications
» 5 measurements
¥ 4 Testsuite
s
1 Communication module

-, :I R intermediate

| w2 ) intermadiate
i iCfmtrol Functiongm=

open
open

;wdl‘;uwusj

hlmlngmm

[} circuivbreaker test
* & Protection functions

- @] Line 1
& 87 Line dif prot.
B 50051 OC3ph-Al
B SONIS TN OCgnd-A1

o3 Protection wpology

%

Communication protocok:

mpoeAckbviowl nfrrguoiyoy i

f=] m =] m
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SIEMENS
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[E 4 Online access + Hyper\ Virtual Ethemet Adapter ¥ Type E Bay S (Assigned) » Testsulte » Wiring (Process) -

Y Dizplayhide interisces

» CRcom

~ i Hypery Vimual Ethernet Adaprer
A7 Update sccessible devices

* B Type E Bays (Assigned)

Eh Device infarmatian
™ Refresh device data i
0 Jioe =
b Records w0 11 e s dMALING TESTES o
11 indications LED 12 Line 1:Greup indicat ‘Pickup off
» [ measurements LED 13 Line 1:Group indicat. Pickup oft
= LED 1.4 Ling 1:Group indicat. Pickup off
o LED 18 Vs:Circuit break.:Spring Charged an
LED 16 off
LED 17 oft
=] LED 18 off
B circuibrenkertest LED 13 Line 1:87 Line diff prot.:Genersl:nactive on
* s Protection functions i LED 110 2 device prot. com._:Prat. interf.1:Pl synchro._. off
= @ Line 1 - LED 1.11 off
& 87 Line diff. prot. [0 LED 132 off
B SO/S1 OC-3ph-A1 LED 1.13 off
@ SONISTN OCgnd-A1 I LED 1.14 off
=45 Protection topology LED 1.15 off
T, Communication protocals Device Process mode inactive off

'y Online sccess
Y Displayhide interfaces

» [ com "

= [ Hyper Virual Ethemet Adapter L]

A Update accessible devices

= [H Type E Bay 5 (Azzigned) v i

u up
"

Idif [pa]
03

F—. El BTty
JE isE

Protéction Funatiens

‘= Communication module
H Anslog inputs
X, Control functions
B4 circuitbreaker test
~ s Protection functions

A

]

A || Ay [=] tamy [ tamy [=] tan
ﬂm::znwswmcc ! 1 31.01.2019 16:00:27.117 i i i i Ev. Logg. good (process) Data change
W cEn dzation 31.01.2019 16:00:27.117  00:00:00-00 . Security Security Logging-Sec. Ev. Logg -User logged . good (process) Data change

Energy Automation Products



Web Browser

SIPROTEC & Settings

18.04.2018 16:39:50.891 | Circuit breaker 1
18.04.2018 16:35:10.077 | VI 1ph 1:Rotor gnd. fault-11

18.04.2018 16:35:03.368 | E:ETH-BA-2EL:Channel 1

18.04.2018 16:35:03.346 | EEETH-BA-2ZEL:Channel 1
Operational values Function values 18.04.2018 16:35:00.079 | Generator stator:81 Underfreq.-A 1

18.04.2018 16:35:00.079 | Generator stator81 Overfreq.-4 1

18.04,2018 16:35:00.079 | Generator stator:32R Revers pow. 1

18.042018 | 16:34:59.918 | Recording

Fund iy comp.

57698 v
57.702 ¥
57 696 v

0000 A
1.000 &
0.000 &

Unrestricted © Siemens 2019
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18.04.2018 16:35:00.088 | Generator stator: SGF 90% MP-1ph 1

18.04.2018 16:35:00.079 | Generator stator.SGF 90% MP-1ph 1

| TATC sup. 181 1:Trip-circuit failure
i ‘General:Failure RGF frated

! Line Mode:Redund. Channel Live
I Line Mode:Channel Live

: General Health

| General:Undervoltage blocking

; GeneralUndervoltage blocking

: GeneralUndervoltage blocking

: General:Health

| Gmd.-fit log:Fault number

wra | 08994 o
wns | 1000 4 e
Iph.C I 1.000 & 120

f ﬂg c g g g. 2 g g =

verss |
VppBC I
VppiCA I
Vseq:l I
Vseq:1 I
Vseq:2 I

99.943 v
99.942 v
99.926 v
0.000 v
57699 v
0.000 v

SIEMENS
lngenuity for life

Monitoring of

* Device information
« Settings
» Measurements

Logs

Download of
* Logs as CSV or
COMFEDE file

Secure

* https connection

« Access defined per port

* Role Based Access
Control (RBAC)

Energy Automation Products



Communication Interfaces

FE9 SIEMENS IEC-Browser
Server ICD/SCD Edit Action Extras Help

a bl a 4 |SD0SApplication/LPHDOSDCSPhyNam
Connect Disconnect  Cancel Delete
El@ Online: 127.0.0.1:102 A | Name Type(Len[arr]) |Va|ue
- =81 172.16.0.11:102 - (172.16.0.11) Name PhyNam
. =@ Type Data Object
-{) @ Path SDOSApplication/LF
i [o] Files vendor  VisString (256[-2 SIEMENS
.59 Goose hwRev  VisString (256[-2 7SD86-DAAA-AAD-
{89 InfoReports swRev  VisString (256[-2 V07.82
&) SD05Application serNum \f'lsStnlr‘rn(ZSGI-Z BM0123456783
&0 CALHO model  VisString (256[-2 7SD86
{LN—I LLNO location VisString (256[-2
= owner  VisString (256[-2

=-{li) LPHDO

. -8 BL- (Blocking)

| @-E CF - (Configuration)
. @8 cO- (Command)
| @-E8 DC - (Description)
. [63 PhyNam
@ EX - (Extension)

. @ ST- (Status)

. @& SV - (Substitution)
@@ LTIMO

&-{E) LTMSO

- @01 LTRKO

. @0 RSLEDGAPCO

(iB] SDO5CB1_Fundamental
@-{) SDOSGOOSEINT

{ib] SDO5LN1
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SIEMENS
lngenuity for life

Communication interfaces...
* |[EC 61850

* |[EC 60870-5-104

« DNP3 TCP, Modbus TCP

Protection Interface Pl

» Establishment of the communication

« Testing of Differential Protection

» Messages sent via protection interface

PMU

VPN

Energy Automation Products



Integration into substation automation system SIEMENS
Iug&c«uc\‘y{::r(ife

74 SICAM PAS PQS | NBGHOO064BXP | User logon deactivated

Integration into Substation Automation ...
SICAM A8000

SICAM PAS

+ @ horin Cunenttae SICAM PQS

i ] v SICAM SCC

» @ [EC 60870-5-104 Master | Fefiesh state
» @ IEC 60870-5-104 Slave General interrogation Activate Gl
- ® IEC 61350 Client
- @ Interface
17526425010 Ealliecad ot Station South 10kV
» @ OFC Client Telecontiol blocking off
» ®PLS CC
» ® FOR Recarder

R e | IEC 61850 Goose Simulation
» ® Sl B  IEC 61850 communication
* Messages can be sent via Goose communication

> SICAM PAS PQS = Full Server > IEC 61850 Client > Interface > 751642_solo
v __|SICAM PAS PQS w Status
> ® Full Server

View is realtime - The configuration is up to date.

Unrestricted © Siemens 2019
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Fault Analysis SIEMENS
IMg&hui\‘y{orUfQ

L SIGRA 4 - [Time Signals] E]@
m File Edit Insert Wiew Options Window Help .
p A Fault analysis

COMTRADE replay
28.11.2005
00:43:34.045
|
s
g
T 0075 0,080 0,025 ///:ﬁnn 0,035 0,050 0,075 0,100 0,125 iz
o T T : T T T T T
Un #g, SIGRA 4 - [Time Signals - SIGRA_FR_8A_Star_3P_2B_10s.5IP_FR: 27.09.2012 17:02:54.931] =RASh X
] P—————————="""" [ |[ A File Edit Inset View Options Window Help NEE
a2 AMEE | NEE A= ENEETERS
0 Py Py Py odoe s o0 ol F ¥ @ |[mox - B0 6 | oo [ &, <Curent Configuration v |53 <ourent profiley -
1 I ] | —
u U U U U Select time seament From: 09/27/2012 =) 170258 B T Tor 0gf27/2012 A 1momss W
Dis Pickup L3 ) « Thursday, September 27, 2012, 17:02:58,235 - 17:02:58,597 »
Dis Pickup E « 235 300 400 500 »
Dis. forward !
Relay PICKLUP b
Relay PICKLUP L3 + =
Relay PICKUP E +
Relay TRIP L3 q 1
----Relay TRIP. i Ki:phaseAlV
1 1pole open L3 ] 20
--------------- i T T T T T
0,075 0,050 0,025 0,000 0,025 0,050 o _;
=0 5 T T T T T T T
280 300 5D 400 450 500 550
Tho ST/Z01Z 17:02.58
K1:phaseB/'V
R AN A AT AN AR AN AN ANFANTANTARTANARSANTANVARNANTA!
0
AV VVVVV VYV VYV VY
=0 5 T T T T T T T
250 300 35 400 450 500 550

Thu S27/2012 17:02.:58

BIO

BI1 |
T T T T T T T

250 300 L] 400 450 500 550

Thu S27/2012 17:02:58

Secondary  fn:50,00 Hz  Pri: 400000 V/--- kA Sec:1000V/---A £16,0 kHz

For Help, press F1.
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Customer Feedbacks and Benefits — SIEMENS
What customer say about the SIPROTEC DigitalTwin ... lngenuity for Life

Especially when testing and commissioning line differential applications, the

devices and systems are often far away from each other. IBS requires a lot il Pre-Sales

of time and staff. With the SIPROTEC DigitalTwin | can very easily test them and Design
completely in advance from the office. Testing the protection interface and
the messages is also very simple. Implementation

As a switchgear manufacturer, we always order the SIPROTEC 5 devices
on time for installation in the switchgear. To save costs, we integrate more
and more automation functions into the devices. With the SIPROTEC 5
DigitalTwin we can check the parameterization and especially the
automation in advance in the office without the hardware. A short
final test in the system is then sufficient.

Commissioning

Operation

The integration and testing of the protective devices in the station automation B tcnance
with system interlock and interface has been very complex to date. With the :
SIPROTEC 5 DigitalTwin it is much easier and cheaper to do it in advance in and Service
the engineering department without devices.

Unrestricted © Siemens 2019
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Benefits — SIEMENS
The customer value proposition lngenuity for Life

Testing of the energy automation system within minutes, without hardware
and without additional effort

» Simulation and validation of product properties

Faster energization of new systems thanks to shorter project lifetimes

* Increase engineering quality

* Virtual testing before start of commissioning

» Shortest commissioning times

Reduced OPEX with shorter outages for higher availability thanks to better pre-testing
Efficient, scalable trainings on the job

Fast and realistic fault analysis by easily reproducing the behavior of products and systems

Time and Costs s Agility and Flexibility @ E)ql;tna;ygeemem ﬁ\ ;r:il:zggainci
S A
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Conclusion SIEMENS

Iug,ev\uffy for Ufe_

SIPROTEC DigitalTwin —
Virtual Testing of SIPROTEC 5 Protection Devices in the Cloud
Virtuelles Testen von SIPROTEC 5-Schutzgeraten in der Cloud

éé

The SIPROTEC DigitalTwin has the great benefit that you always
have the protection device you need in your pocket

’ Hans Kristian Muggerud,
Technical Supervisor, Norway
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