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Civil Enforcement
Keeping our road networks flowing smoothly is a
major responsibility of traffic authorities. Civil
enforcement delivers the required results in an
efficient and effective way.
Keeping traffic moving in cities with such huge variations in
the number of vehicles throughout the day requires a
complex traffic management system. Siemens have been
providing such systems for many years, from junction
(intersection) control right through to city-wide strategy
deployment. As well as traffic management, priority
schemes for certain types of transport have been
increasingly used to deliver more accurate, reliable travel
times throughout the city.
The problem however, is that management, and priority
systems only achieve their goals, if the traffic obeys the
regulations for example by not using bus lanes, or blocking
junctions in an attempt to get to their destination that little
bit quicker.

Changing driver behaviour can
require more than road signs and
painted lines. The enforcement
of traffic contraventions using
high quality CCTV evidence and
the issuing of Penalty Charge
Notices is a highly effective
means for traffic authorities to
meet their local transport plan
needs and obligations.

This is where enforcement systems can be successfully
deployed to ensure the traffic can continue to flow, and
priority systems continue to achieve their goals. The
Siemens Digital Enforcement Solution makes use of a suite
of hardware and software products to provide end users
with a tool kit of enforcement products that they can use to
tackle road safety, traffic congestion, environmental and
emissions damage and traffic regulation compliance as well
as other traffic related issues including the provision of
CCTV images to help traffic authorities monitor the road
network.
Based on an enterprise server environment, the Siemens
Digital Enforcement Solution can be used in fully automatic
mode (unattended) or in combination with traditional
traffic monitoring CCTV cameras (attended).

Unattended Enforcement Solutions
The Siemens Digital Enforcement Solution makes use of a
range of automatic traffic monitoring cameras that can
detect traffic contraventions and record video evidence for
later processing. These cameras use a combination of
advanced Automatic Number Plate Recognition (ANPR) and
Siemens’ own Video Analytics software to automatically
detect, identify and record traffic contraventions which are
then wirelessly transferred from the road side to the secure
server environment be that within the traffic authority or
externally at the Siemens Hosted Data Centre.
Attended Enforcement Solutions
Many traffic authorities have invested in a network of
traffic monitoring cameras that help with monitoring and
planning. The Siemens Digital Enforcement Solution can
make use of those cameras for enforcement purposes
without having to make changes to the network. By using
the Siemens Capture Station for analogue cameras or the
Siemens Remote Capture for IP cameras, the generated
video images can be recorded in accordance with the
relevant legislation and then transferred via the IT network
to the secure server environment of the traffic authority or
externally at the Siemens Hosted Data Centre.
Siemens also provide a completely wireless, fully functional
enforcement camera that can be used to supplement other
forms of enforcement or used in an ad-hoc manner for
events or where construction works are taking place on the
road network. This camera operated over the 3G/4G
networks and can be used for many forms of parking
enforcement, particularly outside schools and in nostopping areas.
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Video analytics allow the LaneWatch Mk3HD
to detect moving traffic offences taking
place and recorded, encrypted and securely
delivered high quality video clips for
processing and subsequent penalty issue.

LaneWatch Mk3HD
The LaneWatch Mk3HD camera is a sophisticated traffic
monitoring device, designed for automatic on-street
operation. Like other LaneWatch models, the LaneWatch
Mk3HD is a two part system that provides contextual
overview and close up identification images of traffic
contraventions taking place.
The camera can use a combination of Automatic Number
Plate Recognition (ANPR) and sophisticated video analytics,
especially developed by Siemens for the detection and
tracking of vehicle movement. For example, when a vehicle
within the camera’s field of view moves in a direction of
interest, perhaps performing a banned turn, an alert is
triggered and the camera records the potential contravention
taking place and can also identify the vehicles registration
mark. Similarly, if a vehicle stops in an area of interest,
perhaps blocking a yellow box junction or parking on a red
route, again the camera is triggered and evidence is recorded.
The camera can be configured to monitor and detect most
parking and moving traffic contraventions including:
•

Bus lane

•

Banned turn

•

No entry/exit

•

Yellow box Junction

•

School Keep Clear

•

Red route

•

Weight restriction*

•

Width restriction

•

Classification*

•

Emissions (Clean Air Zone)*

The two part system consists of the camera head and the
evidence processor. Together they make for a compact and
lightweight unit that is designed to mount to existing street
furniture such as lamp columns and requires only a mains
power supply in order to operate.

Camera Head
The LaneWatch Mk3HD makes use of twin High Definition
(HD) camera modules, one for contextual overview images
and one for close-up identification images. These are built
into a precision engineered housing that also contains four
high power Infra-Red illuminators for 24/7 operation in all
lighting and weather conditions. The camera has a range for
vehicle identification of up to 40m.
Evidence Processor
The evidence processor is the brains of the system, running
the ANPR, video analytics and environmental checks as well
as the digital HD recording, security encryption and data
transmission.
With built in cellular communications, the Mk3HD evidence
processor has a powerful Intel i3® processor that allows many
operations to take place at the same time without the system
slowing down and perhaps missing contraventions during
busy periods.
Each evidence processor runs a set of Siemens enforcement
modules such as ANPR, video analytics, evidence processing,
vehicle identification, authorised user lists, operating
scheduling and Guardian fault monitoring software which
can automatically detect faults and remotely alert the
Siemens Help Desk who can perform remote diagnostics and
repairs when necessary.
Vehicle Identification Module
The identification of vehicles in contravention is essential if a
fine or ticket is to be issued. This not only includes the
identification of the number plate but often the identification
of the vehicle make, model, colour, weight and emissions
rating. Siemens have made the task of identification of these
additional criteria very simple with the addition of the
Siemens Vehicle ID module.
The module can run on the evidence processor for automatic
operation or on the Review Client workstation for manual
(one click) operation.

When activated by the ANPR module or by the Operator the
software contacts an offline DVLA database and compares
the number plate read with the stored records and then
collects the configured information to complete the Review
Client software fields automatically. This improves
information accuracy and also reduces errors.
The Vehicle ID module can also be used as an enforcement
filter when configured to look for vehicles over a certain
weight or producing over a specified emissions limit, ideal for
Clean Air Zone (CAZ) enforcement or weight restriction
zones.

The LaneWatch Mk3HD
camera is a sophisticated
traffic monitoring device,
designed for automatic
on-street operation
Technical Specifications
Unit weight: 10Kg
Environmental: IP65/68

Authorised Vehicle Lists
LaneWatch Mk3HD cameras differentiate between authorised
and unauthorised vehicles by using an authorised vehicle list,
commonly known as a ‘white list’. The white list is normally
managed by Siemens on behalf of the end-user to avoid
errors but it can also be enabled on the Review Client to
enable administration by operators or supervisors.

Temperature: -20°C to +55°C

It is also possible to set up vehicle-of-interest lists commonly
known as ‘black lists’ to automatically detect when a vehicle
of interest has been viewed by a camera. This information
can then be used to alert an operator or the Police.

•

Automatic contravention detection

•

Automatic fault monitoring

•

High definition video recording

•

24/7 operation / scheduled operating times

•

Multiple authorised vehicle lists

•

Wireless 3G / 4G operation

The LaneWatch Mk3HD can operate with multiple white lists
that can be scheduled by time/day such that some or all
vehicles can be allowed in an enforcement zone at certain
times of day depending on their classification.
Video Analytics Module
The Siemens Video Analytics module was specifically
developed for use in the traffic enforcement industry. It can
be configured to detect stationary vehicles, vehicles that
make a banned turn, vehicles that drive the wrong way down
a street or perform an illegal U-turn, for example.
On installation, the software is tuned to the camera scene
and the traffic movement of interest. Sophisticated
movement filters can be applied to ignore vehicles in the
scene that are not in contravention. This learning mode helps
to reduce false positives and increase camera efficiency.

Power: 230v AC / 46Watts
Approvals: CE / VCA Approved

Features

Benefits
•

Low operating costs

•

Universal enforcement camera

•

Easy to deploy and redeploy

•

High quality video evidence

•

High operational availability

•

VCA ‘Approved Devices’ certified

*The use of the Siemens Vehicle Identification Module is necessary
4
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The LaneWatch SKC is
purpose-designed to
detect and identify parked
vehicles on school keep
clear markings and other
no parking zones
Technical Specifications
Changing driver behaviour can
require more than road signs and
lines. The LaneWatch SKC camera
automatically detects illegally
parked vehicles and provides
high quality evidence for the
issue of a fine.

Unit Weight: 12-19Kg depending on requirements
Environmental: IP65/68
Temperature: -20°C to +55°C
Power: 230v AC / up to 90Watts
Approvals: CE / VCA Approved

Features

LaneWatch SKC
The LaneWatch SKC is purpose-designed to detect and
identify parked vehicles on school keep clear markings and
other no parking zones. What differentiates the LaneWatch
SKC from the LaneWatch Mk3HD is its ability to operate at
ranges up to 100m and in multiple directions at the same
time.
The camera can use a combination of Automatic Number
Plate Recognition (ANPR) and sophisticated video analytics,
especially developed by Siemens for the detection and
tracking of vehicle movement. For example, when a vehicle
within the cameras field of view parks in a no parking zone, it
is detected by the camera’s vehicle detector and the vehicle
location coordinates are sent to the pan, tilt, zoom (PTZ)
camera head. This then moves to the correct angle before
zooming in to identify the vehicle and its number plate. At
the same time the evidence processor digitally records a
video clip and wirelessly sends it for review and processing by
an operator.
The three part system consists of the PTZ camera head, the
vehicle detector and the evidence processor. Together they
make for a compact and lightweight unit that is designed to
mount to existing street furniture such as lamp columns and
requires only a mains power supply in order to operate.
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PTZ Camera Head
The Pan, Tilt and Zoom (PTZ) camera head is a motorised
dome camera with the ability to view up to 365 degrees and
has an identification range of up to 100m. With inbuilt
privacy zones the cameras field of view can be restricted
electronically to prevent the capture of non-enforcement
related data.
The camera takes location information from the evidence
processor and is able to rotate and zoom in on vehicles that
have stopped in an enforcement zone. Pre-set positions can
also be configured so that after capturing the evidence of the
vehicle parking the camera can also capture an image of any
parking restriction signs that are relevant.
Vehicle Detector
To provide positional information to the PTZ camera, vehicle
detectors are employed which monitor sections of the nonparking zone in any direction from the camera and up to
100m in range. These detectors will only detect vehicles and
not people / other objects in the scene unlike many stopped
vehicle systems.

Evidence Processor
The evidence processor is the brains of the system, running
the ANPR, video analytics and environmental checks as well
as the digital recording, security encryption and data
transmission.
With built-in cellular communications, the evidence processor
has a powerful Intel i3® processor that allows many
operations to take place at the same time without the system
slowing down and perhaps missing contraventions during
busy periods.
Each evidence processor runs a set of Siemens enforcement
modules such as ANPR, video analytics, evidence processing,
vehicle identification, authorised user lists, operating
scheduling and Guardian fault monitoring software which
can automatically detect faults and remotely alert the
Siemens Help Desk who can perform remote diagnostics and
repairs when necessary.

•

Automatic parking contravention detection

•

365 degree operation

•

Range up to 100m

•

Automatic fault monitoring

•

High resolution video recording

•

24/7 operation / scheduled operating times

•

Wireless 3G / 4G operation

Benefits
•

Low operating costs

•

Highly efficient

•

Easy to deploy and redeploy

•

High quality video evidence

•

High operational availability

•

VCA ‘Approved Devices’ certified

When a vehicle is detected and has remained stationary for
the prescribed amount of time, the coordinates of that
vehicle are passed to the PTZ camera and the evidence
processor to rotate and zoom in whilst recording a digital
video clip.
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The TrafficWatch PTZ
camera is a revolution in
CCTV enforcement,
enabling traffic
authorities to monitor
traffic flows and carry out
parking enforcement
Technical Specifications
Unit Weight: 12Kg
Environmental: IP65/68

The unique TrafficWatch PTZ
camera uses real-time wireless
CCTV surveillance to witness and
record parking contraventions
taking place.

Temperature: -20°C to +55°C
Power: 230v AC / 55Watts
Approvals: CE / VCA Approved

Features

TrafficWatch PTZ
The TrafficWatch Pan, Tilt, Zoom (PTZ) camera is a revolution
in CCTV enforcement, enabling traffic authorities to monitor
traffic flows and when necessary, carry out parking
enforcement using a wireless, real-time video, fully functional
CCTV camera.
Attended Operation
The TrafficWatch PTZ can be operated like any other
functional CCTV camera, providing the remote user with on
screen controls for pan, tilt and zoom and capture
capabilities. By utilising a variable bitrate video stream, the
latency often experienced when using CCTV over the cellular
network is vastly reduced, allowing accurate positioning of
the camera when witnessing and recording parking
contraventions taking place.
Remote Capture Software
The software forms part of the ‘Metro’ software suite and
allows the Operator to select and control multiple
TrafficWatch PTZ cameras from a PC/Workstation in the
Enforcement Control Room.
Once the Operator has logged on to the system, they are
invited to select up to 8 cameras to view simultaneously.
Automatic timers can be set to release video streams if the
Operator is not actively using them.
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When a contravention is witnessed, the Operator can select
the appropriate camera and start the recording process. Full
manual camera controls are provided. However, if configured
correctly the Operator only has to click on the parked vehicle
using the PC mouse and the camera will automatically move
and zoom in to record the vehicle details. The camera can
also be programmed to move to a pre-set shot of the
appropriate warning signage in order to include an image in
the evidence pack before returning to provide an overview of
the whole enforcement scene.
Built-in dynamic privacy zone software prevents the Operator
from viewing private dwellings or other areas deemed
sensitive.
Following the recording of a contravention clip which takes
place locally on the cameras evidence processor, the evidence
is securely encrypted and then transmitted wirelessly to the
evidence servers.
Camera Head
The TrafficWatch PTZ camera is fitted with a fully functional
dome camera which includes a motorised zoom lens.
Compact in size, the camera head can monitor the
enforcement zone and then on activation by an Operator can
quickly position itself and zoom in to a vehicle of interest.

Able to operate in low light conditions, the camera head can
switch to monochrome operation at night for improved
visibility. It can also make use of separately provided Infra-red
illumination.
Evidence Processor
The evidence processor is the brains of the system, running
the environmental checks, digital recording, security
encryption and variable bandwidth data transmission.
With built in cellular communications, the evidence processor
has a powerful Intel i3® processor that allows many
operations to take place at the same time without the system
slowing down and perhaps missing contraventions during
busy periods.

•

Compact and lightweight

•

365 degree operation

•

Range up to 100m

•

Automatic fault monitoring

•

High resolution video recording

•

Wireless 3G / 4G operation

Benefits
•

Low operating costs

•

Highly efficient

•

Easy to deploy and redeploy

•

High quality video evidence

•

High operational availability

•

VCA ‘Approved Devices’ certified

Each evidence processor runs a set of Siemens enforcement
modules such as ANPR, video analytics, evidence processing,
vehicle identification, authorised user lists, operating
scheduling and Guardian fault monitoring software which
can automatically detect faults and remotely alert the
Siemens Help Desk who can perform remote diagnostics and
repairs when necessary.
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Software Modules & Services
As well as providing a range of unattended and attended
traffic enforcement cameras, Siemens also offer a suite of
software modules and services to process and store
captured enforcement evidence.

Review Client
Forming part of the ‘Metro’ software suite the Review Client is
used by Traffic Authority Operators to review and process
traffic and parking contravention video clips. The evidence
gathered by LaneWatch, TrafficWatch and other CCTV
cameras is imported in to the system and presented to an
Operator for review and verification that a contravention has
taken place.
In operation, the evidence clips produced by the cameras are
made available for review within minutes of being captured
and are logged and stored on the evidence server in
chronological order. A unique colour coding system allows
operators to quickly identify those clips that need processing
first based on age. Clips are selected and downloaded with a
single click and the Operator can then play the clip to confirm
the contravention has taken place. Still images of the
contravention can be selected for printing on to the
subsequently generated Penalty Charge Notice and other
enforcement information selected from drop down menus
such as the location, street name, contravention code etc.
Images can be pixelated to hide the identity of other people/
vehicles visible in the ‘evidence pack’.
To further improve efficiency, the Siemens Vehicle ID module
can be used to automatically complete the relevant vehicle
detail fields of the Review Client screen.
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Bureau Service
The Review Client can also be used to replay and process
CCTV evidence produced by other traffic authorities. This
‘bureau service’ helps to make the solution even more
efficient by lowering operating costs. When enabled, the
Operators have a choice when signing in to select which
Local Authority they are processing evidence for. When
selected, the system automatically configures its output file
format and delivery information to match that of the
enforcement traffic authority.
Management Reports
Built in to the Review Client software is the ability to produce
pre-configured and ad-hoc management reports. These
reports can help the Local Authority manage the Digital
Enforcement Solution more effectively and also ensure that
the Operators are using the system correctly. Those reports
can include the number of contraventions captured by
camera/time or the number of captured evidence packs
processed by Operator/time, for example.
Connectivity
The Review Client software will run on any modern PC
workstation and can also be installed on other Siemens
workstations running enforcement software. Connectivity to
the evidence servers can be achieved via the Internet using
the Siemens Data Connector, a home office standard
encryption link or by private network.

The Siemens Digital Enforcement
Solution is a suite of hardware
and software modules that
provide traffic authorities with
the tools to create safer, more
efficient cities.
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Gateway
Interface

Vehicle
ID Module

Authorised
Vehicle Portal

WebView Public
Evidence Portal

The Gateway Interface module allows third party
enforcement and video recording devices (typically Mobile
Enforcement Vehicles) to interface in to the Siemens Digital
Enforcement Solution, providing traffic authorities with a
future proof solution, capable of using both Siemens
manufactured enforcement devices and those of others
manufacturers.

The identification of vehicles in contravention is essential if a
fine or ticket is to be issued. This not only includes the
identification of the number plate but often the identification
of the vehicle make, model, colour, weight and emissions
rating. Siemens have made the task of identification of these
additional criteria very simple with the addition of the Vehicle
ID module.

Siemens provide the Authorised Vehicle Portal which allows
local authorities to add authorised vehicles on to the ‘white
list’ to prevent them activating the cameras when in an
enforcement zone. This would typically be a public transport
vehicle i.e. buses, taxis, police or fire/ambulance services.

WebView is a simple online evidence viewing service that
directly interfaces with the Digital Enforcement Solution. It
enables motorists that receive a PCN to view the evidence
online via their home PC or smart phone. WebView is
compatible via most major web browsers.

Connectivity
The Gateway software will run on any modern PC workstation
and can also be installed on other Siemens workstations
running enforcement software.
Connectivity to the evidence servers can be achieved via the
Internet using the Siemens Data Connector, a home office
standard encryption link or by private network.
Data is downloaded from the third party system using a
wired/wireless network link or USB flash memory stick. The
GUI guides the Operator through the steps to import the
evidence data which is then stored on the evidence server
and distributed via the Review Client software.
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The module can run on the Review Client workstation for
manual, one click operation. When activated by the Operator
the software contacts an offline DVLA database and
compares the number plate read of the vehicle in
contravention with the stored records and then collects the
configured information to complete the Review Client
software fields automatically. This improves information
accuracy and also reduces errors.

The portal will allow easy access to add/edit/remove number
plates and details from the white list and also decide which
cameras the white list applies to and at what time of day.

Operation
Access to the PCN supporting still images and video evidence
is restricted to the registered vehicle owner by virtue of the
PCN number and the associated vehicle registration mark
(VRM). After signing in to the portal the motorist will have
instant access to the evidence for a period of 90 days from
the PCN issue. After that time limit the evidence will still be
available on a per request basis.
After reviewing the evidence the motorist has the option to
pay the PCN or make an appeal using on screen links which
takes them back to the Council’s parking enforcement
website.
WebView has been proven to increase recovery rates and also
removes the need of the Local Authority to provide a public
viewing suite which in turns reduces the risk of confrontation.
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The Siemens Digital
Enforcement Solution
makes use of
enterprise based
servers to process,
store and transfer
evidence around the
enforcement system
and to wider external
applications
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Core Server is a fully hosted data
processing and communications
service provided by Siemens to
lower costs and improve the
reliability of data storage and
processing for the Siemens
Digital Enforcement Solution.

Hosted Core Server
The Siemens Digital Enforcement Solution makes use of
enterprise based servers to process, store and transfer
evidence around the enforcement system and to wider
external applications. These servers can be provided by the
end-user or their IT service but are usually provided by
Siemens as a fully hosted service called the Core Server.
Core Server is a collection of software services that form the
heart of the Siemens Digital Enforcement Solution. Evidence
data collected by CCTV Capture Stations, Gateway Interface
or the wide range of unattended traffic enforcement cameras
can be imported via LAN or WAN, and stored in a secure state
until it is required for operator review purposes. After the
review process, the evidence data and any additional data
added by the operator is also stored for future reference and
for processing to any of the current back-office Notice
Processing Systems. The software services include:
Render Service
This service imports the enforcement video and data
captured by the recording devices via the end-users internal
IT network, the Internet or private network links. When the .
Internet is used to transfer information, a secure encryption
service (ZDC) is also used to ensure compliance with the
‘Approved Devices’ certification.
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The service creates two copies of the recorded evidence, the
‘Evidence Copy’ which is security encrypted and securely sent
to the Archive Service and the ‘Working Copy’ which is
temporarily stored until it can be reviewed by an
authenticated system operator. Following operator review,
the Render Service will carry out any processing instructions
it has received from the review operator, for example, the
cropping of video clip to a usable length or individuals/vehicle
identities to be pixelated in line with DPA / GDPR
requirements.
As its name suggests the Render Service also provides a video
rendering service so that evidence can be changed in to
suitable smaller file sizes for publishing to the Internet or
transferring across the network to ancillary systems. This is
also useful for when the back-office NPS also stores a
reference copy clip to aid users when processing PCN’s.
Archive Service
This service acts as a digital library of the original ‘Evidence
Copy’ video clips, together with a record of any changes made
to the Working Copy clips during the review process. This
might include the still images that were captured during the
review process to transfer over to the NPS. The evidence is
stored in a secure encrypted state on hard drives (using RAID
configuration) and can be easily retrieved via the system
using the standard Review Client software.

Security
The Hosted Core Server can provide improved security,
resilience, support and also makes future expansion quick
and easy. The service is provided from our ISO 9001 &
ISO27001 compliant Data Centre ensuring the highest quality
management.
Physical Security is provided by ‘room within a room’ design,
physically isolated from personnel in a stand-alone building
behind two sets of locked doors and metal shutters. The site
is also protected by state-of-the-art security systems and
perimeter CCTV. Access is only granted to personnel with
access fobs, pin codes and the keys.
Digital Security is provided by our enterprise class Checkpoint
firewall clusters which protect the internal network from the
internet. Resilience is ensured by the use of multiple physical
internet connections from several suppliers which provide
physical redundancy, including different building entry points
to counteract physical breaches. We also employ SAN drives,
providing no single point of failure, including RAID
configuration on all drives, working together to provide a
very high level of resilience.
Data Backup
Backups are provided by tape, removed from site during week
days and held in fireproof safes on weekends. Tapes are
maintained in a standard GFS routine (Grandfather, Father &
Son) and the database backups are stored offsite via network.

Features
•

Established service

•

Managed & dynamic data storage

•

Highly secure

•

Reliable

•

Redundancy / backup service

•

Can operate over Internet links

•

Links to all Notice Processing Systems

Benefits
•

Low risk solution

•

Low cost / easy expansion

•

Data is more secure

•

Remote software / storage maintenance

•

Low cost communications

•

Proven
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