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Diagnostics and
Optimization of Industrial
Networks with SCALANCE
Industrial Networks Education

Description
A reliable, robust network is the backbone of any modern industrial enterprise. Since the network requirements can
change over the life cycle of a plant, the diagnostics and optimization of the network are extremely important tasks.
Even during planning stages, various aspects regarding the functionality and diagnostic capability have to be taken into
account. For instance, clear network documentation, knowledge of enhanced functionalities of modern switches and
routers, as well as up-to-date tools for the operation of networks are imperative for diagnostics and optimization.
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Objective

Target Group

Using practical examples, participants of this course will
learn how to diagnose typical error causes in industrial
networks, and determine how to prevent them or minimize their impact with the aid of enhanced device functions. You will be trained to secure administrative access
to the components, and to restrict access to the network
itself.

Plant Engineers, Control Engineers, System Engineers,
Commission Engineers, Application Engineers, Operations
or IT Network Engineers, Service and Maintenance Personnel, Facility Managers, technical Sales Personnel

After attending this course, participants are able to diagnose and optimize industrial networks. Participants will
also be familiar with the available tools and functions
which can be used to ensure the required performance,
availability and security of the network.

Requirements
Knowledge in accordance with the course “Switching and
Routing in Industrial Networks”: Participants must be very
familiar with topologies, transmission methods, addressing and transport of data in industrial networks, and
ideally have practical experience in the field of industrial
networks.

Contents
◾ Introduction to basic tools such as terminal access and
network analysis tools, as well as applications for time
synchronization and logging of event messages
◾ Basics of a professional network layout
◾ Network analysis for troubleshooting
◾ Detection and prevention of physical errors
◾ Detection and prevention of Ethernet errors
◾ Identification and fulfillment of security requirements
◾ Detection and prevention of overload situations
◾ Optimization of convergence times
◾ Comprehensive exercises
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Certification (Siemens CEIN-LEVEL)
Following the training, there is an option of taking
a certification test. This test is part of the certification to become a “Siemens Certified Expert for
Industrial Networks”, which consists of several
individual tests.

The information provided in this flyer contains merely general descriptions or
characteristics of performance which in case of actual use do not always apply as
described or which may change as a result of further development of the products.
An obligation to provide the respective characteristics shall only exist if expressly
agreed in the terms of contract. Availability and technical specifications are subject
to change without notice.
All product designations may be trademarks or product names of Siemens AG or
supplier companies whose use by third parties for their own purposes could violate
the rights of the owners.

