DIGITAL ENTERPRISE SERVICES

NIS compliance 4.0

Digitalization raises the issue of cybersecurity
to a whole new level. Especially if you are an
operator of essential services, for example in
the energy, transport or drinking water sectors.
Our exclusive NIS compliance 4.0 solution
gives you the potential to fully and instantly
comply with the NIS Directive or to simply
follow the best practices in cybersecurity.

Practical assistance from start to finish

To be compliant with the NIS Directive, you need to develop and
implement a set of measures. Together with our two partners, we
offer you exclusive, pragmatic assistance to help you get through
each step with maximum efficiency. You can count on:

* The IC4 in Hogeschool West-Vlaanderen for organizational support.
« Siemens for technology and technical expertise.

* The accounting and auditing firm Vandelanotte for legal assistance.

The benefits for you

* Develop a suitable process for CERT reporting.

e Formulate and implement your NIS policy.

e Inform the data protection authorities correctly.

* Organize any necessary recurring audits.

 To implement NIS compliance with maximum efficiency, through
our unrivalled support.

SIEMENS

Kurt Callewaert,
Head of Research Applied Computer Science
at HOWEST

If the users of your systems are
not sufficiently aware of the risks,
your company will remain an
easy target for hackers.

Therefore, it is imperative to
clearly define responsibilities and
maximize employee awareness of
cybersecurity. And you must always
be prepared for the worst-case
scenario. This is why an incident
response plan is essential.




Organize recurring audits.

Inform the data protection
authorities correctly.

Augustijn Degrieck, Industry 4.0 specialist at Siemens

When making the transition to Industry

4.0, cybersecurity should always be the top

priority. Innovative projects in areas such
as data analytics, artificial intelligence,
digital twins and lloT will be all the more
successful if they are built on a solid basis.
Cybersecurity should be considered as the
foundation of a skyscraper.

A

Nikolas Vandelanotte, CEO of Vandelanotte

Your company doesn’t comply with NIS
legislation? It could face severe penalties.

Imprisonment, a fine of up to 50,000 euros
(to be multiplied by 8) or an administrative

penalty of up to 200,000 euros: these are
the sort of things that we would rather
avoid. Therefore, everyone in your organi-
zation must be aware of what is expected
of them! Whether for a one-off assign-
ment or for ongoing assistance, our team
of specialists is there to help you answer
all your legal questions.

Respond adequately and report
incidents correctly to the CERT.

Define and implement
your NIS policy.

A testimonial from a satisfied customer
Gerd De Mey, ICT Manager at FARYS

For us, “NIS compliance 4.0” was the ideal
approach. It showed us exactly what we
needed to do under the NIS legislation
and helped us draw up a roadmap.

By combining our in-house expertise with
the expertise of implicated partners, we
have effectively boosted the maturity of
our company’s cybersecurity.

Find out more?
siemens.be/nis-compliance
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