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INTRODUCTION

The promise of Industrial Internet of Things (IoT) is immense, with the potential to transform
industries through data-driven insights and connectivity. The availability of low-power RF
communication technologies (LPWAN) has accelerated adoption, significantly reducing the cost of
integrating new sensors into industrial systems. Among these, LoORaWAN — an open standard LPWAN
technology operating on unlicensed spectrum - has emerged as a leading choice for many
applications. Its long-range capabilities make it well-suited for the expansive and complex
environments of large industrial facilities. Additionally, LoRaWAN benefits from a robust
competitive ecosystem and the inherent stability of its star network topology, offering advantages
over traditional mesh networks.

However, transitioning from a proof of concept to a fully functional industrial loT deployment is far
from simple. At the heart of the success lies the reliability and resilience of the underlying

LoRaWAN network.

In this white paper, we will explore the key features and infrastructure requirements for
industrial loT deployments. We'll also address the challenge of deploying a network that is reliable
from day one, highlighting the main caveats and pitfalls that can derail your efforts.

We provide you with architecture recommendations and detailed checklists to help you de-risk
your industrial loT projects and prevent vendor lock-in. We aim to guide you through the
complexities of industrial loT, where dense sensor deployments and challenging radio environment
demand careful network design.

We will cover the critical elements to consider across different aspects of an Industrial LoORaWAN

deployment:

LINS

LNS Functionality

What are the key
features of the LNS
Solution?

Architecture

What are the design
aspects to consider in
the architecture of my

LoRaWAN® network

Operational
Excellence

How can | efficiently
run my LoRaWAN?®
network deployement?
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Non-functional
Requirements

How about support &
maintenance, Quality?
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1 LORAWAN NETWORK SERVER (LNS) FUNCTIONALITY

1.1 About the LNS

Note: If you are already familiar with the LNS concept, feel free to skip ahead to section 1.2.

The LoRaWAN Network Sever (LNS) is often referred to as the ‘brain’ of the LoRaWAN network
architecture. Below is a diagram of a typical LoORaWAN architecture, which consists of the following
components:

LoRaWAN devices

LoRaWAN gateways

The core network

One or more Business Application(s) or Application Server(s).

The core network consists of the Network Server (NS), the Join Server (JS) and the tools to
efficiently manage and operate both devices and gateways.

)> LoRaWAN®
TN

Device
E & base station
management
Applications
@ ») . server
i Join server

E Network server

» —

1.1.1 LoRaWAN Network Server

The LoRaWAN Network Server (LNS) orchestrates the LoRaWAN radio access network, and
implements the following essential functionality:

* Uplink messages:
+ Data routing to Application Servers or to home LNS in case of roaming architecture
» Filter, authenticate and verify uplink messages from LoRaWAN Devices

»  Deduplicate uplink frames when they are received from multiple gateways (macro
diversity) or repeated by the device

+ Adaptive Data Rate. This is key to the performance of the network, see below for
details

*  Downlink messages:
* Route selection/optimization to the most appropriate LoRaWAN gateway

» Downlink scheduling, i.e. selecting the most appropriate time to send the frame, as
LoRaWAN devices usually optimize power consumption by opening very short,
precisely defined, listen windows.

Iy
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*  MAC Layer management

» The LoRaWAN standard essentially defines the set of commands available to manage
each device and optimize the network.

* Besides general guidelines, the exact use of these MAC commands is up to the LNS
manufacturer and impacts the security, interoperability and stability of the
network.

» The quality of the MAC layer implementation directly impacts the Packet Error Rate
(PER) and power consumption of devices.

In the following paragraphs we list the key element to consider when selecting a LoRaWAN Network
Server.

1.2 Key features of the Industrial LNS

First, the LNS should provide backward compatibility with all versions of the LoRaWAN
specifications, ensuring widest compatibility with the device ecosystem. This is not limited to the
end device specifications v1.0.1-4 and v1.1, but should also cover the implementation of the
LoRaWAN Backend Interface (LoRaBEI v1.0 and v1.1) specification to support network
peering/roaming and activation (OTA). The LNS should be capable of managing and operating
devices of all classes (A, B & C), and LoRaWAN versions in any combination, according to all regional
parameters for worldwide deployments. It is important to ensure that the LNS can support sites with
heterogeneous regional settings, as large industries frequently have sites, or suppliers, in multiple
countries.

The LNS has to implement the right Quality of Service (QoS) features. The Adaptive Data Rate
algorithm is essential to maximize the device battery lifetime and should offer the best trade-off
between QoS and device’s power consumption (see below).

About Adaptive Data Rate

The Adaptive Data Rate mechanism is key in finding the right balance between battery
consumption and quality metrics like packet error rate.

SF12 1 10 9 8 7

An efficient ADR mechanism shall:

* Dynamically adapt the device’s transmission parameters (TxPower, number of
transmissions, data rate) according to the quality of the device-BS radio link.

* Minimize the device’s battery consumption while fulfilling the target quality metrics
(especially the uplink packet error rate).

* Adjust its reactivity to avoid too volatile decisions (increasing signaling overhead
induced by MAC commands) or slow response to abrupt RF changes (for instance, the
nearest gateway to the device goes down).

g Actility



The LNS should intelligently select the best gateway and downlink transmission slot to route
downlink packets to each device in a heterogeneous LoRaWAN network with a mix of outdoor (up to
72 channels) and indoor gateways (typically 8-channels) while offering the best downlink QoS to
each device according to its link quality and mobility profile. Check that not all gateways need to
have the same number of RF channels, as this would severely limit your ability to deploy
indoor/outdoor use cases and high density applications.

Furthermore, a centralized LNS architecture is key for Self-Organizing Networks (SON), allowing
seamless gateway addition or removal without specific reconfiguration. Adding a gateway will boost
the radio coverage & capacity and the RF macro diversity guarantees service continuity in case of
gateway outage. Be careful not to confuse a centralized LNS with centralized management of
multiple mini GW-embedded LNSs (one LNS per gateway). Only the first architecture will provide
the benefits of macro-diversity (i.e. reception of uplinks from multiple gateways) to improve QoS
and decrease energy usage. The second architecture is only a convenient user interface overlay,
which looks centralized but in fact organizes your network in multiple non-collaborating small RF
islands.

The LNS should be a Future Proof solution, also addressing challenges that might not be relevant
from day 1. With LoRaWAN Roaming, the LNS supports the collaborative nature of LoRaWAN
networks to extend the network coverage. For example, you can deploy multiple sites, each with
their own LNS for local resiliency, but still collaborating so that e.g. logistic applications with
LoRaWAN trackers will work seamlessly across sites. Firmware Update Over The Air (FUOTA) for
LoRaWAN devices will allow for adjustments to the device firmware when required. These services
are further elaborated in the Value Added Service paragraph.

The Core network solution should also provide an embedded Join Server, to facilitate the secure
onboarding of new end devices into the LoRaWAN network. The solution should allow both ABP and
OTAA activation modes and also allow for integration with external Join Servers.

1.3 Gateway Management

For people operating a LoRaWAN Network, it is essential to avoid on-site interventions as much as
possible, hence remote management and troubleshooting is an essential functionality of the LoRaWAN
core network solution.

It is important that this gateway management is hardware-agnostic, in other words independent
from the gateway manufacturer. Flexibility in the choice of gateway is key, as the best choice of a
gateway today, isn’t necessarily the best choice in 3 years. For multi-site enterprises, regional
certifications are required. Since manufacturers often concentrate on specific regions, you will
need to mix and match products from various manufacturers to ensure compatibility and
compliance. A list of integrated and validated gateways should be provided by the LNS provider.

Furthermore, the level of integration between the LNS solution and the LoRaWAN gateway is a key
element to consider: Is there a secure connection in place between the gateway and the LNS? Does
the gateway manage interface failover between different backhaul connectivity types, or between
different LNS site in case of a geo-redundant architecture? Can you remotely access the gateway to
configure and troubleshoot it in depth? Is the management user interface for gateways harmonized
across the different models supported?

It is critical that the LNS provider has full control over the gateway software (development &
maintenance). Security-wise, gateways are the most exposed elements of the network, and the LNS
provider needs to be able to react quickly in the eventuality of a breach. Many providers rely on an
open source (e.g. Basics station), which is simply compiled-in ‘as is’ by the gateway manufacturer
without any pen-testing. This leaves you dependent on community support in case of compromission:
you are unlikely to receive much help if you discover that your gateways have become relay nodes
for a DDoS attack in the middle of the night...

The LoRa Alliance has launched a working group for standardization of the GW-LNS interface. Pending
the conclusion of this initiative, it is necessary to be aware of the limitations of implementations
based on the legacy Packet Forwarder and Basics Station. Actility supports the open-source Basics
Station protocol but recommends using our own agent called Long Range Relay (LRR) which offers:
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Supported on all the major gateway brands

Native VPN and PKI

Regular pen-tests

Packet buffering in case of backhaul outage

Packet filtering to optimize low-bandwidth backhaul usage, e.g. cellular or satellite

A rich set of RF, system and backhaul indicators to supervise your radio access network
Consistent user interface design, ensuring enhanced security and usability.

1.4 Application Integration

The LoRaWAN Application Server will ensure the smooth delivery of the device data to the Business
applications. To this purpose, the LNS may take care of decrypting the LoRaWAN payload and
making it available.

The LNS solution should provide professionally-supported payload drivers, which take care of
translating the ‘raw’ sensor data into structured, ready-to-use data that can be immediately
processed by the application server. It is important that these drivers are implemented based on
the Codec API specifications as defined by the LoRa Alliance. Additionally, supporting custom
drivers ensures full flexibility when introducing new or proprietary devices.

The solution is also expected to offer so-called Cloud Connectors. These connectors simplify the
integration to business application based on standard protocols (e.g. https, MQTTs, AMQP, OPC-UA,
BACnet, Modbus) or through platform specific connectors (e.g. Azure loT, AWS loT, Thingworx,
Cumulocity etc.). These connectors should be bi-directional connectors, fully developed and
maintained by the LNS provider, to avoid compatibility issues with the loT platforms, for instance,
in case of API change.

Having these options to ease the integration, will allow you to focus on the implementation of the
business logic on the application side and -if needed - to change device provider without the need
for an additional integration.
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https://www.youtube.com/watch?v=xVZB_MwQ2zs

1.5 Value Added Services

As indicated above, the LNS solution should be future-proof and capable of addressing challenges
that might appear only in next phases of the project, like interconnecting networks, updating the
device firmware remotely, network-based (RSSI/TDOA) geolocation or improving deep indoor
coverage with LoRaWAN relays.

1.5.1 Roaming

Interconnecting different LoORaWAN networks (public or private) is possible thanks to LoRaWAN
Roaming. The possibility to transfer a packet from one network to another allows improving the
network coverage and optimizing the device’s battery lifetime. The feature is standardized by the
LoRa Alliance and should be implemented based on the LoRaWAN Backend Interface specifications.

The use of a LoRaWAN Roaming Hub (like ThingPark Exchange), will provide an “interconnect once,
peer to anyone” approach for interconnections between LoRaWAN Network Servers and Join
Servers.

«AN

Cfﬂ '“‘“-~-£§§ «AN

Private network 2 (e.g., parts supplier) ~ L ~

o - NS >

@ - Private network 1(e.g., car manufacturer)
- - -

Private network 3 (e.g., parts supplier)

Many industrial enterprises have policies against full site isolation, such as losing all connectivity
when the Internet is down. To address this, they require an on-premise LNS (LoRaWAN Network
Server). Peering and roaming capabilities allow multiple LNS instances to collaborate effectively.
This setup also enables seamless integration with suppliers or customers — which is useful in closed-
loop logistics scenarios.

Consider, for instance, a custom cradle designed for an aircraft engine. This cradle moves through
different phases, from the engine manufacturer to the main logistics site of the aircraft company,
and then to the maintenance company at an airport before eventually returning. Each of these sites
may use its own LNS, potentially provided by different vendors. However, peering between these
LNSs ensures that tracking data flows smoothly across the entire journey.
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1.5.2 Firmware Update Over the Air

Security concerns around massive loT are motivating stricter rules for upgradability. For example,
the EU Cybersecurity Resilience Act (CRA) mandates upgradability in the field. Remote update of
the device firmware is standardized in the Firmware Update Over the Air (FUOTA) specifications
of the LoRa Alliance. The LNS solution should provide an integrated FUOTA solution which has
proven implementation with several device partners.

new FW, handle FW Campaign Management
rollback Generate patch release |

Fragmentation sessions, Rl FW management

data transfer, FEC, file :

Check FW FW version/type match
Embedded FW /_ authenticity, apply to devices \ Application SW

Reassembly, FEC,
check AS authenticity

authentication —

Switch to Class B/C MC group setup 1 . 3
during upgrade, MC devices, Class B/C .
sessions sessions AS-NS API

R
—

N ey = I
Ch)— NS \ s

LoRaWAN Network Server

| Multicast Class B/C support L T

Switch to LoRaWAN |_—] [ Propristary aetwork
Class B/C during
upgrade, Multicast

interface:
DevEUls
Multicast ID/keys

Having the possibility to perform a delta firmware upgrade (rather than the entire firmware), will
result in a drastic improvement of the impact on the network capacity.

The solution should provide campaign management for FUOTA campaigns, allowing tracking of
progress and success rates.

1.5.3 IP Over LoRaWAN (e.g. SCHC /DLMS)

When use cases which require the use of the IP protocol are considered, a solution to provide IP
over LoRaWAN is needed.

By using operations of compression/decompression and fragmentation/defragmentation at the
LPWAN end device and the backend, IP over LoRaWAN can be enabled. These operations are
standardized by the SCHC standard from the IETF (RFC 8724, 9011).

SCHC can be used to provide seamless transport of any data-oriented IP application layer protocol
over LPWANs, while optimizing the volume of communication, and the required energy, by 30 to
90% depending on the use case. The approach is illustrated in the picture below for the use of the
SCHC adaptation layer between the DLMS (an IP based protocol) Smart Meter and the DLMS Head
End System (HES).

Smart Electricity Meter Head-End System

Device Application
Process

ADLMS <~ | 4DLMS

UDP IPva/IPv6

Head End Application
Process

UDP IPva/IPvé

ThingParkEnterprise

» «

Useful Resource
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2 ARCHITECTURE

It is recommended to analyse the architecture of the considered LNS solution. The word ‘carrier-
grade’ is often used to describe the architecture of a solution but is key to investigate how the right
level of Security, Scalability and Reliability is provided.

2.1 Security

In terms of security, it is vital to understand whether the solution will pass the security audits of
the IT department. In other words, will the solution tick all the boxes below?

Protocol security

M Does LNS implement LoRaWAN
security best practices (e.g. to
mitigate replay attacks)?

M Does LNS support E2E payload
encryption between device and AS?

M Does the solution support a
standalone Join Server? Does JS use
HSM to store device keys?

Interface security

M How is GW-LNS interface secured? Are
both IPSec and TLS options supported?

M How does the gateway securely
retrieve its certificate (PKI
Management)?

M How is LNS-AS interface secured?

2.2 Scalability

Infrastructure security

4]

4]

4]

How are Operating System and
database security patches delivered
on a regular basis?

Are there periodic security audits? Are
audit reports accessible? Is there a
bug bounty program in place?

How is remote access to gateways or
LNS/OSS secured?

Application security

4]

Secure end-user access: multi-factor
authentication or delegated
authentication

Brute force mitigation techniques

Role and permission management:
read-only vs. read/write

Can all passwords be personalized?

Is sensitive data encrypted at rest and
in transit?

Most IoT projects start with an initial, small deployment, e.g. via a Proof-of-Concept. Nevertheless,
it is key to understand from the start how the solution will support a large-scale deployment:

M How many devices and gateways can
the solution support?

M What is the peak traffic rate
(packets/sec) supported by the
solution?

M Can it scale-up (vertically) & scale-
out (horizontally)?

M Is there a clear hardware/sizing
profile per deployment segment?

Network-agnostic Provisioning

Useful Resource

Security Webinar Recording ->

4]

4]

Are E2E load & stress test reports
available?

How does the solution handle
addressing capacity for networks
identified by a NetID? Does it allow
multiple physical devices (each with a
globally unique device ID, DevEUI) to
use the same DevAddr?
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2.3 Reliable & Flexible Deployment

2.3.1 Deployment options

In terms of the LNS deployments, the solution should offer the deployment model that best suits

the considered architecture:

e On-premise, with or without internet access. On-premise is required if your policy mandates

resilience in case of site isolation.

e Private Cloud, with ready-to-use images for the most commonly used platforms (e.g. Azure,

AWS, Alibaba).
e Saa$, hosted on Actility’s regional data-centers.

For the On-premise and private cloud deployments, the choice of the underlying platform (e.g.
Virtual machine, appliance, Kubernetes) should be flexible as well.

— ﬂﬂ Deployed on-premise d — — Deployed in the cloud—

(« ») ication
;
Autonomous GW
(((A»)

9 Application

Application
Server

0SS built in payload drivers (Edge
| computing)

Conventional GWs

«{ ») o] AWS green-grass + Server Integrated cloud connectors (AWS, Azure, Thingworx...) Application Server
= + built-in payload drivers (Cloud computing)
& Aﬁ’

+ RF macro diversity Application <
Server

«p
«AD AT

Application

o]

Server

2.3.2 High Availability Architecture

The platform should offer a High Availability architecture for all deployment models, with no-
touch failover, an arbiter site or 3 sites to manage “split brain” network outages, and support

canary upgrades processes.

Furthermore, the solution should have a defence
mechanism to manage message storms (e.g. when many
gateways reconnect simultaneously and forward their data
queued during an electricity outage) without service
impact. An internal message queueing solution should be
used to prevent loss of data to internal or external data
consumers during version upgrades or transient
unavailability of application servers or other data
consumers.

A fault-tolerant gateway packet forwarder, can offer
online buffering capabilities, preventing packet loss in case
of temporary backhaul disconnection between the gateway
and the core network, and support network interface
failover.

Arbiter site

Georedundant
Cloud Platform

[

(« )))
Jme |
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2.3.3 Embedded LNS Option

For very small deployments, where no remote management is required, the solution should offer an
Embedded LNS solution. This solution should allow managing a single gateway option, that may
scale up to a few remote gateways to offer RF macro-diversity.

To support future expansions, the solution should offer a seamless migration path from the
embedded LNS to a highly-scalable centralized LNS architecture. “Seamless” here means that
devices continue to operate after migration to the new LNS architecture, without any service
disruption (i.e. no need to manually reset devices). Due to the advanced security scheme of
LoRaWAN, preventing replay attacks, such upgrades from on-site to Saa$ require specific secure
export-import procedures for the LNS cryptographic material.

About Embedded LNS

What is it?
An Embedded LNS refers to a LoORaWAN gateway with an integrated LNS solution on the gateway.

When to consider?
An Embedded LNS can be considered for very small on-premise deployments, requiring 100% data
locality and 0% dependency on internet backhaul, for instance to cover a single retail store.

What are the limitations?
An embedded LNS solutions has several limitations that appear as soon as the deployment scales up:

» There is no macro diversity (yielding poor ADR) when multiple gateways are deployed, each
with their own embedded LNS.

* There is operational complexity, as:
+ efficient remote management of gateways and devices is not possible.
» devices & gateways have to be paired during installation.

» devices keys are stored on multiple platforms.

g Actility



3 OPERATIONAL EXCELLENCE

Next to the essential LNS functionality as listed above, the solution should also optimize the
efficiency in terms of gateway and device deployment and operation. The following Operational
Excellence elements must be considered when selecting a solution.

3.1 Ease of Deployment

Having several low-touch ways for provisioning of devices is key, including provisioning in batch
and through API. Provisioning through the use of standard-based QR code is a noteworthy, emerging
alternative. A standard QR code for secure device activation has been standardized by the LoRa
Alliance, it involves a one-time ‘owner token’ which should be supported by the Network
Server/Join Server.

SchemalD: DO
JoinEUI: 11-22-33-44-55-66-77-88
TROOS LoRaWAN® Device Identification QR Codes DevEUI: AA-BB-CC-DD-EE-FF-00-11

Standard tagging scheme for LoORaWAN® devices to simplify zrzgﬁg ken: ﬁgg&lé;ﬂﬁ:

. . ®

the device onboarding onto a LoORaWAN® network. SerNum: YYWWNNNNNN
Proprietary: FOOBAR
CheckSum:  AF2C

The provisioning of LoORaWAN gateways should involve minimal interaction, ideally through a Zero-
Touch Configuration Server which will also manage batch maintenance operations after deployment.

The use of off-the-shelf catalogues for gateways and devices can drastically simplify the deployment
process.

The platform itself should also require limited effort in terms of self-hosted deployments, e.g.
with ready-to-install image for the major Cloud Providers.

3.2 Device & Gateway Troubleshooting

Once the gateways and device or deployed, it is mandatory to have efficient tools for monitoring
and troubleshooting.

Typically, the operational management is done through ‘management by exception’, hence the
gateway and device alarm management is essential. It should be possible to integrate these alarms
into existing monitoring solutions as well.

As indicated above, onsite interventions for gateway or device troubleshooting should be avoided at
all time. Having the possibility to remotely access the gateway to troubleshoot, change the
configurations, consult the logs, etc. is critical from an operation management perspective.

Actility
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It is important to understand whether the LNS provides additional tools to get a clear insight on
what’s happening in the network. These tools can include:

Y

| EEEEEET IR

A Packet Logger showing all details of the messages and MAC commands exchanged
between the devices and the network (cfr. Wireshark).

A Tool to analyze and compare the results of a spectrum scan on the gateway
A Tool to visualize the results of a drive/walk coverage test of the LoRaWAN network
A Tool to simulate the LoRaWAN network coverage provide by a set of gateways.
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4 NON-FUNCTIONAL REQUIREMENTS

Next to the functional solution aspects as outlined in the previous chapters, the preferred solution
should also comply to a set of non-functional requirements.

4.1 Support & Maintenance

The LNS solution should be provided with the option for 24/7 support with a corresponding SLA.

In terms of solution maintenance, it is important to know whether the upgrades will be managed by
the supplier, and whether to the upgrade process is properly documented. Keep in mind that while
initial greenfield installations of 10T networks are relatively straightforward, upgrading a fully
deployed network presents significant complexities. Any unforeseen interoperability issue or
glitch puts you at risk of needing to manually reboot/reset thousands of devices in hard-to-reach
locations. While open-source implementations perform relatively well on small-to-mid scale
greenfield networks, they often lack regression testing across releases, leaving you navigating
uncharted territory during upgrades. In contrast, commercial implementations invest up to 30% of
R&D costs in load and regression testing, as well as upgrade tests for large numbers of devices. In
Actility, after extensive R&D testing, we also upgrade our ThingPark Community platform with a
large diversity of use cases and public loT network operators with millions of devices. This
accumulated experience ensures that our upgrades proceed smoothly — an essential factor when
failure is not an option.

Of course, having access to professional services teams for Training, Managed Network Services and
Network planning/dimensioning, should be considered during the evaluation process as well.

4.2 Development & Quality

It is essential to be aware of the Product Development process of the solution:

M What is the product roadmap of the M Who’s the owner of the solution IPR?
Solution? Is the product continuously Can an escrow-agreement be
evolving? provided? What is the size of the team

. c
M Is the solution based on standard developing the solution?

specification, and is the supplier
driving the evolution of the standard?

Additionally, it is key to understand the Quality Assurance process of the solution:

M Is the provider ISO 9001 certified? M How is testing of the solution done
(load testing, regression testing,
record-replay testing)?

Are test reports available?

M Is bug fixing provided?

4.3 Provider Profile

Last but not least, it is important to get an understanding of the organization providing the LNS
Solution.

Ideally, the provider is actively engaged at LoRa Alliance level to drive the LoRaWAN specification
forward and to be at the forefront of standard based solution development. Having LPWAN, and
more particularly the LNS, as core business will guarantee continued focus on the evolution of the
solution.

Furthermore, it is essential to get an understanding of which other Enterprises have trusted the
supplier up to now, and what the total number of deployed gateways and devices is. Reference
implementations of similar size and type on a global scale can provide interesting sharing of
expertise and best practices.

Actility



5 ABOUT ACTILITY

Actility provides the most reliable and advanced loT platform used by thousands of companies and
tier-1 global operators, demonstrating 10+ years of field experience in all regions of the world. With
a strong background in large-scale project delivery, customer focus with growing international
sales, support and global account teams, it offers you all-inclusive industrial grade service and full
deployment flexibility with 24/7 monitoring, geo-redundancy, high-availability and continuous

upgrade.

In other words, ThingPark Enterprise offers a carrier-grade platform to satisfy loT deployment

requirements for enterprises.
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https://docs.thingpark.com/thingpark-enterprise/7.3/docs/overview-tpe/key-highlights/
https://youtu.be/MTwgiiQdoyg

