HOI THAO TRU'C TUYEN
Két noi tir xa trong cong nghiép
v®i SINEMA Remote Connect va SCALANCE

Thoi gian: 14:00 — 15:30 Thw Sau, ngay 30 thang 10 nam 2020
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Noi dung

K&t néi tir xa 12 gi? 2
Vi sao can két ndi tir xa? 5
Céac (rng dung cua két nbi tr xa 7
Giai phap két ndi tr xa SINEMA Remote Connect 10
Thwe hanh 24
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Két noi tir xa la gi?

SINEMA Remote Connect
Secure

SINEMA Remote Connect
Convenient

-

SINEMA Remote Connect
Wherever you are

sl

Flexible regarding
the number of
& machines,

SIEMENS
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Noi dung

Két ndi tlr xa 1a gi? 2
Vi sao can két noi tir xa? 5
Céac (rng dung cua két nbi tr xa 7
Giai phap két ndi tr xa SINEMA Remote Connect 10
Thwe hanh 24
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Vi sao can két noi tir xa?

‘ F\/\/
Nhanh chéng Linh hoat Chat lwong Hiéu qua
Bao mat Kiém soat
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Noi dung

Két ndi tlr xa 1a gi? 2
Vi sao can két nbi tir xa? 5
Céac rng dung cta két noi tir xa 7
Giai phap két ndi tr xa SINEMA Remote Connect 10
Thwe hanh 24
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ng dung cua két ndi tir xa

Céc linh Vl_J’C ép dl:lng két nél tij’ Xa Service technician 1 B Industrial Ethernet Service techrician 2
| - —— | O VPN tunnel
+ Trong nha may hoac Trong may moc cua M Wired internet

nha ché tao may

Service technician 3

- Hé théng phan phéi dién (khu vc héo
lanh)

- Logistics, Cang bién

- Hé thdéng giao théng théng minh

« Tram bom, nha may nwéc ...

/

G_IK10_XX_30371

Bao tri, khac phuc sw co6 tir xa str dung SINEMA Remote Connect
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Ung dung cua két noi tir xa

Cac linh vwc ap dung két noi tir xa Telecontrol center (e.g. PCS7) SINEMA — B Industrial Ethernet
" . Remote Connect connection [ VPN tunnel
_l F )
R \ P « p p > [I— B W Wired internet
Trong nha may hoac Trong may moc cua — =
nha ché tao may —= — L
- Hé théng phan phéi dién (khu vc héo
lanh)
- Logistics, Cang bién -
- Hé théng giao théng théng minh SCALANCE Moole wireiess
< . Z
« Tram bom, nha may nwoc ... i 2
Va
SCALANCE SCALANCE SCALANCE
SCB42-2C M816-1 M876-4
i | i | LG
S7-300 S7-300 S7-300
1
5 5 =il :
S57-1200 with g
TIM TIM TIM e !
3V-IE 3V-IE 3V-IE CRIPLEIL A 2
Station Station Station Station :_:,
Giam sat, diéu khién tir xa sir dung SINEMA Remote Connect
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Noi dung

Két ndi tlr xa 1a gi? 2
Vi sao can két ndi tir xa? 5
Céac (rng dung cua két nbi tr xa 7
Giai phap két ndi tir xa SINEMA Remote Connect 10
Thwe hanh 24
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Cau hinh mét hé thong két ndi tir xa dung
SINEMA Remote Connect

SINEMA Remote-Connect — server
Téng sb VPN tunnels Ién dén 1024

SINEMA Remote Connect — Client

TIA

td

SINEMA RC
Client

Internet router |

Internet connection |,

VPN tunnel
— |Nndustrial Ethernet

SCALANCE M816-1"

Internet
router

SCALANCE S615 SIMATIC S7-300

SCALANCE M876-4

SIMATIC S7-1200 SCALANCE M874-3
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SIMATIC S7-300
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SINEMA Remote Connect lagi...?

SINEMA Remote Connect la gi ...?

May cha quan ly két ndi tir xa
+ La mét (rng dung chay trén may chu p(f)i pé (On-Premise)
hoac may chu Cloud giup quan ly cac két noi tir xa

Tinh bao mat
- Tatca k’ét néi‘du’o’c bdo mat v&i giao thirc VPN
+ Cung cap nhiéu chuan bao mat khac nhau

Tién dung
. Dé dang quan ly théng qua giao dién web )
- Day du tinh nang: quan ly truy cap, phan quyén, chia I&p mang...

Phwong thirc két ndi da dang
* Két ni khong day thong qua GPRS, 3G, 4G ...
« Két ndi co day théng qua ha tang internet
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SINEMA Remote Connect quan |y ngw®i dung nhw thé nao?

Méi ngwi dung ...

- ... dwoc cung cap tai khoan va mat khau. Nguwdi dung
cq thé chu déng thay doi théng tin ca nhan, mat khau
bang cach truy cap vao trang web cua may chu

... dwgc nguoi quan tri cung cap quyen truy cap twong
trng vai vai trd cia ngwdi dung trong hé thong

... dwgc cho phép CHI truy cap dén cac may méc, hé
thong thubéc quyén quan ly cia nguwoi dé

... €O thé kh&i tao mét két ndi VPN va truy cap vao cac
thiét bi minh quéan ly thdng qua phan mém SINEMA RC
Client cai dat trén may tinh ca nhan. Hé théng xac minh
ngwdi dung théng qua tai khoan va mat khau
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WBM login User rights
: * Userl xxxXx
= ETrTTTTUm " User2 xxx
..... *User3 x X
* Userd
User name: Userl
Password: Userl
https
Userl

User name: Userl
Password: Usert  OpenVPN

EEPRES _ _]

C —— SINEMA
- Remote Connect

SINEMA
RC Client

SIEMENS



Thiét bj mang SCALANCE S
Ung dung két noi tw xa

SCALANCE
SC646-2C

Page 14

D liéu qua
+  Firewall toc do Ién dén 600 Mbit/s
- VPN lén dén 120 Mbit/s

Ho tro’ chia phan vung, bao méat cac
phan vung VLAN

Hb tro giao dién cau hinh tw dong
cho SINEMA Remote Connect

Tich hgp SINEC NMS va TIA Portal

Firewall hwéng ngwdi dung

H6 tro cac giao thire dw phong:
*  VRRP coupling

* MRP va HRP client

« STP/RSTP
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>

Truyén tai dir liéu tbc do cao cung
voi tinh nang bao mat trén duong
truyén

Tang kha nang linh déng trong cau
hinh Firewall

Tiét kiém thoi gian va chi phi
Khéng yéu cau kién thire IT chuyén
sau

Hb tro’ quan Iy ha tdng mang va lap
trinh tich hop v&i TIA Portal

Cau hinh Firewall kiém soat nguoi
dung, déc lap v&i thiét bi

Tich hop vao hé théng mang dw
phong

SIEMENS



Thiét bi mang SCALANCE M
Ung dung két noi tir xa thong qua 2G, 3G va 4G

. — ’ v
== i f oo i Q11 NANG m
ETERERF] I} I SIEMENS] J > wane 4

) 0 - Két ndi qua song di dong - H6 tro cac (rng dung tlr xa v&i bang
1 g : thong cao str dung LTE (4G)

v @ [l
| i - M4 hoa théng tin » - Ngan chan truy cap trai phép
- Nguén dy phong 24VDC > Dam bao sy hoat déng thdng subt
- Truyén tai tdc d6 cao (Ién dén 100 - Tuyén tai lwong Ién thong tin véi d6 tin

Mbit/s tai xuéng, 50 Mbit/s tai lén) két P cay cao
hop cung cdng nghé phan tap ang-ten

- Khe cadm KEY-PLUG hé trg két noi - Lwu tri¥ cau hinh va cau hinh tw dong
SINEMA Remote Connect >
s | dernanye | sianiuee § anines
7 A R X X , x Y > « K . ,
+ DPat cac tiéu chuan quoc té, chirng - Dé dang st dung thiét bi cho cac dw
nhan hoat dong tai nhieu qudc gia > an trong va ngoai nwéc (vd xuat khau

may, hé théng ...)
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Ang ten hé tro’ két noi di dong

ANT896-4MA IP54 ANT794-4MR IP65 ANT896-4ME IP66 ANT896-6MM IP69K

Page 16 Unrestricted | © Siemens 2020 | Digital Industries | 2020-10-30 SI E M E N S



SINEMA Remote Connect Client
Tong quan

SINEMA Remote Connect Client

Giao dién ngwei dung két n6i dén SINEMA RC B ..o
- Dang nhap thdng qua tai khoan, mat khau e
- Giao tiép voi cac thiét bj trong hé théng qua giao thirc bao mat
- Lwa chon thiét bi can két néi dén

HO tro két noi tir TIA Portal S ,
» Cung cap card mang ao giup TIA Portal két noi déen thiét bi & xa
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SINEMA Remote Connect Client
Giao dién dang nhap

SIEMENS SINEMA RC Client

Dia chi SINEMA RC Server

Tai khoan dang nhap

SINEMA RC Login

Please enter the data of your SINEMA RC user account.

SINEMA RC URL: https:%\217.45.233.79:3443 -

Mat khau dang nhap

SINEMA RC user name: serviceuser

SINEMA RC password:  ewesssssssssss
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SINEMA Remote Connect Client
Két noi den thiet bi

SIEMENS

SINEMA RC Client

SINEMA Remote Connect Account

£nglish 7

0 % & L'Jmuuﬁ

SINEMARC URL: 27.74.248222:334 VPN address: 172.30.0.2
Logged on as: techniciani MAT status: Device specific (m&74_3_myanmar) CONNECTED
Device list Search Eﬂ Disconnect al devices
Device Subnet ) Node MNode Node virtual ;
e VPN address e Remote subnet  Virtual subnet e e o Status Location Allow communication
ma74_3_m 1723003 cabinet  192.1680.0/24  172.17.0.0/2 @ ONLINE & [no |[ ves
yanmar
%0
Show log files Exit
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Dia chi IP trong mang ao

Két néi thanh céng

Trang thai cta thiét bj can

két noi

SIEMENS



INEMA Remote Connect Client
ap trinh thong qua TIA Portal

sers\z004229k\DownloadsimyTestProjectimyTestProject

Project Edit View Insert Online Options Tools Window Help Totally Integrated Automation
PORT.

% [ B save project X E X D FMEE R F coonline ¥ cooffine g NI 22 H 1] AL
Devices Options ]
2 C e E ) | —— 2
AN > | Favorites 8
il Herestoect a v | Basic instructions s
I° Add new device &
Nome Description
sty Devices & networks — 5T q - ]
= enera =
~ [ PLC_3 [CPU 1214C DO/DC/DC] o 5 o
» [ Bit logic operations =
Y Device configuration ~  Network 1: P R
b [@) Timer operations 2
2| online & diagnostics. o -3
ks b [+ Counter operations 5
~ I3 Program blocks = B
P Add new block 5 » [¢] Comparator operations
L 3 i Jqoa b [£] Math functions =
48 Main [0B1] H Tag_1 Tag_2 S T
[~ Move operations =
» (5 Technology objects I { — —
,:* L y N » 5 Conversion operations 2
» i@} External source files R 3
= % b 5# Program control operati
» L@ PLCtags ctrC » Led Word | tions =
» [ PLC data types B (52 Word logic operations o
= Pkl » &5 shiftand rotate
» [51 Watch and force tables e
=
+ [ Online backups H
» [ Traces B
+ [ Device prowydata Download to device %001
 Program info [ upload from device (software) . / Tag_4 =
PLC alarm textlists 8 ‘ Ut t >
- ¥ Go offiine Cerlem -
» [ Local modules &
» g 57-1500RH System_1 [57-1500R/H Station) &2 Quick compare 4 — 2
» [ HMI1 [TP700 Comfort] (4 Searchin project CrlsF -
+ [l ungrouped devices | < Properties  [*%4info &) % Diagnostics |
- Generate source from blocks »
» =@ Securitysettings I | Texts | Supenisions
» [38 Cross-device functions 2 Crosseferences Fi1 m
+ 5 common data 3¢ Cross-reference information  Shift+F11 Tag
+ [5]) Documentation settings i call structure =
» [igl Languages & resources Assignment list
+ [& version control interface switch pregramming language » .
~ [igh Online access A ‘Tig,ﬂ |
k] A [ Properties Alt+Enter o : [Bool
Y Displayihide interfaces SRR 0!
+ [ cOM-3= [Rs232/PPI multi-master cable] L3 Address: [%Q0.1 -
+ [ COM <6 [RS232/PPI multimaster cable] U [ Retained
» [} COM <4 [RS232/PPI mul rcable] " 5 o
o omment:
~ | Details view n
i History
Date created: |9/15/2020 9:12 AM |
Name Address m
Last modified: 971512020 9:12 AM | <]
» | Extended instructions
> | T
Usage
> | C
Accessible from HMIOFC UANeb APl [«| > |optional packages

4 Portal view

=i}
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Sau khi da két ndi thanh cong,
ngwdi dung co thé ding cac
phan mém lap trinh, ciu hinh
nhw TIA Portal hay cac phan
mém “bén thr 3” két ndi dén
thiét bj va thwc hién bao tri, bao
dwdng tr xa

SIEMENS



Céc thiét bi thanh phan trong hé thong SINEMA RC
Tong ket

iz thiét bi

SINEMA RC SINEMA RC Server cai dat trén may chd, quan ly 4 két ndi
: _ ) VPN. Géi phan mém bao gébm 1x SINEMA RC Server DVD, 1x
Basic Software HERILFEILATIOLAEA SINEMA RC Client DVD, 1x License Key bén trong USB.
Package Twong thich Windows 10 Pro, Windows Server 2008, 2012 R2,
2016 va 2019

SINEMA RC
Upgrade 256

@\ 6GK1722-1MHO01-0BVO License nang cap SINEMA RC Server quan ly 256 két néi VPN
O=mn ||

Phén mém SINEMA RC Client cai dat trén may tinh/laptop két
noi dén SINEMA RC Server. G6i phan mém bao gom 1x

SINEMA RC Client 6GK1721-1XG01-0AAQ0 SINEMARC Client DVD, 1x License Key bén trong USB.
Twong thich Windows 10 Pro, Windows Server 2008, 2012 R2,

2016 va 2019
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Céc thiét bi thanh phan trong hé thong SINEMA RC
Tong ket

M3 thiét bi DPac diém ky thuat
=

Két ndi cac thiét bi tw ddng hdéa bang cdng nghé VPN. Thiét bj
o bao gdm: 1 cdng WAN, 4 céng LAN. Hb tro bado mat véi
SCALANCE 5615 | 6GKS615-0A00-2AA2  £irovall. cac chire nang khac: NAT/NAPT, 1x Digital input, 1x

Digital output

[~ Thiét bj router di ddng 3G. Két ndi cac thiét bj tw déng héa bang
SCALANCE M874-3 - 6GK5874-3AA00-2AA2 cong nghé VPN. Hé tro bdo mat vai Firewall. Cac chire nang
‘s khac: NAT, 1x Digital input, 1x Digital output

Thiet bj router di dong 4G (LTE). Két nai céc thiet bj tw dong
hdéa bang cdng nghé VPN. Ho trg 2 ang-ten SMA, cdng nghé
MIMO. Hb trg bdo mat véi Firewall. Cac chirc nang khac: NAT,

SCALANCE M876-4 6GK5876-4AA00-2BA2
Bl 1x Digital input, 1x Digital output
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Céc thiét bi thanh phan trong hé thong SINEMA RC
Tong ket

iz thiét bi

KEY-PLUG SIEMENS KEY-PLUG kich hoat chirc ndng SINEMA RC trong thiét bi
- 6GK5908-0PB00 SCALANCE dong M-800 va S615. KEY-PLUG cling bao gom
SINEMA RC oo chirc nang lwu trir cAu hinh thiét bi
SIEMENS
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Noi dung

Két ndi tlr xa 1a gi? 2
Vi sao can két ndi tir xa? 5
Céac (rng dung cua két nbi tr xa 7
Y Giai phap két ndi tir xa SINEMA Remote Connect 10
Thwe hanh 24
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twr xa

Oi

SINEMA Remote Connect

két n

Thwc hanh
Giai phap

SIEMENS
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Noi dung thwec hanh

Page 26

1

Khai bao thiét o]
SCALANCE trén 2

SINEMA RC Server
Cau hinh SCALANCE

két ndi dén
SINEMA RC Server
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3

Két néi dén
SINEMA RC Server
tw laptop

A

Kiém tra, chinh stra code

chwong trinh twr xa

SIEMENS



O

SIEMENS
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Pé tim hiéu thém hodc can tror gitp, xin vui long lién hé:

SIEMENS el il

Automation Forum Siemens Viét Nam Siemens Training Center — SITRAIN
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| Lien he
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Lé Tién Vinh

Ban Cong Nghiép Sb
Siemens Viét Nam

SDT: (+84) 0902 586 121

Email; le-tien.vinh@siemens.com

WWW.Siemens.com.vn

www.facebook.com/Siemens.Vietham

SIEMENS
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