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PROPRIETARY INFORMATION

Siemens Mobility, Inc. has a proprietary interest in the information contained herein and, in some
instances, has patent rights in the systems and components described. It is requested that you
distribute this information only to those responsible people within your organization who have an
official interest.

This document or the information disclosed herein, shall not be reproduced or transferred to other
documents or used or disclosed for manufacturing or for any other purpose except as specifically
authorized in writing by Siemens Mobility, Inc..

TRANSLATIONS

The manuals and product information of Siemens Mobility, Inc. are intended to be produced and
read in English. Any translation of the manuals and product information are unofficial and can be
imprecise and inaccurate in whole or in part. Siemens Mobility, Inc. does not warrant the
accuracy, reliability, or timeliness of any information contained in any translation of manual or
product information from its original official released version in English and shall not be liable for
any losses caused by such reliance on the accuracy, reliability, or timeliness of such information.
Any person or entity that relies on translated information does so at his or her own risk.

WARRANTY INFORMATION

Siemens Mobility, Inc. warranty policy is as stated in the current Terms and Conditions of Sale
document. Warranty adjustments will not be allowed for products or components which have
been subjected to abuse, alteration, improper handling or installation, or which have not been
operated in accordance with Seller's instructions. Alteration or removal of any serial number or
identification mark voids the warranty.

SALES AND SERVICE LOCATIONS

Technical assistance and sales information on Siemens Mobility, Inc. products may be obtained
at the following locations:

SIEMENS MOBILITY, INC. SIEMENS MOBILITY, INC.

2400 NELSON MILLER PARKWAY 939 S. MAIN STREET

LOUISVILLE, KENTUCKY 40223 MARION, KENTUCKY 42064

TELEPHONE: (502) 618-8800 TELEPHONE: (270) 918-7800
FAX: (502) 618-8810 CUSTOMER SERVICE: (800) 626-2710
SALES & SERVICE: (800) 626-2710 TECHNICAL SUPPORT: (800) 793-7233
WEB SITE:  www.usa.siemens.com/rail-manuals FAX: (270) 918-7830

FCC RULES COMPLIANCE

The equipment covered in this manual has been tested and found to comply with the limits for a
Class A digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communications. Operation of this equipment in a residential area is
likely to cause harmful interference in which case the user will be required to correct the
interference at his/her own expense.

DOCUMENT HISTORY

SIG-00-13-12 February 2021
Version No.: B



Version Release Sections Details of Change
Date Changed
A 3-28-14 | - - - - - INITIAL RELEASE
A1 11-12-2018 | 4.1.2.2 Updated with PTC General Parameters and updated branding
to Siemens Mobility, Inc.
A2 10-09-2019 | All, Updated WebUI Screenshots and added Appendix A.
Appendix A
B 02-15-2021 | 1.0 Page 1-3, Section 1.2: Caution added to ECD description and
Figure 1.3 added.
iii
SIG-00-13-12 February 2021

Version No.: B




Table of Contents

Section Title Page
PROPRIETARY INFORMATION ..ottt ieie ettt eeeasaeessassssssssssssssasssssssensssssssnnennnes ii
TRANSLATIONS . e e e e e e e e e e e e e e e e e e e e e e e e e e eeaaeaaeeas ii
WARRANTY INFORMATION ...ttt e ettt e e e e e e e e e et e e e e e e e e e aaaaeeeaaas i
SALES AND SERVICE LOCATIONS ...ttt ettt et e e e i
FCC RULES COMPLIANCE ..., ii
DOCUMENT HISTORY ..o ii
NOTES, CAUTIONS, AND WARNINGS. ..., X
ELECTROSTATIC DISCHARGE (ESD) PRECAUTIONS ... Xi
SE CTION ettt e e e ettt e e e e e e e e et ettt eeeeeeseeesbaa e aeaaaaeeaneas 1-1
1.0 ] (o Yo [T 1 o o S 1-1
1.1 LCT=T =T =TI I TSy o (o T o OSSR 1-1
A e 1 O 00 o 1= o] SRR 11
1.2.1 PTC Console Indicators and ControlS..........cccuuviiiiiee i 1-2

1.3 A26702-0X PTC Console MultiPort CablesS .............ooiiiiiieeeeee e 1-6
1.3.1 A26702-0X PTC Console MUltiPort Cable ...........ccooiuiiiiiiiiie e 1-6
1.3.2  A26775-0X PTC Console MultiPort Cable ............ccueeiiiiiiiiiiii e 1-8

1.4 Ordering INfOrmMatioN ...........oii oot 1-9
141 ST o= o1 o= 14 [ o 1 SRR 1-10
SECTION 2 ottt e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e s aeaeaeeeaeaaaaeas 1-1
2.0 oY o] o [ o= 1 1o 1< U 2-1
2.1 APPICALIONS OVEIVIEW ...t st a b e e e e e s e nnbe e e e anneee e e ennee 2-1
2.1.1 PTC ENabled GEO ........oooiiie ettt e e et e e s sntae e e s enraeeeens 2-1
21.2 = o Q=T 4] (o RPN 2-2

SE CTION Bttt et e e e e e e e ettt e e e e e e e e e eet b eeeeeeeeesttanaaaeaaaeenenes 2-1
3.0 Installation And Configuration ... 3-1
3.1 T3 =1 = 1T @ A=Y V= 3-1
3.11 Example PTC Enabled GEO Installation..............ccccccooiiiiiiiiiei e 3-2
3.1.2 Example Dark Territory INstallation ............cooooiiiiiiiic e 3-4

3.2 Console INSLAllAtioN ..........eeeiiiieiiii e e e e e e e e e e aeeeaan 3-6
3.2.1 Installing Mounting Bracket t0 CONSOIE..........ooiuiiiiiiiii e 3-6
3.2.2 Installing the PTC Console to the Rack ASSEMDIY..........cccoiiiiiiiiiiiiee e 3-7

K 0 N O] o1 1o 18] -1 11 ] o [ RSP 3-8
SECTION 4 oot e e e e e e e e e e e e e e e seaeeaaaaeaaeaaaaeeaaaaaaaaaaaaaaanas 3-1
4.0 Web User Interface (WebUI) ........ooo e 4-1
4.1 WEBUI OVEIVIEW ...ttt ettt e e ettt e e ettt e e e e eat e e e e st e e e e nbe e e e enteeeeanreeeeannee 4-1
411 WEDUI LOGIN PAJE .....oiiiiiii ettt s e e e e e eneee 4-2

iv
SIG-00-13-12 February 2021

Version No.: B



4.1.2  ConfIguration MENU ..........ooi it e et e e ne e e e neeeas 4-3

41.3 =T oTo] g 4= g T I e T 1< PO PPOP 4-28

O S = 1 (1 L3 1Y o] a1 (o] oSSR 4-48
S R V- 11 o1 (=Y =1 o o SRS 4-65
4.1.6 [ E= e g o ES 1o PP 4-72
SECTION B ittt e e e e e e e e e e e e e e e e eaeeeeeaeaaeeaaaaaaaaaaaaaaaanns 4-1
5.0 MaiNtENaNCE ... ... 5-1
o T T 7= o =T = | RO 5-1
TN © 1 B 1 (= = =T o o1 SRS 5-1
5.21 On-Site Personnel Operation ............oo oo a e 5-1
5.2.2 Remote User Access AUthentiCation ..o 5-2
Appendix A System Management Command Reference ... A-1

v
SIG-00-13-12 February 2021

Version No.: B



Section

Figure 1-1
Figure 1-2
Figure 1-3
Figure 1-4
Figure 1-5
Figure 1-6
Figure 1-7
Figure 1-8
Figure 2-1
Figure 2-2
Figure 3-1
Figure 3-2
Figure 3-3
Figure 3-4
Figure 3-5
Figure 3-6
Figure 3-7
Figure 3-8
Figure 4-1
Figure 4-2
Figure 4-3
Figure 4-4
Figure 4-5
Figure 4-6
Figure 4-7
Figure 4-8
Figure 4-9
Figure 4-10
Figure 4-11
Figure 4-12
Figure 4-13
Figure 4-14
Figure 4-15
Figure 4-16
Figure 4-17
Figure 4-18
Figure 4-19
Figure 4-20
Figure 4-21

SIG-00-13-12
Version No.: B

LIST OF FIGURES

Title Page
gl IO 70T 1= o = S E 1-1
PTC Console Indicator and Controls LOCAtIONS ..........coeiiuiiiriiiiiiieiiiee e 1-3
ECD Flashing Red to indicate it is actively writing data ..............ccooiiiiii e, 1-4
A26702-0X MUIIPOIt CabIe ......coiiiiiiiiieie e 1-6
A26702-0X MultiPort Cable Wiring Diagram ............ccooiiiiiiiiiieieiiee e 1-7
A26775-0X MUIIPOIt CabIe ......coiiiiiiiiieie e 1-8
A26775-0X MultiPort Cable Wiring Diagram ............ccoiiiiiie i esieee e sneeee e 1-8
Ordering INfOrmMatioN..........oouiii e e 1-9
PTC Enabled GEO Installation EXamPple...........cooiiiiiiiiiee et a e 2-1
Dark Territory Installation EXamPIe ...........oooiiiiiiiiiii e 2-2
PTC Console Interconnection OVEIVIEW .........ccocviiiiiiiiiiiiiie e 3-1
PTC Enabled GEO Installation EXamPIle...........ccoooiiiiiiiiiiiiecieeeee et 3-2
PTC Enabled GEO Wiring Diagram ...........coiiiiiiiiiiiiie ettt 3-3
Dark Territory Switch Monitor EXample..........cceeeiiiiiiiiiis e 3-4
Example Dark Territory Switch Monitor Wiring Diagram ............cccoevieiiiiieie e 3-5
Installing PTC Console Mounting Bracket..............oooviiiiiiiiiiiiee et 3-6
Mounting the PTC Console to @ Rack ASSEMDIY ........ccooiiiiiiiiiiiiiiiie e 3-7
Laptop Connection to the PTC CONSOIE.........oouuiiiiiiiiiie e 3-8
a0 Lo I T (oT=Y o 4[] TR 4-1
WEDUI LOGIN PAJE ..ottt ettt e e rat et e e s eate e e e s rnteeeeeenreeaeeas 4-2
10T aliTe [81r=1 (o) 0 N1 [=T o U EO SRR 4-3
Vital Application Information ....... ... 4-4
Configuration Menu - Site INformation...............oooii i 4-5
Setting the TIME ZONE ...ttt e e e s e nre e e e e st e e e enees 4-5
SetiNG the DAte .....coo i e 4-6
SetiNG the TIME ..eeiiiieiie e e e e e e e ree e e e e nte e e e e nnaeeeeennes 4-7
el IO Y=Y o T T =1 o 1 OSSR 4-7
PTC GENEIal MENU. ...ttt 4-8
PTC EMP IMBNU. ...ttt ettt b e he et e e ebb e e st e e e be e e sabeeebeeenneeens 4-9
PTC - Class C & D MESSAGE ... ..cueiiiiiiieiiiiie ettt st e e e nae e e e 4-9
PTC - Beacon Message Configuration - Beacon ContinUOUS ...........ccccocceveeviieeeeenieee e 4-10
PTC - Beacon Message Configuration - Beacon Times Out.........c.ccooiiiiiiiiiiniiiieee. 4-10
PTC - Time Source Configuration ...........c.c.uuiiiiie oo 4-11
PTC - Time Source Configuration - NTP Option Parameters ...........ccccoooveiiiiiiiniieneeen 4-12
PTC - Preferred Time Source ENabIe ...........occiiiiiiiiiii e 4-12
Preferred Time Source EMP Address Entry.........coccoviioiiiiiiiie e 4-13
PTC - High Availability ...........oooiiiiieee e 4-13
PTC - High Availability Setup - Priority ..........cooviiiiiiee e 4-14
PTC - High Availability Setup - Round RObDIN .........ccuoiiiiiiiii e 4-14
Vi
February 2021



Figure 4-22 Console Configuration MENU .............ooiiiiiiii i 4-15
Figure 4-23 Configuration Serial POIS...........oooiiiiiiiiiee e 4-15
Figure 4-24 Serial Port Configuration OPtiONS .........cooiiiiiiiiii e 4-16
Figure 4-25 Serial Port Protocol Configuration .............cooiiiiiiiiiie e e e 4-16
Figure 4-26 Console Configuration - Ethernet POrts. ... 4-17
Figure 4-27 Ethernet Port Configuration - DNS ... ... e 4-18
Figure 4-28 Console Configuration — SECUIILY .........coicuiiiiiiiiie e e 4-18
Figure 4-29 Web Server Configuration ............ooouiii oo e 4-19
Figure 4-30 ModUules - CONNECHIONS ........ciiiiiiiiteeee e e e e e e e e e e e e et a e e e e e e e e e eannrees 4-19
Figure 4-31 Echelon® Node Configuration................ccuoiiiiieeiesesieieiete et eie et eese e ene e ssesae s 4-20
Figure 4-32 SNMP Network Configuration..............eeeiiiii i a e e 4-21
FIQUre 4-33 SINIMP SEIUD ... ceiiiiiiiiiie ettt e ettt e e e e st e e e s st e e e enteeeeenteeeeenteeeeennes 4-22
Figure 4-34 Log Setup (Consolidated LOGGING ......cccuiuiiiiiiiiieeiiiie e e 4-24
Figure 4-35 Diagnostic Message Logging OptiONS........cccuuviiiiiieiii it 4-25
Figure 4-36 Log Verbosity SEtliNgS........coooiiiiiiiiii e e 4-26
Figure 4-37 GEO Log Verbosity - GEO unit Selection ..........ccccoooiiiiiiiiiiie e 4-26
Figure 4-38 GEO Slot Selection and GEO Log Verbosity/Level...........cccovuvieiiiiiiiiiiiiee e 4-27
Figure 4-39 Setto DefauUlt...... ..o 4-27
Figure 4-40 Reports and LOGS MENUS ........ooiiiiiiiiiiee e e e e e e e 4-28
Figure 4-41 Event Log - BASIiC SEAICH .......c.uiiiiiiiie e 4-28
Figure 4-42 Event LOg - AQVANCEA ........ooiiiiiiiiiiiiie ettt e e e e e e st e e e e e e e e st e e e e e e e e e e e ennnrees 4-29
Figure 4-43 Event Log - TraCe EVENTS .........iiiiiiiiie e 4-30
Figure 4-44 Create or Download Configuration RepOrt ...........oooiiiiiiiiii e 4-31
Figure 4-45 Configuration Report diSplay ...........ccoeeiiiiiiiiiiiie e 4-31
Figure 4-46 GEO Configuration REPOIt .........cooiiiiiiiie e 4-32
Figure 4-47 Create or Download Version REPOIt ..........ccuviiiiiiiiiiicee e 4-33
FIgure 4-48 Version REPOI.......o.uiiiiiiiie ettt e e e b e e e e e e 4-33
Figure 4-49 DiagnostiC LOG - BASIC........cciiiiiiiiiiiiiiiiee et a e e e e e e e e e e 4-34
Figure 4-50 DiagnostiC LOgG - AAVANCEQ. ........c.uuiiiiiiiiei et e e e e e e e e e 4-35
Figure 4-51 Diagnostic Log - Trace EVENTS ..........ooiiiiiiiiie e 4-36
Figure 4-52 GEO EVENE LOG......i ittt ettt e e ettt e e e st e e e e nee e e e e nseeeeenteeeennnes 4-36
Figure 4-53 Geo Event Log NaVvigation............ooiiiiiiiiiii e 4-37
Figure 4-54 Software Info - Select Module ATCS AdAressS ........coovcuiiiiiiiee i 4-37
Figure 4-55 Software INfO LiSt........ooiiiiiiiiiiiiie e e e e e e e e e e 4-38
Figure 4-56 Download All Logs - Start and End Date/Time..........cooooiiiiiiiie e 4-39
Figure 4-57 Viewing and SaVING LOGS ......cccuuiiiiiiiiee et e et e e e sitee e e e ssee e e st e e e enteee e ennteeeeennseeeeennes 4-40
Figure 4-58 Downloading All REPOIS .....couiiiiiiiiie e 4-41
Figure 4-59  SeIECHNG CDL....ouiiiiiiiicceeeie et e e e e e e e e et e e e e e e e e e e anaraareeaeeeaennnnrees 4-42
Figure 4-60 Running CDL Files - Start File........c.ooi i 4-42
Figure 4-61 Running CDL Files - SEqUENCe File ..........cooiiiiiiiiii e 4-43
Figure 4-62 SuccesSful CDL File RUN.......ocuiiiiiiie ettt e e e 4-43
Figure 4-63 Compile CDL File ......ooiiiiiee et e e e 4-44
Figure 4-64 Confirm CDL Compilation...........cccuiiiiiiiiee e e e e e e e e 4-44
Figure 4-65 Verification of Successful CDL Compilation ..............coooiiiiiiiiiiii i 4-45
vii
SIG-00-13-12 February 2021

Version No.: B



Figure 4-66
Figure 4-67
Figure 4-68
Figure 4-69
Figure 4-70
Figure 4-71
Figure 4-72
Figure 4-73
Figure 4-74
Figure 4-75
Figure 4-76
Figure 4-77
Figure 4-78
Figure 4-79
Figure 4-80
Figure 4-81
Figure 4-82
Figure 4-83
Figure 4-84
Figure 4-85
Figure 4-86
Figure 4-87
Figure 4-88
Figure 4-89
Figure 4-90
Figure 4-91
Figure 4-92
Figure 4-93
Figure 4-94
Figure 4-95
Figure 4-96
Figure 4-97
Figure 4-98
Figure 4-99
Figure 4-100
Figure 4-101
Figure 4-102
Figure 4-103
Figure 4-104
Figure 4-105
Figure 4-106
Figure 4-107
Figure 4-108
Figure 4-109

SIG-00-13-12
Version No.: B

View or DOWNIOAA CDL LOJ .....ctiiiiiiiieiiiiiie ittt st st e e e e e e 4-45
(O B I o To [ = 4101 101U ) PSR STPSRRTRRIN 4-46
ReMOVING @ CDL Fle .. 4-47
CDL File Removal Confirmation .............coiiiiieiiiiiee e 4-47
1= LU Y, o] a1 (ol 1Y/ 1= o 10 4-48
Status Monitor - PTC Status ...t e e e e 4-48
Status Monitor - System State VIEW ........occeiiiiiiiii e 4-49
System State View - GeographiC ObJECES ........cueiiiiiiiiiii e 4-49
System State View - View ConnNECtioNS ...........eoeviiiiiiiiiiiiiiie e 4-50
System State View - View Object Values ..o 4-50
First and Last LOGIC STateS .........uvviiiii i 4-51
L070] 1= o110 o 1= PSPPSRI 4-51
System State View - GEO INPULS ..o 4-52
System State View - GEO OULPULS........ccoii i 4-52
System State Views - State MOdEIS ... 4-53
System State Views - Internal Variables ..o 4-53
System State Views - Configuration Parameters .............ccoceviiiiii e 4-54
System State View - Download Object Values.............ccooiiiiiiiiiiiiiieee e 4-54
Example System State View - Aspect information ............ccccoccoiiiiiiiie i 4-55
Status Monitor - Echelon Status ... 4-55
Status Monitor - Ethernet Status ..o 4-56
Status Monitor - Online Status...... ... 4-57
Status Monitor - GEO /O Module DiSpIay.........c.ceeeiiiiiiiiiiiiee e 4-58
L0 o U 1 PSR EP SRRSO 4-59
1O 1Yo IR I = Lo QR 4-59
(0701 (o] 4 o ) SRR 4-60
o PSR 4-60
GEO 1/0 - GEO Module INformation...........c.eoiiiiiiiei it 4-61
GEO 1/O - GEO MOdUIE RESEL .....oiiiiiiiee ettt eneaee e 4-62
ATCS CommUNICAtIONS LINKS ....ciiiiiiiiiiiiiii et e e e e e e e s s eeaaaeeeanns 4-63
ATCS Comm Link - Message Field Status........c.ccccueviiiiiiiiie e 4-64
LU LTS (o) o S 4-64
High Availability Status Display — Round Robin...........ccccooiiiiiiiiiiee e 4-65
T L =Y g F=T Lo TR 4-65
UNIOCKING PTC CONSOIE .....ooiiiiiiieeiiiie ettt e et e e st e e s snneee e 4-66
Unlocking PTC Console - Authenticated ............coooiiiiiiiiiie e 4-67
Software Update SUD-MENUS ...t 4-67
Non-Vital Executive Software Update ..........ccceeeiiiiiiiiiie e 4-68
GEO Software Update........oooii i e e e e 4-68
Vital Core Software Update .............ooiiiiiiii e 4-68
GEO Cartridge Software Update..........coeoiiiiiiiiiie et 4-69
Non-Vital Configuration Software Update ...........coooiiiiiiiii e 4-69
Non-Vital Application Software Upgrade ..........ccooociiiiiiiec i 4-69
Vital Configuration Software Upgrade ............ccooiiiiiiiiiiiiiii e 4-69
viii
February 2021



Figure 4-110
Figure 4-111
Figure 4-112
Figure 4-113
Figure 4-114
Figure 4-115
Figure 4-116
Figure 4-117
Figure 4-118
Figure 4-119
Figure 4-120
Figure 4-121
Figure 4-122
Figure 4-123
Figure 4-124
Figure 4-125
Figure 4-126
Figure 4-127
Figure 4-128
Figure 4-129
Figure 4-130
Figure 4-131

Section

LIST OF TABLES
Title
Table 1-1 Indicator INformation ...........coeeueeoiiiiiiiieeee e
Table 4-1 SNMP INformation ........coooeeeiiiieeeeee e
iX

SIG-00-13-12
Version No.: B

RC2 Key Software Upgrade ...........ccccceiviiiiiiiiieeeeee e
Site Configuration Software Upgrade...........cccooccvveiviieeiiciienenns
Download Configuration and Application Files............................
Vital Configuration Download .............ccccveeieieiiiiiciiiiece e,
Vital Application Download .............coooiiiiiiiiiii e
Non-Vital Configuration Download ............ccccoccoeiiniiieiiieeeee,
Non-Vital Application ...,
PTC Class D TeStS ...uuuiiiiiieei e
=T a0 1] (o=
GEO StatiStiCs ...eeeieeeieieeee e
GEO Card StatiStiCs .......c.covcveiiiiieiieciiceree e
ATCS StatiStiCS...eeiveiiee i
Non-Vital ATCS Statistics........cccuviiiieeiieiee e
Time StatiStiCs ....oocvveiiiiiii
SIO StAtISHICS --eeeeeeeiee e
Console StatistiCS ........eeiviiiieier
LAN SEatiStiCS ...vvveeiiiiiee e
VLP StatisStiCs.....ooeeieeieee e
Information Alert Icon and Data Display.........ccccccecceeeiiiienennee.
Status Monitor - CDL Status........ccceiiiieie e,
CDL EVENELOGS .ooiiieiieeeee ettt
Download All CDL EVENtS ...
Figure 5-1 On-Site Personnel Activation
Figure 5-2 Authentication of Remote User Access
Figure 5-3 On-Site Personnel - Alarm Suppression Timer
Figure 5-4 Enter IP Address
Figure 5-5 Terminal Interface Security Warning
Figure 5-6 Login Screen
Figure 5-7 Get_Diag Example

February 2021



NOTES, CAUTIONS, AND WARNINGS

Throughout this manual, notes, cautions, and warnings are frequently used to direct the reader’s
attention to specific information. Use of the three terms is defined as follows:

WARNING

INDICATES A POTENTIALLY HAZARDOUS SITUATION WHICH, IF NOT
AVOIDED, COULD RESULT IN DEATH OR SERIOUS INJURY. WARN-
INGS ALWAYS TAKE PRECEDENCE OVER NOTES, CAUTIONS, AND
ALL OTHER INFORMATION.

CAUTION

REFERS TO PROPER PROCEDURES OR PRACTICES WHICH IF NOT
STRICTLY OBSERVED, COULD RESULT IN A POTENTIALLY
HAZARDOUS SITUATION AND/OR POSSIBLE DAMAGE TO
EQUIPMENT. CAUTIONS TAKE PRECEDENCE OVER NOTES AND ALL
OTHER INFORMATION, EXCEPT WARNINGS.

NOTE

L Generally used to highlight certain information relating to the topic under
discussion.

If there are any questions, contact Siemens Mobility, Inc. Application Engineering.
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ELECTROSTATIC DISCHARGE (ESD) PRECAUTIONS

Static electricity can damage electronic circuitry, particularly low voltage components such as the
integrated circuits commonly used throughout the electronics industry. Therefore, procedures
have been adopted industry-wide which make it possible to avoid the sometimes invisible
damage caused by electrostatic discharge (ESD) during the handling, shipping, and storage of
electronic modules and components. Siemens has instituted these practices at its manufacturing
facility and encourages its customers to adopt them as well to lessen the likelihood of equipment
damage in the field due to ESD. Some of the basic protective practices include the following:

e Ground yourself before touching card cages, assemblies, modules, or components.
e Remove power from card cages and assemblies before removing or installing modules.

e Remove circuit boards (modules) from card cages by the ejector lever only. If an ejector lever is
not provided, grasp the edge of the circuit board but avoid touching circuit traces or components.

¢ Handle circuit boards by the edges only.

o Never physically touch circuit board or connector contact fingers or allow these fingers to come in
contact with an insulator (e.g., plastic, rubber, etc.).

e When not in use, place circuit boards in approved static-shielding bags, contact fingers first.
Remove circuit boards from static-shielding bags by grasping the ejector lever or the edge of the
board only. Each bag should include a caution label on the outside indicating static-sensitive
contents.

o Cover workbench surfaces used for repair of electronic equipment with static dissipative
workbench matting.

e Use integrated circuit extractor/inserter tools designed to remove and install electrostatic-
sensitive integrated circuit devices such as PROM’s (OK Industries, Inc., Model EX-2 Extractor
and Model MOS-40 Inserter (or equivalent) are highly recommended).

e Utilize only anti-static cushioning material in equipment shipping and storage containers.

For information concerning ESD material applications, please contact the Technical Support Staff
at 1-800-793-7233. ESD Awareness Classes and additional ESD product information are also
available through the Technical Support Staff.
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INTRODUCTION

SECTION 1
INTRODUCTION

1.0 INTRODUCTION
1.1 GENERAL DESCRIPTION

The PTC Console is an interface component of the wayside PTC system that can be configured for a variety of
applications for wayside control and monitoring, including Positive Train Control (PTC) applications.

1.2 PTC CONSOLE

The PTC Console is shown in Figure 1-1. The PTC Console has Dual 400 MHz processors, one processor
handles non-vital functions and one handles vital functions. The front panel has LED indicators to provide
system status. Interfaces include one Ethernet Laptop and 3 Ethernet network ports, up to three RS-232 serial
ports, an Echelon® network port, and a serial Diagnostics (Terminal) port.

PTC Console

AB0672

Figure 1-1 PTC Console

1-1
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INTRODUCTION

1.2.1 PTC Console Indicators and Controls

See locations on the following page.

E Laptop Port

E Power/ECD Connector
I/0 Port - VRO x1/VPI x2

m Power Indicator

E ITC Comms (Communications)

E Time Sync
IN 1 (VPI on I/O Connector)
IN 2 (VPI on I/O Connector)

E TX/RX Serial Port

On-Site (llluminates when On-Site Personnel Button is pressed)
m Health Status

E Beaconing

E GEO Sessions
Out (VRO on I/O Connector)

E Alarms Suppressed
TX/RX Echelon®

On-Site Personnel (Pressed when Maintainer is on Site, halts active CDLs and suppresses alarms)

Ethernet Port 1
Ethernet Port 2
Ethernet Port 3

E MultiPort Connector

E Echelon® Connector
Terminal (Diagnostics Port)

1-2
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INTRODUCTION

SIEMENS

v Health &9 On-Sita 10

PTC Console v ITC Commns i+ Beaconing
ABDETZ
+ TimaSync '+ GEO Sessions
i INY o OuUT
o IN2 ¥ Alarms Suppressad 15
+ TH/RX Serial " v TXMRX Echalon

16

ON-Site Personnal

PTC Console
ABOETE

18119/ |20 21 22| |23

Figure 1-2 PTC Console Indicator and Controls Locations

CAUTION

WHEN INSTALLING THE POWER/ECD CONNECTOR AS SHOWN AT
|AA CAUTION| | | 0CATION (2) IN FIGURE 1-2, ENSURE THE TWO SCREWS LOCATED ON
EITHER SIDE OF THE POWER CONNECTOR ARE SECURELY FASTENED,
TO PREVENT LOOSENING OF THE DEVICE.

ADDITIONALLY, DO NOT UNPLUG THE ECD WHEN ACTIVELY FLASHING
RED (SHOWN IN FIGURE 1-3). THIS INDICATES THAT DATA IS CURRENTLY
BEING WRITTEN TO THE DEVICE.

DISCONNECTING THE ECD DURING THIS OPERATION MAY CORRUPT
INTERNAL CONFIGURATION INFORMATION.

WAIT UNTIL THE LED TURNS GREEN BEFORE REMOVING THE ECD FROM
THE CONSOLE.
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Figure 1-3 ECD Flashing Red to indicate it is actively writing data

Table 1-1 Indicator Information

Indicator | LED Color LED State Description and Function
On Power is applied to the unit
Power Green off Power is not applied to the unit or the internal power supply
has failed
Flashing ,
Slowly System is healthy
Health Green Flashi
ashing .
Rapidly System is not healthy
On Pending request for local user presence
On-Site Yellow Flashing Local user presence verification accepted and active
Off No pending requests, no actions that require on-site
personnel can be performed
On Class D connection established with application gateway
ITC Comms Green Flashing Unit is attempting to connect with application gateway
Off No Connection No attempt to connect
On Unit currently transmitting WSMs with the "Beacon Bit" set
. Unit sending WSMs beacon end timer is running (beacon bit
. Flashing
Beaconing Green not set)
Off Unit is not beaconing (neither beacon timer nor beacon end
timer are running)
On Unit is synchronized via Class C time updates or SNTP
Time Sync Green Flashing Unit is not receiving updates and 8-hour timeout running
Off Not synchronized, 8-hour timeout has occurred
1-4
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On All connected GEO systems are in session
SGE.O Green Flashing At least one GEO is in session but not all
ession
Off All GEOs are out of session
Green On Input is energized positive
Yellow Off P gizedp
Green
IN1 & IN2 Yellow On . . .
Yellow Green Off Input is energized negative
Both Off Input is de-energized
On Output energized
Output Green -
Off Output de-energized
Green TX Flashes Flashes briefly when transmitting data
Serial Port Flashes briefly when receiving data
TX/RX Red RX Flashes These LEDs show activity with serially connected GEO These
LEDs are not for the laptop serial port
Echelon® Green TX Flashes Flashes briefly when transmitting data
TXRX Red RX Flashes Flashes briefly when receiving data
Alarms On Alarms are being suppressed by maintainer on-site
Suppressed Yellow -
Off Alarms are not being suppressed
1-5
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1.3 A26702-0X PTC CONSOLE MULTIPORT CABLES

The PTC Console has two MultiPort Cables as detailed in the following sections.

1.3.1 A26702-0X PTC Console MultiPort Cable

The PTC Console A26702-0X Multi-Port cable provides three serial ports for external devices. Figure 1-4 shows
the PTC Console Multi-Port Cable. This cable may be used for future applications incorporating use of a

backplane attached modules.
t— & || 9PIN"D"
(( ] FEMALE
| P2
[ re ] y

9 PIN "D"
FEMALE

=
2
1 P1 9 PIN "D"
FEMALE
[( [ * | -

PIN1

[zsersox ]
h 14 'Y

44 PIN "D"
MALE

Figure 1-4 A26702-0X MultiPort Cable

A wiring diagram of the A26702-0X Multi-Port cable is shown in Figure 1-5. P1 through P3 provide RS-232 serial
protocol via three DB-9 connectors to interface to external devices.
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TO PTC CONSOLE

P4
SH —
L _
5 RED N\ PH
VIOLET 2
1 — 3
BLK
3 - 5 |RS
DARK BLUE 232
2 7
BRN
17 8 |DB-9
RED N\ P21
20 VIOLET 2
5 3
BLK
36 — 5 |RS 232
DARK BLUE , |oB9
6 BRN
21 18 |
RED N\ P31 1
23 VIOLET 2
8 3
BLK
39 - 5 | RS 232
DARK BLUE , | pB-9
24 BRN
9 8 |
WHT/ORG () PY| 5
15
R2, 121Q
112 W, 1% ORG
30 WHT/BLUE 6
R2, 121Q
112 W, 1% BLU
14 WHT/BRN 8 TO
26 9 ICB
R2, 121Q
112 W, 1% BRN
11 GRN 10
27 11
R2, 121Q
112 W, 1% WHT/GRN 12-PIN
12 12
_/ _/ CONNECTOR
NO CONNECTION™T |4
DB-44 NO CONNECTION==t |3
FROM12voLTd N |2
POWER SOURCE - B "
Figure 1-5 A26702-0X MultiPort Cable Wiring Diagram
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1.3.2 A26775-0X PTC Console MultiPort Cable
The PTC Console A26775-0X Multi-Port cable provides a serial port for external devices. Figure 1-6 shows the

PTC Console Multi-Port Cable. This is used to connect a PTC-enabling GEO with CPU1, which does not
support an Echelon® connection to the PTC Console.

o \ﬁ 7 . ; 9 PIN "D

| i " mae

44 PIN "D"
MALE

NN

Figure 1-6 A26775-0X MultiPort Cable

A wiring diagram of the A26775-0X Multi-Port cable is shown in Figure 1-7. P1 provides RS-232 serial protocol
via the DB-9 connector to interface to external devices.

P2

L Ll
16 e e —aalE
3 ELK ELK 5 RE232
F DARK ELU DARK ELU z
17 ", o, T

Figure 1-7 A26775-0X MultiPort Cable Wiring Diagram
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1.4 ORDERING INFORMATION

Figure 1-8 displays the PTC Console and Multi-Port Cable ordering information. Options are subject to change.
Contact Siemens Mobility, Inc. Customer Service for the latest configuration options.

PTC Console:

8000-80672-00&2?_

0| W/O MOUNTING PLATE
1 ] MOUNTING PLATE
SOFTWARE
m——y | W/O 80611-05 9VA51-A01X
1]80611-05 9VB14-A01X
PTC Console Multi-Port Cables:
8000-26702-000_)|$_ T WET R —
1 3FT 3FT Back Shell
2 6 FT 3FT Back Shell
3 6 FT 6FT Back Shell
4 12 FT 6 FT Back Shell
5 12 FT 12 FT Back Shell
8000-26775-000X TG —
3FT Back Shell
2 6 FT Back Shell
3 6FT Back Shell
4 12 FT §ack Shell

Figure 1-8 Ordering Information
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1.4.1 Specifications

Power Requirements
Input Voltage
Input Current

Connectivity

Indicators
Controls
Push-Button
Momentary
Physical
Dimensions
Weight
Environmental
Temperature
Humidity

SIG-00-13-12
Version No.: B

9-32 VDC, Isolated, Reverse Polarity Protection
1.1 Amps Max @ 13.8 VDC

Power 2-Pin Phoenix
Ethernet Ports RJ-45
Echelon® 4-Pin Wago®
MultiPort DB-44

Vital 1/0 Port 6-Pin Wago®
Terminal (Serial RS-232) DB-9

Power (Green)

ITC Comms (Green)
TimeSync (Green)

IN 1 (Green) (Yellow)

IN 2 (Green) (Yellow)
TX/RX Serial (Green) (Red)
Health (Green)

Beaconing (Green)

GEO Sessions (Green)
OUT (Green)

Alarms Suppressed (Yellow)
TX/RX Echelon® (Green) (Red)
On-Site (Yellow)

On-Site Personnel

9.625 inches (24.4475 cm) Wide
7.000 inches (17.78 cm) High
2.125 inches (5.3975 cm) Deep

4.3 Ibs. (1.95 kg)

-40°Cto70°C
95% non-condensing

1-10
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APPLICATIONS

SECTION 2
APPLICATIONS

2.0 APPLICATIONS

2.1 APPLICATIONS OVERVIEW

The PTC Console may be used in a variety of applications. This section will provide an overview of possible
applications using the PTC Console.

211 PTC Enabled GEO

In this example, the SEAR Il remains in place to perform the non-vital logic and codeline interface functions.
The PTC Console is installed into an existing system to report signal/switch/hazard detector status to the PTC

network.

To Existing

Codeline System

}

PTC

Radio

SEARII

Application Ethernet Echelon

Gateway

PTC

Console

SIG-00-13-12
Version No.: B

GEON A » A

FOO

Figure 2-1 PTC Enabled GEO Installation Example
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2.1.2 Dark Territory

Figure 2-2 shows an example of a Dark Territory installation with monitor and control of a switch via radio.

PTC

Switch

PTC Console

PTC Console

AB0672

Figure 2-2 Dark Territory Installation Example

NOTE
NOTE _— . o
For other application of the PTC Console, contact Siemens Mobility Inc.
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SECTION 3
INSTALLATION AND CONFIGURATION

3.0 INSTALLATION AND CONFIGURATION

3.1 INSTALLATION OVERVIEW

Figure 3-1 displays all the possible connections to the PTC Console.

Battery
9-32 VDC

+ Power
» ITC Commns

VRO + + Timesync

VRO - : =
VPI Channel 1 + [ Vo TORK Sova
VPI Channel 1 - ) ON-ste Porsanne
VPI Channel 2 + |
VPI Channel 2 -
PTC Console

vital A80672

1/0 Connector

Eth2 Eth3 Multl-Port Echelon Terminal

Echelon® H
10/100 Base .
Dia
Ethernet Serial
Port
'& (DB-9)
Serial
Port 1
(DB-9)

Multi-Port Cable

Figure 3-1 PTC Console Interconnection Overview
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3.1.1 Example PTC Enabled GEO Installation

The figure below is an example of a PTC Enabled GEO installation.

PTC EnabLed GEO

Y

- B il el G aliid el
ON~_ -
= d

< 1t
®| < AR < )

G5 JARSTRAN GEO TWO 1RACK EXTENDED

©)
QOO

2.
-
——— —— vmlu@
v 1 W l L v Y g

As3aes.

CORYORIO A NOIOIO00

PTC Console
AB0672

— Converter
. 7,
ORIORI GO0 00000000

UNIVERSAL LOCAL CONTROL PANEL

@

Control Panel
(ULCP)
? ATCS

-_ b _-.,‘ i
Wayside Message /

System (WMS)

Communications
Manager

Figure 3-2 PTC Enabled GEO Installation Example
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INSTALLATION AND CONFIGURATION

3.1.11

PTC Enabled GEO Wiring Diagram

The figure below depicts an example wiring diagram of a PTC Enabled GEO installation.

ATCS
RADIO

ﬁ ! ! Echelon® H

RS-232
Serial

SIG-00-13-12
Version No.: B

11
ULCP
Ethernet
Echelon®
COMMUNICATIONS
MANAGER
OR
Echelon®
Figure 3-3 PTC Enabled GEO Wiring Diagram
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INSTALLATION AND CONFIGURATION

3.1.2 Example Dark Territory Installation

The Drawing below is an example Dark Territory Switch Monitor and Control using a PTC Console with optional
I/O connector and PTC communications in a weatherproof pole mount cabinet.

RO

=

N

Figure 3-4 Dark Territory Switch Monitor Example
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3.1.2.1 Example Dark Territory Switch Monitor Wiring Diagram

The diagram below is an example of a dark territory switch monitor and control for a PTC application.

/
1SWSB /
(65 | o [d 3 |
1SWSN .
- g o :
1SWMB '
® (& I ! I j
1SWMN :
- d i :
1SW CTRL B —
°
1SW CTRL N 1sw
o
Ve
/
Figure 3-5 Example Dark Territory Switch Monitor Wiring Diagram
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INSTALLATION AND CONFIGURATION

3.2 CONSOLE INSTALLATION

The PTC Console is mounted to the relay rack assembly using the optional mounting bracket. The PTC Console
has four #8 threaded mounting holes on the rear of the unit.

3.2.1 Installing Mounting Bracket to Console
Use the following procedure to install the optional Mounting Bracket to the PTC Console:

1. Position the mounting bracket with the counter sunk holes facing away from the console.
2. Mount the bracket to the PTC Console using four #8 flat head screws as shown in Figure 3-6.

Figure 3-6 Installing PTC Console Mounting Bracket
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3.2.2 Installing the PTC Console to the Rack Assembly

The PTC Console optional Mounting Bracket is designed to mount the console between the relay rack rails.
Mount the console using the following procedure:

1. Align the Mounting Bracket with the Relay Rack rails.

2. Use V4-20 bolts and flat washers and slide through the holes in the mounting bracket and the rack rail.
3. Secure the bolts using a flat washer, a lock washer, and a %4-20 nut.

4
°OOOOOOOOOOOOOOOOOI°i

/ 0.0 L
°EOOOOOO@@)OOOOOOOO@I°

PTC Console
AB0672

Figure 3-7 Mounting the PTC Console to a Rack Assembly
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INSTALLATION AND CONFIGURATION

3.3 CONFIGURATION

Once installed, the PTC Console will require setup and configuration. Setup and configuration is performed
using WebUI and is described in detail in Section 4.

Figure 3-8 shows the connection of a laptop computer to the PTC Console using the Laptop port.

m“cw\so\ﬁ ; .MA i+ Power i Heoth @

+ ITC Commns. v Beaconing
I I i TimeSync #1 GEO Sessions
w @WN1 v out

our
w @ N2 @ Aarms Suppressed
¥ v TXRX Serial W v TX/RX Echelon

\elcome

ON-Ste Personnel

PTC Console
/ A80672

Eth1 Eth2 Eth3 Multl-Port Echelon Terminal

Figure 3-8 Laptop Connection to the PTC Console
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SECTION 4

WEB USER INTERFACE (WebUI)

4.0

41 WEBUI OVERVIEW

WEB USER INTERFACE (WEBUI)

The PTC Console comes with a Web User Interface (WebUI) which enables users to configure the PTC
Console locally at the console as well as remotely. Using a standard web browser, enter the IP address
assigned to the console (e.g. https://192.168.255.81). Note: the WebUI utilizes the HTTP Secure (https)
protocol. On the initial login, the web browser will notify the user that the connection is not secure. For the initial
login, the WebUI must be added as an exception. See Figure 4-1 below for example.

‘ @ hitps://10.232.8.44

c @

Insscure Connection X

- @ || Q s |

/ Your connection is not secure

Firefox has not connected to this website,
Learn more.

Report errors lke this to help Mozila identify and block maiicious sites:

The owner of 10.232.8.44 has configLred their website improperly. To protect your information from being stolen,

The certificate is orly vald for .

PM.

The certificate expired on Friday, April 08, 2011, 1:44:34 PM. The current time is Mark

10,232 .8.44 uses an invalid security certificate,

The certificate is not trusted because it is self-signed.

5, 2019, 149

Error code: MOZILLA_PKIX_ERROR _SELF_SIGNED_CERT

Add Exception...

Add Security Exception 1]

You are ahout to override how Firefox identifies this site.
1 Legitimate banks, stores, and other public sites will not ask you

SIG-00-13-12
Version No.: B

This site attempts to identify itself with invalid infarmation.
Wrong Site

Figure 4-1 Add Exception

4-1

£ ® ' to do this.
Get Certificate I
Yiew... I

Location:

e certificate belongs ko a different site, which could mean that someone is trying to
sonate this site.

The certificate is not trustel

cause it hasn't been verified as issued by a trusted
authority using a secure signal 3

[V Permanently store this excey

Cancel I

Confirm Security Exception

February 2021



WEB USER INTERFACE (WEBUI)

4.1.1 WebUI Login Page

Upon connecting to the console, the WebUI Login Page will come up. Log into the console using the assigned
Password and click on the Login button. Note that Passwords are case sensitive. The factory default password
is Siemens.

SIEMENS

Welcome to PTC Console

User Name : Admin =

Password :

5 Login

Figure 4-2 WebUI Login Page
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4.1.2 Configuration Menu
The WebUI opens with the Configuration Menu. The Configuration Menu contains three sub-menus for site
information: Applications, Non-Vital Configuration, Vital Configuration. Click on any of the menu buttons to bring

up the corresponding configuration page.

Configuration
Vital Application
Non-Vital Configuration = =
= 2 B Unlock Save | | 2 Refresh | | % ResetVCPU
» Vital Configuration

Item

MCF

Configuration Site Configuration

& Unlock Save ~ Refresh I Defaun

Site EE_REEL

DOT MNumber

Mile

{14

ta Default
01-04-1870

LOGICAL configuration

o Unlock B save o Refresh

Configuration

Figure 4-3 Configuration Menu

February 2021
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4.1.2.1 Vital Application

The vital application page provides a quick reference location for the MCF, MCF CRC, and UCN applicable to
the item selected. This is also where the MCF CRC and UCN are entered.

o = s *

Configuration Repors & Logs Status Monitor Maintenance Diagnostics

Configuration Vital Application

% Unlock Save = Refresh # Reset VCPU

[tam
» Mon-¥ital Configuration MCF

» Yital Configuration MCF

CH

Figure 4-4 Vital Application Information

WARNING

THE MCF, MCF PARAMETERS SETTINGS AND UCN MUST BE SET
ACCORDING TO THE SITE PLANS.

WARNING

ENTERING THE WRONG UCN WILL RENDER THE PTC CONSOLE
_ INOPERABLE. DO NOT CHANGE THE UCN UNLESS REQUIRED BY
SYSTEM CHANGES THAT HAVE BEEN APPROVED BY THE RAILROAD
AND/OR AUTHORIZING AGENCY USING A UCN ASSIGNED TO THE
SITE PLANS.
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41.2.2 Site Information

The Site Information menu enables the User to configure Site Name, DOT Number, Mile Post, Time Zone,
ATCS Address, Date, Time, and PTC UCN.

Site Configuration

% Unlock Save = Refresh L Default

Site Name NSCLO02_David

PTC DOT Number 00D00DA

Console )

Modules Mile Post 00D.0
ExternalNetworking Time Zone Pacific (GMT-8:00)
S ATCS Address
Set to Default

Dat
» Vital Configuration ate 03-07-2019

Time 14

PTC UCN Te [Ee———

Figure 4-5 Configuration Menu - Site Information

e Setting the Time Zone

To set the Time Zone, click on the drop menu. Select the desired time zone and click the mouse. Note that
Daylight Savings Time rules are included in the time zone selected. The system will automatically adjust for DST
based on the time zone selected

Configuration

E Dofaut | 5 unlock

PTG UGN

AT+ 0:000

Figure 4-6 Setting the Time Zone
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o Setting the Date

To set the Date, click on the calendar icon on the right of the Date box. Highlight the current date and click on it
with the mouse.

Site Configuration

3 Unlock Save = Refresh ! Default

5 mme
DOT Mumber

Mile Post

July

Mo Tu We Th Fr

Figure 4-7 Setting the Date
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e Setting the Time

To set the time click on the Hours drop menu and highlight the current hour, click on the Minutes drop menu and
select the current minute, and select the Seconds drop menu and select the current second. Click on the Save
button to accept changes or the Discard button delete any changes.

Configuration

Save 'y Dis 2 Refresh 2 Default || & unlock

e
T Time

PTG UGN ‘ s B 2 PTG UGN

Figure 4-8 Setting the Time

41.23 PTC

The PTC sub-menu enables the configuration of some of the PTC parameters. The PTC menu has seven
screens that enable access to additional configuration parameters. Figure 4-9 shows the configuration screens
available.

v PTC
General
Emp
Class C&D Messages
Beacon Message
Time Source

Pref Time Source

High Availability

Figure 4-9 PTC Menu Tabs
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¢ PTC - General Menu

The PTC - General menu is shown in Figure 4-10 below. Some parameters may have a key lock or a PTC
designator. These parameters affect applicable UCN (Unique Check Number) and PTC UCN. Changing these
parameters will place the system in the safe mode and render the console in an unconfigured state. The proper
UCN or PTC UCN will be required and entered into the console to restore normal operation.

Configuration General

—— M Unlock Save = Refresh L Default
» Applications

» Non-Vital Configuration
. PTC Enable GEOs
Site Configuration

v PIC Console as NV Logic Ctrir

General
Log GEQ Events
Emp
Class C&D Messages Sync GEO and SEAR Clocks

Beacon Message
WIU Channel Enabled
Time Source

Pref Time Source Send Msg on Change of State
High Avalaiity Msg Timeout (Minutes)

» Console

. Msg Update Rate (ms)
» Modules

Figure 4-10 PTC General Menu

WARNING

_ THE WIU ADDRESS MUST BE UNIQUE FOR EACH PTC CONSOLE

PTC Enable GEOs: set to Yes for PTC enabled GEO applications (set to Yes automatically by OCE)
Console as NV Logic Ctrir: Yes, No, defaults to No. Leave as No as this feature is not currently supported

Log GEO Events: Yes, No, defaults to Yes. This is used to select whether the GEO sends events to the
Console for logging in the Console Event Log. In general, this can be set to Yes. Would only set to No on a very
large GEO set up with many GEO units being monitored by one Console where the Echelon link is near
capacity.

Sync GEO and SEAR clocks: Yes, No, defaults to No. Used to select whether the Console sends time
updates to the GEO and SEAR to synchronize their time to that of the Console.

WIU Channel Enabled: Yes, No, defaults to Yes. Used to enable the Console to send PTC messages. Keep as
Yes.

Send Msg on Change of State: Yes, No, defaults to Yes. When set to Yes the GEO will send an updated state
to the Console when the state of the data sent to the console changes. When set to No, the GEO will not send
on change of state.

Msg Timeout (minutes): 5-240, defaults to 5 minutes. This is the message timeout on the GEO from the
Console. If the GEO does not receive a valid message from Console in this time, it will set the link to Out of
Session and stop sending messages to the Console. This is only used as a Keep Alive message so that the
GEO will stop sending messages if the Console is removed, meaning, this is a non-vital function. The vital
timeout on the Console is set using the Msg Update Rate (see below).

Msg Update Rate (ms): 500-3000ms, default 1500ms. This sets the message update rate on the GEO for
messages sent to the Console. The Console will set a message timeout to the (2 * Msg Update Rate) + 100ms.
If the Console receives no valid messages from the GEO in this message timeout, it will set the link to Out of
Session and report the PTC devices associated with this GEO as restrictive.

4-8
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e PTC EMP Menu

The PTC - EMP menu is shown in Figure 4-11 below. Refer to AAR specification S-9202 for proper values in
setting up the PTC-EMP.

Configuration Emp

9 Unlock Save = Refresh ! Default

WL Addr
EMP hsg We
EMP Stc Addr

EMP Dst Addr

» Vital Configuration

Figure 4-11 PTC EMP Menu

WARNING

_ THE USER MUST ENSURE THAT EACH SITE IS GIVEN A UNIQUE
HMAC KEY.

e PTC - Class C&D Message

Figure 4-12 displays the PTC Class C&D Message configuration options. Refer to AAR specifications S-9280
(Class C) and S-9356 (Class D) when setting up PTC - Class C&D messaging.

Class C&D Messages

Save = Refresh ! Default
cast IP Addr
ulticast Port

Bi-Directional

Figure 4-12 PTC - Class C & D Message
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e PTC - Beacon Message

The PTC Beacon Message configuration with the Beacon Continuous option is shown in Figure 4-13 below.

Beacon Message

Save - Refresh ! Default

1000

Beacon Continuous Cantinuaus

Figure 4-13 PTC - Beacon Message Configuration - Beacon Continuous

The PTC Beacon Message configuration with the Beacon Times Out option is shown in Figure 4-14 below.

Beacon Message

Save & Refresh ! Default

1000

Beacon Continuous Times out

Beacaon Bit Time (Seconds) 00

n End Time [Sec 1720
eacon Interval Enabled

eacan Intery nds) aon

Figure 4-14 PTC - Beacon Message Configuration - Beacon Times Out
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e PTC - Time Source Configuration

Figure 4-15 displays the PTC Time Source configuration option with EMP selected.

Configuration

Configuration Time Source

Save = Refresh ! Default

nfiguration

nfiguration EmMP
Time h

=1

Time
Ermp

Set to Default

sonfiguration

Figure 4-15 PTC - Time Source Configuration
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e PTC - Time Source Configuration - NTP Option

The NTP option will expand the parameters to include the NTP parameters. These parameters are hidden until
the NTP option is selected. In the NTP Mode field, if Unicast is selected the PTC Console requests time
updates from a specific IP address: Primary NTP Time Source, or if that isn’t available, the Backup NTP Time
Source. If the NTP Mode is set to Multicast, the PTC Console will subscribe to a multicast group and receive
time updates as they arrive, it will not request them.

Configuration e 3 Status Monitor

Configuration Time Source

Save - Refresh ! Default
onfiguration
anfiguration
neral
Emp
Ignared Time Differen
onds Tim
)
thin Minutes
5 Time Diffe
e Minutes)

alMetwiarking
TP Time Source

Backup MTP Time Source

Figure 4-16 PTC - Time Source Configuration - NTP Option Parameters
e PTC - Preferred Time Source

The Preferred Time Source function can be enabled by the user to direct the PTC Console to a desired time
source.

M Sawe o Discard Y Refresh ! Defaum

EMP Pref-Timasn: Enabled Na=™

Figure 4-17 PTC - Preferred Time Source Enable
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Up to six time sources can be selected and arranged in the desired priority. If a time source is not available the
next available source is used. Should a higher priority source become available the PTC Console will be
directed to that source.

Configuration Pref Time Source

Save o~ Refresh ! Default

EMP Pref-Timesrc Enabled
c Tirmeout 500

Priority 1 Enabled
Priarity 1 EMP Address
Priarity 2 Enabled

Tim

PrefTim ] Priar EMP Addr
Priarity 3 Enabled
Priarity 3 EMP Address
Priarity 4 Enabled
Priarity 4 EMP Addn

atto Default

Configuration Priority 5 Enabled

Figure 4-18 Preferred Time Source EMP Address Entry
e PTC - High Availability

The High Availability function enables the user to select up to twelve links to maintain availability to and from the
PTC Console.

B Sews v Discard

Figure 4-19 PTC - High Availability
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e PTC - High Availability Links

Enabling the High Availability function will open a new screen with link connection setup positions for entry of
High Availability Link IP Addresses. The High Availability setup screen is shown in Figure 4-20. The two High
Availability Modes are Priority and Round Robin. Priority will cause the PTC Console to link to the first available
IP address and stay connected. The Round Robin will continue attempts to connect to the first link even after
establishing connection with a second or third IP address.

Configuration High Availability

Save = Refresh ! Default

H& Enabled

Priority
Holdoff tim
HA Link 1 1P Ads 10
1- IP Port 12000
HA Link 2 IP Addre 10

2- IP Part 12000

Figure 4-20 PTC - High Availability Setup - Priority

Configuration High Availability

" Save = Refresh ! Default
w Appl

HA Enabled
HA Mode Round Rohin
eral
HA Link 1 1P A
Emp
1- IP Fort
1- Idle Timeout
1- Idle Enabled
HA Link 2 [P A
2 IP Port

2- |dle Tirmeout

2- |dle Enabled

HA Link 3 1P Ad
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41.2.4 Console Configuration

The Console Configuration menu has four sub-menus for Serial Ports, Ethernet Ports, Security, and Web Server
as shown in Figure 4-22.

Configuration

Configuration

figuration

Figure 4-22 Console Configuration Menu
e Console Configuration - Serial Ports

Figure 4-23 displays the serial port configuration menu (left) and one of the four sub-menus for the Laptop port.

Senial Ports

Laptop

Save = Refresh ! Defautt

Baud Rate

Data Bits

Parity

Stop Bits

Flow Ctrl

Figure 4-23 Configuration Serial Ports

4-15
SIG-00-13-12 February 2021
Version No.: B



WEB USER INTERFACE (WEBUI)

Figure 4-24 shows the configurable parameters options for Serial Ports 1-3. Note that many of the protocols are
not functional at this time and have been reserved for future applications. The primary protocol for the PTC
Console is Genisys GEO used with the serial link to the GEO System with a CPU1.

erial Ports

Laptop

Port 1

Save = Refresh £ Defaur

Baud Rate

Data Bits

Parity

Stop Bits

Flow Ctrl

Protocol Genisys GEO
Path Type Field
Recovery Time (Seconds) 300

“Test Period (Minutes)

Fail Count (Counts)

Reserved

Figure 4-24 Serial Port Configuration Options
o Serial Ports One through Three Protocol and Path Configuration

There are 15 Protocols listed for serial ports 1 through 3, however, Genisys GEO is the only protocol currently
supported. In addition, there are six Path Types choices while configuring the port, but Field is the only
supported one in use with Genisys GEO.

Configuration Port 1

Save o Refresh 2 Defautt

Baud Rate 9500
Data Bits 8

Parity Maone

Laptop
aptop 1
Fart 1
MNane

Fart 3

» Ethernet Ports

il

Figure 4-25 Serial Port Protocol Configuration

e Console Configuration - Ethernet Ports

4-16
SIG-00-13-12 February 2021
Version No.: B



WEB USER INTERFACE (WEBUI)

Figure 4-26 displays the Ethernet Port configuration screen. Four tabs select the sub-menus. Port 1 through
Port 3 are located on the bottom of the console. The DNS tab is used to set the DNS server IP Addresses.

Configuration Port 1

Applcat Save = Refresh L Default
» Applications

DHCP Configuration i
Site Configuration onhg Disabled

» PTC Protocol Norne

» Console
Path Type
» Serial Poris :
v Ethemnet Ports Recovery Time (Seconds)
Port 1
Test Period (Minutes)
Port 2
Port 3 Fail Count (Counts)
DNS
Op Traffic Only
Security
Web Server RSSI Value o

ST IP Address 10.255.255.81
ExternalMetworking
Network Mask
[255.255.255.0
Log Setup = =

Set to Default Default Gateway 10.255.255 254

» Vital Configuration
Figure 4-26 Console Configuration - Ethernet Ports

e Port 1-3 Configuration - Disabled

The ETH1 through ETH3 Ethernet ports have the same configuration options which includes DHCP options
(Disabled and Client), IP Address, Network Mask, Default Gateway, Path Type, Recovery Time, Test Period,
Fail Count, Op Traffic Only, RSSI Value, and Protocol settings. No current applications use Office or Field Path
types and should be configured with the default (NONE) path type.

e ETH1, ETH2, ETH3 Port Configuration - Client

The ETH1 through ETH3 Ethernet ports have the same configuration options which includes DHCP options
(Client, and Disabled), Path Type, Recovery Time, Test Period, Fail Count, Op Traffic Only, RSSI Value, and
Protocol settings. No current applications use Office or Field Path types should be configured with the default
(“None”) Path Type.

NOTE
NOTE
_ Protocol and Path Type should always be set to None.
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o DNS Server Configuration

Three DNS Server IP Address configurations are accessed by selecting the DNS menu as shown in Figure
4-27.

Configuration DNS

Applicats Save = Refresh ! Default
» Applications

w» Noi onfiguration
Name Server 1 5
Site Configuration 192.168.2.1

» PIC Name Server 2 192.168.2.1

Name Server 3 5
» Serial Ports 192.168.4.1

¥ FEthemet Ports
Port 1
Port 2
Port 3
DNS
Security
‘Web Server
Modules
ExternalMetworking
Log Setup

Set to Default

Figure 4-27 Ethernet Port Configuration - DNS
e Console Configuration - Security

The Security sub-menu enables configuration of passwords for the WebUI. A session inactivity timer can be set
to close the session if left unattended. Display hibernation time and Keypad/Display password completes the list
of parameters.

Configuration Secu rlty

p— Save = Refresh ! Default
» Applications

» Mon-Vital Configuration
) ) WebUI password
Site Configuration

» PTC WebUI password Confirm

v Console
Session Inactivity Timeout (Minutes)
» Serial Ports

v Ethemet Poris

Port 1
Port 2

Port 3

ity

Web Server

Figure 4-28 Console Configuration — Security

4-18
SIG-00-13-12 February 2021
Version No.: B



WEB USER INTERFACE (WEBUI)

e Web Server Configuration

Click on the Web Server text (located below the Security menu) to open the Web Server screen. The Web
Server parameter sets the WebUI access security to the PTC Console. Select Secure or Non-Secure (Secure is
recommended) and click Save to save the selection.

Web Server

Save ¥ Discard : Refresh l Default

ecure [http)
ecure (thttps) *

Figure 4-29 Web Server Configuration

41.2.5 Modules
The Modules Menu has one sub-menu: Connections as shown in Figure 4-30.
e Modules - Connections

At this time the only module supported is the GEO. Additional modules will be included in future releases. The
Connections screen displays the installed modules. To install a new module, click on the desire module slot in
the MODULES column. A parameters screen will appear listing the required parameters for the module to be
installed. It will be necessary to have the proper UCN number available to complete the installation. Drop-down
menus are used on the module Type and Connection Type.

When a PTC GEO site has been selected, the OCE will automatically create connections for each GEO
expected in the installation.

NOTE

The user must enter the UCN for the GEO that is to be PTC enabled A UCN
for each GEO connection is required. If this is not entered correctly, the PTC
Console will not be able to PTC Enable that GEO.

Configuration Connections

o
2

» Applications Module 2 3 Unlock Saue = Refresh 2 Default # Boot

3  Module 3
Site Configuration
. Module 4 Rlame

PTG
s 5  Module 5 T
» Console 6  Module 6

Module 7 Connection Type

Module 8 ATCS Subnode

» ExternalNetworking Module 9

» LoOgSetup Module 10 Indication Offset

Set to Default [l i Indication Size

» Vital Configuration Module 12
Module 13 Control Offset

Module 14 Control Size

Module 15

Module 16 el

MCF CRC

Figure 4-30 Modules - Connections
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41.2.6 External Networking

To configure the various external networks, click on the External Networking menu. Five sub-menus will appear,
but only, Echelon® networks and SNMP are supported external networking methods.

e Echelon® Network

The Echelon® menu is a single parameter for entry of the Gateway Node number.

Configuration

Save o Refresh 1 Default

»  Applications

¥

» LooSetup
Setto Default

Configuration

Figure 4-31 Echelon® Node Configuration
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e SNMP

Enter each Destination IP and Port for up to four destinations [1]. Verify the information and click on the SAVE
button [2a] to save any changes or click on the DISCARD button [2b] to remove any changes. The REFRESH
button [3] refreshes the screen and the DEFAULT button [4] changes all entries to the original factory default
values.

Configuration

Save = Refresh ! Default

Jestination 1 IF
Jestination 1 Port
Jestination 2 1P
ation 2 Paort
Jestination 3 IP
Jestination 3 Port
Jestination 4 1P
lestination 4 Port
Carnrnunity
Contact Info

Alarm Su an Timer (Minutes)

Figure 4-32 SNMP Network Configuration
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The Alarm Suppression Timer sets the amount of time the console will suppress CDL applications and Alarms
when the On-Site Personnel button is pressed on the console front panel by the Maintainer. The timer can be
adjusted from 10 minutes to 180 minutes. The default value is 20 minutes. Operation of the On-Site Personnel
function is detailed in Section 5 of this manual.

SNMP SNMP

save ¥ Discrd || 2 Refresh | | X Default o T PR PITeE

0.0.0.0
162 ¢ on 0000
162

Save ¥ Discard || .+ Refresh £ Default

Destination 1 IP

D 1 Paort

Save ¥ Discard : Refresh l Default

Figure 4-33 SNMP Setup
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e SNMP Traps

SNMP messages sent from the PTC Console are received in the Back Office. The CDL program defines which
alarms are sent.

Table 4-1 SNMP Information

SNMP OID DESCRIPTION

Defines the type of equipment that sent the
deviceType.0 ivVIU SNMP trap. For the PTC Console, this field
will always contain “VIU”

dateTime.0 03-May-2012 18:56:13 Date and Time the system created the alert

This field contains the Site Name, as set in

siteName.0 CP_Safetran_312 the PTC Console configuration settings.

This field contains the Milepost Number, as
milePost.0 35.2 set in the PTC Console configuration
settings

spareText2.0 Not used. Reserved for future use.

spareText1.0 2950240fd20218 Not used. Reserved for future use.

The priority of the alarm as set by the iVIU’s
CDL logic. This value is specific to each
alert (see the manual for the specific CDL
program).

alarmPriority.0

Indicates whether this is the alarm or the
corresponding clear for the alarm.

alarmClearFlag.0

The Alarm text as programmed into CDL
logic. This value is specific to each alert
(see the manual for the specific CDL
program).

alarmText.0 Alarm Enabled Message

The Alarm ID number as programmed in the
CDL logic. This value is specific to each
alert (see the manual for the specific CDL
program).

alarmiD.0

The Trap Number as programmed in the
CDL logic. This value is specific to each
alert (see the manual for the specific CDL
program).

The ID of the trap in the unit's MIB. This
snmpTrapOID.0 1.3.6.1.4.1.3064.3.20.2.2 value is specific to each alert (see the
manual for the specific CDL program).

trapNum.O

sysUpTime.0 1days22h55m24.59s System Up Time

4-23
SIG-00-13-12 February 2021
Version No.: B



WEB USER INTERFACE (WEBUI)

4.1.2.7 Log Setup

The Log Setup Menu has three sub-menus for Consolidated Logging, Diagnostic Message Logging Options,
and Log Verbosity.

Configuration Consolidated Logging

Applications Save - Refresh ! Default
[T

¥ Non-Vilal Configuration
T C— Event Log IP Address
FTC Diagnostic Log IP Address
Console
Modules
ExternalMetworking
Log Setup
Consolidated Logging
Diagnostic Logging
Log Verbosity Settings
GEQ Log Verbosity

Set to Default

» Vital Configuration

Figure 4-34 Log Setup (Consolidated Logging
e Consolidated Logging

Consolidated Logging enables logs to be consolidated to a single location. A log is still held locally, however,
reports will be forwarded to a single location. The IP Address for the "collecting” location is entered into the text
box. An address is setup for the Event Log and the Diagnostic Log as shown in Figure 4-34.
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o Diagnostic Message Logging Options

The Diagnostic Message Logging Options screen provides the User the ability to enable or disable thirteen
options as shown in Figure 4-35. All options are disabled by default. Each option may be enabled or disabled as
desired.

CAUTION

ENABLE ONLY THE LOGGING PARAMETERS NECESSARY. ENABLING
|A CAUTION| | 100 MANY PARAMETERS WILL REDUCE THE PERFORMANCE OF
THE SYSTEM.

Diagnostic Logging

B Sove v Discard || 2 Retiosh | | 2 Dofauk i
Brabied®

Save ¥ Discard ; Refresh l Default

Dizabled *

Disabled *

Echelo 4 Disabled *

Figure 4-35 Diagnostic Message Logging Options
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e Log Verbosity Settings

The Log Verbosity may be set to gather information at various levels. Default is Basic which gathers general
information. The Error setting will log only error messages while the Warning setting gathers warnings. The Info
setting collects the minimum amount of data. On the other hand, the Debug setting gathers all information for
troubleshooting purposes.

CAUTION

ENABLE ONLY THE LOGGING PARAMETERS NECESSARY. ENABLING
A CAUTION| | T00 MANY PARAMETERS WILL REDUCE THE PERFORMANCE OF
THE SYSTEM.

Log Verbosity Settings

Info *

Infa

Infa

Debug

Figure 4-36 Log Verbosity Settings
e GEO Log Verbosity

The GEO Log Verbosity menu allows the user to set the verbosity level for each GEO slot. The opening screen
has a drop-down menu listing the available GEO unit(s). Click on the GEO Address of the unit desired.

GEO Log Verbosity

GEC Addres

A00100.032 | fadule 1

Figure 4-37 GEO Log Verbosity - GEO unit selection
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e GEO Log Verbosity - Slot Selection and GEO Log Verbosity/Level
After selecting the desired GEO unit, a new screen will display the drop-down menus for Slot selection and GEO
Log Verbosity/Level.

GEO Log Verbosity
Slat1 -CP

00.100.03 | Madule 1 B | 2" Refresh

Slot Slat1-CP
GEO Log Ve 1

:3 Set Verbosity

Figure 4-38 GEO Slot Selection and GEO Log Verbosity/Level

41.2.8 Non-Vital Set to Defaults

The final configuration menu is the Non-Vital Set to Default function. Activation of this function will reset all
parameters to their original factory settings. All previous user settings will be lost and are not recoverable.

SIEMENS
Welcome Admin Logout

20.100.400.04 | Mike Post: 0000 | DOT Number:

)
Confi ;‘1. ration

Configuration Site Configuration

B Unlock Save 2 Refresh 1 Defaurt

Site Name NSCLO02_David

DOT Number (0000008

Console )
Mile Past looo.o

Modules
ExternalNetworking Time Zone Pacific (GMT-8:00)

SR ATCS Address 2

Setto Default "

» Vital Configuration : E-E!t tﬂ E:I Efau It

Figure 4-39 Set to Default
NOTE

Setting all parameters to factory default will clear any configuration
parameters and return all settings to the factory default. This may cause the
PTC Console to enter safe mode and will require new configuration and
setup to restore the console operation.

NOTE
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4.1.3 Report and Logs

The Reports and Logs menu has five sub-menus: Event Logs, Reports, GEO Configuration Report, GEO Logs,
and GEO Software Info, as shown in Figure 4-40.

Reports & Logs

Diagnostic

Download All
Reporis
GEQ Configuration Report
GEO Logs

GEQ Software Info

BASIC v

|4 First

Time Stamp =«
28-Jan-2019 11:2:
28-Jan-2019 1
28-Jan-2019 11:25:1¢
28-Jan-2019 1
28-Jan-2019 1
28-Jan-2019 1
28-Jan-2019 1

4 Previous

» Hext

Site Name <

NSCLD02_David
NSCLO0Z_David
NSCL002_David
NSCLO02_David
NSCL00Z_David
NSCLD02_David
NSCLO0Z_David

»| Last

Card/Slot =«

VCore
VCore
VCore
VCore
VCore
VCore

VCore

Event Text «

IVIU: Session Established with GEQ 762010010003
SignalD1: G_DATA 36

Signald2: G_DATA 36

Signald1: G_Aspect Stop

Signald2- G_Aspect Stop

Signald1: G_PTC_Code 15

Signall2: G_PTC_Code 15

28-Jan-2019 11:2!

Figure 4-40 Reports and Logs Menus

NSCLO02_David NVCPU GEQ 7.620.100.100.03 In to session Will ask for logging

41.31 Event Log
The Event Log records events based on the configured verbosity. There are three retrieval methods available.

e Event Log - Basic

The Basic log is the default retrieval method. The Basic search of the Event Log is shown in Figure 4-41.
Buttons are included to navigate to the beginning or the end of the log. The number of entries is selectable from
50 to 500 entries per page in six increments. An All Events button may be selected to download all available
events.

SIEMENS

Equipment B4

Reports and Logs

Event Log

[ (4 et dproviovs | phoxt b Lost

»| Last

Card/Sgpt

4 Previous » Hext

P cauoment

3 All Events

H |4 First

Equipmg@int Sitenamg

Time Stamp

EveQt Type Events

Selects the Selects the Selects the Selects the Selects 50, Downloads

oldest previous group next group of newest group 100, 200, 300, entire log to

group of of entries entries of entries 400, or 500 computer
AP entries per
page
Figure 4-41 Event Log - Basic Search
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e Event Log - Advanced

The Advanced search of the Event Log enables the user to search a particular time period in the log, saving
searching the entire log for information desired. The same Basic search navigation is included in addition to the
Advanced search features as shown in Figure 4-42.

Configuration

Reports & Logs

cE v | |4 First | 4 Previous | Hext | | Last | ¥ Download

End Date

hoot Occurred (RSR 4099, iy

tdown Error; 63, P

Figure 4-42 Event Log - Advanced
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e Event Log - Trace Events

The Trace Events option enables the User to see events as they come in. Click on the Start button to start
tracing events. The screen refreshes every five seconds so events can be viewed in near real time. Click the
Stop button to halt tracing events. Figure 4-43 displays the Trace Events navigation buttons.

Reports & Logs Event
d Back | ™Y Clear || % Start | X Stop

:04.0

Time chanr

4 Back | ™Y Clear || % start | X Stop Equipment i

Time Stamp Efuipment gitename Card/Slot Ewent Type EWgat Text

Equipment H

E t

Selects Previous Clears the Starts Logging Stops Logging
Page Log Events Events

Figure 4-43 Event Log - Trace Events
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4.1.3.2 Configuration Report

The configuration reports lists all of the parameter settings currently programmed into the system. Click on the
Create button to generate the Configuration Report or click on Download to download the report to a computer.

Reports and Logs

Create ¥, bownload

Create ¥, Download
!’, Download

Loading Please wait

Figure 4-44 Create or Download Configuration Report

Figure 4-45 shows a completed creation of a Configuration Report.

Reports & Logs Conﬁguration

= Create ¥, Download

; Configuration Report for Tuesday July 9 Eastern
1an

Diownload All
onfiguration Repart

S [ EEE S

000.000.000.01

Figure 4-45 Configuration Report display
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41.3.3 GEO Configuration Report

The GEO Configuration Report provides software and hardware information for the modules installed in the
GEO unit. Figure 4-46 shows an example of the GEO Configuration Report.

ct
0400700.032

GEO Configuration Report
' |

GEQO Configuration Report

d| 0. EO1 H +, Download

GEC Configuration Report for Mo

tion and SIM

Figure 4-46 GEO Configuration Report

4-32

SIG-00-13-12 February 2021
Version No.: B



WEB USER INTERFACE (WEBUI)

41.34 Version Report

The Version report lists all the hardware and software version information. Click on the "Create" button to
generate the Version Report or click on "Download" to download the report to a computer.

Version Report

E Create ¥, Download

!’, Download

!’, Download

Loading Please wait

Figure 4-47 Create or Download Version Report

Figure 4-48 shows a completed creation of a Version Report

Version Report

Build # : -
Build B

Figure 4-48 Version Report
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4135

The Diagnostic Log records events based on the configured verbosity. There are three retrieval methods
available.

Diagnostic Log

o Diagnostic Log - Basic

The Basic search of the Event Log is shown in Figure 4-49. Buttons are included to navigate to the beginning or
the end of the log. The number of entries is selectable from 40 to 80 entries per page in 10 entry increments or
All entries may be selected.

Confguraten  Repo;

Reports and Logs

Time Stamp

H |4 First

Agplicaions. &

Diagnostic Log

[ (€irst Aprevious | (> homt [ Last 3 AlEvents

Equipmg@nt

4 Previous

> Hext | | | Last

Sitenamy

Card/Sgot

1 All Events

EveQt Type Event Wit

!, Download

Equipment £

caupment [

Selects the Selects the Selects the Selects the Selects 50, Downloads
oldest group previous group of next group of newest group 100, 200, 300, entire log to
of entries entries entries of entries 400, or 500 computer
entries per
page
Figure 4-49 Diagnostic Log - Basic
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o Diagnostic Log - Advanced

The Advanced search of the Diagnostic Log enables search a particular time period in the log saving searching
the entire log for information desired. The same Basic search navigation is included in addition to the Advanced
search features as shown in Figure 4-50.

O [var  ~J2012 -] @
Mo Tu we Th
»Hext | »| Last 5 AllEvents || % Download 1
7 8
15

Su Mo Tu

[wer  ~fe0iz Tl @

we Th

Reports and Logs Diagnostic Log

e 4 All Events !, Download

End

T@ne Stamp Equiprf@ent Sitename rd/Slot Event Type Event Ryt

MU NVCPU Basic
MU NVCPU Basic

Select desire Select desired Select desired Select desired
Start Date Start Time End Date End Time

Figure 4-50 Diagnostic Log - Advanced
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o Diagnostic Log - Trace Events

The Trace Events option enables the User to see events as they come in. Click on the START button to start
tracing events. The screen refreshes every five seconds so events can be viewed in near real time. Click the
STOP button to halt tracing events. Figure 4-51 displays the Trace Events navigation buttons.

SIEMENS
———

Reports and Logs

d Back || ™ Clear || % Start

Time Stamp i §itename Card/Slox Event Type Diggt Text

Selects Previous M Clearsthe M StartslLogging M Stops Logging Search
Page Log Events Events Window

Figure 4-51 Diagnostic Log - Trace Events

4.1.3.6 GEO Event Log

If one or more GEO devices are installed a GEO Event Log is available to track GEO Status or Error events. A
separate log is generated for each device. Logs are retrieved by selecting the ATCS Address of the GEO and
the Slot number.

Reports and Logs GEO Event Log

no0.1oo.

Figure 4-52 GEO Event Log
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e GEO Event Log Navigation

Navigation for the GEO Event Log has status or summary log selection and a Slot drop-down menu that enables
selection of each available slot. Navigation buttons enable selection of the desired portion of the log for viewing.

SIEMENS
—

Reports and Logs

B [€rrst dPrevious | [ ptest| | »|Last (5 AlEvents

Prints all

Lag Type | Status 5 H |4 First | | 4 Previous » Hext | | | Last | [H All Events

Selects the Selects the Selects the Selects the
previous group next group of newest group
oldest group of entries entries of entries

Figure 4-53 Geo Event Log Navigation

41.3.7 Software Info

The Software Info Menu opens with a drop-down menu listing the available module ATCS Addresses. Click on
the desired module.

SIEMENS
—

Reports and Logs

3 | Module 1

Figure 4-54 Software Info - Select Module ATCS Address
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An information list will generate with information on the software installed including version, UCN, MCFCRC,
Slot location, current verbosity setting depending on the type of software. Click the DOWNLOAD button to save
the listing to a computer file.

System Information

Reports and Logs Software Info

% Downlaad

System Infarmation

Check No

il
urnber

Figure 4-55 Software Info List
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41.3.8 Download All Logs

The Download All Logs menu will download all three logs. The date and time may be selected to define the time
frame of the logs. The Date is selected using pop-up calendars on the Start Date and End Date text boxes. The
Time is selected using the drop-down boxes for hours, minutes, and seconds for the start time and the end time
as shown in Figure 4-56.

@ 0

Configuraion  Reparts and Logs

o °
Su Mo Tu We Th Fr Sa
1 2 3

4 5 & 7 8 910
11 1z 13 14 15 16 17
Reports and Logs 1& 19 20 21 22 23 24
25| 26| 27| 28( 29/ 30| 31

Start Date: Start Time:

1o, ~Moi -
End Time:

""'EE =
oo

18
o1

14
0z 20

!’, Download

03 21
04 27 4
o= slu: zle |09 23 42
Su Mo Tu We Th Fr Sa Q& 24 43
s 07 25 44
s e L 08 2 45
18 19 20 21| 22| 23 24 Dg 2? 45
25 26 27 23 29! 30 31 .II:I 28 4?
11 29 45
12 30 44
13 ey a0
14 32 a1
15 — |23 52
16 34 53
17 35 g;‘
18 gls
19 = |

Figure 4-56 Download All Logs - Start and End Date/Time

4-39
SIG-00-13-12 February 2021
Version No.: B



WEB USER INTERFACE (WEBUI)

e Download All Logs - Viewing and Saving

Once the starting and ending date and time has been selected, click on the download button. The download wiill
start and will show progress on the screen. When the download is complete a pop-up window will appear to
enable viewing or saving the logs as shown in Figure 4-57 below.

SIEMENS

Download All Logs

Start Tir

+, Download

Opening diag_log05-Mar-2012 13_18_38.txt

‘fou have chosen to open

E] diag_log05-Mar-2012 13_18_38.txt
which is a: Text Document (7.6 KB)
from: https:/f10.232.48.50

\What should Firefox do with this file?
o

I Motepad {default) j

" Save File

™ Do thiis autamatically Far files like this From naw on,

Cancel

ini]

Figure 4-57 Viewing and Saving Logs
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41.3.9 Download All Reports

The Download All Reports menu has a single DOWNLOAD button. Click on the button to download all of the
reports. When the download is complete, a pop-up will appear for viewing or saving the reports as shown in
Figure 4-58.

Configuration Applicati

Reports and Logs

%, Bownioad

¥ Download

Download All Reports

‘¥ou have chosen ko apen

r;%j configuration_report_05-03-2012.txt

which is a: Text Document (85,2 KB)
fram: https:/f10.232.48.50

x ‘hat should Firefox do with this file?

¥ :0pen with: INotepad (default) j
{~ Save File

I~ | o thiis autamatically far files like this From novon,

Cancel |

Fi Edit Format View Help
Configuration Repert for Monday March G5 2012 14:00:58 Pacific

site Configuration Settings

SIG-00-13-12
Version No.: B

4-41

5 i CP_Newman
Lot Number : 1234560

i1 epost i35

ime zone : Pacific
Site ATCS Address i 70620,400.100.04
A .

bate : 05-Mar-2012
rine i ld:09:58
UCh and PTC UCN parameters

vePU PTC LoN T & 0x0890bb0S
VCPU CCH i Oxb5676L4c
ATCS Address and UCN

7.620.400.200. 04 i 0x70dbdc2s
7.6201400.700. 03 i 0xc0537ira

cAD Configuration Settings

Site CAD Address

: 2,620.00.0000

Tndfcation Refresh pericd | 60 seconds
Indfcation Holdoft i 4 saconds
Path Selection Mode : Primary/Backup
WAMS Settings

» aging : Enabled

v essag
wais Address
Alarm Retry Time

WNC Settings

WNC Installation Address

GPS Settings

i 2,620,0L, 9100
i 75

GPS conf enakled : Enabled
GPS recv timeoyt sec i 5
GP5 Sats for time i1
GPS Time difference sec ]

Figure 4-58 Downloading All Reports
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4.1.3.10 CDL (Control Description Language) Files

To access CDL Menu, select Applications icon from menu bar, then, under Applications column, select CDL.

The CDL Menu enables uploading and running CDL applications. To upload a CDL file, click on the Upload CDL
button. Click on the Browse button [4] and select the desired CDL file from the stored location and click on the
Open button [5]. The selected CDL file will appear in the CDL File text box. Click on the Upload File button [6] to
upload the file.

Configuration CDL

= DisplayQ & A Previous Hext | & Start | == Remove COL | ', Wiew CDL Log ||| &, UploadciL | ¥ Download

DL File Ma

Figure 4-59 Selecting CDL
¢ Running CDL Files

To run a CDL file, click on the Start button. A CDL may have more than one file. A list of files will appear. Select
the desired CDL file.

Configuration

Reset Names.Modules? . ‘
Do you want to compile the CDL file VCore_Rehooted2.cdl

Hext | %Restart
|

Figure 4-60 Running CDL Files - Start File
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Select the answer to the next question (in this case Yes or No)

SIEMENS

> Hext ) & Restart

isplayQ 8 A | 4 Previous | »Hext | ¥Restart| | Upload COL || ® View COL Log | % Download Log || == Remove COL

CDL File Nam

Select Test
Condition

Figure 4-61 Running CDL Files - Sequence File

Continue to click the NEXT button to continue until the end of the sequence is reached. All tests should have a
green check if the test was successful.

SIEMENS

B DisplayQ&A | {Previous || > Hext | kRestart| 4 Upload COL | ®, View COL Log | & Download Log || — Remove COL

CDL File Narms

/ TEsT

\ CDL
[ site Setp |

= DisplayQ & A | 4Previous p Hext % Restart 4, Upload CDL | %, View CDL Log | 3 Download Log || == Remove CDL

CDL File Marm - Diagcode_ Lol

# TEST NUMBER?  TEST 1

# TES JDITION?

Figure 4-62 Successful CDL File Run
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The final step is to compile the CDL file. Click the Next button [1] as shown below.

d Previous (¢ » Hext ) & Restart

o >text| kRestart | % Upload COL @ View CDLLog & Download Log | —= Remove COL

isplay O & & 4 Previous || > Hext | % Restart !, Upload CDL .‘ View COL Log | & Download Log == Remove COL

COL File Ma _Diagcode_active.cdl

Figure 4-63 Compile CDL File

A pop up window will appear asking to the user if they want to compile the CDL file. Click on the OK button to
continue as shown in the figure below.

SIEMENS
— nin | Logout
Site Name: CP. < 1234880

D0 you wart to compile the COL fie VCore_Diagcode._actve cdl

Ganes

Do wou want to compile the COL file % Core_Diagcoode_active.cdl

Cancel

Figure 4-64 Confirm CDL Compilation
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A confirmation text will appear to confirm the compilation was successful.

Applications

> Hext || & Start A, Upload CDL | & View COL Log |2 Download Log || — Remove COL

cdl

= DisplayQ & A | 4 Previous ) Hext & Start +, Upload COL | ® View CDL Log |3 Download Log | == Remove CDL

CDL File Marr jagcode_a

=)

Figure 4-65 Verification of Successful CDL Compilation
e View or Download CDL Log

The CDL Log displays the compiling of the CDL file (both successful and failed files). To view the CDL Log, click
on the View CDL Log button. To download the log to a computer file, click on the Download Log button.

Applications

2, Upload COL || ®, View COL Log || & Download Log | = Remove COL

= Display Q & A | 4 Previous | B Hext | % Start *, Upload COL || ®, View CDL Log | & Download Log || == Remove CDL

COL File Name dl

.., View CDL Log |2 Download Log  )== Remove COL

Figure 4-66 View or Download CDL Log
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e CDL Log Printout
The CDL Log will appear in the window for local viewing as shown in Figure 4-67.

ne Admin | Logout

T

Configuration

Applications

L menu )

. menu )

Figure 4-67 CDL Log Printout
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e Removing a CDL File

To remove a CDL file from the PTC Console, click on the Remove CDL button as shown in Figure 4-68. A
confirmation message will appear confirming the CDL has been removed as shown in Figure 4-69.

Logout

Applications

> Hext || & Start 2, Upload COL || ®_ View CDL Log || & Download Log || —

!, Upload CDL .\ View COL Log | ¥ Download Log || == Remove COL

Figure 4-68 Removing a CDL File

Logout

Applications. CDL

2 DisplayQ&A | dPrevious | Hext | K Start %, Upload COL | @ Viow CDL Log | & Downlood Log | =

col

= DisplayQ & A o Previous | B Hext | & Start 4, Upload CDL | ' View CDL Log || & Download Log | == Remoue CDL

COL File Name : Nane

DL File Mame : Mone

Figure 4-69 CDL File Removal Confirmation
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4.1.4 Status Monitor

The Status Monitor has nine sub-menus for monitoring status, PTC Status, High Availability, System State View,
Echelon Statistics, Ethernet Status, Online Status, GEO 10 Module, ATCS Comm, and Ul Sessions..

Status Monitor PTC Status

Object Status

High Availability EG: Invalid

» System State View s (AL

Echelon Statistics

Figure 4-70 Status Monitor Menus

4.1.41 Status Monitor - PTC Status

The PTC Status function in the Status Monitor menu displays real-time Signal and Switch information being sent
to the locomotive. A typical display is shown in Figure 4-71.

NOTE

PTC Codes will be displayed when a location is being polled or if the PTC
Beacon has been set for Continuous. This function will vary in appearance
depending on the GEO Model.

Status Monitor

PTC Status

Object Status Slot Track

Date/Time stamp
from GEO System

Object Mnemonic  Current Status PTC Code Slot

u Indicates outdated information

Figure 4-71 Status Monitor - PTC Status
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41.4.2 Status Monitor - System State View

Figure 4-72 displays the System State View which displays information for the PTC Console and connected
devices. In this example two GEO units and the PTC Console is available. Select the STATUS MONITOR icon
to open the sub-menus. Select the SYSTEM STATE VIEW sub-menu. A drop-down menu will appear listing the
available ATCS addresses to view. Select the GEO or Console address and click the mouse on the text.

System State View

dre:

Figure 4-72 Status Monitor - System State View
o System State View - Geographic Objects

In the example below, a list of Geographic Objects are displayed. Select the desired object and expand as
needed.

System State View

—— Geographic Objects within the GEO
40010003 | modul=1 [l & et — Vital MCF

Figure 4-73 System State View - Geographic Objects
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e Status Monitor - System State View - View Connections

Figure 4-74 displays GEO Objects in the left column. Objects can be expanded [1] and selected. Click on the
GET button [2] to retrieve the data available.

System State View

40010003 |GECT [l (& Get| [ seect| [ % Download

!’, Download

‘ul

Figure 4-74 System State View - View Connections
Select the desired variable Name and Value and click the SELECT icon.
System State View & Get ¥, Download

& Get [ seleet| | ¥ Download ﬁ

THA

TH&ET: -= Connections -= ba -= in

Names

Variable Names and Values

Figure 4-75 System State View - View Object Values
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The Select Range screen will appear with edit text boxes for First Logic State and Late Logic State. Enter the
first and last logic states in the range to be displayed (value in the Last Logic State box must be equal to or less
than the total number of variables assigned to the object category).

NOTE
NOTE . . oy :
Some variables may have multiple elements, each with its own logic state.

System State View

E} Select ¥, Download

Figure 4-76 First and Last Logic States

The Connections category includes all the Geographic Messages that are transmitted from and received on
each Geographic Connection. In this example the state of each Geographic Message is transmitted from the

base (ba) connection of Signal WSIG.
System State View

ba = Base of Signal

B Get EY Select +¥, Download

Names Values
(

he = Head of Signal

Geographic Current
Message Message
States

Figure 4-77 Connections Names
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e System State View - Inputs

The Input category includes all controls and physical inputs associated with each Geographic Object including
relay inputs, searchlight signal mechanism inputs, and coded track inputs. In this example the state of controls
and physical inputs of signal ESIG are displayed.

System State View

EY Select ¥, Download

Names Values Input of Signal GZis low
(GZ is a clear request signal.)

Input of signal SGZ is high
(SGZ is a stop request signal.)

Yellow lamp on A Head of
signal sig is LOR/FE (Lamp
Out Relay/Foreign Energy
present).

Names of controls and physical inputs J |

Current state of controls and physical inputs

Figure 4-78 System State View - GEO Inputs

o System State View - Outputs
The Outputs category includes all indications and physical outputs associated with each Geographic Object

including lamp outputs, relay outputs, searchlight signal mechanism outputs, and coded track outputs. In this
example the state of indications and physical outputs of signal ESIG are displayed.

System State View

¥, Download

Names

GK

GFK

FGK Vital dual-track approach
lighting (DTAL) output of
signal is low.

Signal WG is currently
displaying R/R.

Names of indications and physical inputs J |
Current state of indications and physical inputs

Figure 4-79 System State View - GEO Outputs
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o System State View - State Models

The State Models category includes the current state of all state models defined in the Geographic Object
Library. In this example the current state of the State Models of signal ESIG are displayed.

System State View

£ select +, Download

els

Values

Signal ESIG is clear;
therefore SigClr state
model of Signal ESIG is
in the locked state and
has a wait timer.

mE

Ap

List of State Models for Signal ESIGJ
Current state models for Signal ESIG

Figure 4-80 System State Views - State Models
o System State Views - Internal Variables

The Internal Variables category includes the current state or value of all other variables defined in the
Geographic Object Library.

System State View

B Get B} Select +¥, Download

Internal Varn

Names Values

Undefinad

List of Internal Variables J |

Current values of Internal Variables
Figure 4-81 System State Views - Internal Variables
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o System State Views - Configuration Parameters

The Configuration Parameters category includes a list of parameters and the current configuration of each
parameter.

System State View

Ed Select ¥, Download

Names

E
ELEOE:
(=

List of Configuration Parameters
Current configuration of parameters

Figure 4-82 System State Views - Configuration Parameters

o Download Object Values

To download the Object Values to a file click on the Download button [1] to bring up a pop-up window. The
window provides optional selections for viewing data in a Notepad file or saving the data to a file [2] as shown in
Figure 4-83.

System State View

[ select | ¥, Download

¥, Download

Opening logic_state.txt 5[

‘ou have chosen ta open

[_ij logic_state.bxt
which is a: Text Document (675 bytes)
from: https://10.232.48.129

wthat should Firefoux do with this file?

INotapad (default) j

" Save File
I™ | o this automatically for files like this From now on;, 2
Cancel |
Figure 4-83 System State View - Download Object Values
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Figure 4-84 displays an example of a download printout of Aspect Signal information.

SATUsed|True
ASPECT_01|Clear
ASPECT_02|Approach Diverging
ASPECT_03]|Advance Approach
ASPECT_04|Approach Restricted
ASPECT_05|Approach
ASPECT_06|Approach
ASPECT_07|Diverging Clear
ASPECT_08|Diverging Approach Restricted
ASPECT_09|Diverging Approach
ASPECT_10|Restricting
ASPECT_11|Stop
ASPECT_12|Stop
ASPECT_13|Stop
ASPECT_14|Invalid
ASPECT_15|Invalid
ASPECT_16|Invalid
ASPECT_17|Invalid
ASPECT_18|Invalid
ASPECT_19|Invalid
ASPECT_20|Invalid

Figure 4-84 Example System State View - Aspect information
41.4.3 Echelon Status

The Echelon Status category includes the Module Name, Node Number, TX Count, RX Count, Acknowledge
Fails, and Neuron Resets. The current tally for each column is displayed.

Status Monitor Echelon Statistics

Node number Tx count Neuron reseis

Echelon Status

Neuron resets

pecont ek -
hiodule 3 Ei

Module Node > RX Acknowledge Neuron
Name Number Count Count Fails Resets

Figure 4-85 Status Monitor - Echelon Status
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41.4.4 Ethernet Status

The Ethernet Status screen shows the four Ethernet ports and their current settings and connection status.

SIEMENS

Status Monitor Ethernet Status

Laptop:

Figure 4-86 Status Monitor - Ethernet Status
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41.4.5 Online Status

The Online Status lists in real time the status of the components of the selected device. The Online Status
comes up running and collecting data. To stop the Online Status stream click on the Stop button. To restart the
Online Status stream click on the Start button. Save the Online Status data collected by clicking on the Save
button. A pop-up screen will appear providing options for viewing the data or saving to a file. Click on the Clear
button to erase the data collected.

Stop the Logging

Online Status

0.100.04 | Module 2 H Save ™y clear ¥ Stop

03/13/2012 10:18:06 Slot: 7 - Out of Session
03/13/2012 10:18:06 Slot: B - In Session

03/13/2012 10:18:06 Siot: 1 - In Session = ; _
03/13/2012 10:18:16 TRZT 1.24 A Save 3 Clear % Stop

03/13/2012 10:18:21 42T 1.00V

Online Status

100.04 | Module 2 ||| Bl Save | (7Y /Clear | | & Start ‘
Date/Time stamp from GEO )

System . . 8 - In Session

3 - In Session = . ) .
Mnemonic for interface or _ Save N Clear % Start ‘

parameter.

:02 TRZT 1.24 A
:19:04 47T 1.00 A

A
Saue You have chosen to open Stal‘t the |Ogging

B 7.620.400.100.04_2012Mar13102433.txt
which is a: Text Document (458 bytes)

from: 110,232, 48,
(e A PO B 7.620.400.100.04_2012Mar13102433.bxt - Notepad

what should FirsFox do with this Fle?
3% snaUdTIrera ca win this e File Edit Format View Help

" Open with | Natepad (default) =

" SavefFile 03/13,/2012 10:18:06 slot: 7 - out of session
03/13/2012 10:18:06 slot: 8 - In Session

™ Da this sukomatically Far files like this from now on. 03/13/2012 10:18:06 slot: 1 - In session

03,/13/2012 10:18:16 TRZT 1.24 A
03,/13,/2012 10:18:21 42T 1.00 v
concel |03/13/2012 10:18:47 42T 1.01 A

——— |03/13/2012 10:19:02 TRZT 1.24 A
03,/13/2012 10:19:04 42T 1.00 A
03,/13/2012 10:19:19 TRZT 1.25 4
03,/13/2012 10:21:30 42T 1.01 A
03,/13,/2012 10:21:52 TRZT 1.25 A
03,/13/2012 10:22:00 42T 1.00 A
03,/13/2012 10:22:00 TR2T 1.24 A

Online Status

0.100.04 | Module 2 |5 save | | 7Y Clear

Figure 4-87 Status Monitor - Online Status
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41.4.6 Status Monitor - GEO I/O Module

The GEO I/0 Module screen shows a graphic display of the GEO modules of the selected unit. The display is
near real time with a snapshot refreshed every few seconds.

Logout

Indicates Update in
Progress
==

FZTCODE FCLSWRWP
LI B0 o
Internal [ ECLSWDR
[ s00v | 0.85 A b on
1.02 V
Temperature
FCLSWOTK
i
cl [ &7
FCLGAY
@ of
FCLGAR FAUX2ZNWP
® on PO off
VRO FNCLSWHNW
P off
FCLSWNWP
’ [0 on
1SWWJ2
PO on
- N ) < 0 © ~ -]
it - it A et
B < o S o S S o
(2} »n »n »n »n (/2] »n (%2}
Module Labels: when operational; RED when not communicating with CPU; when not used.

Figure 4-88 Status Monitor - GEO I/O Module Display
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e GEO I/O Module Displays

The following are detailed views of the individual modules displayed on the GEO I/O Module real-time screen.

Module label:

GREEN: when module is operational

RED: when un-configured or VLP  and
CP are not communicating

Internal External battery voltage

Temperature +5VDC on Module

Air Temp near CPU

Module Label: (CP Processor
GREEN: when module is operational

Figure 4-89 CPU IlI+

Track mnemonic @ C1 when code present

TX Status: Blank OK or Fail
@ Vital Code: C2, C3, C4, C7, C8 or C9

TX Current ® First Non-Vital Code: C5, C6, CM
TX Voltage
RX Status: @ Second Non-Vital Code: C5, C6, CM

NC: when no code present
CP: when code present
VCP: when vital code present

RX Current

Stick LED status: ON or OFF
Stick LED mnemonic
Stick LED status: ON or OFF

Output Status: OFF, ON, FLASH
or specific cab rate

Output Status: GREEN when on,
BLACK when off

Figure 4-90 Coded Track
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@ on

@ or

& on

Lamp mnemonic
Lamp Status: OFF, ON, FLASH

or LOR
Lamp Status: BLACK when off

@ on

GREEN, YELLOW,
RED, or LUNAR

@ o

& on

@n on

YELLOW background
when foreign energy detected

Op  off

Output mnemonic
Output Status: OFF, ON, FLASH

FAT:AUX
PO of

TNAT:AU
PO on

SIG-00-13-12
Version No.: B

or specific cab rate

Output Status: GREEN when on,

. BLACK when off
Input mnemonic

Input Status: OFF or ON

Input Status: GREEN when on,
BLACK when off

Figure 4-91 Colorlight

Input mnemonic
Input Status: OFF or ON

Input Status: GREEN when on,
BLACK when off

Output mnemonic

Output Status: OFF, ON, FLASH
or specific cab rate

Output Status: GREEN when on,
BLACK when off

Figure 4-92 RIO
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¢ GEO I/O - Module Information

GEO Module information may be retrieved by RIGHT CLICKING the mouse on the Module Label. A pop-up
menu will appear, select MODULE INFORMATION and click the mouse. A pop-up window will appear
displaying the module parameters and that parameter's value.

NOTE

NOTE
_ Verify the browser's pop-up blocker is NOT on to allow the information
window to appear.

Right Click on
Module Label

Geo 10 Module B tienon Ilodule Inforrmation

| Ivlodule Feset

Ry

10l x|
[IS[:

Battery

Internal

490 v

T

:

A https:ff10.232.48.76/i0_status_view?view_type=io [

NModule Information - s13:

Parameter Value
VRO WVerbosity 0
Op  off Ilef Version CLE01_13. MEF
EAT:-AUX Number OfIDs 2
PO on Mefid Mumber 9V364A01R
TNAT:AU Mefere CFCé
PO on EBootoodeid Mumber IWVIRIADLA

Bootcodecre 5889

[ Read 10.232.48.76 [ &

Figure 4-93 GEO 1I/O - GEO Module Information
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e GEO /O - Module Reset

A GEO module can be reset by right clicking the mouse on the Module Label. A pop-up menu will appear, select
Module Reset and click the mouse. A pop-up window will appear displaying the module is being rebooted.

WARNING

SITE EQUIPMENT MUST BE PLACED IN THE MAINTENANCE MODE
AND APPLICABLE SAFETY PRECAUTIONS IN PLACE TO PROTECT
VEHICLES, PEDESTRIANS, AND RAILWAY TRAFFIC. THE RESETTING
OF MODULES WILL CAUSE THE GEO TO ENTER A
RESTRICTIVE/SAFE STATE. IT IS THE RESPONSIBILITY OF THE
RAILROAD OR AGENCY TO ENSURE QUALIFIED PERSONNEL
PERFORM FILE UPLOADING AND ADEQUATE TESTING PRIOR TO
PLACING EQUIPMENT BACK INTO SERVICE.

NOTE

NOTE Verify the browser's pop-up blocker is NOT on to allow the information
window to appear.

Geo 10 Module : e Fs Llodule Information

Ilodule Beset

Battery TNAT:CO B o . . . ) Mozilla Firefox 10l x|
T ; ' ———
i | | m https: {10,232, 48,21 fio_status_viewrview_type=io 5 7

Internal
Module rebooted

490V

Temp

Figure 4-94 GEO I/O - GEO Module Reset
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41.4.7 Status Monitor - ATCS Comm

The ATCS Communication Links (ATCS Comm) function displays the ATCS links between the GEO and
connected devices. Figure 4-95 details the ATCS Comm display.

SIEMENS

ATCS COMM

Link Label:

GREEN when communication
session is established.

IN RED indicates failure to establish

‘ communication session.
Receive

Transmit
Receive

Transmit

Message Fields:
GREEN when set (non-zero).
RED when clear (zero).

Figure 4-95 ATCS Communications Links
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e ATCS Communication Link - Message Field Status

When navigating the cursor over the message fields the state of the field will appear, 1 = Set (Green field) and 0
= Clear (Red field) as shown below:

ATCS COMM ATCS COMM

Figure 4-96 ATCS Comm Link - Message Field Status
41438 Ul Sessions

The Ul Sessions function displays the configured ATCS addresses and their current status as shown in Figure
4-97.

Ul Sessions

Ul Sessions

ATCS Address In Session Status

F.620.400.100.05.02
F.620.400.100.03

F.620.400.100.04

Figure 4-97 Ul Sessions
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4149 High Availability

The High Availability status displays the communication links available. If a link fails the PTC Console will

configure the next link available prioritizing the connection by its availability. If a link becomes available with a
higher priority the PTC Console will reconfigure to that link.

High Availability

High Availability

Figure 4-98 High Availability Status Display — Round Robin

4.1.5 Maintenance

The Maintenance Menu enables software updates to the PTC system and the attached components.

L

Maintenance

SIEMENS

Maintenance Maintenance

Maintenance

Figure 4-99 Maintenance
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41.51 Maintenance - Software Update

When performing a software update using WebUI from a location outside of the equipment site it is necessary

for an authorized technician be present at the site. The technician will need to approve access to the console
before the outside source can perform any uploading functions.

WARNING

IN ORDER TO PERFORM ANY SOFTWARE UPGRADES USING WEBUI
THERE MUST BE AN OPERATOR AT THE EQUIPMENT SITE TO
SECURE THE SITE TO MAINTAIN SAFETY TO PEDESTRIANS,
VEHICULAR TRAFFIC, AND TRAINS. THE SITE OPERATOR MUST
APPROVE ACCESS TO THE EQUIPMENT BEFORE THE REMOTE

COMPUTER CAN PERFORM ANY SOFTWARE UPDATES.

o Software Update - Unlocking PTC Console

To start a software update it is necessary to unlock the PTC Console. Click on the UNLOCK button [1], this will
bring up a pop-up screen [2] advising continuing will place the system in a restrictive/safe state. Click the OK

button to proceed. A screen will appear on the PTC Console at the equipment site, a qualified technician at the
equipment site will press the ENTER key on the console keyboard to allow remote access to the console.

Maintenance

SIG-00-13-12
Version No.: B

Software Update

"uUpdate | ) Unlock

Software Update

Target to Software Update:

Continuing to unlock configuration parameters for

editing will cause zystem to go irto a restrictive state.
Changing UCH protected parameters will recuire & new LICH
to be entered for system to be operational.

Unlock configuration parameters?

2

Cancel |

o]

v Power v Health &» On-Site

v ITC Commns +v Beaconing

v TimeSync v GEO Sessions
@ INY v ouT

& IN2 &9 Alarms Suppressed
v TX/RX Serlal v 11 TX/IRX Echelon

ON-Site Personnel

Figure 4-100 Unlocking PTC Console
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When the on-site technician approves the remote access to the console, an authentication message will appear
on the WebUI screen. The software update can now be performed.

o

onitor Maintenance

Maintenance Software Update

"Update | @ Unlock

Type of Update: none

Figure 4-101 Unlocking PTC Console - Authenticated
o Software Update Options

The Software Update screen has a drop-down menu with eight sub-menus as shown below.

Maintenance Soﬂware Update

re Update "Update | @ Unlock

Figure 4-102 Software Update Sub-Menus
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e Software Update - Sub-Menu Screens

The following figures display the nine software update sub-menu screens.

Maintenance

/ Update | | i Unlock % Reset VCPU

Undate: [ hon Yital Exe

Type of Update: TGZ H =
Upload File: _ @ Browse

namne

Figure 4-103 Non-Vital Executive Software Update

Maintenance

/ uUpdate | | ) Unlock % Reset VCPU

GEQ
Serial Port: Select

Type of Update: none

Maintenance

/ Update | i unlock % Reset VCPU

Target to Software Update: | vital Core

Type of Update: none

5 B
l

Upload File: — @ Browse

Slot 0

Figure 4-105 Vital Core Software Update
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Maintenance

/ Update | i Unlock % Reset VCPU

none
Cartridge
none
Type of Update: hone

Figure 4-106 GEO Cartridge Software Update

Maintenance

/ Update | | [ Unlock % Reset VCPU

none

Figure 4-107 Non-Vital Configuration Software Update

Maintenance

/ Update | # Unlock % Reset VCPU

nong

Application

Figure 4-108 Non-Vital Application Software Upgrade

Maintenance

/ Update | 1§ Unlock % Reset VCPU

nore

Targetto Software Update: | wital Configuration

Type of Update: hone

Figure 4-109 Vital Configuration Software Upgrade
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Software Update

F vpdate 3 Unlock

Targed to Software Update. | \ital RC2 Key u

none

Type of Update RC2 Key =—>
: none
FC2 Key

Figure 4-110 RC2 Key Software Upgrade

Software Update

n none

none

B—> zr

Figure 4-111 Site Configuration Software Upgrade

e Download From System

The following screens display the sub-menus for downloading Vital and Non-Vital Configuration and Application
files from the PTC Console.

Download from System

!. Download

Select Source:

Wital Configuration
SelectFile: e - Yital &pplication

Blon Yital Configuration

Mlon Yital Application

Figure 4-112 Download Configuration and Application Files
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Download from System

!, Download

“ital Configuration

Figure 4-113 Vital Configuration Download

Download from System

!', Download

Select Source: Vital Application

SelectFila: (=

Figure 4-114 Vital Application Download

Download from System

!, Download

Select Source: anfiguration

|
SelectFile: g.2ql3 H

nyconfig.zql3

Figure 4-115 Non-Vital Configuration Download

Download from System

!, Download

-t Source: Man Vital Application

] - |
SelectFile: -

Figure 4-116 Non-Vital Application
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e PTC Class D Tests

PTC Class D Tests verify the IP based point to point protocol for messaging. Test message can be enabled and
sent to a test server. The test results are logged for review later.

Set All
Save Discard Refresh
Screen Parameters
Changes Changes To Default

PTC Class D Tests

Save ¥ Discard ,,f Refresh l Default

Save ¥ Discard ,-. Refresh { Default

12100
10

1000

Enahbled

o Enabled

Figure 4-117 PTC Class D Tests
4.1.6 Diagnostics

The Diagnostic menu has three sub-menus, Information, GEO Statistics, and CDL Status as shown in Figure
4-118 below.

&

Configuration us Manitar

Diagnostics Infermation

Date/Time . Description

Infarmation UCH Error

Wital Unconfigured
CDL Status

Figure 4-118 Diagnostics
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4.1.6.1 GEO Statistics

The GEO Statistics diagnostics menu has eight statistics screens as shown in Figure 4-119.

GEO Statistics

GEO Statistics

GEOQO Statistics

Figure 4-119 GEO Statistics
e GEO Statistics Screens

The following are the GEO Statistics screens available.

GEOQO Statistics

00.100.03 | Module 1 Bd| Stats Bl ™S clear | 2 Refresh

Bad CRC'S Lost Sessions Reboots

Card Number Number Of Number Of  Clear  Refresh
Slot Of Bad Lost Reboots The The
Number CRC'S Sessions Screen  Screen

Figure 4-120 GEO Card Statistics
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GEO Statistics

400.100.04 | Module 2 &d ype | Vita B4/ 7S ciear || 2' Refresh

Out Of Order Lost Sessions Vital Msgs Tx Vital Mss

Card Number old Number Of Number Of Number Of  Clear
Slot Of Bad Info Lost Lost Lost The
Number CRC'S Sessions Sessions Sessions  Screen

Figure 4-121 ATCS Statistics

GEO Statistics

"y clear | ' Refresh

Out OF Order Lost Sessions Indication Msgs Transmitted Recall Msgs received Control Msgs received

%?:tj Nl:‘rgber Number Of - Number Of Number Of  Number Of
Number ch?g Lost Indication Recall Control
Sessions Messages Messages Messages

Figure 4-122 Non-Vital ATCS Statistics
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GEO Statistics

ﬂ " Clear : Refresh

Time

Card Number oid Number Of Clear Refresh
Slot of B?d Info Lost The The
Number CRC'S Sessions Screen Screen

Figure 4-123 Time Statistics

GEQO Statistics

B ™Y ciear || 2 Refresh

S10 Statistics Value

Message activity between Number of transmissions
GEO CPU and Cards (65535 is maximum number
therefore count is higher)

Clear Refresh
The The
Screen Screen

Figure 4-124 SIO Statistics
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GEO Statistics

| badule 1 n : n ™y Clear || 2 Refresh

Console Statistics Value

Number of transmission packets Number of transmissions Clear Refresh
sent by the PTC Console (65535 is maximum number The The
therefore count is higher) Screen Screen

Figure 4-125 Console Statistics

GEO Statistics
40010002 |Module 1 B S o B ™ciear | 2 Refresh

LAN Statistics

Number of transmission packets Number of transmissions Clear Refresh
sent by the LAN (65535 is maximum number The The
therefore count is higher) Screen Screen

Figure 4-126 LAN Statistics

GEO Statistics

Ed| | 7Y ciear || 2 Refresh

VLP Statistics Value

Number of Reboots Number of Reboots Clear Refresh
of the GEO VLP (65535 is maximum r]umber The The
therefore count is higher) Screen Screen

Figure 4-127 VLP Statistics
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4.1.6.2 Information

The Information window serves as an alert vehicle to advise the user of a situation present within the system.
Monitor and Diagnostic windows will display an information icon in the upper right corner of the page as shown
in Figure 4-128. When the information icon is present, click on the Diagnostics Icon and click on the Information
to bring up the Information window. The Information window will display active events as shown in Figure 4-128.
In the example the information advises the Date and Time of the event, the description of the error, and the error
code.

Information

Information

Date/Time . Description .

MCE CRC Error
LICR Etror

Yital Linconfigured

Figure 4-128 Information Alert Icon and Data Display
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41.6.3 CDL Status

Figure 4-129 displays the CDL Status screen. If a CDL program is installed and is running a Green "C" will
appear in the upper right corner. If a CDL program is installed and not running a Red "C" will appear in the
upper right corner. A Yellow "C" will appear when a CDL alert is present in the CDL Status window. This icon will
appear on all screens in WebUI to alert the user to check the CDL Status for an important alert. If a CDL
program is not installed no indication will be present.

SIEMENS

(o

CDL Status /
C CDL is running

B ([t dprovious | [>-tos b Lost 5 mncvercs || & Dovrios RS v [

SIEMENS

CDL Status

B [rist 4P

SIEMENS

(C)

CDL Status Alert

Slot Locked Message

Figure 4-129 Status Monitor - CDL Status
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e CDL Status - CDL Logs

The CDL Status screen also has the CDL Event Log displayed on the lower portion of the screen. The events
may be searched by Equipment, Site Name, Card Slot, Event Type and Event Text. A Search Window provides
a means of searching events using keywords.

To view non CDL generated events open the Event Log by clicking on the Report and Logs icon in the menu bar
then selecting Events Log in the Reports and Logs menu.

CDL Status

H |4 First| 4 Previous » Hext | o[ Last | [JIIES.L5 anEvents ¥, Download qu_JiprnEentH

Pne Stamp Equipment Sitename’ Cardi/Slot Fvent Type Everitvangy

Equipment H

Equipment

Selects the Selects the Selects the Selects the
oldest group of previous group of next group of newest group

entries entries entries of entries

Figure 4-130 CDL Event Logs

The ALL EVENTS button [1] will create all of the logs. Click on the DOWNLOAD button [2] to display the logs.

H |4 First o Previous » Hext | | Last 1 All Events ¥, Download Eq|_]i|:|rr|gr|t=

ve heen created, to oad button

oad buttan

Figure 4-131 Download All CDL Events
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SECTION 5

MAINTENANCE
5.0 MAINTENANCE

51 GENERAL

There is no maintenance required on the PTC console. Standard housekeeping is recommended to keep dirt
and debris from accumulating around the console. There are no user serviceable parts within the console.
Failed units should be returned to Siemens for repair or replacement.

NOTE

TS If the PTC Console fails, replace the PTC Console but leave the ECD/Power
connector installed. The newly installed PTC Console will obtain its
configuration from the ECD.

WARNING

THE ECD SHOULD NOT BE REMOVED OR REPLACED. IT CONTAINS
VITAL SITE-SPECIFIC DATA REQUIRED FOR PROPER OPERATION OF
THE SIGNALING SYSTEM. IF THE ECD IS SWAPPED, THE SYSTEM
MUST BE RETESTED.

5.2 ON-SITE PERSONNEL

On-Site Personnel is used in two ways, 1) to enable on-site personnel to suppress alarms while performing
maintenance on-site, 2) enables on-site personnel to authenticate requests from remote users.

5.2.1 On-Site Personnel Operation

When on-site personnel perform maintenance, it is desirous to suppress alarms until work is completed. To
suppress alarms, verify the On-Site LED is OFF, press the On-Site Personnel button to start the alarm
suppression timer. The length of time is determined by the Alarm Suppressor Timer described in Section
5.2.2.1. Default time is 20 minutes. The Alarm Suppressed LED will illuminate while the timer is active.
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Time can be extended by pressing the On-Site Personnel button again. The suppression timer will reset and
start the countdown with the full amount of time programed into the console.

+ Power 4 Health @ On-Site
v ITC Commns v Beaconing
v TimeSync v GEO Sessions

v @INY v outT

v @ N2 @ Alarms Suppressed

v TX/RX Serial v v TX/RX Echelon

LED ON

ON-Site Personnel

PTC Console
A80672

Eth2 Multi-Port Terminal

Figure 5-1 On-Site Personnel Activation

5.2.2 Remote User Access Authentication

When a remote user desires to unlock the PTC Console, a request is sent using WebUI (see Section 4.1.6.1).
When an access request is sent from a remote user the on-Site LED will flash on the PTC Console front panel.
An on-site maintainer can authenticate the request by pressing the On-Site Personnel button. In this case
alarms will not be suppressed.

SIEMENS
| LED
+ Health \Oo".sm FLASHIN
v ITC Commns " suconlv/ N G
v TimeSync v GEO Sesslon:
v @ INI v our
v BIN2 &9 Alarms Suppressed
v TX/RX Serial & 11 TX/IRX Echelon

ON-Site Personnel

PTC Console
A80672

Eth2 Multi-Port Echelon Terminal

Figure 5-2 Authentication of Remote User Access
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5.2.21 On-Site Personnel Timer - Alarm Suppression Timer

When the On-Site Personnel button is pressed, the Alarm Suppression timer will begin counting down. The
Alarm Suppression Timer is user adjustable from 10 to 180 minutes. Default value is 20 minutes. When the
timer times out, the CDL functions will activate and alarms will be sent to their designated destination.

The Alarm Suppression Timer adjustments are detailed in the SNMP sub-menu of the External Networking
Menu, paragraph 4.1.2.6.

Configuration SNMP

Site Information Save ¥ Discard || ¥ Refresh { Defaurt

0.00.0
162
0.00.0
162
0.000
162

Alarm Supg ion TiIMer (Minutes)

Range: 10 - 180 Minutes Default = 20 min
Figure 5-3 On-Site Personnel - Alarm Suppression Timer
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APPENDIXA SYSTEM MANAGEMENT COMMAND REFERENCE

A1 SERIAL TERMINAL INTERFACE

Open the desired terminal interface tool and select File > New Connection. In the TCP/IP Address field, type
the IP address of the PTC Console unit, then select OK.

Tera Term: Mew connection
= TCPJIP Host: |1u.232.| -]
¥ History
Service: © Telnet TCF port#: I22
* SSH SSH version: |53H2 ..I
" Other
Protocol: IUNSPEC v|
 Serial Port: |COM1: Communications Port [COM1) ~]

o]

Figure 5-4 Enter IP Address

The terminal interface may then display a security warning, select Continue to move past this screen.

L ___ISECURITY WARNING
o A

Cancel | Help |

EET There is no entry For the server "10, "in wour list of known
9aing hosts, The machine you have contacted may be a hostile machine
Authenti pretending to be the server.
If wou choose to add this maching to the known hosts list and continue,
E them wou will mok receive this warning again.
i Ls The server's host key fingerprint is:
Fingerprint hash algorithm: MDS i HFI.ZSE\E
| SHAZS6:BQEPrZ/CDQRW3gqI4D4e4 KWK MTNOKC/ GBWiWLQhSKMS
i Us
t———[RS& 1040]-———+ |
i Us x
- * +
=0.. 0O %
. .+ 5
“E o B
Qi+ + +
Cus EE+.
*¥+=0
+———[SHAZGE | ————— +
s [ : =l
[v add this machine and its key ko the known hosks lisk

Figure 5-5 Terminal Interface Security Warning
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The terminal interface will then display a login screen, the default username is root and the default password is
ptcuser. These can be changed after login using the standard Linux commands.

§SH Authentication M= ES I
Logging in ko 10.

Authentication required.

Lser name: I rook

Passphrase: I [
¥ Remember password in memory

[ Forward agent

|| ' Use plain password to login

™ Use RSA/DSA/ECDSAED25512 key to log in  Frivate key file; | |
{1 Use rhosts ba log in (55HL) Local user mame: I

| Hast private key file: | I

™ Use kewboard-interactive ka log in

" lse Pageant ko log in

Figure 5-6 Login Screen

A.2 COMMANDS

Each systems management command is described in the following sections. The command names and
parameters are case-sensitive unless specified otherwise. This section does NOT show how to use standard
Linux commands, such as scp and ssh.
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A.3 GET_DAIG, GET_EVENTS
get diag [-t <hours>]
Print the last <hours> worth of diagnostic log entries.

10.232.8.24 - Tera Term ¥T M[=] E3 10.232.8.24 - Tera Term ¥T [_ O] =]

File Edit Setup Contral SWindow  Help File Edit Setup Control Window  Help
t qet_diag -t 24 2

HUCFI
HUCFU
HUCFU
HUCFU
HUCFU

Log request conplete,

Figure 5-7 Get_Diag Example

get diag [-s <time>] [-e <time>]
Print diagnostic log entries in the given date/time range.

get events [-t <hours>]

Print the last <hours> worth of event log entries.

get events [-s <time>] [-e <time>]

Print event log entries in the given date/time range.

A.3.1. Description

The get_diag command returns the contents of the system’s diagnostic log. The diagnostic log contains detailed
information about the internal workings of the PTC Console. The get_events command returns the contents of
the event log, which contains the application level view of the operation of the location. Both commands allow
the user to specify a date/time range of entries to return. If the command is used without arguments, the entire
log is returned.

-t <number of hours>
Prints the last <number of hours> worth of log entries. For example, get events -t 24 would display
the last 24 hours of events in the event log.

-s YYYY-MM-DD hh:mm:ss -e YYYY-MM-DD hh:mm:ss
Prints the entries in the given date/time range. The —s specifies the start time and the —e specifies the end time.
Times must be specified in 24 hour format. If no date and time given after —s or -t, starting time defaults to the

beginning of the log and ending time defaults to the end of the log. If you omit the time portion of the date and
time, it defaults to midnight. If you omit the date portion, it defaults to today.
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A.3.2. Examples

The following shows requesting the last 24 hours from the diagnostic log:
# get diag -t 24

The following shows requesting between 15:30 and 18:00 today from the event log:
# get events -s 15:30:00 -e 18:00:00

The following shows requesting from the beginning of the log to a certain date (at midnight).
# get events -s -e 2013-01-15

A4 UPGRADER

Upgrader -s <source file> [-d <destination>] [-v] [-x]

Upgrades the non-vital executive software of the PTC Console.

A.4.1. Description

This command upgrades the non-vital software from the given non-vital software package file. All file paths must
be specified as an absolute path from root (/).

-s <source file>
Tells the Upgrader command the location of the package file (*.tgz) used to upgrade from.

-d <destination>

Optional. The location that package file will be expanded into. By default, this is the root directory (/). As of this
writing, this should always be the root directory.

-V
Optional. If specified, enables verbose output. The output will show information about each file included in the
package, as it is expanded.

—-X

Optional. If specified, any included upgrade script in the package will not be executed and the system will not
automatically reboot at the end of the upgrade. This option should only be used by development or
manufacturing personnel.

A.4.2. Examples

If the user transferred a new non-vital executive software package file, iv_mef_1.2.3.tgz into the /tmp directory,
the following command would update the system from that file:

# Upgrader -s /tmp/iv mef 1.2.3rtgz
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A5 WHO
who [m|r]|s]
Display the WIU model, revision, and serial number.

who [m <model>]

Used by manufacturing to set the model number.

who [r <revision>]

Used by manufacturing to set the revision level of the WIU.

who [s <serialnum>]

Used by manufacturing to set the serial number.

A.5.1. Description

The who command displays the model, hardware revision, and serial number of the WIU product. This
command also shows the site name, DOT number (unused), milepost, and ATCS address for the product.
Siemens Mobility, Inc. manufacturing use the who command to set the model, revision, and serial number data.

[FUTURE, not yet implemented] This command will also show the software and hardware revision information
for the connected GEO systems. For each GEO and for each card in the GEO chassis, the following will be
shown:

e Software version
e Software ID
e Software CRC
e Latest Hardware Revision
e Hardware Revision Shipped
e Part number
e Serial number
e Build date
o Warranty date
Use the who command with no arguments to view the information.
The following are the command line options, which are used by Siemens Mobility, Inc. manufacturing.
m, M <model>
Used by Siemens Mobility, Inc. manufacturing to set the WIU’s model number.
r, R <revision>
Used by Siemens Mobility, Inc. manufacturing to set the WIU’s revision level.
s, S <serialnum>

Used by Siemens Mobility, Inc. manufacturing to set the WIU’s revision level.
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A.5.2. Examples
The following example shows viewing the information provided by the command.
# who
iVIU Site: CP 360
DOT is:
Mile post: 122.2
ATCS Address: 7.620.100.100.02
iVIU Model: PTC Console
iVIU Revision: B6
iVIU Serial #: 172

A.6  WIUCONF
wiuconf —-g <filename> [-v]|-nv]|-c]

Generate text file of WIU configuration options.
wiuconf —-a <filename>

Apply new configurations settings, contained in provide text file.
wiuconf -s <variable> -t <value>

Sets a configuration setting (variable) to the given value.
wiuconf -d <variable>

Displays the value of the given configuration settings (variable).
wiuconf -c <cdlfile>

New CDL file will be compiled and CDL engine will execute based on the logic that's generated.

A.6.1. Description

The wiuconf command can:

o Generate text files containing the vital and non-vital configuration settings currently in the unit. It also
contains CDL menu and operational parameter options.

o Apply text files containing non-vital settings (include Encrypted HMAC key) to the unit
e Set the value of individual configuration parameters
e View the value of individual configuration parameters and the UCN values
o Apply automated changes for existing or new CDL
The following are the possible command options

-g <filename>, --generate <filename>,
-g <filename>[-v|-nv|-c|--nonvital|--vital|--cdl]
--generate <filename>[-v|-nv|-c|--nonvital|--vitall|--cdl]

The wiuconf utility will generate a text file with the given <filename>, which contains all the configuration
parameters. Optionally, the command can generate just the non-vital settings (those not covered by the UCN)
using the “-nv” or “--nonvital” option, or the vital settings using the “-v” or “--vital” option, or CDL menu and
operational parameters with“-c” or “--cdl” option, or all the above configuration parameters without any of the [-
v|-nv|-c|--nonvital|--vital|--cdl] options.

-a <filename>, --apply <filename>
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The wiuconf utility will parse the given file and apply the contents of the file to the unit’'s non-vital configuration
settings. The non-vital configuration file can also contain CDL-defined menu or operational parameters. If
necessary, this may result in a re-compile of the CDL logic loaded in the unit. The command will report any
errors parsing the file or compilation errors.

-s <variable> -t <value>, --set <variable> --to <value>

The wiuconf utility will set the given variable to the given value (Note: You may only set the value of non-vital
variables). The variable name must match the variable name from the text file format and the value must match
one of the possible values for that variable. Variable names and values are not case sensitive. If the variable is
nested, you must specify the sections. However, if the variable name within the section is unique, you will not
need the section name. For example:

wiuconf --set EMP WIU:Broadcast Rate ms —--to 1000
wiuconf --set Broadcast Rate ms --to 1000
-s <variable> -t ?

The wiuconf utility will show a listing of possible values for the variable if you use a question mark for the —t
parameter. For example, it will show all the available options, and user can type in only partial string of the
option instead of the whole string:

# wiuconf -s timezone -t 2
Options:

1. Greenwich Mean Time (GMT)

2. Eastern (GMT-5:00)

3. Central (GMT-6:00)

4. Mountain (GMT-7:00)

5. Pacific (GMT-8:00)

6. Alaska (GMT-9:00)

7. Atlantic (GMT-4:00)

8. Arizona (No DST, GMT-7:00)
9. Newfoundland (GMT-3:30)
10. Aus Western (GMT+8:00)
11. Aus Central (GMT+9:30)

GMT+10:00)
No DST, GMT+10:00)

(

(
12. Aus Central (No DST, GMT+9:30)

13. Aus Eastern (

(

14. Aus Eastern
# wiuconf -s timezone -t central
# wiuconf -d timezone
Central (GMT-6:00)
-d <variable>, --display <variable>

The wiuconf utility will display the current value of the given variable (see the text file reference for the variable
names).

-c <cdlfile>, --cdl <cdlfile>

This option is used to do automated changes for new CDL. The wiuconf utility will compile the CDL program,
and generate the logic based on the given non-vital configuration file. And then triggers the CDL engine to begin
executing that logic. Before wiuconf command is run, user needs to transfer the new CDL file to the default
directory /mnt/ecd/0/, and also upload the configuration file to any user picked directory.
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A.6.2. Examples

The following will generate the complete text file of the configuration settings supported by the WIU. The text file
can be used as a reference for what variables are supported.

# wiuconf -g /tmp/wiu conf.txt
The following is an example to view the PTC UCN (PTC Configuration CRC).
# wiuconf -d ptc_ucn
5e5ab213
The following is an example to set the encrypted HMAC key:
# wiuconf -s hmac_key -t ABCI23XYZETC

A.6.3. Special Considerations

Some variables are nested depending on which port/channel/slot the setting applies to. For example, the
“Baud_Rate” variable depends on which serial port you are setting. The following lists the full variable names for
some variables nested this way:

laptop_serial port:baud rate
laptop_serial port:Data Bits
laptop_serial port:Parity

laptop serial port:Stop Bits

laptop_serial port:Flow Ctrl

Serial Portl
Serial Portl

Serial Portl

Serial Portl:

Serial Portl

Serial Port2

Serial Port2

Serial Port2:

Serial Port2:

Serial Port2

Serial Port3

Serial Port3

Serial Port3:

Serial Port3:

Serial Port3

SIG-00-13-12
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:baud rate
:Data Bits

:Parity

Stop_ Bits

:Flow Ctrl

:baud rate

:Data Bits

Parity

Stop Bits

:Flow Ctrl

:baud rate

:Data Bits

Parity
Stop Bits

:Flow Ctrl
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Laptop Eth Port:DHCP

Laptop Eth Port:IP Address

Laptop Eth Port:NetMask

Laptop Eth Port:Gateway

Eth Portl

Eth Portl:

Eth Portl
Eth Portl

Eth Port2

Eth Port2:

Eth Port2
Eth Port2

Eth Port3

Eth Port3:
Eth Port3:

Eth Port3

:DHCP

IP Address

:NetMask

:Gateway

:DHCP

IP Address

:NetMask

:Gateway

:DHCP

IP Address

NetMask

:Gateway

Modulel :Name

Modulel:Type

Modulel:GEO:Connection Type

Modulel:GEO:ATCS Subnode

Modulel :GEO:UCN

Modulel:GEO:MCF CRC

Module?2 :Name

Module2:Type

ModuleZ2:GEO:Connection Type

ModuleZ2:GEO:ATCS Subnode

Module?2:GEO:UCN

ModuleZ2:GEO:MCF CRC

(etc. up to Modulelb)
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