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Data Privacy Terms 
 
The Data Privacy Terms (“DPT”) are agreed between the Siemens entity (“Siemens”) and the customer (“Customer”) named in the Agreement.  
 
1. Scope and compliance with laws 

1.1. The DPT shall apply to the Processing of Personal Data by 
Siemens acting as Processor for Customer with respect to Offerings 
provided under the Agreement. In the Agreement, Offering as defined 
herein may be referred to as “Service”. The DPT Annexes are 
incorporated into the DPT; the DPT are incorporated into the 
Agreement. In the event of conflicts, the DPT Annexes prevail over 
the DPT which prevail over the remainder of the Agreement. 

1.2. The DPT describe Customer’s and Siemens’ data protection 
related rights and obligations with regard to the processing 
operations captured by the DPT. All other rights and obligations shall 
be exclusively governed by the other parts of the Agreement.  

1.3. When providing the Offerings, Siemens will comply with data 
protection laws and regulations directly applicable to its provision of 
the Offerings acting as Customer’s Processor, including security 
breach notification law. However, Siemens shall not be responsible 
for compliance with any data protection laws or regulations 
applicable to Customer or Customer’s industry that are not generally 
applicable to Processors. Customer shall comply with all laws and 
regulations applicable to Customers use of the Offerings, including 
Applicable Data Protection Law, and ensure that Siemens and its 
Subprocessor are allowed to provide the Offerings as described in the 
DPT. 

2. Details of the processing 

The details of the Processing operations provided by Siemens, 
including the subject-matter of the Processing, the nature and 
purpose of the Processing, the types of Personal Data Processed and 
the categories of affected Data Subjects, are specified in the DPT 
Annexes.   

3. Instructions 

Siemens will Process Personal Data only in accordance with 
Customer’s documented instructions. Customer agrees that the 
Agreement (including the DPT) are Customer’s documented 
instructions to Siemens for the Processing of Personal Data. Any 
additional or alternative instructions must be agreed between the 
parties in writing. 

4. Technical and organizational measures  

4.1. Taking into account the state of the art, the costs of 
implementation and the nature, scope, context and purposes of 
processing as well as the risk of varying likelihood and severity for the 
rights and freedoms of natural persons, Siemens shall implement 
appropriate technical and organizational measures to ensure a level 
of security appropriate to the risk. The technical and organizational 
measures implemented by Siemens for this purpose are described in 
the DPT Annexes. Customer understands and agrees that the 
technical and organizational measures are subject to technical 
progress and development. In that regard, Siemens shall have the 
right to implement appropriate alternative measures as long as the 
security level of the measures is maintained.   

4.2. The technical and organizational measures described in the DPT 
Annexes apply to the IT-system and applications of Siemens and 

Siemens’ Subprocessors. Customer is responsible for implementing 
and maintaining appropriate technical and organizational measures 
for components that Customer provides or controls, such as 
implementing physical and system access control measures for 
Customer’s own premises, assets and IT-systems or configuring the 
Offerings to Customer’s individual requirements. 

5. Confidentiality of the processing 

Siemens will ensure that personnel who are engaged in the 
Processing of Personal Data (i) are under an obligation to maintain the 
confidentiality of such data, (ii) will process such data only as 
described in the DPT or on Customer’s documented instructions, and 
(iii) receive adequate privacy and security trainings. 

6. Subprocessors 

6.1. Customer hereby approves the engagement of Subprocessors by 
Siemens. A current list of Subprocessors commissioned by Siemens is 
available in the applicable DPT Annexes. 

6.2. Siemens may remove or add new Subprocessors at any time. If 
required by Applicable Data Protection Law, Siemens will obtain 
Customer’s approval to engage new Subprocessors in accordance 
with the following process: (i) Siemens shall notify Customer with at 
least 30 days’ prior notice before authorizing any new Subprocessor 
to access Customer’s Personal Data; (ii) if Customer raises no 
reasonable objections that include an explanation of the grounds for 
non-approval in writing within this 30 day period, then this shall be 
taken as an approval of the new Subprocessor; (iii) if Customer raises 
reasonable objections, Siemens will - before authorizing the 
Subprocessor to access Personal Data - use reasonable efforts to (a) 
recommend a change to Customer’s configuration or use of the 
Offerings to avoid Processing of Personal Data by the objected-to new 
Subprocessor or (b) propose other measures that address the 
concerns raised in Customer’s objection; (iv) if the proposed changes 
or measures cannot eliminate the grounds for non-approval, 
Customer may terminate the affected Offering without penalty with 
14 days’ written notice following Siemens response to Customer’s 
objection. If Customer does not terminate the affected Offering 
within the 14-day period, this shall be taken as an approval of the 
Subprocessor by Customer.  

6.3 In case of any commissioning of Subprocessors, Siemens shall 
enter into an agreement with such Subprocessor imposing 
appropriate contractual obligations on the Subprocessor that are no 
less protective than the obligations in this DPT. Siemens remains 
responsible for any acts or omissions of our Subprocessors in the 
same manner as for Siemens’ own acts and omissions hereunder.  

7. International Data Transfers 

7.1. Restricted Transfers. In case Transfers to Non-EEA Recipients 
relate to Personal Data originating from a Controller located within 
the EEA, Switzerland, or the United Kingdom, Siemens shall 
implement the Transfer Safeguards identified in the DPT Annexes. 
Siemens shall have the right to replace the Transfer Safeguard 
identified in the DPT Annexes by alternative adequate Transfer 
Safeguards. In this case the notification and objection mechanism in 
Section 6.2 shall apply mutatis mutandis.  
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7.2. Standard Contractual Clauses. The following shall apply if a 
Transfer Safeguard is based on the Standard Contractual Clauses:  

(i) Siemens, if located outside the EEA or outside a Country with an 
Adequacy Decision- and Customer hereby enter into the Standard 
Contractual Clauses. Customer enters into the Standard Contractual 
Clauses as data exporter acting as (i) Controller (in which case Module 
2 of the Standard Contractual Clauses applies), and (ii) Processor for 
its Further Controllers (in which case Module 3 of the Standard 
Contractual Clauses applies). The “DPT Annexes - Description of the 
Processing Operations”, “DPT Annexes - Technical and organizational 
measures” and “DPT Annexes - List of approved Subprocessors” shall 
form Annex I to III of the Standard Contractual Clauses.  

(ii) Siemens within the EEA. Siemens - if located within the EEA or 
within a Country with an Adequacy Decision - shall enter into the 
Standard Contractual Causes (Module 3) with its Subprocessors. The 
Standard Contractual Clauses (Module 3) shall cover the Processing 
activities provided by the respective Subprocessor.  

(iii) Onward Transfers. Any further onward transfer must comply 
with the applicable Module of the Standard Contractual Clauses. In 
case Customer is located outside the EEA and acts on its part as a data 
importer for its Further Controllers under the Standard Contractual 
Clauses, the third-party beneficiary clause stipulated by Clause 9 (e) 
of the Standard Contractual Clauses shall be in favor of the respective 
Further Controllers acting as the data exporter under such Standard 
Contractual Clauses. 

(iv) United Kingdom and Switzerland. In case the Customer is located 
in the United Kingdom or Switzerland and the Standard Contractual 
Clauses are used to protect restricted transfers, any reference in the 
Standard Contractual Clauses to the EU General Data Protection 
Regulation shall be understood as reference to Applicable Data 
Protection Law in that respective country. The Parties further agree 
that in this case the Standard Contractual Clauses shall be governed 
by the laws of the country in which the Customer is located. The 
Parties are further aware that the Applicable Data Protection Law and 
enforcement practice of data protection authorities in the United 
Kingdom do not yet recognize the Standard Contractual Clauses (EU) 
2021/914 as adequate means to protect international data transfers 
but continues to rely on the Standard Contractual Clauses 
2010/87/EU. Therefore, personal data transfers originating from 
Controllers located in the United Kingdom shall additionally be 
governed by the Standard Contractual Clauses 2010/87/EU.  

7.3. BCR. The following shall apply if a Transfer Safeguard is based on 
BCR-P: Siemens shall contractually bind such Subprocessor to comply 
with the BCR-P with regard to the Personal Data Processed under the 
DPT. 

7.4. Customer outside the EEA. In case the Customer or a Further 
Controller is located outside the EEA or outside a Country with an 
Adequacy Decision and Siemens is located within the EEA, Module 4 
of the Standard Contractual Clauses shall apply.  

8. Defending Customer Personal Data – Third party access requests  

In the event Siemens receives an order from any third party for 
disclosure of Personal Data, Siemens shall (i) use every reasonable 
effort to redirect the third party to request data directly from 
Customer; (ii) promptly notify Customer, unless prohibited under 
applicable law, and, if prohibited from notifying Customer, use all 
lawful efforts to obtain the right to waive the prohibition in order to 
communicate as much information to Customer as soon as possible; 

and, (iii) use all reasonable lawful efforts to challenge the order for 
disclosure on the basis of any legal deficiencies under the laws of the 
requesting party or any relevant conflicts with the law of the EEA or 
applicable EEA member state law 

9. Personal Data Breach 

9.1. Siemens shall notify the Customer without undue delay after 
becoming aware of a Personal Data Breach. Taking into account the 
nature of processing and the information available to Siemens, the 
notification shall describe (i) the nature of the Personal Data Breach 
including where possible, the categories and approximate number of 
Data Subjects concerned and the categories and approximate number 
of Personal Data records concerned, (ii) a contact point where more 
information can be obtained, (iii) the likely consequences of the 
Personal Data Breach; and (iv) the measures taken or proposed to be 
taken to address the Personal Data Breach. Where, and in so far as, it 
is not possible to provide the information at the same time, the 
information may be provided in phases without undue further delay.  

9.2. Siemens shall (i) reasonably assist the Customer in ensuring 
compliance with its Personal Data Breach obligations pursuant to 
Applicable Data Protection Law, and (ii) initiate respective and 
reasonable remedy measures.  

10. Data subject rights, Siemens’ assistance 

10.1. Siemens shall, to the extent legally permitted, notify Customer 
without undue delay if Siemens receives a request from a Data 
Subject to exercise its Data Subject’s rights (such as the right to 
access, rectification, erasure or restriction of Processing).  

10.2. Taking into account the nature of the processing and the 
information available to Siemens, (i) Siemens shall assist the 
Customer by appropriate technical and organizational measures, 
insofar as this is possible, for the fulfilment of the Customer's 
obligation to respond to requests for exercising the Data Subject's 
rights; (ii) at its own discretion, either (a) provide Customer with the 
ability to rectify or erase Personal Data via the functionalities of the 
Offerings, or (ii) rectify or erase Personal Data as instructed by 
Customer; and (iii) reasonably assist Customer to comply with its 
further obligations under Applicable Data Protection Law.  

11. Audits 

11.1. Provided that an audit right is required by Applicable Data 
Protection Law, Customer shall have the right to audit, by appropriate 
means - in accordance with Sections 11.2 to 11.4 below - Siemens’ 
and its Subprocessors’ compliance with the data protection 
obligations hereunder annually, unless additional audits are 
necessary under Applicable Data Protection Law. Such audits shall be 
limited to information and data processing systems that are relevant 
for the provision of the Offerings provided to Customer.  

11.2. Siemens and its Subprocessors may use (internal or external) 
auditors to perform audits to verify compliance with the data 
protection obligations hereunder. Each audit will result in the 
generation of an audit report (“Audit Report”). Upon Customer´s 
request, Siemens shall provide such relevant Audit Reports for the 
Offerings concerned. Customer agrees that these Audit Reports shall 
first be used to address Customer’s audit rights under these DPT. 

11.3. If required under Applicable Data Protection Law, Siemens will 
allow for additional audits, including onsite audits at Siemens facilities 
and premises by Customer or an independent, accredited third party 
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audit firm, during regular business hours, with reasonable advance 
notice to Siemens.  

11.4. The Audit Reports and any further information and 
documentation provided during an audit shall constitute confidential 
information and may only be provided to Further Controllers 
pursuant to confidentiality obligations substantially equivalent to the 
confidentiality obligations contained elsewhere in the Agreement. In 
case audits relate to Subprocessors, Siemens may require Customer 
and Further Controllers to enter into non-disclosure agreements 
directly with the respective Subprocessor before issuing Audit 
Reports and any further information or documentation to Customer 
or Further Controllers. 

12. Single point of contact and liability 

The following shall apply, unless required otherwise by Applicable 
Data Protection Law or the respective applicable Transfer Safeguard: 

12.1. Customer shall serve as a single point of contact for Siemens, 
also with regard to Further Controllers under the DPT.  

12.2. In case the DPT or any of the Transfer Safeguards in Section 7 
(such as Standard Contractual Clauses) provide rights to Controllers 
(including Controllers other than Customer) in relation to Siemens 
and/or its Subprocessors, Customer shall exercise these rights by 
contacting Siemens directly, in its own name and/or on behalf of the 
respective Controller.  

12.3. In case the DPT or any of the Transfer Safeguards contain 
notification obligations vis-à-vis Controllers, Siemens shall be 
discharged of its obligation to notify a Controller when Siemens has 
provided such notice to Customer.  

12.4. Without prejudice to the statutory rights of Data Subjects, 
limitations of liability contained in the Agreement shall also apply to 
Siemens’ and its Subprocessors’ liability (taken together in the 
aggregate) vis-à-vis Customer and its Further Controllers.  

12.5. Customer shall be responsible to ensure that Sections 12.1 to 
12.4 above are enforceable by Siemens and its Subprocessors vis-à-
vis its Further Controllers. 

13. Notices 

13.1. Siemens may provide notice to Customer under the DPT by 
posting a notice as described in the Agreement. 

13.2. Notices concerning Subprocessors under section 6 of the DPT 
may be given by listing the current Subprocessors at 
www.siemens.com/dpt and providing Customer with a mechanism to 
obtain notice of any new Subprocessor. It is Customer’s obligation to 
register a point of contact to receive Subprocessor notifications at 
www.siemens.com/dpt and to keep contact information for notices 
current. 

14. Term and termination 

The DPT shall have the same term as the Agreement. Upon 
termination of the DPT and unless otherwise agreed between the 
parties in the Agreement, Siemens shall erase all Personal Data made 
available to it or obtained or generated by it on behalf of Customer 
connection with the Offerings. 

15. Language 

If Siemens provides a translation of the English language version of 
the DPT or its Annexes, the English language version of the DPT or its 
Annexes will control in the event of any conflict 

 

16. Country Terms 

16.1. Russian Federation. If Siemens is Processing Personal Data 
within the scope of the Data Protection Act No. 152 FZ (i) Customer 
shall be responsible for the initial collection, recording, 
systematization, storing, updating, amending, transferring and 
extraction (collectively “Initial Processing”) of such Personal Data; 
and (ii) Customer hereby represents that it will conduct the Initial 
Processing in compliance with the laws governing processing and 
protection of such information. Customer represents that it has 
obtained the Data Subject’s consent on the transfer (including 
international transfer) and Processing of their Personal Data by 
Siemens and its Subprocessors.  

16.2. USA. If Siemens is Processing Personal Data of US residents, 
Siemens makes the following additional commitments to Customer: 
Siemens will Process Personal Data on behalf of Customer and, not 
retain, use, or disclose that Personal Data for any purpose other than 
for the purposes set out in the DPT and as permitted under relevant 
US data privacy law („US Data Privacy Law“), including under any 
“sale” exemption. In no event will Customer sell (as such term is 
defined under US Data Privacy Law) any such Personal Data. These 
additional terms do not limit or reduce any data protection 
commitments Siemens makes to Customer in the DPT, Agreement, or 
other agreement between Siemens and Customer. Siemens hereby 
certifies that Siemens understands the restrictions contained herein 
and will comply with them.  

17. Definitions 

17.1. “Agreement” means the commercial agreement on the 
provision of the Offerings between Siemens and Customer.  

17.2. “Applicable Data Protection Law” means all applicable law 
pertaining to the Processing of Personal Data hereunder. 

17.3. “Binding Corporate Rules for Processors” or “BCR-P” means 
binding corporate rules for processors which are approved by the 
competent supervisory authority in the (i) European Union and (ii) the 
United Kingdom. 

17.4. “Controller” means the natural or legal person which, alone or 
jointly with others, determines the purposes and means of the 
Processing of Personal Data. 

17.5. “Country with an Adequacy Decision” shall mean a country 
outside the EEA where the European Commission has decided that 
the country ensures an adequate level of protection with respect to 
Personal Data.  

17.6. “Data Subject” means an identified or identifiable natural 
person. 

17.7. “DPT” shall mean these Data Privacy Terms. 

17.8.  “DPT Annexes” shall mean the documents which describe the 
scope, the nature and purpose of the Processing, the types of 
Personal Data Processed, the categories of affected Data Subjects, 
the Subprocessors used and technical and organizational measures 
and which are referenced in the Agreement and/or the DPT. If the 
Standard Contractual Clauses apply, the DPT Annexes shall form 
Annex I to III of the Standard Contractual Clauses and are hereby 
incorporated by reference.  

17.9. “EEA” shall mean the European Economic Area. 

17.10. “Further Controller” shall mean any third party (such as an 
affiliated company of Customer) acting as Controller which is entitled 
to use or receive Offerings under the terms of the Agreement.   

http://www.siemens.com/dpt
http://www.siemens.com/dpt
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17.11. “Offerings” shall mean the Offerings under the Agreement 
provided by Siemens acting in its role as Processor. In the Agreement, 
Offering as defined herein may be referred to as “Service”. 

17.12. “Personal Data” means information that relates, directly or 
indirectly, to a Data Subject, including without limitation, names, 
email addresses, postal addresses, identification numbers, location 
data, online identifiers or one or more factors specific to the physical, 
physiological, genetic, mental, economic, cultural or social identity of 
that person. Personal Data, for the purposes of the DPT, includes only 
such Personal Data submitted by or for Customer or any Further 
Controller to the Offerings or that is accessed by Siemens in the 
context of providing the Offerings. 

17.13. “Personal Data Breach” means a breach of security leading to 
the accidental or unlawful destruction, loss, alteration, unauthorized 
disclosure of, or access to, Personal Data Processed under the terms 
of this DPT. 

17.14. “Processor” means a natural or legal person, public authority, 
agency or any other body which Processes Personal Data on behalf of 
a Controller. 

17.15. “Process” or Processing” means any operation or set of 
operations which is performed upon Personal Data or sets of Personal 
Data, whether or not by automated means, such as collection, 
recording, organization, structuring, storage, adaptation or 
alteration, retrieval, consultation, use, disclosure by transmission, 
dissemination or otherwise making available, alignment or 
combination, restriction, erasure or destruction, access to, transfer, 
and disposal. 

17.16. “Sensitive Personal Data” shall mean information revealing 
racial or ethnic origin, political opinions, religious or philosophical 
beliefs, trade-union membership, social security measures, 
administrative or criminal proceedings and sanctions, or genetic data, 
biometric data for the purpose of uniquely identifying a natural 
person, data concerning health or data concerning a natural person's 
sex life or sexual orientation. 

17.17. “Standard Contractual Clauses” means the Standard 
Contractual Clauses (EU) 2021/914 as of 4 June 2021. Any reference 
made to the Standard Contractual Clauses herein, shall refer to the 
Standard Contractual Clauses document available at: 
www.siemens.com/DPT/SCC (which includes the parties’ selection on 
certain Modules and optional clauses). 

17.18. “Subprocessor” shall mean any further Processor engaged by 
Siemens that has access to Personal Data.  

17.19. “Transfer Safeguards” shall mean (i) an adequacy decision in 
the meaning of Article 45 of the General Data Protection Regulation 
(EU) 2016/679 or (ii) appropriate safeguards as required by Article 46 
of the General Data Protection Regulation (EU) 2016/679.  

17.20. “Transfers to Non-EEA Recipients” shall mean (i) the 
Processing of Personal Data outside the EEA or a Country with an 
Adequacy Decision or (ii) any accesses to Personal Data from outside 
the EEA or a Country with an Adequacy Decision by Siemens or any of 
its Subprocessors.  

 

  

http://www.siemens.com/DPT/SCC
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Annex I to DPT (and, where applicable, the Standard Contractual Clauses) 

Description of the Processing Operations  

This Annex specifies the processing operations provided hereunder (including, but not limited to, the subject-matter of the processing, the nature 

and purpose of the processing, the type of personal data and categories of data subjects). The parties may provide further details in the Agreement 

if required for a particular Offering.  

A. LIST OF PARTIES 

Customer (and, where the Standard Contractual Clauses apply, data exporter):  

Name, address and contact person’s name, position and contact details: Name and address of the Customer as well as contact details of a contact 

person are contained in the Agreement and/or collected as part of the Customer onboarding process. 

Role (Controller/Processor): Customer acts as Controller for the processing activities provided by Siemens vis-à-vis Customer and, as the case may 

be, as Processor under the instructions of its Further Processors for Processing activities provided by Siemens vis-à-vis Further Controllers. 

 

Provider (and, where the Standard Contractual Clauses apply, data importer):  

Name, address and contact person’s name, position and contact details: The provider / data importer proving the Processing services hereunder 

is the Siemens company specified in the Agreement. Point of contact for data privacy inquiries is the Office of the Siemens Data Protection Officer, 

Werner-von-Siemens-Strasse 1, 80333 Munich, Germany, E-Mail: dataprotection@siemens.com  

Role (Controller/Processor): Siemens acts as Processor Processing Personal Data on behalf of Customer and, as the case may be, Customer’s 

Further Controllers.  

 

B. DESCRIPTION OF TRANSFER / PROCESSING OPERATIONS 

Categories of data subjects whose Personal Data is transferred/Processed 

Data Subjects include: 

• employees,  

• contractors, 

• suppliers, 

• business partners; and 

• other individuals whose Personal Data is stored on the Offerings and/or is Processed in the context of providing the Offerings.  

 

Categories of personal data transferred 

The Personal Data transferred/Processed concern the following categories of Personal Data: 

• contact and user information, including name, address data, phone number, email address, and time zone; 

• system access, usage, authorization data, operating data and any system log-files containing Personal Data or any other application-

specific data which users enter into the Offerings; and 

• where applicable further Personal Data as determined by Customer and its Further Controllers by uploading or connecting it to the 

Offerings or otherwise granting access to it via the Offerings. 

 

Sensitive data transferred (if applicable)  

The Offerings are not intended for the processing of Sensitive Personal Data and Customer and its Further Controllers shall not transfer, directly or 

indirectly, any such Sensitive Personal Data to Siemens. 

 

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis) 

• If the Offering involves the provision of Cloud Services (as specified further below), Siemens continuously hosts the Personal Data on 

behalf of the Customer. 

• If the Offering involves the provision of Support and Professional Offerings (as specified further below), Siemens may access Personal 

Data only when providing the respective Offering, unless specified otherwise in the Agreement.   

 

Nature of the processing and purpose(s) of the data transfer and further processing 

Siemens and its Subprocessors will Process Personal Data to provide the Offerings, including: 

mailto:dataprotection@siemens.com
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• internet accessible or similar Offerings made available and hosted by Siemens (“Cloud Offerings”); or 

• administration, management, installation, configuration, migration, maintenance and support Offerings or any other Offerings 

requiring (remote) access to Personal Data stored in the Cloud Offerings or on Customer’s IT systems (“Support and Professional 

Offerings”).  

 

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine that period 

The Personal Data will be retained for the period of the Agreement. Customer has the ability to rectify, erase or restrict the Processing of Personal 

Data via the functionalities of the services, or (ii) Siemens rectifies, erases or restricts the Processing of Personal Data as instructed by Customer. 

 

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing 

The subject matter, nature and duration of the processing are specified per Subprocessor in Annex III.  

 

C. Where the Standard Contractual Clauses apply: COMPETENT SUPERVISORY AUTHORITY 

Where the Standard Contractual Clauses apply, the supervisory authority responsible for the Customer shall act as competent supervisory authority 

in the context of the Standard Contractual Clauses. A list of the supervisory authorities in the European Union is available here: 

https://ec.europa.eu/justice/article-29/structure/data-protection-authorities/index_en.htm  

 

  

https://ec.europa.eu/justice/article-29/structure/data-protection-authorities/index_en.htm
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Annex II to DPT (and, where applicable, the Standard Contractual Clauses) 

Technical and organisational measures 

Annex II to DPT – Technical and organizational measures

I. Introduction 
 
This document describes the technical and organizational measures 
for protection of personal data (“Security measures” and 
“measures”), which the data processor implements in connection 
with the processing performed on behalf of the Data controller, 
considering the technological development, implementation costs, 
the context and the purpose of the processing, and the risk of varying 
probability and impact concerning the rights and freedom of 
individuals.  
 
 
II. Basic security measures 
The basic measures ensure the protection of confidentiality and 
integrity of the systems with which Siemens processes personal data, 
especially in the case of remote access. These security measures apply 
for all processing by Siemens unless anything else is agreed in the 
underlying main agreement. 
Measures: 
Siemens is subject to the corporate Information Security Framework 
of Siemens AG, which has been officially certified against ISO 27001. 
This Information Security Management system contains a global set 
of cybersecurity rules which is regularly reviewed and updated. 
 
1. The internal processes of companies 
Data processing shall be guided by the principles of accountability 
and data minimization. The objective is to be able to demonstrate 
that Siemens processes only such personal data as is adequate, 
relevant and limited to what is necessary in relation to the purposes 
for which they are processed. 
 
Measures: 
The data processor has appointed a data privacy manager in the 
company. All employees and service providers who have access to 
personal data have the obligation to only process these data following 
instructions from the data controller and only for the purpose of 
performing the contractually agreed services. 
The processing of personal data is handled by Siemens with the 
necessary data quality and limited via the system configuration of 
Siemens to the minimum, which is necessary for the specified 
purposes, supported as far as possible by the default configuration If 
applicable Siemens may use anonymized or pseudonymized data as 
an adequate additional data protection measure. Personal data are 
only kept in Siemens internal IT infrastructure for the amount of time 
necessary to provide the respective service and the limited retention 
time is supported by a corresponding deletion concept. 
 
2. Protection against unauthorized access 
Unauthorized persons must be prevented from getting access to 
computer centers or business premises, where data processing takes 
place. 
 
Measures: 
The data processor protects the buildings or business premises with 
adequate control systems, for physical access based on a security 

classification of buildings or business premises and corresponding 
access authorization concepts.  
All buildings or business premises must be protected with technical 
access control measures, e. g. by use of card reading systems. 
Depending on the security classification, properties, buildings or 
individual areas must be protected with additional measures. 
This may include special profiles for physical access, biometrics, pin 
code access, crossbar systems that only permit individual access, 
video monitoring and security staff. 
 
Access rights for authorized internal and external persons are issued 
individually according to defined criteria. 
 
3. Protection of computers 
The computer systems used for processing must be hardened and 
protected against unauthorized use. 
 
Measures: 
Only authorized users get access to the computer systems of the data 
processor (including both office and mobile computers) and the 
following security measures protect further against unauthorized 
access: Data encryption, individualized password protection normally 
with automated expiry date, employee ID cards with encryption of 
personal identity, automated closure of inactive systems.  
. The protection of the used computers against attack and destruction 
or modification by accident or deliberately is taken care of by 
intrusion detection systems, firewalls and regularly updated malware 
filters and logging of security relevant events. In addition, regular 
security testing against software vulnerabilities and weak software 
settings is performed and followed up upon. 
 
4. Protection of data in transmission, transport and remote access 
Personal data must not be able to be read, copied, changed or 
removed during electronic transmission, physical transport or storage 
on data media. It must be possible to investigate and determine 
where a transmission of personal data via use of corresponding IT 
equipment has been made possible  
 
Measures: 
The channels for electronic communication are secured by 
installation of closed networks and data encryption processes. In case 
of physical transport of data media data are encrypted. Data media 
are decommissioned in a way adequate for the protection of personal 
data. Remote connections are protected with encryption. Date, type 
and scope of remote maintenance activities are recorded.  
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III. Special security measures for services, for which Siemens stores 
customer data in IT systems 
These special measures ensure the protection of confidentiality, 
integrity and availability of IT systems, where Siemens stores personal 
data of the customers. These measures apply when the storage is a 
part of the contracted services of Siemens and not just temporary. 
 
1. Protection against unauthorized processing 
Only employees who work with the purposes, for which the personal 
data are processed, have access to the IT systems that are used for 
storage of customer data. Personal data must not be able ot be read, 
copied, changed or removed without permission during processing, 
use and after storage. 
 
Measures: 
Access to personal data in IT systems is given based on an 
authorization concept, which limits the access of the employees to 
those personal data which are necessary for the performance of the 
contracted services (“need to know”). In addition, there is a 
requirement that access to personal data is prevented as needed by 
means of encryption of the data. 
 
 
 
 
 

2. Securing traceability 
It must be possible to investigate and determine, if and by whom 
personal data have been entered, changed or removed in data 
processing systems 
 
Measures: 
The data processor permits only authorized users to have access to 
personal data based on a “need to know” authorization concept. 
Access to personal data is recorded in log data files, where input, 
modification and deletion of personal data are logged. 
 
3. Ensuring Integrity, availability and resilience 
The systems that are used for processing must be protected against 
errors and loss of data and a high level of availability must be ensured.  
 

Measures: 

The data processor stores personal data in redundant systems, 
depending on security classification and uses uninterruptable power 
supply (e. g. UPS, other batteries, generators) for securing of the 
power supply in the relevant data center. A documented IT disaster 
recovery plan is available and recovery procedures and systems are 
tested regularly. When required by the relevant data controller, 
Siemens will provide the relevant personal data to the data controller 
in a known portable data format.
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Annex III to DPT (and, where applicable, the Standard Contractual Clauses) 

List of approved Subprocessors 

 

Entities engaged in the storage/hosting of content 

Entity Name, registered address 

and contact 

Data Center Location Transfer Safeguards in case of 

Restricted Transfers 

Entity name: 

Cura IT A/S (CVR: 32444288) 

Registered Address: 

Værkstedsgården 14 

2620 Glostrup 
 

Hørskætten 3 

2630 Taastrup 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

Amazon Web Services Inc.  
(incl. other entities see: 
https://aws.amazon. 
com/de/compliance 
/sub-processors) 
 

The data are processed exclusively within the EEA  
(in casu Ireland/Dublin).  
 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

 

 

 

 

Entities engaged in the Processing of Personal Data for non-storage/hosting purposes 

Entity Name, registered address 

and contact  

Country/Region where 

Processing is performed 

Description of processing operation Transfer Safeguards in case of 

Restricted Transfers 

Siemens affiliates Switzerland • 3rd level software support  No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 
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Entity Name, registered address 

and contact  

Country/Region where 

Processing is performed 

Description of processing operation Transfer Safeguards in case of 

Restricted Transfers 

Other Siemens affiliates on a 

case by case basis 

Germany  • Only in case of cRSP remote 
support:3rd level support 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

Siemens Healthcare GmbH Germany • Incident and Servicemanagement 
for connectivity solutions; 
helpdesk 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

Atos IT Solution & Service 

GmbH 

Germany • Only in case of cRSP remote 
support: Service: Platform 
operation, maintenance. 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 
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Entity Name, registered address 

and contact  

Country/Region where 

Processing is performed 

Description of processing operation Transfer Safeguards in case of 

Restricted Transfers 

Entity name: 

Securitas A/S (CVR: 88663217) 

Registered Address: 

Sydvestvej 98 

2600 Glostrup 
 

Denmark • Registration of customers' contact 
information in the control center's 
software and passing on this 
information to the security guard. 

• Registration of customer inquiries 
in the customer log. 

• Receipt and processing of signals 
from Siemens equipment, e.g. 
video "live stream" in the event of 
an alarm. 

• Sending log transcripts to the 
customer. 

• The completion of on-call patrol 
reports with the customer's 
contact information. 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

Entity name: 

Vanderbilt International 

GmbHLim. (HRB 28320) 

Borsigstrasse 34 

65205 Wiesbaden, Germany 

Germany • Storage of personal information 
which is registered in connection 
with the establishment and use of 
SPC Connect: 
o Users’ personal information 

which is entered in connection 
with the SPC Connect 
registration process. 

o Personal information which is 
linked to the users' account in 
connection with the operation of 
SPC Connect. 

o Backup of the control panel 
configuration, which contains 
usernames and access rights. 

• Analysis of the system 
configuration, log files and the 
troubleshooting database (3rd 
level support). 

 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

Milestone Systems A/S Denmark • Remote access to provide support 
maintenance and/or service 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 
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Annex IV to DPT  

GDPR Overview 

The following table sets out the relevant Articles of GDPR and corresponding terms of the DPT for illustration purposes. 
 

# GDPR Reference DPT Section Title 

1.  Article 28 (1)  
 

Section 4 and DPT Annexes Technical and organizational measures and DPT Annexes 

2.  Article 28 (2), (3) (d) and (4)  
 

Section 6 Subprocessors 

3.  Article 28 (3) sentence 1 
 

Section 2 and DPT Annexes Details of the processing and DPT Annexes 

4.  Articles 28 (3) (a) and 29 
 

Section 3 Instructions 

5.  Article 28 (3) (b)  Section 5 Confidentiality of the processing 
 

6.  Articles 28 (3) (c) and 32 
 

Section 4 and DPT Annexes Technical and organizational measures and DPT Annexes 

7.  Article 28 (3) (e) 
 

Section 10.1 Data subject rights 

8.  Articles 28 (3) (f) and 32 Sections 10.2, Section 4 and DPT 
Annexes 

Siemens’ assistance, Technical and organizational measure  and DPT 
Annexes 

9.  Articles 28 (3) (f) and 33 to 34 
 

Section 9 Personal Data Breach 

10.  Articles 28 (3) (f) and 35 to 36 
 

Section 10.2 Siemens’ assistance 

11.  Article 28 (3) (g) 
 

Section 14 Term and termination 

12.  Article 28 (3) (h) Section 11 Audits 

13.  Article 28 (4) 
 

Section 6 Subprocessors 

14.  Article 46 (1) (b) und (c) 
 

Section 7 and Standard 
Contractual Clauses 

International Data Transfers and Standard Contractual Clauses 
 

 


