
Executive summary
Continuous security threats on connected automobiles have exposed critical system vul-
nerabilities. To address these risks, regulatory agencies are now defining cybersecurity 
requirements by writing new legislation and holding carmakers and their supply chain 
liable for security and safety breaches.

To adequately address current and future security issues, this white paper discusses a 
multi-layered approach to connected vehicle security and explains how this security archi-
tecture can protect vehicle entry points as well as in-vehicle networks from threats. 
Several security strategies such as embedded firewalls, authentication, secure communi-
cations, encryption and digital certificates will be discussed.
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Introduction

The automotive industry is driven by a group of mega-
trends called, “Automation, Connectivity, Electrification 
and Sharing” or what’s commonly referred to as ACES.

ACES represents a new opportunity for the industry as it 
rises up to meet an entirely new set of challenges. One 
of the challenges is how to deal with the increased use 
of software in today’s modern automobile. In fact, there 
are more lines of code in the connected car than other 
more highly sophisticated machines of our time such as 
the U.S. Air Force F-35 Joint Strike Fighter, Boeing 787 
Dreamliner or the U.S. Space Shuttle1. Hardware used 

today is more powerful and as a result, millions of lines 
of code can be executed when performing a myriad of 
complex functions. This has created a multitude of 
systems inside the connected car. Connected cars will 
soon communicate externally by way of vehicle-to-vehi-
cle (V2V) and vehicle-to-infrastructure (V2I) communi-
cations, as well as internally among the vehicle subsys-
tems and networks. Safety and security are paramount. 
All onboard systems must be secure so nothing can 
affect the vehicle while in motion – or sitting idle.
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Dramatic increase in cybersecurity 
threats

The visual below (figure 1) illustrates the steady climb 
of automotive cybersecurity attacks from 2010 to 2019. 
The graph, from the “2020 Automotive Cybersecurity 
Report” from Upstream Security, shows a six-fold 
increase over this nine-year time period2. The numbers 
have doubled in 2019 when compared to 2018. 
Moreover, the graph depicts a 94 percent year over year 
(YoY) growth in cyberattacks since 20163.

It’s estimated that 57 percent of all automotive liability 
claims will be paid by the automotive ecosystem4. 
There’s no question that new business models will have 
to evolve as complexity, reliability, risk and liability 
become primary drivers.

New laws directed specifically at automotive  
manufacturers
The increased effectiveness and outright proliferation of 
automotive cyberattacks has created a new urgency in 
developing security solutions. An unprecedented level 
of commercial intervention is now underway around 
the globe, including new regulations by lawmakers to 
prevent cyberattacks.

The U.S. Security and Privacy in Your Car Act5, or the 
“Spy Car Act of 2017” defines requirements for protec-
tion against unauthorized data access and reporting. 
The bill directs the National Highway Traffic Safety 
Administration (NHSTA) to issue vehicle cybersecurity 
guidelines that require motor vehicles manufactured for 
sale in the United States to build in protection against 
unauthorized access to electronic controls and driving 
data.

Similarly, also in 2017, the U.S. House of Representatives 
passed H.R. 33886, “The SELF DRIVE Act”, a first-of-its-
kind legislation to ensure the safe and innovative devel-
opment, testing and deployment of the self-driving 
automobile. This bill strikes a balance between con-
sumer safety while encouraging innovation. 

China has established an automotive cybersecurity 
committee to ensure the safe operation of intelligent, 
connected and electric cars. The committee will facili-
tate efforts among researchers and manufacturers to 
carry out research and work out standards, policies, 
laws and regulations for cybersecurity in automobiles. 

The discussion over “who owns the data” 
has also been a hot topic for IT compa-
nies over the past decade. The debate is 
not only about who owns the data, but 
who is responsible for protecting it? This 
debate applies to the connected automo-
tive industry as well. Data regulations 
are beginning to emerge. Personal data 
regulations such as the EU’s GDPR7, 
Canada’s Digital Privacy Law (PIPEDA)8 
and the European Parliament Transport 
Committee’s call for EU regulation on 
access to car data9 are a few examples.

Figure 1. Over the past nine years, remote automotive cybersecurity incidents have increased 
dramatically. As more connected vehicles hit the road, the potential for damage rises exponen-
tially. Source: Upstream Security.
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Automative network security

NHTSA’s Automotive Cybersecurity Research Program 
takes a threat analysis approach to cybersecurity,  
breaking down threats into six different categories.

The six threat categories include:

• Spoofing – a situation in which a person, program 
or device conceals itself as something it is not by 
manipulating data to gain an illegitimate advantage. 

• Tampering – intentional alteration of data in a way 
that would make it harmful to the consumer. In the 
context of connected cars, it could refer to modifica-
tions to configuration data, software or hardware 
used in vehicle control systems.

• Non-repudiation – describes a situation where a 
statement’s author cannot successfully dispute its 
authorship or validity. In other words, the author or 
the statement cannot later claim to have not made 
the statement. For example, when the authenticity 
of a signature is being challenged, the authenticity is 
being “repudiated.”

• Info disclosure – can refer to many types of sabotage 
related to data leakage. 

• Denial of service (DoS) – refers to a cyberattack in 
which a machine is flooded with excessive requests 
from an attacker to an extent that it becomes 
unavailable for its legitimate users. DoS is typically 
accomplished by flooding the targeted resource with 
superfluous requests in an attempt to overload its 
systems and prevent legitimate requests from being 
fulfilled.

• Elevation of privilege – a situation in which an 
attacker can abuse a machine and performs unau-
thorized activities by gaining illegitimate access to 
resources. Hackers who are successful with elevation 
of privilege attacks have greater access to systems 
resources and data, allowing more damaging attacks.

With a basic familiarity of these threats, it is now pos-
sible to look at the potential attack surfaces of the 
connected car. For any type of cyberattack to be fully 
realized, the first stage is for the hacker to find a way to 

access the car. The second stage is gaining access to an 
electronic control unit (ECU) within the vehicle by 
exploiting a vulnerability or weak cybersecurity controls. 
And the final phase is exploiting a control feature within 
the compromised ECU.

To understand more clearly what this means, the con-
nected car has four primary attack surfaces which can 
be exploited.

Four connected car attack surfaces:
The first attack surface is direct physical. This includes 
access to the on-board diagnostics (OBD) port, charging 
port, or harness connectors. A car becomes vulnerable 
when a hacker has direct physical access. This scenario 
occurs when a car is at the dealer or repair shop for 
maintenance or repairs, or when a second party has 
gained access to the vehicle. A skilled hacker working as 
a valet, for example, could execute a direct physical 
attack.

The second attack surface is indirect physical. Here, a 
carrier of some sort is needed to execute the attack. The 
carrier could be a USB stick or CD that compromises the 
car’s firmware. Also, the use of SD cards and firmware 
updates in modern cars opens up all kinds of attack 
possibilities. 

The third possibility for attack is through wireless. 
Bluetooth and the mobile network are prime possibili-
ties for a wireless attack. Increased connectivity of 
modern cars has dramatically increased the potential for 
this type of attack.

The final attack surface is sensor fooling. To date, there 
are no known attacks on a connected car’s sensors. 
However, researchers have shown that these types of 
attacks are possible, if not achievable, in a laboratory 
setting. Connected and autonomous cars often use 
Light Detection and Ranging (LiDAR) sensor technology. 
These systems can be blinded or fooled with false infor-
mation that could cause serious harm to the vehicle 
operator and occupants. GPS is another technology with 
vulnerabilities that could be exploited.
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Mapping attack surfaces to a vehicle’s architecture
Figure 2 depicts attack surfaces as it corresponds to a 
vehicle’s architecture. This figure shows a basic sche-
matic highlighting connectivity within the car, including 
the use of automotive gateways and multiple vehicle 
buses. It shows different types of domains including 
infotainment, active safety (containing cameras and 
radar) and body. Chassis and powertrain ECUs utilize a 
Controller Area Network (CAN) bus that can be easily 
exploited. Also depicted are different types of buses 
used to communicate data within the central gateway. 
The central gateway ECU is a focal point of attack 
because of its direct exposure to the outside world.

Figure 2. Attack surfaces and corresponding functional units. Source: 
University of California, San Diego, “Comprehensive Experimental Analyses 
of Automotive Attack Surfaces.”
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Figure 3 illustrates how the attack surfaces can be 
mapped to functional units with the vehicle, such as 
V2V communication, telematics and on-board diagnos-
tics (OBD). It’s becoming more common today for car 
owners to update their vehicles via software-over-the-
air (SOTA). SOTA updates require continuous access and 
it’s during this time, the vehicle is most vulnerable. The 
diagnostic port OBD-II is also vulnerable to cyberattacks. 
Several protocols are in use here, including J1850, ISO 
15765 CAN, and others. Similarly, many vehicle systems 
and ECUs are connected via a CAN bus, and this too has 
shown to be vulnerable to attacks.
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Figure 3. Attack surfaces within a connected car’s architecture.  
Source: University of California, San Diego, “Comprehensive Experimental 
Analyses of Automotive Attack Surfaces.”

Looking at figures 2 and 3 it is quite clear that modern 
connected cars have multiple entry points. These entry 
points are seen by hackers as both a challenge and 
opportunity. To prevent any type of cyberattack, it’s 
imperative for all entry points to maintain an appropri-
ate level of security. To fully understand what it takes to 
secure a vehicle, it might best to first define “security.”

Defining security
Security can be broken down into three aspects. The 
first aspect includes both authentication and access 
control. Authentication means who is allowed to do 
things inside a vehicle. Access control is what the indi-
vidual or system is allowed to do once inside.

The second aspect to security is protection from exter-
nal attacks. This can mean protection against illegiti-
mate access or protection from data leakages, ensuring 
communication security and finally, avoiding any kinds 
of harmful software or Trojans from being installed on 
automobiles.

Finally the last aspect to defining security, which is 
vitally important, is to detect and report security 
incidents.
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What’s required today:  
A multi-layered security approach

Embedded firewalls

Understanding attack surfaces and what security means 
to the connected automobile provides the foundation 
for the proposal of a multi-layered security approach 
that takes these principles into consideration.

In order for a multilayer security approach to work, the 
automotive OEM needs to secure all communications; 
this includes securing all external as well as internal 
communications.

When discussing a multi-layered security approach, many 
factors must be considered as these security solutions 
are built into the connected car. An embedded firewall, 

Building a firewall into a vehicle is a highly specialized 
process. Understand that this is not a networking fire-
wall running in a router or gateway or on an enterprise 
device. This is a highly specialized solution tailored 
exclusively to the automotive environment.

To begin building the firewall, a Software Development 
Kit (SDK) is needed. The SDK can be integrated directly 
into the communications stack, whether TCP/IP, CAN, or 
any other connected solution. The firewall has to meet 
specialized requirements. It needs to have built-in flex-
ibility to run on any ECU. It should work with a real-time 
operating system (RTOS) or even in the AUTOSAR envi-
ronment. Some environments might be resource limited 
which introduces its own set of challenges. To be suc-
cessful, the embedded firewall must be a highly 

or intrusion detection to protect the vehicle from 
accepting unauthorized traffic, data, or signals sent by a 
malicious IP address must be part of the mix. Of course, 
authentication is a key component as well. Utilizing a 
secure operating system (OS), multicore framework and 
hypervisor support should also be considered.

This paper explores a few of the more critical compo-
nents needed to secure a connected car: embedded 
firewalls, secure communication and authentication.

configurable, modular solution that works across a 
range of vehicle ECUs in use today.

When building the firewall, it’s recommended to first 
step back and consider the requirements that must be 
satisfied. Many cyberattacks begin by sending packets 
to the connected car, probing for weaknesses. If the 
firewall can detect this activity early and ensure certain 
packets are not allowed to be received or forwarded, a 
potential attack will be thwarted before it even begins. 
It’s important to control what ports and protocols are 
used to receive messages for the vehicle. If one can 
control the IP addresses sending data to the vehicle it is 
possible to protect the vehicle and report suspicious 
activity.
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And why is this important? When studying some of the 
early cyberattacks, the Miller Vilsack attack on the Jeep 
Cherokee for example, it wasn’t an attack where the 
hackers started sending a few packets to the car, com-
pleted a successful attack and moved on. In the case of 
the Jeep Cherokee, as with many cyberattacks, the 
attack started with sending hundreds or even thousands 
of different messages to the vehicle to probe for weak-
nesses. What messages can the hacker send to the 
vehicle? What response does the hacker receive in 
return from the vehicle? Can the vehicle “sense” when 
it’s being probed and respond in a timely and appropri-
ate manner?

Embedded firewalls for ECUs
Adding a firewall to a central gateway requires portable 
source code that can be integrated into the ECU. The 
firewall must be configurable. For example, citing the 
Miller Vilsack attack, had there been a firewall in place, 
suspicious traffic from IP addresses would have been 
reported calling out the suspicious domains sending the 
messages. Filtering rules built into the firewall to block 
specific IP addresses would recognize unwanted activity 
and respond quickly – a sure way to prevent an attack.

It’s critically 
important that 
the firewall 
support differ-
ent types of 
filtering capa-
bilities. The 
ideal firewall 
should sup-
port CAN bus 
filtering and 
rules-based 
filtering. 
Blocking mes-

sages by ports, protocol, IP addresses, etc. is a sure way 
to stop an attack from ever happening. The firewall 
must be able to do threshold-based filtering, static or 
rules-based filtering and stateful packet inspection. 
These are just a few of modules that need to be built 
into the firewall. The logging and reporting of attacks 
enables intrusion detection, which is knowing when 
something unusual is happening. Reporting this back to 
some type of a vehicle operations center allows security 
operations teams to take action based upon that infor-
mation and shut down the attack before the attackers 
can complete their attack.

What do you want your firewall to do?
An embedded firewall can operate in different modes.  
A firewall operating in active mode blocks all outside 
activity violating firewall rules. A firewall operating in 
passive mode looks for suspicious or anomalous activity 
and reports that data back to an operations center. Also, 
there may be scenarios where a firewall needs to sup-
port a learning-mode operation where the firewall 
learns typical traffic patterns and can later operate in an 
active mode, recognizing and blocking traffic not 
matching that pattern.

There are many places to deploy an embedded firewall. 
One option is deploying the firewall on an external 
gateway ECU. This type of gateway manages the com-
munication with all outside entities. As the focal point 
for communication, it becomes the bullseye for attack. 
The firewall on an external gateway ECU enforces filter-
ing rules for all communication coming into the vehicle. 
Its job is to detect and block attacks before they reach 
the target ECUs.

It‘s also possible to deploy the firewall on an internal 
gateway ECU. If there are multiple networks within the 
car an internal gateway ECU allows communication 
between different networks. A firewall used in this 
instance allows for the isolation of safety critical func-
tionality – the more critical internal system are pro-
tected from potentially malicious network traffic.

Finally, a firewall can be deployed on an endpoint ECU, 
the actual control ECU that manages critical functional-
ity in the vehicle. Control ECUs are features such as 
anti-lock brakes, airbags, steering control, etc. In most 
situations, it’s advisable to deploy a firewall on multiple 
endpoint ECUs. After all, security is about defense in 
depth and multiple layers of protection. If one aspect of 
the security solution breaks down, you need to have 
other security layers to back it up.
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Global tier-one automotive ECU supplier to release 
new secure gateway 
A global leader in cybersecurity solutions, Sectigo, 
teamed up with the automotive embedded software 
group at Siemens Digital Industries Software for the 
development of an embedded firewall solution for a 
leading global tier-one automotive ECU supplier. The 
partnership was tasked to build a firewall solution to 
accommodate the next generation of vehicles with 
high levels of connectivity. In previous releases, the 
customer had to rely on an internal automotive gate-
way ECU for managing external communication. But 
this proved problematic as the gateway became the 
focal point for cyberattacks. A new approach to net-
work security was needed.

Sectigo made available an embedded 
firewall for integration into the external 

ECU gateway. To speed adoption – and further 
enhance security capabilities – Siemens integrated 
the Sectigo Embedded Firewall with its popular 
AUTOSAR platform, Capital VSTAR. Security capabili-
ties include controlling the packets forwarded to 
internal networks and blocking traffic based upon 
both pre-configured filter rules and runtime behavior. 
In addition, Sectigo’s embedded firewall provides the 
ability to report suspicious activity back to a manage-
ment system.

Customers have been testing the firewall during 
successful trials this past year. The Sectigo-enabled 
AUTOSAR platform is expected to be fully deployed 
by 2021.

Use case

Secure communication

Just as there are multiple use cases for the embedded 
firewall, so too are there numerous use cases for secure 
communication. Scenarios include communication 
between the car and external systems, V2V communica-
tion, and communication within the car. V2V communi-
cation is more common today and a critical form of 
communication that must be protected. And again, 
when discussing secure communication within the car, 
all of the ECUs must to be protected.

Secure communication is about ensuring that each time 
a communication session begins, the origin of that 
communication is known. To ensure secure communica-
tion, encryption is recommended. Encrypted communi-
cation uses IP protocols such as TLS, DTLS and SSH. If 
running over a CAN bus, CANcrypt can be used. 
Ensuring that all data is encrypted using strong cryptog-
raphy is critical to warding off cyberattacks.
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Authentication

Authentication is used when establishing a communica-
tion session to verify that who you are communicating 
with is actually who they say they are, i.e., is the other 
device or process really who it claims to be? For 
machine-to-machine communication, certificate-based 
authentication is frequently used. When discussing 
authentication, a critical aspect is the role of public key 
infrastructure (PKI) and how to manage and issue digital 
certificates. Every ECU has to be identifiable and PKI-
based certificates are ideal as they provide strong 
authentication and can be utilized for machine-to-
machine communication. Another aspect of PKI security 
is code signing which enables secure boot and secure 
updates for ECUs.

PKI certificates play a central role. Throughout this 
paper, V2V and V2I communications have been men-
tioned as critical areas to address in the connected car. 
With V2I communications, high-speed automated 

certificate issuance is a must. And having a way to host 
and manage the entire process in a secure fashion is an 
essential part of the process. Where is the certificate 
authority hosted? How is certificate issuance per-
formed? Is it automated? Is it secure? How are private 
keys protected? These are all extremely important ques-
tions that must be taken into consideration.

When looking at a single automotive OEM and their 
cybersecurity solution, it’s common for that manufac-
turer to have their own internal strategy for the con-
nected car. They are certainly allowed to have their own 
proprietary safety ecosystem. But when considering V2I 
or V2V communications, where vehicles from multiple 
OEMs travel the same road, vehicle manufacturers must 
construct a shared ecosystem with the same require-
ments for security, management capabilities and other 
safety-related capabilities to ensure interoperability 
among all vehicles on the road.



White paper | Modern automotive cybersecurity through secure communication, strong authentication and flexible firewall

11Siemens Digital Industries Software

Building security into the connected car requires a 
multi-faceted approach (figure 4). It cannot be done as 
an afterthought. To protect these vehicles, multiple 
layers of security are required, and all attack surfaces 
must be taken into consideration. It is safe to assume 
that at some point in time a connected car will come 
under a cyberattack. Hackers attempting to penetrate 
an embedded device using remote attacks probe the 
device for open ports to find any form of weakness. 
Blocking all unused ports and protocols limits the attack 

surface. Logging packets that violate configured filter-
ing rules enable detection of suspicious behavior. And 
remember, most cyberattacks remain undetected until 
it’s too late, so early detection is a must.

When two devices communicate within an automotive 
network, the communication needs to be secure to 
ensure that nefarious third parties cannot listen in. It’s 
important to verify a program or device in a way that is 
stringent enough in an intrinsic fashion. Authentication 
needs to ensure the security of the system by with-
standing any attack that system is likely to encounter by 
verifying the identities of all incoming connections.

As the connected car evolves, it is recommended that 
cybersecurity configuration be performed remotely with 
an enterprise security management system. This inte-
gration provides centralized management of security 
policies, situational awareness and device data monitor-
ing, event management and log file analysis for data 
analytics.

Finally, it’s up to the automotive community to prove 
itself trustworthy if people are to trust connected cars. 
Security should not be made into a competitive differ-
entiating advantage. It needs to be a shared common 
resource. As this paper points out, embedded firewalls, 
secure communication and strong authentication tech-
niques are vital elements that constitute a multi-layered 
security approach.

Conclusion
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