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Hvad er standard datakommunikation?

A standard is a technical document designed to be used as a rule,

guideline or definition. It is a consensus-built, repeatable way of doing
something.

Standards are created by bringing together all interested parties such as
manufacturers, consumers and regulators of a particular material, product,
process or service. All parties benefit from standardization through increased
product safety and quality as well as lower transaction costs and prices.

-
Eurcpean Committee for Standardization
‘_ Comité Européen de Mormalisafion

Europdisches Komitee fiir Mormung


http://www.cen.eu/cen/

Hvad er standard datakommunikation?

(Non-legislaive acts)

REGULATIONS

10N REGULATION (EU) 2017/1485
of 2 August 2017

FU Reqgulation 2017/1485
"System Operation Guide Line”

13 July 2009 on
Regulation (EC)

* Article 40-53 on Data Exchange
* Article 48-53 on Data Exchange with DER

Data Exchange includes

Structural data
Scheduled data
Real-time data

Article 51

een T50s and DS0s concerning significant power generating modules

CHAFTER &

Data exchange between TSOs and demand facilities

Article 52

Dam exchange berween 1505 and transmission-connecred demand facilities
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32017R1485

Hvad er standard datakommunikation?
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Hvorfor datakommunikation med anlaeg?

Get structural data
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Hvorfor datakommunikation med anlaeg?

Total balancing energy (idealized)

support the required level of FRR to be prepared for
possible additional system imbalances, including
generation reserves.

FCR RR mFRR
« Automatic activation utomatic activation | -« Semi-automatic matic FCR The active power reserves available to contain sys- ~ The frequency containment process stabilises the
R ) s to 15 min or manual activation activation tem frequency after the occurrence of an imbalance. ~ frequency after the disturbance at a steady-state
« Max 15 min value within the permissible maximum steady-state
frequency deviation by a joint action of FCR within
the whole synchronous area.

FRR (aFRR and mFRR)  The active power reserves available fo restore sys-  The frequency restoration process controls the fre-
tem frequency to the set point value frequency and, —quency towards its set point value by activation of
for a synchronous area consisting of more than one  FRR, and replaces the activated FCR. The frequency
load-frequency control area (LFC area), to restore  restoration process is triggered by the disturbed
power balance to the scheduled value. LFC area.

RR The active power reserves available to restore or  The reserve replacement process replaces the

activated FRR and/or complements the FRR activa-
tion by activation of RR. The replacement reserve
process is activated in the disturbed LFC area.

Balancing
energy

t,  t+30s =t +5min

t,+ 15 min

i = t,+ 45 min Time

o e

European Network of
Transmission System Operators
for Electricity

entso@

https://docstore.entsoe.eu/Documents/Network%20codes%20documents/NC%20EB/entso-e_balancing in%20 europe report Nov2018 web.pdf



https://docstore.entsoe.eu/Documents/Network%20codes%20documents/NC%20EB/entso-e_balancing_in%20_europe_report_Nov2018_web.pdf
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EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]

[AF/TAAET T HeatOwm.mag iy,

| HD1CP1/DCTS1. ThmCapTot.mag.f}:
| HD1CP1/DCTS1. Thmin.mag.f}.

| HD1CP1/DCTS1. ThmOut mag.f}:

EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]

| HDZEB1/DCTS1.ThmOut.mag.f}:

| HDZEB1/DRCC1.0utWSet.setMag.f}:
| HDZEB1/DRCS1.CsmpRsvDn.mag.f}:
| HDZEB1/DRCS1.CsmpRsvUp.mag.f}:
| HD2EB1/DRCT1.MaxWLim.setMag.f}:
| HDZEB1/DRCT1.MinWLim.setMaqg.f}:
| HDZEB1/MMXU1.TotW.mag.fy:

EIC45W000000000004Y]
EIC45W000000000004Y]

| HDZEM1/DCTS1.ThmOut. mag.fy:
HD4EM1/DCTST. ThmOut. mag.f}:

EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]
EIC45W000000000004Y]

| HG1GA1/DRCC.OutWSet setMag f):
| HG1GA1/DRCT 1. MaxWLim._setMaqg.f
| HG1GA1/DRCT1_MinWLim.setMag.f}:
| HG1 GAT1GA/MMXU1 . TotW.mag.fy

| HG1GAZ/DRCC1.0OutWSet setMag.f):
| HG1GAZ/DRCT1 MaxWLim.setMag.f):
| HG1GAZ2/DRCT1.MinWLim.setMag.f}:
| HG1 GAZGA/MMXU1.TotW.mag.f):

| HG1GA3/DRCCT.OutWSet setMag.f}:
| HG1GA3/DRCT1_MaxWLim.setMag.f}:
| HG1GA3/DRCT1_MinWLim.setMag f}:
| HG1 GA3GA/MMXU1. TotW.mag.f):

| HG1GA4/DRCC.OutWSet setMag.f}:
| HG1GA4/DRCT 1 MaxWLim.setMag f}:
| HG1GA4/DRCT1_MinWLim.setMag.f}:
| HG1 GA4GA/MMXUT TotW.mag.fy:

| HG1GAS/DRCC1.OutWSet setMag.f):
| HG1GAS/DRCT 1 MaxWLim_setMag.f}

Fksempel fra Ribe Fjernvarmevaerk

Thermal storage

Flectrical boiler

Gas boiler

Gas turbine
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] Transmission
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4 Operator
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'3‘ Distribution
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> 4 Operator
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Sikker datakommunikation

MMS client

ﬁ\

MMS server

R\

A-profile (MMS)
ﬁ T-profile (TLS) i > ﬁ T-profile (TLS)
TLS client TLS server TLS client TLS server
Control Center
Control Center Gateway Plant Controller

-

S 3 )

e

-

IEC 623514 ed.2 T-Profile

TLS Session Establishment

TLS Session Establishment

~
1
1
1
1
1
1
1
|
1
1
1
1
1
1
1
1
1
1
|
1
|
1
1
-
A
|
1
1
1
1
1
1
1
1
1
1
|
1
1
1
1
1
1
1
1
1
1
1

authenticated, cipher suite with integrity
and / or confidentiality protection I

TLS Session 1 (hop-to-hop), mutually il TLS Session 2 (hop-to-hop), mutually
: : authenticated, cipher suite with integrity

| and / or confidentiality protection

IEC 623514 ed.2

A-Proflie

MMS Session Establishment

—_——————

it

MMS Session (end-to-end), mutually authenti

._._._._._._._._._._._._._._._ill ______________________________

I using Diffie Hellman key exchange, application layer protection with integrity and/or K
confidentiality depending on negotiated profile (A (legancy), AL, A+, AE+) A

cated, protected session key establishment

I Protected MMS Exchanges 1

B

e




Data fra anlaeg og enheder POWER PLAN

Portal for professional energistyring

2017-02-08 01:30:00

175 = measurements.mean {iec: EIC45W000000000004Y_AF/MHET 1. HeatOut. mag.f}: 15
measurements.mean {iec: EIC45W000000000004Y_HD1CP1/DCTS1. ThmCapTot.mag.f}: 142
= measurements.mean {iec: EIC453W000000000004Y_HD1CP1/DCTS1. ThmIn.mag.f}: (1}
= measurements.mean {iec: EIC43W000000000004Y_HD1CP1/DCTS1. ThmOut.mag_f}: =1
150 = measurements.mean {iec: EIC45W000000000004Y_HD2EB1/DCTS1. ThmOut.mag.f}: 8
= measurements.mean {iec: EIC45W000000000004Y_HDZEB1/DRCCT .OutWSet_setMag.f}:
= measurements.mean {iec: EIC43W000000000004Y_HDZEB1/DRCS1.CsmpRsvDn.mag.f}: (1}
_ = measurements.mean {iec: EIC43W000000000004Y_HDZ2EB1/DRCS1.CsmpRsvUp.mag.f}: 0
123 measurements.mean {iec: EIC45W000000000004Y_HDZ2EB1/DRCT1 MaxWLim.setMag. .t}
measurements.mean {iec: EIC45W000000000004Y_HDZEB1/DRCT1_MinWLim.setMag.f}:
~ measurements.mean {iec: EIC45W000000000004Y_HD2EB1/MMXU1.TotW.mag.f}: 8
100 measurements.mean {iec: EIC45W000000000004Y_HD3EM1/DCTS1. ThmOut. mag.f}: 0
= measurements.mean {iec: EIC45W000000000004Y_HDAEM1/DCTS1. ThmOut.mag.fk: 0
= measurements.mean {iec: EIC43W000000000004Y_HG1GAT/DRCCT_.OutWSet setMag.f}:
= measurements.mean {iec: EIC43W000000000004Y_HG1GA1/DRCT1.MaxWLim_setMag.f}:
75 = measurements.mean {iec: EIC45W000000000004Y_HG1GA1/DRCT1_MinWLim.setMag.f}:
measurements.mean {iec: EIC45W000000000004Y_HG1GATGA/MMXUT. TotW.mag.f}: 0
= measurements.mean {iec: EIC43W000000000004Y_HG1GAZ/DRCCT_OutWSet setMag.f}:
~ = measurements.mean {iec: EIC43W000000000004Y_HG1GAZ/DRCT1.MaxWLim_setMag.f}:
30 = measurements.mean {iec: EIC43W000000000004Y_HG1GAZ/DRCT1_.MinWLim.setMag.f}:
= measurements.mean {iec: EIC45W000000000004Y_HG1GAZ2GA/MMXUT . TotW.mag.fk 0
= measurements.mean {iec: EIC45W000000000004Y_HG1GA3/DRCCT . OutWSet setMag.f}:
75 = measurements.mean {iec: EIC43W000000000004Y_HG1GA3/DRCT 1. MaxWLim_setMag.f}:
. o = measurements.mean {iec: EIC43W000000000004Y_HG1GA3/DRCT1_MinWLim.setMag.f}:
AY,. .y, .n«'l'l S PN, A P R N e VA S N I measurements.mean {iec: EIC45W000000000004Y_HG1GA3GA/MMXUT. TotW.mag.fy 0 - _J-"**w’J‘“'---'\“
) - o - . measurements.mean {iec: EIC45W000000000004Y_HG1GA4/DRCCT.OutWSet setMag.f}: Lo
07 '-—-—'— -_-___ — WA I J ”"I.I' =l ““'U o LNFHH measurements.mean {iec: EIC45W000000000004Y_HG1GA4/DRCT 1_.MaxWLim.setMaq.f). J U
measurements.mean {iec: EIC45W000000000004Y_HG1GA4/DRCT1_MinWLim.setMag.f}:
= measurements.mean {iec: EIC45W000000000004Y_HG1GA4GA/MMXUT . TotW.mag.fk: 1
measurements.mean {iec: EIC45W000000000004Y_HG1GAS/DRCC1.OutWSet setMag.f}:
= 01/21 01/24 01/27 01/30 02/02 02/05 02/08 = measurements.mean {iec: EIC43W000000000004Y_HG1GAS/DRCT 1. MaxWLim_setMag.f}: 03/07

= measurements.mean {iec: EIC43W000000000004Y_HG1GAS/DRCT1_.MinWLim.setMaq.f}:



IEC 61850 Signalliste for DER .

Fastleegger datapunkter der kan udveksles med et vaerk

o Autogenerering af CID fil til 61850 server
o generering af adgangskontrollister for aktarer

Skal ikke
Malinger/beregninger Generator start Det seneste mappes.
yes 9 o N N (dimensionless) EIC45W000000000004Y_HG1GA1/DRCC1.DERSIrt Handteres
{output) time starttidspunkt N N
internt i 61850
Server.
yes | Malingerberagninger | p;, efreid maling | Maling af akiv effekt MW EIC45W000000000004Y_HG 1GA1GAMMXU1 TotW.mag.f W_CHP_M1_P-Real
{output) pa generator
Sum alarm for alle
Status/indikator Motor-generator mofor-
yes {output) alarm s generatoralarmer, (dimensionless) EIC43W000000000004Y _HG1GA1/DRCS1.AImSt.stval W_CHP_M1_ALARM:bool
som resulterer i Stamdata Miljedata Driftdata
driftsbegraensninger
Motor-
- Generatorkontrol
Status/indikato Autol uel
yes |ou|;utl) et o (Paint of Control (dimensionless) EIC45W000000000004Y_HG1GA1/DRCS1 AutoMan. stval W_CHP_M1_AUTO:bol
Feedback:
Auto/Manual) A
Status/indikator Tendt og Motor-generator . . .
yes (output) indkoblet tndt og koblet ind (dimensionless) EIC45W000000000004Y_HG1GA1/DRCS1. ModCGnConn. stVal W_CHP_M1_ON_GRID:bool » Motor-Generator wéé im.l il Kmmrléé -5 Imieré
Skal ikke
Status/indikator Angiver hilken plan LRl IR -l &
yes {output) Akfiv plan de:]er aktiv - (dimensionless) EIC45W000000000004Y_HG1GA1/FSCC1.ActSchdRef stval Handteres
internt i 61850
+ Elkedel - 1 hs‘h.néeri
server.
yes | Kommando {input) Motor stop (dimensionless) EIC45W000000000004Y_HG1GA1/DRCC1.DERStop.ctiVal R_CHP_M1_STOP:Bool » Kedel-2 wiieé
yes Kommando (input) Motor start. (dimensionless) EIC45W000000000004Y_HG1GA1/DRCC1.DERSIr.ctiVal R_CHP_M1_START.Bool
Effektplan for Skal ikke
Effektplan indevaerende degn mappes.
yes Indstillinger (input) baseload samt op fil 2 degn MW EIC45W000000000004Y_HG1GA1/aFSCH1.ValASG[864].setMag.f Handteres
frem (D, D+1, D+2) internt i 61850
server.
Fastl==gger den avre
graense for Skal ikke
Effektplan reguleringsomrade mappes.
yes | Indstilinger (input) reguleri for i MW EIC45W000000000004Y_HG1GA1/aFSCH11.ValASG[864] sethag.f Handteres
evre graense dogn samt op fil 2 internt i 61850
doegn frem (D, D+1, server.
D+2)
Fastlzegger den
nedre graense for Skal ikke
Effekiplan requleringsomrade mappes.
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IEC 61850 Signalliste for DER

61850 tags falger en fast struktur:

<Logical Device>/<Logical Node>.<Data Object>.<Data Attribute(s)>

Logical Device

Physical Device

Physical Device| =

+ IEC 59013

/ EIC kode

EIC45W000000000004Y

ISO/IEC 81346 struktur kode
/_‘ for motor-generator

EIC45W000000000004Y _HG1GA1/DRCC1.DERSIrt

EIC45W000000000004Y _HG1GATGAMMXU TotW.mag

EIC45W000000000004Y _HG1GAT/DRCS1.AlmStstvVal

EIC45W000000000004Y _HG1GA1/DRCS1 . AutoMan.stal

EIC43W000000000004Y _HG1GA1/DRCS1. ModCOnConn.stval

EIC45W000000000004Y _HG1GA1/FSCC1 ActSchdRef. stVal

EIC45W000000000:004Y _HG1GA1/DRCC1.DERStop.ctival

EIC45W000000000004Y _HG1GA1/DRCC1.DERStr.ctiVal

 HG1GA1/aFSCH11|ValASG[864]

logisk node for plan

setMag.f

EIC45W000000000004Y _HG1GA1/aFSCH1 ValASG[864] setMag. T

/

data objekt array med
analoge seetpunkter

data attributter for
decimaltalsveaerdi
for seetpunkt

EIC45W000000000004Y _HG1GA1/aFSCH11 . ValASG[864] setMag f
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