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https://www.youtube.com/watch?v=1vveVXJZTSY
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Decarbonization
Power production from renewables increases by over 300% between 2010 and 2030
Share of renewables goes up to 40% in 2030

Decentralization
New installations distributed power generation increases by over 150% between 2010 and 2030
Share of distributed goes up to 67% in 2030

Digitalization
Major industrial companies will using virtual avatars.
By 2021, half of the major industrial companies will be using virtual avatars, resulting in productivity
gains of up to 10 %

Market 
• Protection, control, monitoring, and measuring applications in electrical energy systems are 
highly complex topic
• Urbanization and climate change necessitate an optimized energy system - from generation to 
distribution and consumption.
• Half of major industry use Digital Twin in 2021 : 10% increase of effenctiveness. Target: 30% 
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• The digital twin integrates all data, models, and other information of a physical asset generated 
during engineering, commissioning, operation, or service.

• Role of the digital twin is to predict and optimize performance of a physical asset (whether for 
design, production or operation). 
To this purpose we use simulation methods and/or data-based methods.
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Innovation
• Digital Twin and Simulation is one of the top 9 defined focus topics in Corporate Technology 

• Digitalisierung, Industrie V4.0 (IIoT und Edge Computing, Digital Twin)
• Siemens DF/PD is already strongly promoting e.g. Siemens PLM Digital Twin

• Focus on functional simulation, can scale up step-by-step in an agile way
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Time and Costs
The design up to the commissioning of a complex energy automation system with a lot of protection 
and automation devices and systems involved is time-consuming, especially the engineering and 
testing.
In most cases testing is only possible after all devices and systems are set-up physically and 
connected among each other and wired process signals. We are talking about days and weeks 
before you are able to test in the field.

Agility and Flexibility
Long and complex approval process (Type tests, RTDS tests, interoperability tests)

“Decentralized generation will call for changes to the electricity network and, to ensure flexibility, the 
power sector will need to become more intelligent.”
Complex fault analysis through changed network topologies like sea Cable Application in Offshore 
Wind Farms, asymmetric faults, smaller fault currents, decoupling of systems, load shedding, 
voltage stabilization

Outage management
Economic efficiency “Over the past century, affordable energy has been a significant component of 
global economic growth and development.“

Reliable power supply “Inefficient, antiquated energy supply stifles productivity.”

Tailored outage management:
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Approval process for shutdowns, very short duration for real shut down -> updates to 
be planned in detail

Training and maintenance
Scalable and customized trainings during the entire life cycle (operators, service 
personal)
Costs and efforts for maintaining test labs, e.g. updates, patches
Training goes digital (presence vs online seminars)
Organization: Central maintenance and service teams for remote support -> travelling 
costs,..
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With the SIPROTEC DigitalTwin you can test your engineered energy automation system in the 
cloud,
in parallel or before you set-up the real hardware.

It shortens your time-to-operation significantly and reduces risk in projects by being able to 
test early – before HW is delivered and installed.

All devices to be tested from a bay or from a full substation are set-up virtually in minutes!

The three steps to success
• Upload your engineering data and your automated test cases
• Simulate and test your energy automation system in the cloud
• Get test reports of your engineered system
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• Front display visualization and operation (menu navigation, function keys, …)
• Injection of currents, voltages, binary inputs, e.g. for protection trips
• Visualize and interact with the emulated SIPROTEC 7SS85 with static process simulation
• Virtual wiring between simulated IEDs
• DIGSI 5 communication
• SIPROTEC 5 WebUI
• CFC switching sequences with function keys
• CFC Online debugging
• Replay of COMTRADE files 
• IEC 61850 GOOSE between simulated devices
• GOOSE communication with e.g. tap changer
• Protection data interface between simulated devices
• SIP4-SIP5 line Diff compatibility
• Substation communication to SICAM A8000, SICAM PAS/SCC and 3rd party SCADA with the 

Ethernet protocols IEC 61850, DNP3, Modbus TCP, IEC 60870-5-104
• PMU and Power Quality system like SICAM PQS
• Cyber Security communication (SysLog, RADIUS, ..)
• IoT connectivity to MindSPhere0
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Testing of the energy automation system within minutes, without hardware
and without additional effort
• Simulation and validation of product properties
• Faster energization of new systems thanks to shorter project lifetimes

• Increase engineering quality
• Virtual testing before start of commissioning
• Shortest commissioning times

• Reduced OPEX with shorter outages for higher availability thanks to better pre-testing
• Efficient, scalable trainings on the job
• Fast and realistic fault analysis by easily reproducing the behavior of products and systems
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3rd party systems with the Ethernet protocols IEC 61850, IEC 60870-5-104, DNP3, Modbus
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Special surface for lab + Special measures needed
Wirings + time + Special measures needed
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