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Maskinsikkerhed med TIA-portalen — SIEMENS
Integreret og skalerbart lngenuity for Life

Hvad er Simatic Safety Integrated?

Hvordan kan man enkelt integrere
safety-funktioner med TIA-portalen

Eksempler pa diagnosemuligheder
Bonusinfo

* Q/A

Kommende Webinar




Understanding and implementing Machine Safety




Werner von Siemens SIEMENS
Berlin, 1880 lngenuity for ife

"The prevention of
accidents must not be
understood as a legal
requirement, but as a
precept of human duty

and economic reason."




SIEMENS
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If you want to master this
you have to deal with...

STO Integrated added value
WEB server Scalability shared Device Evaluation Tool

Safety Integrated openness— CE marking
Risk assessment One Engineering iveryvvhereSIL and PL

CCeSS

PROFISA FE Proven components IEC 62061 Risk minimization
s0 138401 DiQItalization SIMATIC Controller Usability

- ’ ’ These topics define the SIMATIC Safety systems.

EN I1SO 12100
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What do we protect against with
IMATIC Safety Integrated!

Electric shock Heat and fire Dangerous : Hazard C:‘:ce tlo
adiation unctional faults

Safety Integrated for personnel, machines and the environment




IS

SIMATIC Safety Integrated!

An easy way to integrate
simple or complex Safety
function Iin to your TIA
automation platform.

SIEMENS
Ihﬁ%ui\‘y'for(ift



SIEMENS

the System Advantages
Of SIMATIC Safety Integrated!

Iugemuify{or&{e
One Controller
One Engineering framework
One Network

Channel granular diagnostic info

Flexibility in regards to Sensors, Actuators
and Implementation

<&




The path to a safe machine is completed by the SIEMENS
EC declaration of conformity and CE marking. lngenuity for ife

EC declaration of conformity CE marking

EG-Konformitatserkldrung

Ceer Hersteller: Muster GmbH, 11
Musterstrage €5
D-27635 Mustersiadt
Tel.: +40(048T6NETE4T-0

endar hiermit, dass foigendes Progukt

2rogukmezeicnnung SelspiRimasching
Typenbezelchnung K380
Serennummer. 830482880
Baujahs: 2012

allen &iNscniagigsn Sesimmungen der Rictink Maschinen (2006/M42/EG) entspricnt.
Die Maschine entspricht weitarhin allen Sestmmungen oer Ricatinle Elsktromagnstische
Vertraglichkelt (2004/108/EG).

Foigende harmonisiene Normen wurden angewandt

DN EN ISO 12100 Sichemaeit von Maschinen - Aligemeine Gestaltungslenisatze -
Risikobeurtelung und Rislkomingerung

DIN EN 60204-1 Sichemelt von Maschingn - Elektrische AusrOstungen von
Maschinen, Tell 1: Aligemeine Anforderungen

DINEN ..

Name des Cokumentatonsbevolimachiigien: Hans Muster
Adresse des Dokumeniativnsbevolmachligien: siehe Adresse des Hersielers

Mustersiadl

Cawm Unterzeichner und Angaben zum Unterzeichner Unterschrift




Where to start? SIEMENS
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Describe the machine and identify hazards




The potential hazards can be identified SIEMENS
according to EN ISO 12100. lngenuity for ife

Risk assessment

= Wi B




The Machinery Directive involves three
specific steps to achieve a safe machine.

Risk assessment Risk minimization

Develop a

Describe the machine
safety concept

Implement a

Identify hazards safety concept

Assess the risks Document measures

SIEMENS
lngenuity for tife

Verification

Carry out the validation

Proof that his machine is in
conformance with directive

Attach a CE marking




A high initial risk must be reduced to an SIEMENS
acceptable residual risk. lngenuity for ife

;

il Risk minimization Acceptable
risk residual risk




A high initial risk must be reduced to an SIEMENS
acceptable residual risk. lngenuity for ife

The defined safety category (SIL, PL) determines the magnitude of the
acceptable residual risk, and therefore the demanded reliability of the

safety system.

104 Use "proven components”, Regular functional tests, Automatic fault

PL a

SIL2 | PLd

identification,Redundant design, Redundancy + fault identification

10 : : :
3%10-6 } Not more than 1 potentially hazardous failure of the safety function

10 J In10years
Not more than 1 potentially hazardous failure of the safety function
107 in 100 years

} Not more than 1 potentially hazardous failure of the safety function
. 1p0® ~ In 1000 years



The safety concept can be developed based on SIEMENS

the 3-stage method according to EN ISO 12100. lngenuity for Life
Risk minimization | start
Yes
Risk appropriately reduced?
No
l Yes
Risk appropriately reduced? >
No
Yes
Risk appropriately reduced?

New risk assessment



The Machine after Risk assessment S'EXE;}'EU{Q
- mechanical
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The Machine after Risk assessment SIEMENS
- electrical lngenuity for Life




Implementing Safety Integrated SIEMENS
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One Controller for Controlling and Safety SIEMENS
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The SIMATIC Controller portfolio always provides
the right controller - Plus integrated added value!

4 Engineered with TIA Portal }

Advanced Controllers

SIMATIC S7-1500 Software Controllers
SIMATIC S7-1500

System performance

Distributed Controllers
SIMATIC ET 200 CPU

Basic Controllers
SIMATIC S7-1200

Application complexity

SIEMENS
lngenuity for tife

R

Efficient
engineering

Innovative
design

Range of
diagnostic
options

Safety
Integrated

Security
Integrated

Technology
Integrated



Why is it safe?

Discrepancy
analysis

Short- cross-
circuit monitoring

Communication
with the

PROFIsafe profile

SIEMENS
Iug,a«uffy‘for(,«‘fe_

Operation systems
expansion

Protection Mechanisms

Diverse part of the safety
program generated by
Safety Advance

Wire break
monitoring

Light- dark-test

Switch on test




Scalability with Drives SIEMENS
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Safety functions overview

Overview of safety functions in the drive

I I e
V90

G110M / G120C

G120 modular

G120D

S210

G130/ G150

S120/ S150

NONOONONONKN
NONONONO

4°
4"
4° 4

NN

SIEMENS
lngenuity for tife
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4°

2) Only possible with CU 250S-2 with Safe Brake Relay

3) For Chassis and Cabinet Modules with Safe-Brake Adapter, for Blocksize formats with Safe Brake Relay

4 Only for CU310-2



Safety functions overview SIEMENS
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Overview of safety functions in the drive

T I I I
Va0

G110M / G120C

G120 modular

G120D

S210

G130/ G150

. . 4)
S1E0/5190 STO is active |
1 CU 250S-2 with Safe Brake Relay
> <size formats with Safe Brake Relay

t 4 Only for CU310-2

BB <
n
©
@
@
Q.
)
0p
0
N O




Safety functions overview SIEMENS
Ihg«eb\uf\ty‘forufe

Overview of safety functions in the drive

S I I e I A R Y

V90 .

G110M/ G120C t : STO

G120 modular Y ‘ :

G1200 LN N N R

$210

G130/ G150

$120 / S150 Y
l._ At —a| — CU 2505-2 with Safe Brake Relay

size formats with Safe Brake Relay
4 Only for CU310-2



LDrvSafe Library SIEMENS
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PROFIsafe telegram 30




LDrvSafe Library

>  Drive_1

SIEMENS
lngenuity for tife

Send Safety Integrated telegram (Actual value)

> Application example SIMATIC - Failsafe library LDrvSafe to control the Safety Integrated
functions of the SINAMICS drive family

Structure of block LDrnvSafe_SinaTlg9035tatus ... 2 Blocks of the library LDrvSafe Entry-ID-... 2
Blocks of the library LDrvSafe Entry-1D:... SLP traversing range 1 ... 2 Blocks of the library
LDrvSafe Entry-10:... 32767 (100%) 2 Blocks of the library LDrvSafe Entry-1D:... Fauli-free operation
STOactive ... Safety Integrated Function Safe Torque Off (STO) 1.... 5TO inactive 55 1active ...
Safety Integrated Function Safe Stop 1 (551) 1-._. 551 inactive 552active ... Safety Integrated
Function Safe Stop 2 (S52) 1.... 552 Inactive 552Eactive ... Safety Integrated Function Safe Stop 2
with ... stop (SS52E) 1:

For products:65L3244-0BB13-1FAD, 65L3244-0BB13-1PAD, .. » All products
Additional hits in the chapters of following attachments

02/18/2020

ID: 109485794
L8 & & & 'Eid) 1

|:| Manual assignment of the FI0 DB number

FIC DB number |=0028

F-I'0 DB name |FDE|E|3?_PRDFI531‘e_teIegra m_30

Hardware identifier 296




LDrvSafe Library SIEMENS
Ihg,ehuf(y{orbt‘fe_

> »  Drive_1 I

192 . 168 .0 . 5

PROFIsafe telegram 30

‘!




LDrvSafe Library SIEMENS
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PROFIsafe telegram 30




LDrvSafe Library

Drive_1

SIEMENS
lngenuity for tife

MNetwork 1: Safe Controlwerd G120

Comment

#L0nESafe_
SinaGTlg30 Contro
|_Instance
FB25000
"L DrwSafe_SinaGTlg30Control”

EM END
#GLOBAL_ESTOP = 5T 5inaGTIg30Cont
true — 551 rol

trug — §15
TEI5E e zelErtS | Shitd
2158 e odlectS LShit
UE wm & D paositive
UUE = 5 Dnegative

# atkSafetyFaults —— aokSafetyFaults

#5inaaTlg30 Contr
ol

Metwork 2: Safe Statusword G120

Comment

#LDrvSafe
SinaGTlg305tatus
_Instance
®FBZ23010

"LDrvSafe_SinaGTlg305ta s’

EM END

SinaGTlg305tat

#5inaGTlg305tat — us safetyF aulthctiv

€
ESTDactive
55 1active
SLSactive
SLSbitD Active

SLSbit] Active
5Dl positivefct
VE

LD Inegativeficti
VE

S5 Mactive

e,

# SafecyFaulthctiv

lrl:l

g
:

1L 1 1LlLl

F-/O DB name

Hardware identifier

30023

FOO037_PROFIsafe_telegram_30

296




SINAMICS Startdrive V16 SIEMENS
Feature extension — Acceptance test lngemuity for Life

74 Siemens - DATIA_ProjectsiCU310-2CU310-2

Project Edit Yiew Insert Online Options Tools Window Help

G (Y E Saveproject @ X 75 (2 X )2 (e G M B B W cooniine ¥ soofiine | gz M8 I® 3 ] ([] [Seorchinprojecs | G

|t

J Devices |[ Plant objects

=5 w Acceptance test

Drive axis_1 - Function selection

Owverview
w Drive axis_1
S51-t
Result transfer

¥ _J cusio-2 Select the functions to be tested now.

B Add new device

00

58 Devices & networks : Stop functions Brake functions
~ [ Drive unit_1 [$120 CU310-2 PN] SOMpIEtoD ——
ﬂf Device configuration []sTO | .> 3 []sBC
% Online & diagnostics
v isTO
» o2 Drive control M) 551t _;_‘

» 32 Drive axis_1
» [ Traces

i Ungrouped devices

£% Security settings

(38 Cross-device functions

(@ Unassigned devices

g# Common data

r:ﬂ] Documentation settings

E{p Languages & resources

N RN SRS A SN SN LN

» LA wversion control interface
- "
» @ Online access
» [5¢ Card Reader/USB memory

;T a1



F-runtime group

F-runtime group 1 [RTG1]

Fail-safe organization block

7l

Marme |FOB_RTGI L"Er

Eventclass 40+ | Cyclic interrupt |

Mumber |‘|23 EI
Cycle time | 100000 bs |
Phase shift |EI |..|5|

Pricrity |12 EI

F-runtime group parameters
Warn cycle time of the Fruntime group

Maximum cycle time of the Fruntime group
DB for Fruntime group communication

F-runtime group information DB

Main safety block
I
IMain_Safety_RTG1 [FE1] -

o2 e

|Main_Safety RTG1_DB[DE1]  |+|
| 110000 ps |
| 120000 ps |
||:r-.!|:|'|e: |'|

| RTG15ysInfo |

SIEMENS
lngenuity for tife



F-runtime group

F-runtime group 1 [RTG1]

Fail-safe organization block

Mame
Event class
NMumber
Cycle time
Phase shift
Pricrity

F-runtime group parameters

SIEMENS
lngenuity for tife

General || 10 tags || System constants Texts
b General Al c .
S — -parameters
FOB_R Fail _.aij |
- E F-activation F-destination address range for PROFlsafe address type 1
) F-parameters

E b PROFIMET interface [X1]
10000 b PROFINETinterface [¥2]

|,:, » DP interface [X3]

Ltartu
12 - P

Cycle
Communication load

- Systern and clock me...
|

SIMATIC Memory Card

b System diagnostics

a xirm
DB vt -funurme YrUU g Lo g L

F-runtime group information DB

T = T

|'|.;_:||:

Low limit for F-destination
addresses:

High limit for F-destination
addresses:

Central F-source address:

Default F-monitoering time for

central F-IO:

[~ 1

RTG15ysInfo

29

150




PL / SIL by design

PLc / SIL1

————————————————————————————————————————————————————————————————————————————————————————————

F-DI . ,_I
Terminal module ! 2255
i

25%
s eg "
Q| O
DE 1nD Du

PLd / SIL2

DIO DI1

DI4 DI 5

)%,
1IV_|D5

2%,

-

Q'
2D DE

1-channel

Q'
1I]|:I |:|14

2-channel

SIEMENS
lngenuity for tife

Ple / SIL3
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PL / SIL by design SIEMENS
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> Channel 0, 4

W Sensor evaluation: | 1oo2 evaluation, equivalent | ]
DIo DI1 Di4 DI 6 5
@ @ @ @ Discrepancy behavior: | Supplyvalue O 3
F-DI - - =
1 5|9 13 Discrepancy time: |5 ms 113
_ LiENEIN e =
Terminal module s s Reintegration after discrepancy
error: | Test0-5ignal not necessary a
2 610 14 114
| l_l D 00 -

> » (ChannelD

¥ Activated

1]

Sensor supply: | Sensorsupply0

Input delay: | 3.2

|:| Chatter monitoring

Mumber of signal changes: |5

Monitoring window: |2 Sec




Safe instructions certified by TUV SIEMENS

Iug,a\uh‘y«foru{a

~ | Basic instructions

Mame Descripticn Version

v || General

¥ 5] Bit logic operations

~ [ safetyfunctions V1.8
3 ESTOP1 Emergency STOPlemer... V1.6
M TWO_H_EN Two-hand monitering ... V1.3
& MUT_FP Parallel muting Vid
3 EVico2DI loo2 evaluation with d... V1.3
W FOBACK Feedback monitoring V1.5
3 SFDOOR Safetydoor monitoring V1.3
;W ACK_GL Global acknowledgme... V1.3

» [@| Timer operations V1.7




Network 1: ESTOP Circuit3
Comment
#ESTOPT_
Instance
ESTOP
EM
7.0
“ebtop] Orouit3” — E STOP
trus — ACK_NEC
" Failzafe:-
=Gtandard” .
kGrcuit3
& rcul — ALK
0 — TIME_DEL

Safe instructions certified by TUV

ENO

Basic instructions

-

Q =——i# gEStop
Q_DELAY =72z
ACK_REQ —# ackReqEStop]

DIAG B# 16#00

B EVico2l
3 FOBACK
3 SFDOOR
3 ACK _GL

» [@| Timer operations

Metwork 2: FDBACK Circuit3
Camment
— EM
“Failzafe-
=Standard” .
#gEStop startS topOrouit3
] | ] |
1T 11 ON
" Failzafe=
=Standard” .
feedB ackOrcuit3 — FEEDBACK
"FOOD13_F-
DO 28700
2APMHF_1".
QBAD
— QBAD_FIO
[TUE e K, NEC
" Failzafe=-
=Standard” .
kGrcuit3
ackOroui — ALK
# 100 m: — FDB_TIME

R RNLE T L Pl 1AW e I.l'l_.’lll!_---

#FDBACK._
Inztance

FOBACK

SIEMENS
lngenuity for tife

END

®)13.2
" contactorOrouit3

Q—
“ Failzafe=—

=Standard” .

ERROR _le Ermordrcuit3

# ackReqF esclBac
ACK_REQ —i*
DIAG — E# 16701

O

V1.7




How to get help and information

Service og Support

Safety Integrated
programming guideline

Safety with the S7-1200 FC
CPU

SLS specification via HMI
Configuration control with

safety

PROFlsafe address
assignment

Mode selection

» Search product

Example type
All

[ ugehu i\‘y {or Ufe
Filter criteria for entries
e All Products My Products
Product tree
All v lsimatic safety| Ql x |
Product Entry type Date
Al Q |Application example (728) - | x | From To
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Display information

!

Overall signature of
the safety program

SIEMENS
lngenuity for tife

_i_ Fail-safe

Safety mode:
Enabled

Overall signature:
AEFDCEF

failsafe modification:
07.10 08:32:14

Timestamp of the last
failsafe modification




Diagnostics in clear text SIEMENS
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Diagnostics in clear text SIEMENS
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SIEMENS

> Hardware version 4

> Profile ID

> Specific profile data 0003

> T&M data version 1.1

> Error text Safety program: F-I/O channel passivated
> Error text F-runtime group 1

> Error text Start address of the F-I/O: 7

Substitute values are used for one or more input/output channels of an F-1/0.
Check the diagnostics information of the F-I/O for channel errors (such as wire break, shor
You can obtain more information by searching for the event ID in the STEP 7 online help.
> Error text Discrepancy faiure, channel state 0/1
Refer to the module manual.




Safety functions SIEMENS
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Cheking Safety Functions SIEMENS

Il«\g,ev\uf\ly«foru'[e
Risk mitigation
The checking of safety functions e
1S a MUST! e e .
* Prescribed by the standards EN ISO 13849 and EN
62061 e
- Safety concept must be evaluated and documented by s m '
way of the failure probability calculation
- Evaluation possible with SET: Safety Evaluation Tool | . o e o e
* Free use of the online tool




Training by SITRAIN SIEMENS
Iug,a«uffy‘for(,«‘fe_

SITRAIN — Digital Industry Academy

Folg med tiden og hold dig opdateret

Nye teknologier kommer hele tiden til, og det betyder, at vi lebende skal holde os
opdateret. Hos SITRAIN kan du finde relevante uddannelser og kurser tilpasset

dine og din virksomheds behov.

Du kan se alle vores kurser her og har
du spergsmal er du velkommen til at
skrive til os.

Y Kursusliste

Kender du allerede SITRAIN? Kom igang med det samme!

SITRAIN open SITRAIN personal SITRAIN access

Siemens Industry Online Support ) Specifikke kursus tilbud fra Siemens ) Webbaseret traening )

www.siemens.dk/sitrain



Summary SIEMENS
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Now | am Safe ©
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TIA Portal Cloud as TRIAL

TIA Portal Suite
includes STEP 7, WinCC Advanced,
Safety, PLCSIM Advanced, Startdrive
and other option packages

www.siemens.com/simulation-cloud

SIEMENS
lngemuity for Life
I USie020 Customers
y J - Fore registered
’ — customers

L
’

* Free access via
Voucher

« Test your skills
« Try all the Simulators

* No installations is
needed

« All necessary updates

free usage is included


http://www.siemens.com/simulation-cloud

TIA Portal Cloud as TRIAL SIEMENS
How does it work (based on time limited Voucher)? lngenuity for Life

1 Sign-up and register on 2 Launch Industry Premium 3 21 davs free use
website Portal .

T AT T

sty Fromiurs Rartal

a ® & &

e e
& e L I—_
- - e — =
Taww i B
YT -

DEIER el ﬁ Login with standard web browser
(Product and Customer)

z Terms & Conditions by User z Terms & Conditions (before use)

Creates and sends voucher z No productive usage —
with link to SISC only TRIAL

E User upgrades Account with
Voucher credentials in SISC



Yderligere information SIEMENS
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Gense webinar og download materiale pa
www.siemens.dk/di-webinarer
Find tips og trick pa YouTube

Kontakt
Ole Dyval
ole.dyval@siemens.com

Kim Meyer-Jacobsen
kim.meyer-jacobsen@siemens.com



http://www.siemens.dk/di-webinarer
mailto:ole.dyval@siemens.com
mailto:kim.meyer-jacobsen@siemens.com
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