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Note:

These instructions do not purport to cover all
details or variations in equipment, or to provide
for every possible contingency to be met in
connection with installation, operation or
maintenance. Should further information be
desired or should particular problems arise
which are not covered sufficiently for the
purchaser’s purposes, the matter should be
referred to the local Siemens sales office.

The contents of this instruction manual shall
not become part of or modify any prior or
existing agreement, commitment or
relationship. The sales contract contains the
entire obligation of Siemens Industry, Inc. The
warranty contained in the contract between
the parties is the sole warranty of Siemens
Industry, Inc. Any statements contained herein
do not create new warranties or modify the
existing warranty.
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Introduction

The Siemens remote control unit (RCU)
enables communication between a power
line protected by Fusesavers and a Utility's
control room using a SCADA network. In
order to help verify the correct configuration
and operation of the SCADA
communications to the RCU, the RCU Probe
utility may be utilized.

The RCU maintains an internal protocol
database which has data from both the
Fusesavers and the RCU itself. The SCADA
system can access this data with the SCADA
protocol. Details of the SCADA protocol and
the RCU protocol database are provided in
the relevant RCU protocol manual.

RCU Probe is a PC utility that allows a user to
directly connect to the RCU via Ethernet
cable to view the current state of the
protocol database. RCU Probe allows the
user to override the value or qualifiers of all
points in the protocol database in order to
verify their change of state at the utility
SCADA control room. The user may also
send controls, times and view some general
logging information.

The intended users of RCU Probe are the
utility SCADA technical staff for the purpose
of verifying the correct operation of the
SCADA system, communications system and
RCU itself.

RCU Probe is not to be used on an RCU in service
since it has the capability to override the protocol
database and mislead operations staff.




Installation and
configuration
Instructions

RCU Probe is a PC application that allows a
user to communicate with an RCU using a
Cat 5 cable connected directly between the
host PC Ethernet jack and the RCU Ethernet
jack.

If uninterrupted connection to the Internet/
corporate network via Ethernet is required
while using RCU Probe, then a PC with two
Ethernet adapters will be required — one for
the corporate network and one for
connection to the RCU.

NOTICE

Connecting the PC to the RCU Ethernet port will
expose the RCU or PC to damaging voltages if they
are on different ground systems or ground systems
exposed to voltage surges.

Consequently RCU Probe is not suitable for field
installations and its intended use only in well-
grounded workshop or laboratory environments.

Requirements

The following are the minimum
requirements to run RCU Probe on your PC
or laptop:

m  Windows® 7, Windows® Vista or
Windows® XP — service pack 3 or higher

m  Functioning Ethernet jack (RJ45) and
permissions to connect to non-
networked device

m Cat 5 Ethernet cable

= PCadministrator rights - install software,
modify the IP properties and add
programs to the Windows® firewall
exceptions.

Older PC network adapters may not have an
auto-sensing MDI/MDIX switch. In this case,
a Cat 5 crossover cable or a network switch
with two ports and an additional Cat 5 cable
will also be needed.

The steps in order to use RCU Probe are:
1. Install the RCU Probe application.

2. Configure the RCU to allow RCU Probe
connection.

3. Configure the host PC to allow
communication to the RCU (i.e., firewall
and Ethernet port settings).

RCU Probe installation

RCU Probe is supplied as a setup file which
will self-install on the PC running the
following Windows® operating systems:

®  Windows 7
®  Windows Vista

= Windows XP — service pack 3 or higher.



RCUProbe.zip file contents:

e oerpon |

An executable
file for the
installation

ona PC

dotNetFx40_Client_x86_x64.exe

An executable
file for the
installation

onaPC

RCUProbeSetup.exe

A separate
manual with
these
installation
instructions

RCU Probe instructions.pdf

Table 1: RCU Probe zip file contents

Install .NET

The .NET framework is normally already
installed on Windows 7 operating systems.
For Windows XP and Windows Vista, it may
be necessary to carry out an installation.
Launch the installation by clicking on the
executable file (dotNetFx40_Client x86_
x64.exe) and following the Windows®
installation instructions.

Install RCU Probe application:

= Unzip the install folder to a suitable
place on your PC, such as your desktop,
and open the RCU Probe folder which
has been created.

= Run the RCUProbeSetup.exe self-
extracting installation program (double-
click it).

m If you have a previous version of RCU
Probe installed, you do not have to
uninstall it before installing the new
version.

® The installation process offers to install
RCU Probe to a standard location. Accept
this default location unless you have a
good reason not to.

m  Accept the license agreement.

RCU Probe has now been installed. An icon
has been placed on the desktop and in the
program menu.

RCU configuration

In service, it is normal to have the RCU
Probe connection disabled to prevent
inadvertent or malicious changes to the
protocol database. Consequently, the RCU
configuration must be changed to allow RCU
Probe operation.

RCU Connect is used to reconfigure the RCU
to enable RCU Probe. See RCU operating
instructions (IC1000-F320-A198-X-XXXX)
for details on how to change the
configuration.

The steps are as follows:
1. Turn on the RCU to be probed.
2. Start RCU Connect software.

3. Click the “Configure RCU” button on the
main menu.

4. Select the RCU.
5. Set "RCU Probe Enable.”

6. Send the configuration to the RCU. This
will restart the RCU and RCU Probe will
be able to connect to the RCU.

If the RCU Probe Enable setting is not visible
or is read only in RCU Connect, please
contact +1 (800) 347-6659 or +1 (919) 365-
2200 outside the U.S. who will provide a
version of the RCU configuration template
where this setting is available.

PC configuration

To connect to a RCU via RCU Probe, the PC
must be configured correctly to enable the
Ethernet connection to the RCU. This
requires:

m The Ethernet network adapter must be
configured to be on the same subnet
mask as the RCU Ethernet port.

m  The Windows® firewall must be
configured to allow RCU Probe access to
the network.

You will need to have PC administrator
rights in order to complete the PC
configuration.



Windows® 7 4. Highlight “Internet Protocol Version 4
To configure the PC Ethernet adapter to (TCP/IPv4)” and press the "Properties”
work with the RCU, the following procedure button (refer to Figure 2).

may be used on a Windows 7 machine:

1. Go to Windows Control Panel and select " L Local Area Connection 2 Properties [
“Network and Sharing Center.”

e
2. Click on “Change adapter settings.” Cornect using:
&* Broadcom NetXtreme 57 Gigabit Controller

3. On the screen in Figure 1, right click and
select properties of the Ethernet

adapter, which is connected to the RCU. T Bt e e e
v o8 Cliertt for Microsoft Networks

If you are not sure which Ethernet ¥ 8005 Packet Scheduer
adapter is connected to the RCU, plug | J8) File and Printer Sharing for Microsoft Networks

H H [] s Intemet Protocol Version 6 (TCP/IPvE)
the' Ethernet ca?ble out arld back in again | [rep—r—r——
while the RCU is on. The “Network Cable ¥ & Link-Layer Topology Discovery Mapper |0 Driver
Unplugged” message will appear on the ¥ -4 Link-Layer Topology Discovery Responder

adapter you have just disconnected. -
Install... ] Lrinstal [ Properties
Description
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication

@Eﬁ‘ across diverse interconnected networks.

@CJ" E' <« Netw... » Network Connections » - | 5 | | Search Network Connections 2 [
Organize = Disable this network device Diagnose this connection e = - 3 @ I
t‘! LPcaIAfea Connection L‘. “Log-al.a&\r_efa Connection 2 "
— siemens.net == _ Unidentified network
@ Broadcom NetXtreme Gigabit Eth.. 2'“.;, Deable i_)l Figure 2
Status
Diagnose
e 5. Set up the IPv4 settings as shown in the
R T image in Figure 3. The IP address can be
o anything within the range of the subnet
@ e mask assigned to the RCU. The default IP
) address for an RCU with RCU Probe
W ket ‘ enabled is 192.168.100.36.
Figure 1
Internet Protocol Vewsicm_4 fﬂmﬂmﬂiﬂs M
[Goeal |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IP address automatically
@) Use the following IP address:

| 1P address: 192 . 168 . 100 . 189
! Subnet mask: 255 .255.255. 0
Default gateway:

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server:
Alternate DNS server:
| validate settings upon exit
I (o J[ comet ]

Figure 3



6.
7.

Click "OK" to save the settings.

Run the RCU Probe application. On first
run of the application, the following
security alert may be displayed shown in
Figure 4. Tick the check boxes to allow
RCU Probe to communicate on all
networks and click the “Allow access”
button.

Windows® XP
To make the same changes as above on a
Windows XP machine:

1.
2.

Go to Control Panel.

Click “Performance and Maintenance”
and then click on “System.”

On the Hardware tab, click on “Device
Manager.”

Double-click “Network Adapters.”

Complete the setup as for Windows® 7
starting at instruction 3.

Windows XP does not give an option to
modify “Internet Protocol Version 4 (TCP/
IPv4).” Instead select “Internet Protocol (TCP/
IP).”

Windows® Vista
To make these changes on a Windows Vista

machine:

1. Open the Start Menu and right click on
“Network” and select “Properties.”

2. On the following window, click “"Manage
Networks.” (Where is this graphic?)

3. Complete the setup as for Windows 7

starting at instruction 3.

ﬂ Windows Security Alert ﬁ

O Windows Firewall has blocked some features of this program

‘Windows Firewall has blocked some features of RCU Probe on all public, private and domain
netwarks.

= Mame: RCU Probe
-F
=== publisher: Siemens
Path: C:\program files (x86)\siemens'siemens rcu probe

rcuprobe.exe
Allow RCU Probe to communicate on these networks:
Domain networks, such as a workplace network

/| Private networks, such as my home or work network
(U " Y

Public networks, such as those in airports and coffee shops (not recommended
because these networks often have litte or no security)

What are the risks of allowing a program through a firewall?
|

5l alow access | [ Cancel

Figure 4



Starting RCU Probe

& RCU Probe [E=gEEy—===
Main
RCU Probe Version:1.0.0.0 Help
Data Change Caolour Codes
Shoose RCU o Connect ta. Defauilt - No Event Received
182.168.100.36
First Event for this Point - state/qualifier change unknown

| Event TimeTag Applies to a change to this state/qualifier
Status change: Time tag does not apply to this state/qualifier

- Data has been manually overridden.
RCU will not update this point until after a restart

o - —_—

Time Standard
@ utc Lacal

Thes PC has more than one network adapior. To change the
default netwark adaptor for RCU Probe click below.

Salect Network Adaptor

| Traffic Log to Text Fie Clear Log

[__ Send Time: | 31/05/13 D6:06:54

|
Send Specfic |
Time | /0513 06:06:4D
i - -
Clear Ml Fields | | Refresh All Points
1 ‘ RCU IP address available ‘
Figure 5

Traffic 7] Logte Text File
16:27:05.891 - Attempting to connect to LIDP Syslog socket 514..
16:27:05.896 - Waiting for a client...
16:27.07.745 - New Client Available: 192.168.100.36
16:27.09.738 - Connection to RCU OK

Figure 6

The following instructions are a step-by-step
guide to setup and initiate a connection to a
RCU via RCU Probe:

1.
2.

Turn on RCU power if not already on.

Install RCU Probe and configure your PC
and RCU following the instruction in
Installation and configuration
instructions starting on page 4.

Connect a Cat 5 Ethernet cable between
the RCU Ethernet port and your PC
Ethernet port. Crossover cable or
network switch may be needed on older
PCs that do not have auto-sensing MDIX.

Start the RCU Probe application.

If the PC has more than one Ethernet
port, you will be asked to select the
network adapter. Select the Ethernet
adapter that is connected to the RCU.
The adapter IP address will be the one
which configured in step 2. Refer to
Selecting network adapter on page 9.

The RCU IP address should soon be
available in the “Choose RCU to Connect
to” list on the RCU Probe main screen.
The default RCU IP address in
192.168.100.36.

Click on the RCU IP address and then
press the “Connect” button.

If the RCU responds, the database tabs
will be added to RCU connect and
“Connection to RCU OK” will appear in
the traffic display.

The RCU Probe is now connected to the
RCU and will be retrieving database
status data and events.

If connecting to the RCU has not been
successful, please refer to the
Troubleshooting on page 18 for your
symptoms.



Selecting network adapter

On PCs that have more than one network
adapter (e.g., Ethernet and Wi-Fi), it is
necessary to select the port for RCU Probe to
listen on and to send commands to the RCU.

If the PC only has one network adapter, the
option to choose a network adapter will not
be given and RCU Probe will default to the
only available adapter.

A user will be asked to select the adapter
the first time RCU Probe is started and this
selection will be saved for every time RCU
Probe is started thereafter. However, the
user can modify this selection by pressing
the “Select Network Adapter” button on the
main screen.

When asked to choose a network adapter,
the user will be given a choice of two or
more network adapter IP addresses. Pick the
appropriate adapter IP address and press the
“Select” button (refer to Figure 7).

| ]

Choose which Network adaptor to process
RCU messages to and from?

g Please Choose Network Adaptor

192.168.100.189
140.231.19.148

Select

Figure 7

The IP address of the network adapter will
be the IP address which was previously
configured during the PC configuration for
RCU Probe.

Selecting time standard

Typically, an RCU will have its internal clock
time in UTC. The “Time Standard” setting
can be used to apply the local PC time zone
offset to time stamps received by RCU
Probe.

Connect

Time Standard
@ UTC

Local

Figure 8

If the “Time Standard” is set to:

m  UTC: the time stamps received by RCU
Probe will not be adjusted by RCU Probe
and will be shown “as is.”

m  Local: the time stamps received by RCU
Probe are adjusted by the local PC time
zone offset before being displayed. This
will only be useful if the RCU is using
UTC (and that is the normal mode for
the RCU).

The RCU Probe clock shows host PC time in
the time standard chosen. However, sending
current time to the RCU via RCU Probe will
always be sent as UTC.
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Using RCU Probe to
view internal

database

RCU Probe gives a user a view into the
internal database of an RCU. This allows the
user to verify the status data and events
that are being received via the SCADA
network.

RCU Probe also gives the user the ability to
manually override points and send controls
and time to the RCU.

A REU Probe

Main | ACULine | Phage A | Phase B | Phase C | All Points | Cantrols | All Events|

Digital Paints - double click 1o wide 2 paint to the RCU

Analog Paints - double click 1o write a point to the RCU

Time Tag of Last o™
PID  MName Stale Eventsentto ON RST [op
Pratocol

1 Remote Contral niOf
2 Batery Needs 1o be Replaced

3 Soure gy On

T 1 o

5 Conguranmriror

6 Locked Out

7 Need Time

32 Tribalfoult

57 Durnmy Point

64 BaneryOn

101 Remote Control Enabled

102 Operator Panel On

103 Sending Phase A Contiol

104 Sending Phase B Consel

105 | Sending Phase C Conrel

106  Sending Line Control

107 Operator Panel Phase A Controls Enabled
108 Operator Panel Phase B Conticts Ensbled
109 Operatar Panel Fhase C Controis Enabiled

1310513 06:07.45.671

1310513 060745671 |
1310513 060745671

310813 060745671

cloleleo oclolecoelc~oe~oaoe
clojeeeclojlecocleleooeeaae

cloloooololooosloosooo oo
olo|alalslolaf=s]o|a| ==l |a ===

Events - click 1o freeze. double chck 10 resume ackng

PID  Name

 Protocol Messages Recaived wih Errors
Protocol Messages Sent
_Hmﬂmrl

Time for baieey 1o descharge om full untl need 1o |
erves dormarnt mode

| |OPID: 104 Seate: 0 Flags: 1000 @& 310513 060745671

DPID: 32: Swate: 0 Flags: 1100 @ 310613 060745671
DPID: 106 State: 0 Flags: 1000 @: 310513 060745671 3
DPID: 103 State 0 Flags: 1000 & 310513 060745671

110 |Oper Li

Traffic ] Logto Text Fie. Caarlog |

16:06:40 816 - Alempling 1o connect to LIDP Syslog socket 514.
16:06:40.821 - Waiting for 3 client.

16:06:46.708 - New Client Available: 192.163.100.36
160744 016 - 1, SYSLOG: Virtual RCU Connection accepted

Send Time | 31/05/13 06:07:55
Send Soech
Tew 310513 060640 12

| oo M Fikds || Relrosh Al Points

‘ Item ‘ Description
1 Digital data
2 Analog data
3 Event log
Figure 9




Database screen

Once connected, RCU Probe will
immediately send a message to the RCU to
get the current status of all internal
database points. This status data will be
available to be viewed across a number of
tabs which show logical subsets of the
database for ease of use.

m RCUlline: Digital and analog data and
events that are derived from the RCU
itself or where the data refers for the
Fusesaver line.

= Phase Alphase B/phase C: Digital and
analog data and events that refer to a
particular phase Fusesaver.

= All points: Full list of all digital and
analog data and events from the RCU
internal database.

The database status screens in Figure 10 are
split into two windows — one for digital
points and one for analog points.

The time tag is only shown for points that
have had an event generated. The time tag
will be the time tag of the last event
received for that point. If no events have
been generated for a point, the time tag will
be blank.

Each database point will be updated when
the point changes or when an event is
generated for the point. To ensure the RCU
Probe database is correct and up-to-date,
the “Refresh All Points” button can be used.
The “Refresh All Points” button will update
all points in the database.

The “Clear All Fields” button can be used to
clear the state/value, time tag and qualifiers
of all points on all RCU Probe screens. In this
case, the “Refresh All Points” button must be
pressed to get the current status again.

Figure 10
Time Tag of Last oM
PID  Name State Eventsentto OM RST LST

Protocol

1 |Remote Control On/Off

2 l Battery N&edstc.r be Replaced
3 . Source Power On

4 . Solar Panel Problem

5

Configuration Error

The windows show the internal database
point ID (PID), the name of the point, the
state or value of the point, the time tag of
the last event received for the point and the
state of the qualifier flags.

The point qualifiers are represented as
follows:

m  ON:Online
m  RST: Restart
m  CM LST: Communications lost.

For explanation of the qualifiers, refer to the
RCU protocol instruction manual
(IC1000-F320-A200-X-XXXX).

Note that the override qualifier is not shown
in the display. Override is indicated by red
color display.

=R NE-RE-0
k| ek | ek | sk | sk [
= oo | oc =
o |olo|olo @



12

Events

Most points in the RCU internal database
generate events on change of state/value
and always generate events on change of
qualifiers. When connected, the RCU will
send these events to RCU Probe. The events
will contain the new state/value, qualifier
flags and the time stamp for the event.

When RCU Probe receives an event, the
event will be added to the events list on the
“Controls/All Events” screen. The event will
also be added to the events list on the
screen which contains the points ID as part
of the database subset (e.g., Phase A event
will appear on the Phase A screen events
list. The database status and time tag will
also be updated with the new event data)
(refer to Figure 11).

Figure 11

Events - click to freeze, double click to resume tracking

DPID: 18: State: 1 Flags: 0101 @: 03/06/13 10:35:34.801
DPID: 21: State: 0 Flags: 1111 &:03/06/13 10:3540.015

The event qualifier flags are represented in
the following order:

Online — Restart — Communications Lost
— Override

The event time tag will be adjusted to local
time standard if local time standard is
selected when connection to the RCU is
made.

Figure 12

5 Communications Module A - 1
Communications Ok

Communications Medule B - ;
Communications OK :

10 Communications Module C - 0

Communications OK

Color codes

Color codes are used to help determine
what data has changed when an event is
received. Events from the RCU contain the
new state and qualifiers of the point. The
event does not indicate if the event was due
to a change in qualifier, state/value or both.

When RCU Probe receives an event, it
compares the event data with the last event
data it received for the point. Following this
comparison, RCU Probe can determine what
actually changed and highlight the data
changes that caused the event.

A green highlight on a statelvalue or
qualifier indicates that the last event for this
point changed this state/value or qualifier
(refer to Figure 12). The time tag for this
point relates to changes to the green
highlighted value/state or qualifiers. In the
example, events were received for
communications module A and B —
Communications OK Restart flag cleared and
state set. The other qualifiers were
unchanged.

31/05/13 06:07:48457 | 1 [i ] 0

310513 06:08:07.608 | 1 0 0



Figure 13

4 . RCL - Solar Panel Problem
5 | RCU - Configuration Errar 0
6 |RCU - Locked Out 0

A yellow highlight indicates that this is the
first event received for this points and the
point change is unknown. As the event is
the first event received for the point, RCU
Probe has no previous event to compare
against so cannot highlight which state/
value or qualifiers changed. In the example
in Figure 13, this is the first event received
for RCU — Configuration Error.

Figure 14

Communications Module A -

5 Battery Life Remaining

6 Communications Module B -
Battery Life Remaining

- Communications Module C -

Battery Life Remaining

Sometimes a state/value or qualifier will be
highlighted in blue. This indicates that the
status of this data has changed but an event
was not received. This may happen for
points that do not generate events on status
change or if the event is delayed (e.g.,
retrieval from Fusesaver).

A blue highlight indicates that the time
stamp does not relate to the current state/
value or qualifier that is highlight in blue. In
the example above, communications
module A — Battery Life Remaining had
received an event that cleared the Restart
flag. Following this, the status value
changed to 66. The status change has been
highlight in blue as this value does not
correspond to the time tag adjacent (refer to
Figure 14). The time tag still corresponds to
the Restart Qualifier highlighted in green.

Figure 15

I3 | LINE \LUIment Un

18 |Permanent Fault Occurred
21 |Cleared Fault Occurred
24 | Detected Fault Occurred

]
310512 06:08:58137 | 1 | O
1 0

66 31/0513 06:09:31.091 | 1 0 o

85 31/05M13 06:10:08.638 | 1 0 o

A red highlight (refer to Figure 15) indicates
the point has its override flag set. The point
data or qualifier has been overridden by the
user with RCU Probe.

When a point has been overridden, the RCU
will not update the state/value or qualifiers
with valid data. The data will only be
changed by subsequent override operations
by the external tool. To clear the override
flags and revert the points back to be
updated with valid data, the RCU must be
reset. In the example, Permanent Fault
Occurred and Cleared Fault Occurred both
have their override flags set.

U u | u

B 03106113 10:35:34.501 [N O

D0 030613 10:35:40.015
0

0 1 o

13
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Strings

RCU Probe will download all RCU strings on
connection. The “Get Strings” button can be
pressed to update the strings after
connection.

Some protocol database strings may get
updated while the RCU is running. To view
the updated strings in RCU Probe, the “Get
Strings” command must be sent as the
strings are not updated automatically on
change of value.

Controls

RCU Probe gives the user the ability to send
controls to the RCU in much the same way

as a SCADA system would. Controls can be

sent via the “Controls | All Events” screen.

_Events - click to freeze, double click to resume tracking
|DPID: 32: State: 0 Flags: 1100 @:31/05/13 06:07.45671 |l

|DPID: 106: State: 0 Flags: 1000 @:21/05/13 06:07:45671

DPID: 14: State: O Flags:
|DPID: 17: State: 0 Flags:
|DPID: 20: State: 0 Flags:
'DPID: 23: State: 0 Flags:

|DPID: 33; State: O Flags:
‘DPID: 36: State: O Flags:

1
1
1
1
1
1
T
1
1
{DPID: 42: State: 0 Flags: 1
‘DPID: 45: State: 0 Flags: 1
DPID: 48: State: 0 Flags: 1
'DPID: 51: State: 0 Flags: 1
{DPID: 54: State: 0 Flags: 1
'DPID: 58: State: 0 Flags: 1
'DPID: 61: State: 0 Flags: 1
'DPID: 65: State: O Flags: 1
| DPID: 68: State: 0 Flags: 1
| DPID: 71: State: 0 Flags: 1
1
1
1
1
1
1
T
1
1

‘DPID: 74: State: 0 Flags:

|DPID: 80: State: 0 Flags
DPID: 98: State: 0 Flags:
'DPID: 83: State: O Flags:
'DPID: 86: State: 0 Flags:
|DPID: 89: State: 0 Flags

DPID: 113 State: 0 Flags:
DPID: 116: State: 0 Flags: 1100 @: 310513 06:07:45.671
‘DPID; 119: State: 0 Flags: 1100 &; 310513 06:07:45.671
'DPID: 122: State: 0 Flags: 1100 @: 310512 06:07:45.671
{DPID: 125: State: 0 Flags: 1100 @: 31/0513 06:07:45.671 A

To send a control, the user presses the
desired control button. Feedback for the
control can be viewed in the traffic box
(refer to Figure 16).

DPID: 08: State: 0 Flags: 1100 @&: 3105113 06:07:45671

DPID: 11: State: 0 Flags: 1100 @:31/05/13 06:07:45.671
@: 310513 060745671
- 3110513 06:07:45.671
- 3110513 06:0745671
310513 060745671
1310513 060745671
- 31/0513 06:074567
- 310513 060745671
- 3105113 06:0745.671
- 310513 06:0745671
- 3110513 06:0745671
- 310513 06:0745671
3105113 060745671
-31/0513 06:074567
- 31/0513 06:074567
- 310513 06:0745.671
- 3105713 06:0745.671
- 310513 060745671
- 3110513 06:0745671
:31/05/13 06:0745671
310513 060745671
310513 06:074567
- 310513 06:0745671
:31/05/13 06:0745671
- 3105/13 06:07.45671
- 310513 06:0745.671
- 31/0513 060745671
- 310513 060745671
1310513 06074567
0 @:31/0513 06:07:45.671

"

DPID: 26: State: 0 Flags:
DPID: 29: State: 0 Flags:

DPID: 39: State: 0 Flags:

DPID: 95: State: 0 Flags:

DPID: 77: State: 0 Flags:
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DPID: 92: State: 0 Flags:
1

[ Main | RouiLine | Phase A | Phase B | Phase ¢ | Al Points | Controls/ All Events

Direct Protocol Digital Controls
0 Clear Protocol Counters |
1 | AlPhaseTrpGanged | | AllPhase Close Ganged |
2 | AiPhaseTrpAny ||  AlPhaseCloseany |
N T | —r——
4 B Phase Trip | 8 Phase Close |
5|  CPhaseTip ||  CPraseClose |
6 | RCUDummy Control Triip | | RCU Dummy Control Close |
7 | FSDummyConwolTrip | | FS Dummy Convol Close |
8 | RCU Clear Flags |
9 | SetRemote Protection Mode Normal ]
10 | Set Remote Protection Mode Fast Single |
11 | Set Remole Protection Mode Off ]
12 | SetRemote Protection Mode Normal Single |
13| Reboot RCU ]
14 | SetRemote Protection Mode Fast |
15 | SetProtection OfiBit | | Clear Protection Ofi Bit |
16 | Setl Bt || Clearinstantansous Bit |
17 | SetNoRecloseBit | |  ClearNoRecloseBit |

Traffic [} Logto Text File

16:06:40.816 - Attempting to connectto UDP Syslog socket 514

16:06:40.821 - Waiting for a client .

16:06:46.708 - New Ciient Available: 192.168.100.36

16.0744.016- 1, SYSLOG: Virtual RCU Connection accepled

o Send Time | 31/05/13 06:11:42

Send Speciic :
Time: 3N/0513 06:06:40

[ Clear All Fields HR&MNIP&M
b

Figure 16



Override point data

RCU Probe gives the user the ability to
manually override the state/value and
qualifiers of points. To override a point,
double click on the point row in the point
status window.

A “Write Database point” window will pop
up for the point that has been double
clicked (refer to Figure 18). The default data
to be written to the point will be the current
status data. The user can modify the data to
be sent and then press the send button to
write the new data to the database point.

When a point has been overridden, the RCU
will not update the state/value or qualifiers
with valid data. The data will only be
changed by subsequent override operations
by the external tool. To clear the override
flags and revert the points back to be
updated with valid data, the RCU must be
reset.

Sending time

The RCU internal clock is normally updated
by the SCADA system. RCU Probe may also
update time to the RCU.

| e ‘31;05;13 06:08:36

Send Specific
Time 31/05/13 D6:06:40 3

Figure 17

The “Send Time" button (refer to Figure 17)
will send the current PC time in UTC
standard to the RCU, regardless of the time
standard selected on connection to the RCU.

It may be desired to send a specific time to
the RCU for test purposes (e.g., to verify the
SCADA system is updating time correctly). In
this case, a specific time can be manually
written to the “Send Specific Time” box and
sent to the RCU.

Sending time to an RCU via RCU Probe will
set the “Need Time” DPID in the protocol
database. If connected to a SCADA system,
the RCU time may be automatically changed
back to SCADA time when the SCADA
system registers that the “Need Time” point
is set.

Locked Out 0 L

103

| " A "
7T [ B
22 | &Y Write Database point ESR eSS
57 Poirt 1D State Analog Value [ Cancal ]
64 & =0 5 0

101 fand
102 |¥| Online Fag Restart Flag Comm’s Lost Flag

Figure 18

Disconnecting

When finished, RCU Probe can be
disconnected from the RCU by pressing the
“Disconnect” button on the main screen.

If the communications to the RCU failed
while the RCU Probe is already in session
(e.g., cable disconnected, RCU turned off),
all database fields will darken to indicate
that data is not being received anymore. If
communications are re-established, the
fields will lighten again. RCU Probe will not
automatically disconnect if communications
to the RCU are lost.

When finished probing an RCU, it is
important to ensure that the RCU
configuration is reverted to the standard
configuration. If the RCU configuration is
left with RCU Probe enabled, the RCU
Ethernet port will be enabled which will
affect power consumption of the RCU in the
field.

Hints and tips:

m  Clear list box: Right click on an event list
or the traffic list and click “Clear Listbox”
to clear the contents of the traffic list.

m  Clear all fields: The “Clear All Fields” can
be used to clear all of the database
state/value and qualifier fields. The
fields will be update when an event is
received for the point or when “Refresh
All Points” is pressed.
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RCU Probe provides a mechanism to ping an
IP address directly. Under some
circumstances users may have difficulty
communicating with an RCU due to
corporate firewalls, incorrectly configured IP
parameters, etc. The ping utility allows the
user to verify that RCU Probe can or cannot
communicate with the RCU IP address in
question.

To use the ping IP address utility, press on
the “Ping IP Address” button on the main
screen (refer to Figure 19). Input the IP
address of the RCU you are trying to
communicate with. The default RCU IP
address will be 192.168.100.36 unless
manually configured otherwise.

Press the "Send” button to send a ping. The
ping result list will output one of the
following results:

Ping reply from xxx.xxx.xxx.xxx in 0 ms:
The ping was successful. The response
time will normally be 0 ms on a direct
Ethernet connection.

No ping reply: The ping failed — the IP
address may be wrong, firewall could be
filtering the messages, RCU not powered
up, etc.

This is not a valid IP address. The IP
address must be a valid IPv4 IP address.

= Command Prompt - o=

icrosoft Windows [Uersion 6.2.9208@1
(c?» 2812 Microsoft Corporation. ALl »ights

Users~Microzsoft>

Connect Refresh

Time Standard —————————
@ UTC Local Ping IP Address

|.‘—‘:|:‘|:f::v‘_’3:'l1

-

ozl Ping
hange the
Ping IP Address
192,168.100.36
Ping Resutt 4
0K e

If RCU Probe is having difficulty
communicating with an RCU, it is helpful to
establish if the issue is with the RCU/PC
configuration or with firewall permissions of
the RCU Probe application.

By using the ping command from the
command prompt, the RCU/PC configuration
can be verified as the PC can send and
receive messages to the RCU.

To ping an RCU from command prompt:
1. Click on Windows® “Start.”

2. Click "Run” or (type run into the search
in Windows® 7 or Windows® Vista).

3. Type “cmd” and press “OK.”

4. The screen in Figure 20 should appear.

reserved.




5. Type the following command: “ping
192.168.100.36" (or the IP address of
the RCU that you have configured).

6. Press “enter.”

If the ping is successful, you will be
presented with an output similar to the
following in Figure 21 on the command
prompt.

inging 192.168.180.36 with 32 hytes of data:

eply from 192.168.1080.36: hytes=32 tlme{im., ITL= 255
eply from 192.168.100.36:- hyte s

eply from 192.168.16008.36: ]‘H.rt

Reply from 192.168.108.36: bute:

ing stat E fnr 192 .168.1688 Th,

AL

Packets: Sent 4, Received 4, Lost = B <8+ loss>.
pproximate round trip times in nilli—ﬁecunds:

Hinimum = Bms. Maximum =

If the ping fails, you will be presented with
an output similar to the following on the
command prompt in Figure 22.

inging 192.168.188.36 with

Bmz, Average = Hms

32 bytes of data:

eply from 148.231.19.12%9: Destination hozt unreachahle.
eply from 148.231.19.12%9: Destination host unreachahbhle.
eply from 148.231.19.12%9: Destination host unreachahbhle.

eply from 148.231.19.12%9: De

stination host unreachahbhle.

ing statistics for 192.168.180.36:
Packets: Sent = 4, Received = 4, Lost = B {Bx loss>.

If the ping is successful, then
communications between the RCU and the
PC are OK, any issues with RCU Probe
communications are most likely with the
firewall permissions of RCU Probe.

However, if the ping fails, then this means
that the PC cannot communicate with the

RCU, which could be an RCU configuration,
PC configuration, or a PC firewall problem.

The following instructions are for a PC using
Windows® firewall.

If RCU Probe is not communicating with the
RCU, it could be because Windows firewall is
filtering out the messages to/from RCU
Probe.

To check the firewall setting on your PC:
1. Go to Control Panel
2. Click “Windows firewall”

3. Click on “"Allow a program or feature
through Window firewall” or the
“Exceptions” tab on Windows® XP.

4. Find RCU Probe in the programs list.

If RCU Probe name is not ticked, then it is
likely that it is being blocked by Windows
firewall. If all of the network groups are not
ticked, then the unticked network could be
blocking the RCU if it is on that network.

Note: RCU Probe uses communicates using
UDP packets on port 514.
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*For DNP3 protocols. If using
another protocol, refer to the
protocol manual for your
protocol.
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Troubleshooting

RCU IP address does not appear in
“Choose RCU” list

There are a number of reasons which could
cause this situation. As a first step, take note
of any warning messages that pop up or
that appear in the traffic log.

Use the following checklist to help diagnose
the problem. The possible reasons for the
symptoms could be:

1. Ethernet Connected LED on the RCU is
not green.

= RCU power is off.
®  RCU cable is not connected.
m RCU Probe is not enabled on the RCU.

2. Cannot ping RCU from command
prompt. See Ping RCU from command
prompt on page 16 from command
prompt.

m PCis not on the same subnet mask as
the RCU. Refer to page 6 step 5 of the
Windows® 7 configuration instructions.

m PCdoes not have auto-sensing MDIX. In
this case, you will need to use a Cat 5
crossover cable or a network switch to
interface between the RCU and the PC.

m  PC firewall is blocking communication to
that IP address.

3. Cannot ping RCU from inside the RCU
Probe application.

m PC firewall is blocking the RCU from
communicating on with the RCU IP
address or on the RCU Probe port (514).

Cannot connect to RCU IP address in
choose RCU IP list

If you can see the RCU IP address in the
address list but cannot successfully connect
using the “Connect” button, the most likely
cause is that the PC firewall is blocking some
messages to or from the RCU.

Events in RCU Probe do not appear as
SCADA events

If events are being received and displayed
on RCU Probe events lists but they do not
appear as SCADA events this could be:

m  The SCADA protocol mapping has been
modified to set some points to not
generate events. Points that have been
mapped to not generate events on the
SCADA will still generate events in RCU
Probe. Refer to protocol instruction
manual IC1000-F320-A200-X-XXXX*
and RCU Connect installation
instructions in the RCU operating
instruction manual
IC1000-F320-A198-X-XXXX.

Sending time does not update RCU time.
If the time is not being updated to the time
sent by RCU Probe it could be:

= Sending time to the RCU will set the
need time point, DPID 7 in the RCU. If a
SCADA system is connected to the RCU,
it may update the RCU time
automatically when it sees this point set.
As such it may not be apparent that the
time sent by RCU Probe has been
accepted by the RCU as it immediately
gets set again by the SCADA.

m The RCU Probe “Send Time” button sends
UTC time, regardless of what is shown in
the RCU Probe clock display, which can
be in UTC or in local time.



RDU SCADA protocol

testing

General

RCU Probe can alter the state/value and
qualifiers of the RCU internal database and
send controls to the RCU. RCU Probe should
not be used on a site in-service.

When finished with an RCU Probe session,
the RCU should be restarted to ensure any
overridden protocol database points are
reset and control of the point given back to
the RCU.

When protocol has been verified, the RCU
should be configured to “RCU Probe
Disable.”

Workshop testing

When integrating RCUs onto the SCADA
network, it is recommended to first verify
the SCADA system can successfully
communicate with a RCU using the SCADA
protocol in question.

To verify this SCADA protocol, the following

example guidelines are given. The following
is a basic example for the DNP3 protocol and

will need to be adjusted for your protocol
and the SCADA system requirements.

1. Perform integrity poll to read all digital
and analog point status data.

2. Use RCU Probe to modify all digital and
analog database points that have been
mapped to the SCADA protocol. Verify
these events are sent to the SCADA
system after an event poll or unsolicited
if enabled.

3. Read a specify database point verifying
the result with RCU Probe for that point.
Repeat for a number of points.

4. Send controls to each and every control
point. RCU Probe can be used to monitor
if the control is been received. It is
recommended to have Fusesavers
configured to work with the RCU in
order to fully verify the controls to
Fusesavers.

5. Synchronize time with the RCU. RCU
Probe can be used set the time of the
RCU an old time/data using the “Send
Specific Time” button. Verify the RCU is
now using an old time by overriding a
point to generate an event with time
tag. Update the time in the RCU using
the SCADA system and again verify the
time is now correct by generating some
events with time tags.

6. Get all device attributes (strings). Read
all of the RCU strings using the “get all
device attributes” command.

Support

Contact regional service centers, sales
offices or the factory for details, or
telephone Siemens field service at +1 (800)
347-6659 or +1 (919) 365-2200 outside the
u.S.
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