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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG (“Siemens”). They are non-
binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with industrial security functions that support the secure
operation of plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the Internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: https://www.siemens.com/industrialsecurity.
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1 Introduction

1 Introduction

1.1 Overview

Cloud computing is an important prerequisite for exploiting the benefits of
digitization in the industry. With the SIMATIC CloudConnect 7 Industrial loT
Gateways, existing systems can also be easily connected to a wide variety of cloud
platforms that support the standardized MQTT protocol, such as MindSphere.

Figure 1-1
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1 Introduction

1.2 Applicative implementation

The application example shows you how you can connect new and existing
systems to a cloud platform. In the example, a SIMATIC S7 300 CPU is connected
to MindSphere via Ethernet. This is realized via the loT Gateway SIMATIC
CloudConnect 712. An existing project planning in STEP 7 does not have to be
changed, since CloudConnect 712 is configured via its own Web Based
Management.

Figure 1-2

=

=

SCALANCE M874-2 ’

CloudConnect 712

B PROFINET/IE
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1 Introduction

1.3

Advantages

Note

Configure exist

Function principle of the CloudConnect 7 Gateway

The Industrial IoT Gateway SIMATIC CloudConnect 7 (SIMATIC CC7) makes it
possible to read data easily and reliably from S7-based devices and transmits them
to various cloud platforms such as MindSphere, Microsoft Azure or Amazon Web
Services using the standardized MQTT protocol. The data management for existing
S7 controllers can continue to be imported for quick and easy configuration.

SIMATIC CC712 enables the connection of a SIMATIC CPU via Industrial Ethernet
using the S7 protocol.

SIMATIC CC716 enables the connection of up to seven SIMATIC CPUs via
Industrial Ethernet or PROFIBUS/MPI.

The connection to Cloud systems via Internet or mobile communication can either
be made via an existing network infrastructure or can be directly realized through
the combination with the Industrial Ethernet routers SCALANCE M.

In addition, the data read by subordinate S7 stations via SIMATIC CC 7 can be
made available as OPC UA variables (server). This enables standardized data
exchange, e.g. with MES systems or HMIs and controllers from other
manufacturers.

e 0T data transfer to cloud-based solutions for existing SIMATIC S7 systems
(investment protection).

e Quick and fault-free configuration by data transfer from SIMATIC STEP 7 or
TIA Portal

e Event-driven communication reduces the network load and the data exchange
costs

MQTT is based on a publish/subscribe mechanism. Devices send messages to a
topic (Publish). Devices can also create a subscription at the MQTT Broker and
receive all subscribed messages forwarded by the broker. The subscriber
function is not implemented up until FW 1.1.5.

ing plants with CloudConnect 7
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Components used

The following hardware and software components were used to create this

application example:

Hardware components

Software components

Table 1-1
Components Quantity Article number Note
SIMATIC CloudConnect 1 6GK1411-1AC00 Firmware V1.1.5
CC712
SCALANCE M874-2 6GK5874-2AA00-2AA2 | -
SIMATIC S7-300 9ES7 315-2EH14-0ABO | -
Table 1-2
Components Quantity Article number Note
STEP 7 V5.6 SP1 1 6ES7810-4CC11-0YA5 | -
MindSphere 1 With the following apps:
e Asset Manager
e |oT Extension
¢ Fleetmanager
Browsers 1 Any browser Google Chrome was
used.

This application example consists of the following components:

Table 1-3

Components File name Note

Documentatio | 109766675_CloudConnect_MindSphere_DOC_en_V20.pd | This

n f document

Project 109766675_CloudConnect_MindSphere_ CODE_V20.zip STEP 7
project and
CC7
project
engineerin
g file

Configure existing plants with CloudConnect 7
Entry ID: 109766675, V2.0, 03/2020




© Siemens AG 2019 All rights reserved

2 Engineering

2 Engineering

This chapter shows you the required configuration steps. You will also find
instructions on how to put the sample project into operation.

2.1 Hardware setup

In the following figure you can see the hardware structure used in the example:

Figure 2-1

Cloud e.g.
MindSphere

=

SCALANCE M874-2

S7-300

1L

CloudConnect 712

B PROFINET/IE

The robot is simulated in a SIMATIC S7-300 CPU.

Configure existing plants with CloudConnect 7
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2.2

221

Configuration

In order to connect your existing system to a cloud service (e.g. MindSphere),
project planning in Web Based Management of the CloudConnect 7 gateway and
in the cloud used is necessary. You do not have to make any changes to your
STEP 7 project if the "PUT/GET" function is activated in the controller. The data
points sent to the cloud can be created manually or by importing an existing data
block source.

Export data block source from a STEP 7 project

This chapter describes how to create and export a data block source in SIMATIC
Manager. The prerequisite for this is that you save/store the relevant data in data
blocks. If you want to create the data points manually, you can also select other
memory areas.

1. Open your STEP 7 project with SIMATIC Manager.

2. Open the editor, e.g. by opening a block.

3. Generate a block source via "File > Generate Source...".
4

Assign a meaningful name (e.g. the name of the data block) and confirm the
dialog with "OK".

Mew
Entry point: Wiew:
|F'roieu:t ﬂ |Eomponent\-"iew j " Online ™ Offine
M ame: Storage path:

| 103766675_CODE_V10 w] |EDserstKMTDeskiop aiwBsh 10976 Browss... =

E"@ 109766675_CODE_Y10
=-{ SIMATIC 300
=@ cru 352 PNDP
E-+{z7] 57 Program(1]
LB Sources

Obiect name: [DataT oCloud

Obiect type: |STL TOLICE J

ak Cancel Help

Configure existing plants with CloudConnect 7
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5.

Select the data block that contains the data to be sent to the cloud. Click "OK"
to confirm your selection.

Generate source DataToCloud »

MHate: Autarnatic generation of single sources per block:
tenu 'Options' » 'Custamize’ in the 'Sources' tab

Path: 109766675_CODE_V10ASIMATIC 30MCPU 315-2 PNADP...

Blocks Mot Selected: Blocks Selected:
OB35
DEZ InetSinulation

v e

Mame/F amily:

Addrezses
[ Include reference blocks " Absolute
¥ Sort according to program stucture * Symbolic

[ Source cof\\hecksum of the blocks
§<)
ok ﬂ’*‘ =4 Cancel | Help |

Close the editor and switch to the "Sources" folder. Select the generated
source and export it via "Export Source...".

=-f&p 109766675_CODE_V10 Objey
El IMATIC 200

= [@ cru 3152 PN/DP

=52 57 Progiam(1)
-{p] Sources

Blocks

Open Object Ctrl+Al+O [

Last modified

Ctrl+X
Copy Ctrl+C

Paste Ctrl+V
Delete Del
Insert New Object \ »
PLC 3 3
Compile Ctrl+B
Export Seurce... 2 4

Print. »
Rename F2
Object Preperties... Alt+Return
Special Object Properties »

Configure existing plants with CloudConnect 7
Entry ID: 109766675, V2.0, 03/2020 10
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7. Save the file to any location with the ".awl" extension.

# Bxport source d
Look in: | [ Desktop j &% BB
Marne Date modified Ty
10976667 53/16/2019 2:31 PM Fi
AWB= 571772019 8:13 AM Fi
| | DataTaCloud.awl 516/201911:15.8M A
( Ao (B)
1 2
= 4
File name: DataToCloud.awl Save
Files of type: |S-:-urces {*awl:*.gr7:* scl:*inp;*2g:* sdg:" sd j Cancel

The export of the data block as source has been completed.

222 Commissioning CloudConnect 7

CloudConnect 7 is configured using its own Web Based Management (WBM). No
additional software is required.

1. Connect your programming device to interface X2.

Open any web browser and enter the default IPv4 address in the address bar:
"192.168.0.55".

3. Log on to the device with the default user data:
- User Name: admin
- Password: admin
After the first login, you will be prompted to change the access data.

Configure existing plants with CloudConnect 7
Entry ID: 109766675, V2.0, 03/2020
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General settings
To make the general settings, proceed as follows:

1. Switch to the "Interface configuration” tab.
SIEMENS CloudConnect 712

Click here to apply changes

11:44 [
12.03.2020
Info © Interface configuration ;% * Process access b 0 Cloud configuration &~ Data points = = Maintenance 3¢ ~

Status Ethemet

Operating siate unning

Process communication @ nning

System runtime (dd-hh-mm-ss) 0d-00n-23m-43s
Serial number SVPD1234567
Article number 6GK1 411-1AC00
Hardware product version 1

U-Boot version 1.05

Software version V1.2.6

cLe CLP not plugged

Process interface (P2)

MAC address 08:00:06:CC:07:64
1Pv4
IP address 192.168.0.55
Subnet mask 255.255.255.0

Defautt router

2. Adapt the IP address and the subnet mask to your system. Save the settings.

Process interface (P2)

MAC address 08:00:06:CC:07:64
1PV
IP address 192 168.0.55
Subnet mask 255.255.255.0 1

Default router

Cloud interface (P1)

Cloud interface in the same O

subnet

MAC address 08:00:06:CC:07:65

1Pv4
IF address via DHCP O
IP address 172.16.62.35
Subnet mask 255.255.0.0
Default router 172.16.01

IPVE O

DNS server

Preferred DNS——< 1721601

Configure existing plants with CloudConnect 7
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3. Switch to the "Maintenance > System time" tab.
4. Activate the use of an NTP server and set it up.

Info @ Nlguration & ~ Process access lu ~ OPCUA OO Cloud configuration &% ~ Data points =~ Maintenance 3% ~

. < System time
System time
Certificate ma) 3
Use NTP server User
Firmware

NTP e \ de.pool.ntp.org Saving

‘Communication / Restart
Synchrenizatio \cycle (s) 64 v

Disgnosics
NTP (secure) [H] Logging
Key D o
Hash agortnm wos -
Key tommat asci :
ey
Time zone urce0z00 .
Time °
Date &
BN
Addition of station
To connect your control to the CloudConnect 7, proceed as follows:
1. Switch to the "Process access" tab.
SIEMENS
Info @ Interface configuration & ~ Process access b ~ oPcUA O Cloud configuration & ~ Datapoints i= ~ Maintenance 3§ ~

Station configuration

Process interface

MAC address 06:00:06:cc:07:65

1Pv4
IP address 192.168.0.55
Subnet mask 2552552550

2. Add a new station. Enter the station name and press "Add". Close the following
dialog window with "OK".

Info @ Interface configuration ;f ~ Process access [,

‘Xc ua @ Cloud configuration & ~ Data points =~ Ss X -
Add station

=
Station name §7-300

Configure existing plants with CloudConnect 7
Entry ID: 109766675, V2.0, 03/2020 13



© Siemens AG 2019 All rights reserved

2 Engineering

3. Select the newly created station and select "S7" as protocol for this example.

Then switch to the "S7" tab.

nfo @ nterface configuration & ~

Add station

Station name

Station configuration

Select station $7-300

=9

Settings s7

Protocol

Process access hu ~ OPCUA D

Cloud configuration & ~

Data points = ~ Maintenance 3§ ~

-

=i

BekiE ston '

4. Enter the IP address of the controller and select the corresponding controller
family. If you do not use the standard TSAP, remove the check mark and enter

the assigned TSAP. Save the settings.

nfo @ nterface configuration s ~ Process access ba -

Add station

Station name

Station configuration

Select station S7-200

Sellings ~ S7

IP address 192.168.0.1
Controller family S7-300/400
Standard TSAPs

Local TSAP 01.01
Remote TSAP 03.02

Polling cycle y
. 3
Save Delete station

123
=

Configure existing plants with CloudConnect 7
Entry ID: 109766675, V2.0, 03/2020
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Cloud configuration for MindSphere connectivity
Follow the steps below to connect to MindSphere.

Note To connect to the various cloud systems, you create profiles that contain the
configuration data. You can create several profiles, but only one profile can be
activated at a time.

1. Go to the "Cloud configuration > Profile" tab.

nfo nterface configuration - Process access - OPC UA Cloud configuration = Data points - laintenance

. Profile
Add profile

Publishe!
Profile name Subscril @

2. Enter a meaningful profile name and press "Add". Confirm the dialog with "OK".

OPC UA Cloud cenfiguration hd Data points - \air

nterface configuration - Process access -

Add profile

Profile name MindSphere

1 ) ‘
Profile selection 7

Profile

3. Select your cloud operator and the protocol to use. Currently only the protocol
"MQTT" is supported.
Then switch to the tab "MQTT configuration".

Profile selection

Profile MindSphere
Fhec

3
Evics{arame:ers

Settings MQTT configuration
Cloud provider MindConnect loT Extension
Pratocol MQTT

Enable profile

save Deletz profile

4. Select "v3.1.1" as "MQTT version” and enter the address of your MindConnect
loT Extension as "Broker address". These can be found, for example, in the
address bar of your browser. The name is composed as follows:
"TENANT.mciotextension.REGION.mindsphere.io".

5. Enter a unique name as "Client ID". The device logs into the MindConnect loT
Extension under this name. Check the box for "Authentication".

Configure existing plants with CloudConnect 7
Entry ID: 109766675, V2.0, 03/2020 15
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6. Enter your login data for the MindConnect lIoT Extension. Note that the
User name must be prefixed. This consists of your tenant name and a "/"
(e.g. "Siemens/"). Check "TLS" to activate encryption and save your entries.

Configure existing plants with CloudConnect 7

Entry ID: 109766675,

Profile selection

Profile

Settings MQTT configuration

MQTT version
Broker address
Broker port

Client ID

Keepalive interval (s)
Authentication

User name
Password

Clean session

TLs

TLS version

Last will / testament
Last will topic

Testament

Retain - Last will

s )
U
profile

Save Delete

V2.0, 03/2020

MindSphere
Cerlificates Device parameters
v3.1.1

TENANT.mciotextension.eu1.mindsphere.io

873
63

8

==}

CloudConnect712_SIOS
4

TENANT/Username

6

d=

o

O

B\ &
Q=

B
W=

Q

v
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7. Open a new tab in your browser to download MindSphere's root certificate.
This can be found on the following website:
"https://developer.mindsphere.io/resources/mindconnect-lib/resources-mclib-
cacert.html".

Select the certificate of your region and insert the certificate in any text editor.
Save the certificate with the file extension ".cer". Then switch back to the
CloudConnector WBM tab.

SIEMENS
[

Cloud Foundry & License A Commun

MindSphere Root CA Certificate Information for region Europe
1/ Europe 2

Resources

Common Name: QuoVadis Root CA 2 G3

Organization: QuoVadis Limited
Fleet Manager Plugin ~ Country: BM

Valid F:

i i 12, 2012
MindConnect Library ~ January

Valid Jenuary 12,

view Issuer: QuoVadis Root CA 2 G3, QuoVadis Limited

Serial Numbe 734245b81899b35£2cebB82b3b5baTZ6£07528

IBAgIURFCOJFUBizsl8s64Kzthy
BOAWSDELMAkGA1UEBhMCQkOxGTAXBGNVEAC!
BgNVBAMTFVF1b1zhzGlz IFTvb30gQ0EQMiBEMzA

SgWDQYJKoZ IThveNAQE:
1ZhZG1z TExpbW10ZWOxHIAC
02M3 AXMTIXODUSMZJaFW00
Mj AxMTIxODUSMz JaMEGxCzAJBgNVEAYTAk INMRkwFwYDVOQREXBRAW IWYWRpCyEM
aW1pdGVkMR4wHAYDVOODEXVRAWSWYWRpCyBSb2 S0 TENBTDIgRzMwgg T iMADGCSGG

MindSphere OS Bar ~

Mindsphere SDK for Java + STb3DQEBAQUAA4 ICDWAWGGIRAGICAQChriWyAR] cV4g/RuvSr+Lr I3HimtFhaiFf
Gg8nUeVuGxbULX1QsFN3vKg6YOTkApt BhpviiGo bt/ x8V £ SWVHhLL ShSEEMH EN MW
MindSphere SDK V2 for Java ~

MindSphere SDK for Node.js ~

07q414RB+6XrW 7 FFXmAGMaCyN+ggOp+oMiwhz2kd0560XbxMmOT FGmh 77 FOmERQL

MindSphere Web Components ~ ©09/NgJIBMSPac9PG/ Srj61¥xxsSscfr fSBmrODXfREVu+1V0OPOKa2MqlW/xPtbad0)
0GoT7RPjEiuA3GfmlbLNHi JukvhB1PLEFAeNi 1USxmnlulZoLlNesNKg
Open Edge Device Kit » IcGY5jDj21XHEm263GahVpkUGOCHE2+L1XSORELATT8pt SDTECeT/ AFr2XR4jYIVz

8e0055WulZK7ESEM4DnatDlXtas1qnTho4Ml 5zH e i FuuDITfROYKRVEYL,P43sh
vNURG3YBZw] gQQvDExVu+RQZ2aRrr+InUlYrAoosFCT5w0ICTybIxo/gbjhoUy3l
Nof/k1SN+IxWAlksB8aRxhlRbQE94Lrz4EEEVINFALrQ] yWeYWEw
w¥1wIDAQABOO TwQDA PBgNVHRMBA £ SEBTADACH/ MA4GA1UADWEB/ wOEAWTB
BjAdBgNVHO: goU7edvdlg/YoxIWaald
swrfradi P4VGywD11+5hdyLyam3
BarHakE7kNOTXLJIgapDwyM4DYvmL7 ftuk: wpD4kWi 1hMSA/ ohGHGPHRmA+RC
roijolhSfg7RpVMNGTlwvSAZYaRsOPKDMUHER, RIjEWnMLZW2miWe yAMO0Ga
W/ 2ZGY]eVYg3U0t4XAceo0LIx52 ID8DyeATkVIOVi Ye IyUqAHe rOb] ShLja TNG4n
1v1mNDthcnPxF1xHBl RIAHPYErAK7 4X9sbgzdWqTHELMY FSvHR/ JHyPLhGG EHOJE

FnGbx QYJKoZThvCNAQELEQAD

XK 40r36LLTnI1nMX66

NoX6X0uYvHXHAU4AShZ 6YNRDLT 1 9qxV6XU/ TyAgkwoljwDOHV
U2Rcxhb.

SM1MVerugOXou/ 983g7aE0GZzPuVB]+D77TvEcRrQ+NwmNEd
dbINWQe FFEM51vHEQSYP1k]Hs6YiSTHINDVER3uEGEV v/ SYUZINIOgpnIdsPNWNg

HVOyToV7B] jHLE]4sHRNJ=V3UvQDHE i mUF+T IDBuBoJDgz 2XhOdT+yHBTwB imoa 4
WSr2Rz0ZiC30heGe7IUL

SNMEd7Egro3] t23S0emmD3n+M

—————-END CERTIFICATE

8. Switch to the "Certificates" tab. Select the certificate you just saved and save
the settings. Confirm the dialog that opens with "OK".

Settings MQTT configuration Certificates Device parameters

MQTT server certificate manager

Impart certificate MindSphere_Root cer " Browse

No certificate imported

MQTT client ge=iicate manager

Use MQTT | @ )ate O

3

ave Delete profile

Configure existing plants with CloudConnect 7
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9. Switch to the "Device parameters" tab and enter the "Client ID" entered in

step 5 as the "Device name" here. Enter "c8y_MQTTDevice" as "Device type".

Save the entries you have made.

Settings MQTT configuration Certificates Device parameters
Device name CloudConnect712
Device type cdy_MQTTDevice

St

10. Activate the settings you have made. The device now logs into the
MindConnect loT Extension automatically.

Click here to apply changes

047 mm~- ? v 43 c-rl

= ®

Configure existing plants with CloudConnect 7
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Creating data points

Importing the data points

Note

1. Switch to the "Data points > Import variables" tab.

nfo Interface configuration - Proces: - OPC UA Cloud configuration

Import variables

Select station S§7-300 A

Data points = +

Data points

Import variables

2. Select the block source created in chapter 2.2.1 and import the file.

You have two options for creating data points. Either you create each data point
manually or you import a data block source that contains the data points.

The following configurations are shown using MindSphere as an example.

faintenance

2

)

nterface configuration - Proce: ess - OPC UA

Import variables

Configure existing plants with CloudConnect 7

Entry ID: 109766675,

V2.0, 03/2020

- Data points

®

Offset

Select station S7-300
Source file DataToCloud.awl
o
Import source file
3. Select the data points you want to import or import all data points.
Wl Delete Data point name Data type Operand area DB number
%] [ "DataToCloud"."Endpointx" REAL v DB v 1
M 1 (aToCloud"."EndpointY” REAL vy DB v |1
=) @a'{m‘,lcm "EndpointZ" REAL v DB v 1
%) "DataToCloud"."DrivingSpeed" REAL v DB v 1
M @ “DataToCloud” "Starting Torque” INT vy DB v| |1
[ | e

Browse

Length

If you want to import data points from several data blocks, first import all the
required data points before you start the assignment.

19
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4. Change to the tab "Data points > Data points".

nfo nterf: figuration

Import variables

Process access - OPC UA

Data points -

Data points

5. Select "Cloud" as "Target" and adjust the names of the data points if
necessary. Save the settings.

Data point configuration

Data paints

[ T (1)
Operand DB
Delet Target Data point name Data type area  number  Offset  Length Access

1 B | coud v DrivingSpeed i 1 1 Reag

2 ® ) cow ¢ R g 1 0 &

3. w u REA 1 2 Rea

4 B | cow v | Endpoiniz AL 1 8 ead

5 8 cow | stringlorue N 1 1 e
=X

Trigger 1

Import PLC ncnﬁg

Note With firmware V1.1.5 there is an error with the name resolution. Remove the
special characters from the datapoint names.
6. Switch to the tab "Cloud configuration > Publisher".
nfo inte nfiguration Process access - OPC UA Cloud configuration - é s Maintenance
Add group Proﬂ‘\ah '
Group Subscriber \j
Note Subscriber functionality is not available for use with MindSphere.

7. Create a new group. Adjust the topic if necessary. For MindSphere, the topic

must be "s/us" and will be entered automatically.

Add group

Group

Topic settings

Prefix

Suffix

Delete Group

@ Robot1

Configure existing plants with CloudConnect 7

Entry ID: 109766675, V2.0, 03/2020

Robot1

Topic

Qos

User data format.

c3

20
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8. Assign the data points to the newly created group and assign units in the
"Attribute” field.

Station assignment

Select station

S— ~ i ;

Data point nay g Data type sution Group Attribute
DrivingSpee! REAL 57-300 Rotot1 = ms
EndpointX REAL S7-300 Rogott =
Endpointy’ REAL 87-300 Robot1 = 4
Enaponiz REAL s7-300 Rogot1 =

StartingTorque INT &7-300 Rotol

D)

9. Activate the settings you have made. The data points are automatically created
in the MindSphere 10T Extension.

Click here to apply changes

L - ? v 043C c-bl

®

Manual creation of the data points
1. Go to the "Data Points > Data Points" tab.
2. Select the control and add a new data point.

nfo @ nterface configuration ¢ ~ Process access lu ~ OPCUA 3 Cloud cenfiguration &8 ~ Data points == ~

Data point configuration

Select station §7-300 v 1
‘

3. Configure the data point as necessary and then save the parameterization.

Operand DB
Delete Target Data point name Data type area  number Offset  Length Access. Trigger 1

| ] Cloud v Butienstan BOOL v v [ Reaq A Cyciic v o1 5

Configure existing plants with CloudConnect 7
Entry ID: 109766675, V2.0, 03/2020 21
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Note You can configure two different triggers per data point. You can see the different
trigger types in the picture.

Trigger 1 Trigger 2

Cyclic v 10 5 v Area outside v Low range lin High range lir
Cnce daily 10 5 v No trigger v
Once weekly
Cnce monthly 10 s v No trigger v
Deviation
Area outside )

10 ] v No trigger A
Area inside 99
Threshold HIGH
Threshold LOW 10 s ¥ | Notrigger v

4. Switch to the tab "Cloud configuration > Publisher".

nfo nterface configuration - Process access lu ~ OPC UA Cloud configuration &% ~ Data points =~ Maintenance 3§ ~
1
Profile
Add group
Publisher

Group Subscriber

5. Create a new group. Adjust the topic if necessary. For MindSphere, the topic
must be "s/us" and will be entered automatically.

Add group

Group Robot1

1
Topic settings
Prefix

Suffix

Topic [] Retain Qos User data format

O 0 v =

Delete Group

@ Robot1

6. Assign the data points to the newly created group and assign units in the
"Attribute” field.

Station assignment

Selectstaton s7-300 v
1
Group - =
Data peint nay Data type station Group Attribute
S7-300 b ms

DrivingSpee, REAL
Enaponix REAL $7-300 Rotot1 =
Endpointy REAL $7-300 Robot1 = 4
Endpointz REAL st.300 Root =
StartingTorque INT s7-300 Root = | Hm

Configure existing plants with CloudConnect 7
Entry ID: 109766675, V2.0, 03/2020 22
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7. Activate the settings you have made. The data points are automatically created
in the MindSphere 10T Extension.

Click here to apply changes

047 - ? v 0430 c-rl

®

Import of the project file

To save yourself the general project engineering effort, you can load the supplied

project file into CloudConnect 7.

1. Switch to the "Maintenance > Saving" tab and select the downloaded file
"109766675_CC712.cfg".

Info @ Interface configuration && ~ Process access la ~ QPCUA O Cloud configuration & ~ Data pgints = ~ |
1
CLP '

CLP formatting

1 CLP not plugged

Configuration backup

Configuration file

Maintenance 3§ ~

System time

User
Firmware

Saving

2 Communication / Restart
7 Diagnostics
Logaing

) Browse

Export configuration | Load to device

2. Load the file and confirm the dialogs. Then activate the changes.

Click here to apply changes

W =-[ 2 [ wsec ]

nfo @ Interfacs configuration &% ~ Process access - OPC UA T Cloud configuration &% ~ Data points = ~ Maintensr

CLP formatting

1 CLP not plugged

Configuration backup

Configuration flle m 2 Vi0cfg Browse

Hinweis  The user data is not changed. The certificates of the profiles have to be imported
again.

Configure existing plants with CloudConnect 7
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2.2.3 MindSphere setup

To integrate CloudConnect 7 as a gateway into MindSphere and view the data, you

will need the following applications:

e |oT Extension

e Asset Manager

e Fleet Manager

You can order the application via the MindSphere Store.

Asset Manager
1. Log into MindSphere and open the "Asset Manager".

E

Agent Diagnostic

MindConnect loT Extension Settings Usage Transparency

2. Create a new "Aspect".

@ Aspects

Assets
o Create aspect @ 5
o Filter \j.
Types
o0 AgentOnlineStatus
Aspects

\-) DeviceAssetStatus

Configure existing plants with CloudConnect 7
Entry ID: 109766675, V2.0, 03/2020

Fleet Manager

Visual Explorer
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3. Insert the required variables based on the data points created in chapter 2.2.2
and save the "Aspect".

Create aspect

— Aspect information

Type ID:

mt.R

pe ID canno

Name: *

RobotExample

Description:

This Aspect contains the Variables of the Application Example.

193 characters left
Choose category:

o The category of an aspect cannot be changed afterwards

o Dynamic

The aspect is used for time-series data

Static
The aspect is used for static data

— Variables

« Variable names must be unique inside an aspect.

o « Once a variable is added to the aspect it cannot be renamed or removed.

« The data type BIG_STRING is only available for a dynamic aspect.

© Addvariable

Name ¢ Data type Unit
DrivingSpeed @ DOUBLE mis
EndpointX DOUBLE cn
EndpointY DOUBLE cn
EndpointZ DOUBLE cn
Stay @3 INT Nm

3

Save

Configure existing plants with CloudConnect 7
Entry ID: 109766675, V2.0, 03/2020

Max. length
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4. Create a new "Type".

Note You can also use the automatically generated type "c8y_MQTTDevice". Go to
step 7 and select "c8y_MQTTDevice" as the type for the new asset.

@ BasicAsset

Assets

- @) Create type ;
. C yp

Filter

Types 1

Aspects
5. Assign a name and assign an "Aspect".
Create type

(=]

v
]
il
n
[
+
1
1]
)
LA
[44]
T

— Type information

Parent type:

Type ID:

Name: *

CloudConnect_RobotExample
Description: ? }Y

Description \\__/

255 characters left

+ Image

+ Variables

— Aspects

€

No aspects entered yet
our type

Add your first aspec

Configure existing plants with CloudConnect 7
Entry ID: 109766675, V2.0, 03/2020
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6. Search for the previously created "Aspect" and assignh a name. Then save the
settings.

Vaad

© Addaspect QO Browse aspects
Name ) Aspect Category
> Robot1 dfeskmt.RobotExample ~ | Dynamic Defined

3

7. Create a new asset.

@ dfcskmt

Assets
o Create asset
2

D y
\,_j Filter \j
T pes

o) deleted lkih

8. Select the newly created type.
Select type
Filter

a T @ =t NG
@ I a T a T
@ L\ L\
R R e
'x 2:2[:;\::::;22:::‘3 p? 'x Achim_Type 'x c8y_MQTTDevice

'ﬂ CloudConnect_RobotExample 'ﬂ EnMPRO_datamodel 'ﬂ EnMPRO_Test

'ﬂ EnMPRO_typeVariables ﬂ myType 'ﬂ TestAmberg

type_test_SPS_SITOP

]

Configure existing plants with CloudConnect 7
Entry ID: 109766675, V2.0, 03/2020 27
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9. Assign a unique name and save the changes.

— General

Type ID:

Name: *

CloudConnect712_Example

255 characters left

+ Location

+ Variables
— Aspects
Name Aspect Category
> Robot1 dfcskmt.RobotExample Dynamic

* Requr’re

=4

MindConnect loT Extension
The settings of CloudConnect 7 are managed in the MindConnect 0T Extension.

1. Open the MindConnect loT Extension via the MindSphere Launchpad.

Agent Diagnostic Asset Manager Data Exploration Fleet Manager

)

MindConnect loT Extension Settings Usage Transparency Visual Explorer

2. Open the device via "Devices > All devices".

Min ct loT Extension

3 Ildevlces-- : Q O == ® .

SIEMENS MindSphere

Configure existing plants with CloudConnect 7
Entry ID: 109766675, V2.0, 03/2020 28
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3. Adjust the update interval (e.g. 1 minute). Your CloudConnect 7 then
establishes an active connection to the MindConnect loT Extension.

« CloudConnect712_SIOS Q © =

*
- Measurements
& Alarms

& Control

) Events

.all Service menitor...

identity

More...>

4. Under "Measurements", you can observe values that have already been

received.

Note The Measurements item is not available until the data points have been sent for

the first time.

« CloudConnect712_SI0S Q © ik

* Info
il Driving speed Aggregation  Ng
B Alarms

& control

@

) Events

il Service monitor ‘ ‘ | [ HEEER | [ ] | ‘ ‘ | | ‘ ‘ ‘ | |

Identity

Endpointx

i §

e

Configure existing plants with CloudConnect 7
Entry ID: 109766675, V2.0, 03/2020
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5. Switch to "Device mapping > Device mapping".

B MindConnect
Fﬁ.\‘ loT Extension
DEVICE MANAGEMENT

»

Home

Devices

il |

Overviews

Groups

A

Device types

v

Device mapping ~

History data upload

Mannina tamnlate

I

@

6. Locate CloudConnect 7 and link it to the previously created asset. Add a new

mapping.
« Device mapping

Show All

“ Devices

CloudConnect712_SI0S

2

=/

)

Ma ppl ngs{\uud(_cﬂﬂett? 125105 Q, CloudConnect712_SIOS

Configure existing plants with CloudConnect 7
Entry ID: 109766675, V2.0, 03/2020

Cloud

Datalink status

lukas.kirchschl...

Q O =

® Clear selection

“ Assets B [search assers
@ asset_test_SPS_SITOP

@ CleudConnect_Example

@ CloudConnect712

@ cloudconnect?12

@ Clovdconnect712

[ CloudConnect712_SI0S

@ deleted ikih

@ EnveRo

O Add mapping v Commit changes

M myasset

30
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7. Link the measured values with the corresponding "Aspects".

Add mapping

Select from existing template

Template

Select template (required)

or

Source

Device name: CloudConnect712_SI0S

Measurement

DrivingSpeed

Series

Robot1

Unit : mls

Target

Asset name: CloudConnect712_5SI0S

Aspect
Robot1

Variable

)
O @@=

-

Q=)
O—"

E

DrivingSpeed

@

Unit: m/s  Data Type : DOUBLE

X Cancel

ECD‘
©—"

8. Save the mapping via "Commit changes". The status then changes from

"NEW" to "ACTIVE".

Mappingsovdtonnect712. 5105 9 CloudConnect712_S105 -]

* MEASUREMENT % SERIES
EndpointZ Rabot1
Endpointy Rabot1
EndpointX Robot1
StartingTorque Rabot1
DrivingSpeed Rabot1

Configure existing plants with CloudConnect 7
Entry ID: 109766675, V2.0, 03/2020

Datalink status

+ ASPECT NAME

Rabatl

Robot

Robotl

Rabatl

Robotl

Not a template

% VARIABLE
EndpointZ
EndpointY
EndpointX
StartingTorque

DrivingSpeed

% STATUS

NEW

NEW

NEW

NEW

i Add Mapping
m

® 8 8 & &8
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Fleet Manager
You can display the received data in the Fleet Manager.
1. Start the Fleet Manager from the MindSphere Launchpad.

F

Agent Diagnostic Asset Manager Fleet Manager

MindConnect loT Extension Settings Usage Transparency Visual Explorer

2. Select your device and open the tile "Aspects".

@zhu .El? o +

3 *
dfeskmt > CloudConnect712_SIOS

loudConnect712

2
CloudCennect712 5105 Aspects Ev-en[s Export Info
/ i
Ix A

D
e
i @

StringsDummyAsset Rules Files

3. Unfold the Aspect. All configured measured values are displayed. You can also
select individual measured values via a drop-down list.

Aspects = =

B EIRE

Browser (+02:00) ~ || @

Robot1 -

ARNARARTARNRNNRNNaniauiains

m/s,cm,Nm

.

— DrivingSpeed  — EndpointX — EndpointY — EndpaintZ  — StartingTorque
2
/[ -4

Configure existing plants with CloudConnect 7
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3
3.1

Appendix

Service and support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

The Industry Online Support is the central address for information about our
products, solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
— all information is accessible with just a few mouse clicks:
support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers

— ranging from basic support to individual support contracts. Please send queries
to Technical Support via Web form:

www.siemens.com/industry/supportrequest

SITRAIN - Training for Industry

We support you with our globally available training courses for industry with
practical experience, innovative learning methods and a concept that’s tailored to
the customer’s specific needs.

For more information on our offered trainings and courses, as well as their
locations and dates, refer to our web page:
Www.siemens.com/sitrain

Service offer

Our range of services includes the following:
e Plant data services

e Spare parts services

e Repair services

e On-site and maintenance services

e Retrofitting and modernization services
e Service programs and contracts

You can find detailed information on our range of services in the service catalog
web page:
support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" app. The app is available for Apple iOS, Android and Windows
Phone:

support.industry.siemens.com/cs/ww/en/sc/2067

Configure existing plants with CloudConnect 7
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3.2 Links and literature
Table 3-1
No. Topic
\1\ Siemens Industry Online Support
https://support.industry.siemens.com
\2\ Link to the entry page of the application example
https://support.industry.siemens.com/cs/ww/en/view/109766675
\3\ Developer documentation
https://developer.mindsphere.io/
\4\ MindSphere Forum
https://community.plm.automation.siemens.com/t5/MindSphere/ct-p/MindSphere
\5\ Manual for SIMATIC CloudConnect 712
https://support.industry.siemens.com/cs/ww/en/ps/25621
\6\ Azure 10T Explorer
https://github.com/Azure/azure-iot-explorer
\7\ Documentation AWS loT Core
https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html
3.3 Change documentation
Table 3-2
Version Date Change
V1.0 08/2019 First version
V1.1 10/2019 e Correction of an error in the documentation.
e  Addition of a note
V2.0 03/2020 e  Splitting of documentation by cloud provider.
e Recreating the variant with AWS

Configure existing plants with CloudConnect 7
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