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Legal information 
Use of application examples 

Application examples illustrate the solution of automation tasks through an interaction of several 
components in the form of text, graphics and/or software modules. The application examples are 
a free service by Siemens AG and/or a subsidiary of Siemens AG (“Siemens”). They are non-
binding and make no claim to completeness or functionality regarding configuration and 
equipment. The application examples merely offer help with typical tasks; they do not constitute 
customer-specific solutions. You yourself are responsible for the proper and safe operation of the 
products in accordance with applicable regulations and must also check the function of the 
respective application example and customize it for your system. 
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the 
application examples used by technically trained personnel. Any change to the application 
examples is your responsibility. Sharing the application examples with third parties or copying the 
application examples or excerpts thereof is permitted only in combination with your own products. 
The application examples are not required to undergo the customary tests and quality inspections 
of a chargeable product; they may have functional and performance defects as well as errors. It is 
your responsibility to use them in such a manner that any malfunctions that may occur do not 
result in property damage or injury to persons. 
 

Disclaimer of liability 
Siemens shall not assume any liability, for any legal reason whatsoever, including, without 
limitation, liability for the usability, availability, completeness and freedom from defects of the 
application examples as well as for related information, configuration and performance data and 
any damage caused thereby. This shall not apply in cases of mandatory liability, for example 
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of 
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent 
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for 
damages arising from a breach of material contractual obligations shall however be limited to the 
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross 
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions 
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens 
against existing or future claims of third parties in this connection except where Siemens is 
mandatorily liable. 
By using the application examples you acknowledge that Siemens cannot be held liable for any 
damage beyond the liability provisions described. 
 

Other information 
Siemens reserves the right to make changes to the application examples at any time without 
notice. In case of discrepancies between the suggestions in the application examples and other 
Siemens publications such as catalogs, the content of the other documentation shall have 
precedence.  
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.  
 

Security information 
Siemens provides products and solutions with industrial security functions that support the secure 
operation of plants, systems, machines and networks. 
In order to protect plants, systems, machines and networks against cyber threats, it is necessary 
to implement – and continuously maintain – a holistic, state-of-the-art industrial security concept. 
Siemens’ products and solutions constitute one element of such a concept. 
Customers are responsible for preventing unauthorized access to their plants, systems, machines 
and networks. Such systems, machines and components should only be connected to an 
enterprise network or the Internet if and to the extent such a connection is necessary and only 
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.  
For additional information on industrial security measures that may be implemented, please visit 
https://www.siemens.com/industrialsecurity. 
Siemens’ products and solutions undergo continuous development to make them more secure. 
Siemens strongly recommends that product updates are applied as soon as they are available 
and that the latest product versions are used. Use of product versions that are no longer 
supported, and failure to apply the latest updates may increase customer’s exposure to cyber 
threats. 
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed 
at: https://www.siemens.com/industrialsecurity. 
 

https://support.industry.siemens.com/
https://www.siemens.com/industrialsecurity
https://www.siemens.com/industrialsecurity
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1 Introduction 

1.1 Overview  

Cloud computing is an important prerequisite for exploiting the benefits of 
digitization in the industry. With the SIMATIC CloudConnect 7 Industrial IoT 
Gateways, existing systems can also be easily connected to a wide variety of cloud 
platforms that support the standardized MQTT protocol, such as MindSphere. 

Figure 1-1 
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1.2 Applicative implementation 

The application example shows you how you can connect new and existing 
systems to a cloud platform. In the example, a SIMATIC S7 300 CPU is connected 
to MindSphere via Ethernet. This is realized via the IoT Gateway SIMATIC 
CloudConnect 712. An existing project planning in STEP 7 does not have to be 
changed, since CloudConnect 712 is configured via its own Web Based 
Management. 

 

Figure 1-2 

PROFINET / IE

Cloud e.g. 

MindSphere

S7-300
CloudConnect 712

SCALANCE M874-2

Existing Plant
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1.3 Function principle of the CloudConnect 7 Gateway 

The Industrial IoT Gateway SIMATIC CloudConnect 7 (SIMATIC CC7) makes it 
possible to read data easily and reliably from S7-based devices and transmits them 
to various cloud platforms such as MindSphere, Microsoft Azure or Amazon Web 
Services using the standardized MQTT protocol. The data management for existing 
S7 controllers can continue to be imported for quick and easy configuration. 

SIMATIC CC712 enables the connection of a SIMATIC CPU via Industrial Ethernet 
using the S7 protocol. 

SIMATIC CC716 enables the connection of up to seven SIMATIC CPUs via 
Industrial Ethernet or PROFIBUS/MPI. 

The connection to Cloud systems via Internet or mobile communication can either 
be made via an existing network infrastructure or can be directly realized through 
the combination with the Industrial Ethernet routers SCALANCE M. 

In addition, the data read by subordinate S7 stations via SIMATIC CC 7 can be 
made available as OPC UA variables (server). This enables standardized data 
exchange, e.g. with MES systems or HMIs and controllers from other 
manufacturers. 

Advantages 

• IoT data transfer to cloud-based solutions for existing SIMATIC S7 systems 
(investment protection). 

• Quick and fault-free configuration by data transfer from SIMATIC STEP 7 or 
TIA Portal 

• Event-driven communication reduces the network load and the data exchange 
costs 

 

Note MQTT is based on a publish/subscribe mechanism. Devices send messages to a 
topic (Publish). Devices can also create a subscription at the MQTT Broker and 
receive all subscribed messages forwarded by the broker. The subscriber 
function is not implemented up until FW 1.1.5. 
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1.4 Components used 

The following hardware and software components were used to create this 
application example:  

Hardware components 

Table 1-1 

Components Quantity Article number Note 

SIMATIC CloudConnect 
CC712 

1 6GK1411-1AC00 Firmware V1.1.5 

SCALANCE M874-2 1 6GK5874-2AA00-2AA2 - 

SIMATIC S7-300 1 9ES7 315-2EH14-0AB0 - 

 

Software components 

Table 1-2 

Components Quantity Article number Note 

STEP 7 V5.6 SP1 1 6ES7810-4CC11-0YA5 - 

MindSphere 1  With the following apps: 

• Asset Manager 

• IoT Extension 

• Fleetmanager 

Browsers 1 Any browser Google Chrome was 
used. 

 

This application example consists of the following components:  

Table 1-3 

Components File name Note 

Documentatio
n 

109766675_CloudConnect_MindSphere_DOC_en_V20.pd
f 

This 
document 

Project 109766675_CloudConnect_MindSphere_CODE_V20.zip STEP 7 
project and 
CC 7 
project 
engineerin
g file 
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2 Engineering 
This chapter shows you the required configuration steps. You will also find 
instructions on how to put the sample project into operation. 

2.1 Hardware setup 

In the following figure you can see the hardware structure used in the example: 

 

Figure 2-1 

PROFINET / IE

Cloud e.g. 

MindSphere

S7-300

CloudConnect 712

SCALANCE M874-2

 

The robot is simulated in a SIMATIC S7-300 CPU. 
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2.2 Configuration 

In order to connect your existing system to a cloud service (e.g. MindSphere), 
project planning in Web Based Management of the CloudConnect 7 gateway and 
in the cloud used is necessary. You do not have to make any changes to your 
STEP 7 project if the "PUT/GET" function is activated in the controller. The data 
points sent to the cloud can be created manually or by importing an existing data 
block source. 

 

2.2.1 Export data block source from a STEP 7 project 

This chapter describes how to create and export a data block source in SIMATIC 
Manager. The prerequisite for this is that you save/store the relevant data in data 
blocks. If you want to create the data points manually, you can also select other 
memory areas. 

1. Open your STEP 7 project with SIMATIC Manager. 

2. Open the editor, e.g. by opening a block. 

3. Generate a block source via "File > Generate Source...". 

4. Assign a meaningful name (e.g. the name of the data block) and confirm the 
dialog with "OK". 
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5. Select the data block that contains the data to be sent to the cloud. Click "OK" 
to confirm your selection. 

 

 

6. Close the editor and switch to the "Sources" folder. Select the generated 
source and export it via "Export Source...". 
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7. Save the file to any location with the ".awl" extension. 

 

 

The export of the data block as source has been completed. 

 

2.2.2 Commissioning CloudConnect 7 

CloudConnect 7 is configured using its own Web Based Management (WBM). No 
additional software is required. 

 

1. Connect your programming device to interface X2. 

2. Open any web browser and enter the default IPv4 address in the address bar: 
"192.168.0.55". 

3. Log on to the device with the default user data: 

– User Name: admin 

– Password: admin 

After the first login, you will be prompted to change the access data. 



2 Engineering 

 

Configure existing plants with CloudConnect 7 
Entry ID: 109766675,    V2.0,    03/2020   12 
 

©
 S

ie
m

e
n

s
 A

G
 2

0
1

9
 A

ll 
ri

g
h

ts
 r

e
s
e

rv
e

d
 

General settings 

To make the general settings, proceed as follows: 

 

1. Switch to the "Interface configuration" tab.  

 

2. Adapt the IP address and the subnet mask to your system. Save the settings. 
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3. Switch to the "Maintenance > System time" tab. 

4. Activate the use of an NTP server and set it up. 

4

 

Addition of station 

To connect your control to the CloudConnect 7, proceed as follows: 

 

1. Switch to the "Process access" tab. 

 

2. Add a new station. Enter the station name and press "Add". Close the following 
dialog window with "OK". 
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3. Select the newly created station and select "S7" as protocol for this example. 
Then switch to the "S7" tab. 

 

4. Enter the IP address of the controller and select the corresponding controller 
family. If you do not use the standard TSAP, remove the check mark and enter 
the assigned TSAP. Save the settings. 
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Cloud configuration for MindSphere connectivity 

Follow the steps below to connect to MindSphere. 

 

Note To connect to the various cloud systems, you create profiles that contain the 
configuration data. You can create several profiles, but only one profile can be 
activated at a time. 

 

1. Go to the "Cloud configuration > Profile" tab. 

 

2. Enter a meaningful profile name and press "Add". Confirm the dialog with "OK". 

 

3. Select your cloud operator and the protocol to use. Currently only the protocol 
"MQTT" is supported. 
Then switch to the tab "MQTT configuration". 

 

4. Select "v3.1.1" as "MQTT version” and enter the address of your MindConnect 
IoT Extension as "Broker address". These can be found, for example, in the 
address bar of your browser. The name is composed as follows: 
"TENANT.mciotextension.REGION.mindsphere.io". 

5. Enter a unique name as "Client ID". The device logs into the MindConnect IoT 
Extension under this name. Check the box for "Authentication". 
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6. Enter your login data for the MindConnect IoT Extension. Note that the 
User name must be prefixed. This consists of your tenant name and a "/" 
(e.g. "Siemens/"). Check "TLS" to activate encryption and save your entries. 
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7. Open a new tab in your browser to download MindSphere's root certificate. 
This can be found on the following website: 
"https://developer.mindsphere.io/resources/mindconnect-lib/resources-mclib-
cacert.html". 

Select the certificate of your region and insert the certificate in any text editor. 
Save the certificate with the file extension ".cer". Then switch back to the 
CloudConnector WBM tab. 

 

8. Switch to the "Certificates" tab. Select the certificate you just saved and save 
the settings. Confirm the dialog that opens with "OK".  

 

https://developer.mindsphere.io/resources/mindconnect-lib/resources-mclib-cacert.html
https://developer.mindsphere.io/resources/mindconnect-lib/resources-mclib-cacert.html
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9. Switch to the "Device parameters" tab and enter the "Client ID" entered in 
step 5 as the "Device name" here. Enter "c8y_MQTTDevice" as "Device type". 
Save the entries you have made. 

 

10. Activate the settings you have made. The device now logs into the 
MindConnect IoT Extension automatically. 
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Creating data points 

You have two options for creating data points. Either you create each data point 
manually or you import a data block source that contains the data points.  

The following configurations are shown using MindSphere as an example. 

Importing the data points 

1. Switch to the "Data points > Import variables" tab. 

 

2. Select the block source created in chapter 2.2.1 and import the file. 

 

3. Select the data points you want to import or import all data points. 

 

Note If you want to import data points from several data blocks, first import all the 
required data points before you start the assignment. 
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4. Change to the tab "Data points > Data points". 

 

5. Select "Cloud" as "Target" and adjust the names of the data points if 
necessary. Save the settings. 

1

 

Note With firmware V1.1.5 there is an error with the name resolution. Remove the 
special characters from the datapoint names. 

 

6. Switch to the tab "Cloud configuration > Publisher". 

 

Note Subscriber functionality is not available for use with MindSphere. 

 

7. Create a new group. Adjust the topic if necessary. For MindSphere, the topic 
must be "s/us" and will be entered automatically. 
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8. Assign the data points to the newly created group and assign units in the 
"Attribute" field. 

 

9. Activate the settings you have made. The data points are automatically created 
in the MindSphere IoT Extension. 

 

 

Manual creation of the data points 

1. Go to the "Data Points > Data Points" tab. 

2. Select the control and add a new data point. 

 

3. Configure the data point as necessary and then save the parameterization. 

 



2 Engineering 

 

Configure existing plants with CloudConnect 7 
Entry ID: 109766675,    V2.0,    03/2020   22 
 

©
 S

ie
m

e
n

s
 A

G
 2

0
1

9
 A

ll 
ri

g
h

ts
 r

e
s
e

rv
e

d
 

Note You can configure two different triggers per data point. You can see the different 
trigger types in the picture. 

 

 

4. Switch to the tab "Cloud configuration > Publisher". 

 

5. Create a new group. Adjust the topic if necessary. For MindSphere, the topic 
must be "s/us" and will be entered automatically. 

 

6. Assign the data points to the newly created group and assign units in the 
"Attribute" field. 
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7. Activate the settings you have made. The data points are automatically created 
in the MindSphere IoT Extension. 

 

 

Import of the project file 

To save yourself the general project engineering effort, you can load the supplied 
project file into CloudConnect 7. 

1. Switch to the "Maintenance > Saving" tab and select the downloaded file 
"109766675_CC712.cfg".

 

 

2. Load the file and confirm the dialogs. Then activate the changes.

 

 

Hinweis The user data is not changed. The certificates of the profiles have to be imported 
again. 
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2.2.3 MindSphere setup 

To integrate CloudConnect 7 as a gateway into MindSphere and view the data, you 
will need the following applications: 

• IoT Extension 

• Asset Manager 

• Fleet Manager 

You can order the application via the MindSphere Store. 

 

Asset Manager 

1. Log in to MindSphere and open the "Asset Manager". 

 

2. Create a new "Aspect". 
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3. Insert the required variables based on the data points created in chapter 2.2.2 
and save the "Aspect". 
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4. Create a new "Type". 

Note You can also use the automatically generated type "c8y_MQTTDevice". Go to 
step 7 and select "c8y_MQTTDevice" as the type for the new asset. 

 

 

5. Assign a name and assign an "Aspect". 
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6. Search for the previously created "Aspect" and assign a name. Then save the 
settings. 

 

7. Create a new asset. 

 

8. Select the newly created type. 
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9. Assign a unique name and save the changes. 

 

MindConnect IoT Extension 

The settings of CloudConnect 7 are managed in the MindConnect IoT Extension. 

 

1. Open the MindConnect IoT Extension via the MindSphere Launchpad. 

 

2. Open the device via "Devices > All devices". 
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3. Adjust the update interval (e.g. 1 minute). Your CloudConnect 7 then 
establishes an active connection to the MindConnect IoT Extension. 

 

4. Under "Measurements", you can observe values that have already been 
received. 

Note The Measurements item is not available until the data points have been sent for 
the first time. 
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5. Switch to "Device mapping > Device mapping". 

 

 

6. Locate CloudConnect 7 and link it to the previously created asset. Add a new 
mapping. 
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7. Link the measured values with the corresponding "Aspects". 

 

 

8. Save the mapping via "Commit changes". The status then changes from 
"NEW" to "ACTIVE". 
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Fleet Manager 

You can display the received data in the Fleet Manager. 

1. Start the Fleet Manager from the MindSphere Launchpad. 

 

2. Select your device and open the tile "Aspects". 

 

3. Unfold the Aspect. All configured measured values are displayed. You can also 
select individual measured values via a drop-down list. 
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3 Appendix 

3.1 Service and support  

Industry Online Support 

Do you have any questions or need assistance?  

Siemens Industry Online Support offers round the clock access to our entire 
service and support know-how and portfolio. 

The Industry Online Support is the central address for information about our 
products, solutions and services.  

Product information, manuals, downloads, FAQs, application examples and videos 
– all information is accessible with just a few mouse clicks: 
support.industry.siemens.com 
 

Technical Support 

The Technical Support of Siemens Industry provides you fast and competent 
support regarding all technical queries with numerous tailor-made offers  
– ranging from basic support to individual support contracts. Please send queries 
to Technical Support via Web form: 
www.siemens.com/industry/supportrequest 
 

SITRAIN – Training for Industry  

We support you with our globally available training courses for industry with 
practical experience, innovative learning methods and a concept that’s tailored to 
the customer’s specific needs. 

For more information on our offered trainings and courses, as well as their 
locations and dates, refer to our web page: 
www.siemens.com/sitrain  
 

Service offer 

Our range of services includes the following:  

• Plant data services 

• Spare parts services 

• Repair services 

• On-site and maintenance services 

• Retrofitting and modernization services 

• Service programs and contracts 

You can find detailed information on our range of services in the service catalog 
web page: 
support.industry.siemens.com/cs/sc 
 

Industry Online Support app 

You will receive optimum support wherever you are with the "Siemens Industry 
Online Support" app. The app is available for Apple iOS, Android and Windows 
Phone:  
support.industry.siemens.com/cs/ww/en/sc/2067 

https://support.industry.siemens.com/
http://www.siemens.com/industry/supportrequest
http://www.siemens.com/sitrain
https://support.industry.siemens.com/cs/sc
file:///D:/OS_Macro/support.industry.siemens.com/cs/ww/en/sc/2067
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3.2 Links and literature  

Table 3-1 

No. Topic 

\1\ Siemens Industry Online Support 

https://support.industry.siemens.com 

\2\ Link to the entry page of the application example  

https://support.industry.siemens.com/cs/ww/en/view/109766675 

\3\ Developer documentation 

https://developer.mindsphere.io/ 

\4\ MindSphere Forum 

https://community.plm.automation.siemens.com/t5/MindSphere/ct-p/MindSphere 

\5\ Manual for SIMATIC CloudConnect 712 

https://support.industry.siemens.com/cs/ww/en/ps/25621 

\6\ Azure IoT Explorer 
https://github.com/Azure/azure-iot-explorer 

\7\ Documentation AWS IoT Core  
https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html 

 

3.3 Change documentation 

Table 3-2 

Version Date Change 

V1.0 08/2019 First version 

V1.1 10/2019 • Correction of an error in the documentation. 

• Addition of a note 

V2.0 03/2020 • Splitting of documentation by cloud provider. 

• Recreating the variant with AWS 

 

https://support.industry.siemens.com/
https://support.industry.siemens.com/cs/ww/en/view/109766675
https://developer.mindsphere.io/
https://community.plm.automation.siemens.com/t5/MindSphere/ct-p/MindSphere
https://support.industry.siemens.com/cs/ww/en/ps/25621
https://github.com/Azure/azure-iot-explorer
https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html

	Configuring of the CloudConnect 7 with MindSphere
	Legal information
	1 Introduction
	1.1 Overview
	1.2 Applicative implementation
	1.3 Function principle of the CloudConnect 7 Gateway
	1.4 Components used

	2 Engineering
	2.1 Hardware setup
	2.2 Configuration
	2.2.1 Export data block source from a STEP 7 project
	2.2.2 Commissioning CloudConnect 7
	2.2.3 MindSphere setup


	3 Appendix
	3.1 Service and support
	3.2 Links and literature
	3.3 Change documentation


