
At a glance 
The North American Electric Reliability 
Corporation (NERC) Reliability Standards 
program ensures that the North 
American Bulk Electrical System (BES) is 
operated in a reliable and safe manner  
by developing timely, effective and 
enforceable standards. The Protection 
and Control (PRC) standards are an 
important component of these standards. 
They apply to protection systems and 
provide compliance requirements that 
protection systems have to adhere to,  
so that BES reliability is maintained at  
all times.

NERC Reliability Standard PRC-027-1  
was approved by the Federal Energy 
Regulatory Commission (FERC) on  
June 7, 2018 and will be effective 

(enforceable) on October 1, 2020. It 
requires transmission owners, generator 
owners that interconnect to the BES,  
and certain distribution providers to 
“maintain the coordination of Protection 
Systems installed for the purpose of 
detecting faults on BES elements and 
isolating those faulted elements, such 
that the Protection Systems operate in 
the intended sequence during faults.”

Requirements and measures 
There are three requirements outlined in 
this standard.

• Requirement R1: Establish a process 
for developing new and revised 
protection system settings such that 
the protection systems operate in the 
intended sequence during faults. 

 This entails a review and update of  
the short-circuit and protection model 
for the BES Elements under study, 
development of a standardized 
protection philosophy and settings, 
and a plan for maintaining both the 
short-circuit and protection models 
over time.

 • Requirement R2: For the impacted 
protection system

 a) Perform a protection coordination  
 study in a time interval not to  
 exceed six years (or)

 b) Compare present fault current  
 values to an established baseline  
 and perform a protection system  
 coordination study when the  
 comparison identifies a deviation  
 of 15%, all within a six-year period  
 (or)

 c) Utilize a combination of Options  
 a) and b) to show compliance

• Requirement R3: calls for each 
transmission owner, generator owner 
and distribution provider to utilize its 
process established in R1 to develop 
new and revised Protection System 
settings for BES Elements.
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Figure 1: Continuous system-wide assessment of protection system performance

Our solution 
Siemens offers two independent solution paths for performing 
comprehensive protection performance assessments. For 
PSS®SINCAL users, the fully integrated SIGUARD®PSA tool  
is a proven method used by protection engineers to evaluate 
protection behavior. For PSS®CAPE users, the built-in wide- 
area sensitivity and wide-area coordination macros, and the 
associated reporting and visualization tools, available in the 
program for more than 10 years, constitute a well-proven 
method for detailed protection security assessments.

Either solution enables protection engineers to automatically 
simulate, assess and improve the selectivity, sensitivity and 
speed of the protection system for various network and 
operation conditions.

Both PSS®CAPE and SIGUARD®PSA (in PSS®SINCAL) support the 
complete workflow required for PRC-027-1 – data collection, 
network and protection modeling, protection simulation and 
assessment, followed by protection system improvements.  
The underlying state of the art protection security assessment 
method has been successfully deployed for large-scale system 
reviews in transmission and distribution systems worldwide. 
The typical protection evaluation process is shown in Figure 1:
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Solution to support NERC PRC-027-1 compliance 
Here is how PSS®CAPE and SIGUARD®PSA facilitate compliance  
with PRC-027-1:

1) Requirement R1

 • Electronically available short-circuit model data and  
 protection data can be directly imported into PSS®CAPE  
 or SIGUARD®PSA. Alternatively, there are easy-to-fill data  
 collection spreadsheets that can be used for this purpose.

 • Both programs are equipped with multi-level data  
 plausibility checking tools to eliminate gross data errors.  
 This ensures high quality network and protection data,  
 which in turn provides confidence in the results of the  
 simulations.

The models of the protective devices used in the software are 
based on the operating equations and logic used in the actual 
devices, to the extent that such information can be obtained 
from publicly available manuals and data.

2) Requirement R2

 • PSS®CAPE and PSS®SINCAL are full-featured short-circuit  
 programs capable of performing fault studies on a  
 system-wide basis.

 • PSS®CAPE provides built-in tools to store the results of a  
 fault study in its database. This allows fault currents to be  
 tracked over time, so that protection coordination checks  
 can be triggered at the appropriate time.

 • PSS®CAPE and SIGUARD®PSA can perform automated  
 fault clearing studies on a system-wide basis. The user  
 can specify various fault locations, fault types, primary  
 equipment outages, protection outages and other  
 scenarios to challenge the protection system reliability.  

The results of the simulation are summarized and visualized 
using color-coded tables, charts and other aids (Figure 2). 
Simulation results are presented in layers – from a high-level 
executive summary down to detailed element-level analysis. 
All currents, voltages, and impedances measured by protection 
devices are reported for explanation of the protection system 
behavior. This allows the protection engineer to quickly isolate 
the protection issue and work on a mitigating action.
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Figure 2: Visualization of the results of a protection security study



Figure 3: Flexible solution options to support NERC PRC-027-1 compliance

3) Requirement R3

 • PSS®CAPE and SIGUARD®PSA can automatically  
 improve, or correct problematic protection settings  
 based on pre-defined rules. The protection settings  
 can also be optimized in the entire system. This  
 process is followed by a repeat protection security  
 assessment (process in Requirement R2) to ensure  
 that no new coordination problems are detected.

 • When selective protection coordination cannot be  
 achieved with improved settings, PSS®CAPE and  
 SIGUARD®PSA can clearly indicate that an adjustment  
 of the protection scheme is necessary. A potential  
 solution might be the addition of high-speed schemes  
 such as line differential or impedance-based  
 permissive or blocking schemes.

In summary, PSS®CAPE and SIGUARD®PSA facilitate automated 
protection coordination studies, relieve the protection engineer 
from the tedium of clicking buttons, and focus their attention 
on the resolution of the problems found.

North American transmission owners, generator owners and 
distribution providers seeking a timely, cost-effective and 
proven solution can leverage Siemens Power Technologies 
International’s (Siemens PTI’s) vast industry expertise to 
comply with the PRC-027-1 reliability standard. Using 
PSS®CAPE or SIGUARD®PSA, we can design a customized 
solution that fits individual needs. Please see Figure 3.

How to get started

For more information, contact Siemens PTI 
consulting sales at +1-518-395-5000 or send an 
email to: pti-consulting.ptd@siemens.com
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