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National Implementation SIEMENS
of Cyber Security Requirements lngenuity for Life

The Directive on Security of Network and Information Systems
(NIS Directive)
Entered into force in August 2016.
Deadline for implementation for member states was November 2018 T **
Implementation in Austria started with December 2018 ...
Most of our customers are affected
Operators of Essential Services

New EU cyber securlty regulations

Intensive activities regarding cyber security with Austrian utilities

since 2013
Due to a communication problem that affected almost all utilities in May 2013
Multiple workshops/ research projects with utilities and universities
Developing strategies and technical solutions

Problem

Solution

Starting of discussions with Austrian == Bundesministerium
Operational NIS Authority in the Ministry of Internal Affairs Inneres
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= Bundesministerium bmi.gv.at
Inneres

Implementation of the NIS Directive
In Austria...

...from the point of view of the Operational NIS
Authority in the Ministry of Internal Affairs

Gernot Goluch, II/.BVT/5-NIS
Wien, 27. Juni 2019



= Bundesministerium bmi.gv.at
Inneres

Overview

* NIS Directive

- EU Directive on security of network and information systems

e Cybersecurity Act
- EU legal act on cyber security
* NIS-Law & NIS-Regulation

- Implementation of NIS Directive into Austrian law
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NIS Directive

e Background
- IT systems play a central role in society

- Reliability and security are crucial to economic and social activities and the
proper functioning of the internal market

* Directive (EU) 2016/1148 of 6" July 2016

- Directive on measures to ensure a high common level on security of network
and information systems in the European Union

- 1.legal act on cybersecurity in the EU
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Cybersecurity Act

Permanent mandate for the European Union Agency for Network and
Information Security (ENISA) with increased funding

Among other things, ENISA will serve as an independent center of competence
and should also contribute to capacity building within the EU

Establish an EU-wide European certification framework for cybersecurity of
products, processes and services

The framework should consider security characteristics such as
"Security by Design"
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NIS-Law — Objectives and Goals

* Establish measures to achieve a high level of security of network and information
systems

- In particular by:

National strategy for the security of network and information systems
Establishment of national organizational and coordination structures
Security requirements and reporting requirements

Tasks and requirements for computer emergency teams

Data protection

Sanctions
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Addressees

e Addressees of the NIS-Law are

- Providers of digital services

- Operators of essential services

— Public administration facilities
* Addressees are essential for the proper functioning of the community
* Obligations

- Taking security precautions

- Reporting security incidents

e Computer emergency teams [ Qualified Bodies
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Operators of Essential Services

 The Office of the Federal 1. Energy

Chancellor determines
2. Transport

— for each sector, those operators with a
branch in Austria, 3. Banking sector

— wh id tial ' . . :
Who provide an essentlal service 4. Financial market infrastructure

5. Healthcare

6. Drinking water supply

7. Digital infrastructure
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Security Measures — Framework

Legal framework
with 15 pages

NIS-Fact Sheets

NIS-Law

NIS-Regulation

Sector-Specific
Security Standards

Defines sector specific parameters,
definitions, requirements, ...
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Security Measures for Operators of Essential Services
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* NIS Fact Sheet 08/2018 — Mapping table, example:
2.2.1 Governance und Okosystem
# Kategorie Sicherheits- O. Informations- BSIIT- ISO 27001:2013 ISAJIEC CISCSC | CISCSC | NIST CYBER
mallnahme sicherheits- Grundschutz?® 62443 3-3 | Version | Version | SECURITY
handbuch 6.0 7.0 FRAMEWOR
Version 4.0.1 K
1| Governance und Risikoanalyse 4 Risikoanalyse BSI-Standard 100-2, | 8.2 Information security risk | SR 5.1, 5.2, | 1,2, 4,13, | 1,2,3, ID.GV-4
Risikomanageme Kapitel 3, 4, 5, BSI- assessment 5.3 14, 17 13, 14, ID.RA-
nt Standard 100-3, 8.3 Information security risk 17 1,2,3,4,5,6
Risikoanalyse auf der treatment D.RM-1,2,3
Basis von IT- PR.AT-2
Grundschutz
Siemens — 27. Juni 2019 14
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Check Cycle of Security Measures for
Operators of Essential Services by Qualified Bodies

Siemens — 27. Juni 2019
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Audit reports of

qualified bodies

(,,partial verification
possibility")

—

bmi.gv.at
In general: proof of
requirements
Every 3 years
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Implementation of Security Requirements
Products, Solutions and Services

Products

« Security for control centerse

SIEMENS
lngenuity for life

« Security for embedded systemse

» Security for engineering toolse

( System \

* Network segmentation

« Data transmission via unsecured networks
* Back up / Restore

« Patch management

LLLLLLLLLLLLLLLLLL
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\- Integration / upgrade of existing systems )

Human ©

« Security Know How
« Security Maintenance

Unrestricted © Siemens AG 2019
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Implementation of Security Requirements SIEMENS

by Defined Process lngenuity for Life
@ 9ssterreichs bdew
Technical Assessment e

« Of existing system

Assessment of Technical Risks
« Based on ISO 27001 requirements

Link to BDEW

Definition of Measures for the Security Enhancement

- Based on bdew Whitepaper and 1SO 27001/ ISO 27019 o oo

ST, ) E
STANDARL L I " . "
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https://www.bdew.de/media/documents/Awh_20180507_OE-BDEW-Whitepaper-Secure-Systems-engl.pdf
https://www.bdew.de/media/documents/Awh_20180507_OE-BDEW-Whitepaper-Secure-Systems-engl.pdf

Implementation of Security Requirements SIEMENS
by Defined Process lngenuity for Life

Technical Assessment
« Of existing system

HEAD OFFICE
VPN for WAMS
| remote support
WAMS RAS IEC 104 Nee PCs office VolP
Server Server Engineers PC Phone
ICON LAN I SCADA LAN | | | IT LAN
==
-dAN ————————————— QDD - - - === oo p oo
\s("‘
Engineering Office CCTV
A AK HMI Meters pC System
Substation LAN | | | |
a ... Firewall
PROT PROT BCU i
Teleprotection | @ . Router
& . svicr SUBSTATION
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Implementation of Security Requirements SIEMENS
by Defined Process lngenuity for Life

Assessment of Technical Risks
» Based on ISO 27001 requirements

HEAD OFFICE
VPN for WAMS
| remote support
WAMS RAS IEC 104 NeE Fsz VolP Metering Metering Office VolP Acceptab|e Unaccep‘tab'e
Server Server Engineers Server Server PC PC Phone - q
Risk Risk
ICON LAN I SCADA LAN | | IT LAN (medium —2) | (high=3)
s Acceptable | Unacceptable
X 2 Risk Risk
- WAN D=—=—=—=——=—=—==-===(_ SDH DT — e === == E (medium — 2) (high = 3)
9 Acceptable
a Risk
Engineering Office CCTV i —
Laptop AK HmMI RS PC System (mEdlum 2)
Ocurrence /
Substation LAN | | | | Impact

Probability x Impact >
.. Firewall = Risk Impact
(how serious is the risk?)

Teleprotection | @ ... Router
P - Switch SUBSTATION

PROT PROT BCU
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Implementation of Security Requirements

by Defined Process

Definition of Measures for the Security Enhancement
- Based on bdew Whitepaper and 1SO 27001/ ISO 27019

« Definition of target state

» Resulting necessary measures

* Including specific generic blueprints

« Considering organizational setup

"= Bundesministerium
Inneres

Security Precautions — Framework

Siemens — 27. Juni 2019
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Whitepaper :._:.;'L—:‘"‘“

Anforderungen an sichere Steuerungs-

und Telek ikati

White Paper

Requirements for Secure Control and
ol P

Ubserarbeitete Version 1.1 032015
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CONCEPT

SIEMENS

a Secure
Matnahmen zur Erhéhung der IT-Security

||||||||

Abtrdirg e Abtaiung -
--------------- Fiedenta EMDGEYS  GAZ
Inteme Hinym EMDGEST VERU
Werisbure Zenwtnar EWDGEYS  VIERU
Knliy utch ezt EUOGPRD VDAL
Hi B + Saoaliky OGS LRy
A SEEMDO: Unserschart Aot 2 Unterschaft
ame: Sadotsy | [Name  Fspger
1
mertraTer
Ertwat T e
T

Walter Wutzl / SI DG



Implementation of Security Requirements kd'ag SIEMENS
First Project in 2015 lngenuity for ife

Improvement of Security of Installed Base
Systematic analyses/ expansion of
already implemented security measures
Maintain compatibility with existing systems
Whit reasonable efforts for both parties

= Bundesministerium bmi.gv.at IS o
Inneres b

Implem entation of Recommendations and Security Measures for Operators of Essential Services
Measures According to
bdew-Whitepaper
ISO 27001 (ISO 27002 + ISO 27019)
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Thank you for your attention! SIEMENS
Iug,ehuifyfor&}[t

Walter Wutzl
Head of Digital Grid Products

Siemens Smart Infrastructure / Digital Grid
Siemensstrasse 90
A-1210 Vienna

Tel: +43 5 1707 -31587

E-Mail: walter.wutzl@siemens.com

siemens.at/var

Seite 22 12-13 SEP 2019 Walter Wutzl / SI DG


mailto:walter.wutzl@siemens.com
http://www.siemens.at/var

	National Implementation of Cyber Security Requirements��Walter Wutzl,  Digital Grid Automation Products�September 12-13, 2019  |  VAR Partner Day 2019  |  Bled, Slovenia
	National Implementation�of Cyber Security Requirements
	Implementation of the NIS Directive�in Austria…
	Overview
	NIS Directive
	Overview
	Cybersecurity Act
	Overview
	NIS-Law – Objectives and Goals
	Addressees
	Operators of Essential Services
	Security Measures – Framework
	Security Measures for Operators of Essential Services 
	 NIS Fact Sheet 08/2018
	Check Cycle of Security Measures for �Operators of Essential Services by Qualified Bodies
	Implementation of Security Requirements�Products, Solutions and Services�
	Implementation of Security Requirements�by Defined Process�
	Implementation of Security Requirements�by Defined Process
	Implementation of Security Requirements�by Defined Process
	Implementation of Security Requirements�by Defined Process
	Implementation of Security Requirements�First Project in 2015
	Thank you for your attention!

