SIEMENS

Additional Data Privacy Terms Annex for Cyber Security Monitoring (OT SOC SIEM)

Annex | to DPT (and, where applicable, the Standard Contractual Clauses)

Description of the Processing Operations

The description of the processing operations (including, but not limited to, the subject-matter of the processing, the nature and purpose of the
processing, the type of personal data and categories of data subjects) for the Offering Cyber Security Monitoring (OT SOC SIEM) is contained in
Annex | of the Data Privacy Terms document available at www.siemens.com/dpt.

Annex Il to DPT (and, where applicable, the Standard Contractual Clauses)

Technical and organisational measures

The description of the technical and organizational measures (TOMs) for the Offering Cyber Security Monitoring (OT SOC SIEM) implemented by
Siemens and its Subprocessors to protect Siemens’ and Subprocessors’ IT-systems and applications is contained in Annex Il of the Data Privacy

Terms document available at www.siemens.com/dpt.
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Annex lll to DPT (and, where applicable, the Standard Contractual Clauses)

List of approved Subprocessors

Entities engaged in the storage/hosting of content

Entity Name, registered address
and contact

Data Center Location

Transfer Safeguards in case of

Restricted Transfers

Entity name:
Amazon Web Services EMEA
SarL

Frankfurt (Deutschland)

No Restricted Transfer
[0 standard Contractual Clauses

1 Processor BCR

and contact

Processing is performed

operation

Registered Address:
38 Avenue John F. Kennedy 1 other:
L-1855 Luxembourg
Entities engaged in the Processing of Personal Data for non-storage/hosting purposes
Entity Name, registered address | Country/Region where | Description of processing | Transfer Safeguards in case of

Restricted Transfers

applications

Entity name: USA Vendor and operator of SW | []  Ng Restricted Transfer
CROWDSTRIKE SERVICES INC solution Falcon Host
Standard Contractual Clauses
Registered Address:
15440 LAGUNA CANYON RD, [ Processor BCR
92618 IRVINE, USA 1 other:
Entity name: Netherlands Vendor of database for No Restricted Transfer
Elastic International B.V. searching and threat
. i O standard Contractual Clauses
Registered Address: detection
Keizersgracht 281, 1016 ED, L]  Processor BCR
Amsterdam, Netherlands ] other:
Entity name: USA e-mail notification service []  No Restricted Transfer
MICROSOFT CORP
. Standard Contractual Clauses
Registered Address:
1 MICROSOFT WAY, 98052-8300, L] Processor BCR
REDMOND, USA 1 other:
Entity name: USA Operation of IT- [l  No Restricted Transfer
Siemens Corp. Infrastructure for CDC
P Standard Contractual Clauses
Registered Address: Analysis of security
300 New Jersey Avenue incidents L1 Processor BCR
20001 Washington D.C. Development of internal ] other:
applications
Entity name: Portugal Operation of IT- No Restricted Transfer
Siemens S.A. Infrastructure for CDC
. X X []  standard Contractual Clauses
Registered Address: Analysis of security
Rua Irmaos Siemens, 1 incidents L1 Processor BCR
2720-093 Lisboa Development of internal ]  other:
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Entity Name, registered address
and contact

Country/Region

Processing is performed

where

Description of processing
operation

Transfer

Safeguards in case of

Restricted Transfers

Entity name: Mexico Operation of IT- [0  No Restricted Transfer
Siemens, S.A. de C.V. Infrastructure for CDC
) . X Standard Contractual Clauses
Registered Address: Analysis of security
Ejercito Nacional 350 Piso 3 Col incidents L] Processor BCR
Polanco V Sec Alcaldia Miguel Development of internal 1 other:
Hidalgo Applications
11560 Mexico
Entity name: Germany Provider of the application No Restricted Transfer
Siemens AG and provider of SINEC
_ _ [  standard Contractual Clauses
Registered Address: Security Guard
Werner-von-Siemens-Strae 1, [J Processor BCR
80333 Munich, Germany ] other:
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