


12

Connect your 
systems 
seamlessly
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A control system that is easy to operate should be just as easy to integrate.  
Openness for variable communication standards is the basis for efficient  
control of the entire plant.

Flexible connectivity  
for integrated operations

Secure communication into internal and 
external networks, access to third-party 
systems using a specially qualified  
terminal server, the integration of internal 
and external systems – SPPA-T3000 is 
designed for the highest demands on 
communication security and openness.  
It supports common standards in industry 
communication, as well as future-oriented 
IEC standards. Traditional control systems 
based on proprietary protocols can be 
connected to the HMI, and individual 
HTML or RDP applications can be 
accessed within the operator’s work 
environment. SPPA-T3000 opens up a 
world of communication opportunities. 
End-to-end data flows and central  
operability make your plant easier  
and more efficient to operate. .

Secured cloud connection
To use new digital lifecycle services, it 
might be useful to send plant data into 
 a cloud platform. A Data Agent collects 
all relevant data. The Data & Security 
Gateway uses a secure one-way  
VPN connection to route the data.  
Passing the Siemens owned security 
managed remote service access platform 
via the existing secure connection, the 
data from site then reach the chosen 
cloud platform and can be analyzed. 
Thus, you can take advantage of digital 
services without giving up security.

Uncompromisingly flexible: SPPA-T3000 communicates with 
internal and external systems via a vast variety of protocols.
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Calculate for the 
long term



Patch or update available

Patch or update completed Patch or update requires installation
•	 Installation on Server A and Server B in sequence
•	Reboot Windows server 2016 if necessary
•	Restart SPPA-T3000

Full operation during  
patch and update  

process
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During the life of a power plant, power  
producers can benefit from control system 
migrations and upgrades. These investments 
pay dividends and are readily accepted,  
providing the system is designed to  
accommodate such updates – by keeping  
a maximum of the existing hardware, 
 by maintaining the engineering data,  
and by minimizing outage time.

The objective is to reliably safeguard power plant operation for years to come.  
You can trust in a system that offers your plant stability.

Long-term stability  
with a future-proof system

One HMI for everything: Vintage and recent 
control systems are seamlessly united under  
the SPPA-T3000 HMI.

Evolving progress
Siemens designs systems for the entire life-
time of a power plant. Upgrades, migrations 
and concepts for the transition to new  
technologies are an integral part of our 
system development from day one. The  
possibility to run different generations of  
control systems in parallel provides the  
flexibility to tailor lifecycle concepts to your 
requirements. Our innovations and technical 
advances are designed to be integrated  
without system interruption providing  
operation benefits from gradual transitions.

Durable investment
Longevity is a question of adaptability.  
SPPA-T3000 can be updated online, which 
means that updates and security patches  
can be installed and features can be added 
without having to shut down the plant.  
You are able to react flexibly, and at any 
time, to unexpected risks or leverage market 
opportunities and keep your plant’s performance 
at its best in the long run. It’s a system that 
always stays state of the art. It is a secure 
investment.

Uninterruptible availability: The redundancy concept ensures full  
operation and control during patching and update processes.



16

Be prepared for  
unknown risks



Remote Access

Internet

DMZ

DMZ

Operation and Monitoring

Automation

Signal Conditioning

Intranet

Application Highway

Automation Highway

Protocol Conversion

Gateway

Gateway Gateway

Automation Servers

Application Server

I/O

VPN tunnel

Terminal Server

Firewall

Protocol Conversion
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Rely on integrated security. And count on a partner who will support you  
over the long term to keep your plant’s security level high.

Uncompromising cybersecurity 
at all times

Ever-evolving security features
Siemens is continuously developing security features 
for SPPA-T3000 to protect the system and power plant 
against attacks. For example, current developments 
are:

•	 New malware protection solution
•	 Centralized security patch management
•	 Network intrusion detection system
•	 Application whitelisting
•	 Security event monitoring
•	 Configuration change monitoring

Patching during operation
We are constantly refining the development of the 
system and its features to ensure that you have current, 
as well as future, risks under control and can operate 
your plant in the long run. Current hardware is supported 
on a long-term basis and provided with security patches 
that have been tried and tested. Deployed from a central 
security server, installation of patches is possible at any 
time during operation. This minimizes downtime costs 
and enables you to maintain the chosen level of security 
for your plant.

Control technology supports you to keep your power 
plant running and resilient throughout its entire life.  
To avoid downtimes, it has to be capable of resisting 
external attacks while remaining adaptable to future 
requirements. And this is exactly what SPPA-T3000  
is designed for. From the beginning, this system was 
designed to enable your plant to comply with all relevant 
security standards. Siemens can keep it up to date for 
you with long-term support. You can choose the level 
of security that meets your requirements – and we will 
deliver the necessary features and services.

Secure architecture and communications
The comprehensive security zone architecture of  
SPPA-T3000 is based on the relevant cyber security 
standards from NERC CIP V5 and VGB-S-175. In addi-
tion, the clearly structured DMZ*, firewalls, terminal 
servers, VPN* encryption, and the Data & Security 
Gateway secure communication within the plant and 
beyond. Hardening and protocol changes between the 
application, the automation, and the field level speak 
volumes for the security of SPPA-T3000.

Security zone architecture: SPPA-T3000 meets  
the most stringent security requirements. 

* DMZ = Demilitarized Zone  
VPN =  Virtual Private Network
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On site, fast: Our teams for spare 
parts, troubleshooting or 
engineering service can be at 
your plant quickly.

Comprehensive service: You get the 
support you need – no matter when 
or where.

Of course, problems sometimes arise at the 
least convenient time: for example, at night 
when engineering and maintenance personnel 
are not available. To support your on-site 
staff, we have Remote Expert Centers (RECs) 
on four continents available around the 
clock, 365 days a year. And with an average 
problem-solving time of less than 60 minutes, 
Siemens experts are the best in their field.

System specialists for full service
Remote Expert Centers provide direct access 
to qualified system specialists: project man-
agers, developers and experienced engineers 
who have an in-depth knowledge of the 
system and the plant in question. When  
necessary, they can hook up to the plants – 
over specially secured lines – to diagnose 
and rectify a fault. They organize spare parts, 
provide engineering support, and install 
updates. But above all – and this service is 
growing in popularity – they take preventive 
action to reduce the likelihood that the need 
for  traditional emergency service will arise.

Siemens’ system specialists support you – resolving your specific problems  
before they become serious. So your on-site personnel can keep a cool head –  
at any time.

Contracts for your individual needs
Regardless of how you use our services –  
to promote availability, as a leverage for 
minimizing maintenance costs, or as a task 
force that augments your staff when most 
needed – Siemens’ in-depth service is 
exceptional in every way.

Prescribed availability by our  
24 / 7 service for life

Spare Parts Logistics
Investing only what you 
need when you need it

Regional Service Center
Your local task force at your site

Remote Expert 
Center
Peace of mind 
when you need it

Field Engineer
On standby  

for all events

Online Communication
Know-how as if we were there
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Get the care  
your business 
deserves



Get more information  
Comprehensive information concerning the control system  
for power generation:   
www.siemens.com/sppa-t3000  
E-mail: sppa-t3000.energy@siemens.com

Siemens AG 
Process Industries and Drives  
Automation and Engineering  
Östliche Rheinbrückenstr. 50  
76181 Karlsruhe  
Germany

© Siemens AG 2018  
Subject to change without prior notice  
Article no.: PDPA-B10400-00-7600  
Printed in Germany 

The information provided in this technical description merely 
contains general descriptions or characteristics of performance 
which in actual use do not always apply as described or which may 
change as a result of further development of the products. An 
obligation to provide the respective characteristics shall only exist 
if expressly agreed in the terms of contract. Availability and 
technical specifications are subject to change without notice.

All product designations may be trademarks or product names of 
Siemens AG or supplier companies whose use by third parties for 
their own purposes could violate the rights of the owners.

Security information

Siemens provides products and solutions with industrial security 
functions that support the secure operation of plants, systems, 
machines and networks.

In order to protect plants, systems, machines and networks against 
cyber threats, it is necessary to implement – and continuously 
maintain – a holistic, state-of-the-art industrial security concept. 
Siemens’ products and solutions only form one element of such a 
concept.

Customer is responsible to prevent unauthorized access to its 
plants, systems, machines and networks. Systems, machines and 
components should only be connected to the enterprise network 
or the Internet if and to the extent necessary and with appropriate 
security measures (e.g. use of firewalls and network segmentation) 
in place.

Additionally, Siemens’ guidance on appropriate security measures 
should be taken into account. For more information about industrial 
security with regard to SPPA-T3000, please visit the Siemens 
Customer Portal. Due to the character of the information provided, 
the Customer Portal is exclusive to registered Siemens customers 
using SPPA-T3000. If you are a SPPA-T3000 user, but not registered 
yet, please approach your local Siemens partner or apply for 
registration by using the “Register” function on the Customer 
Portal website: 

http://www.siemens.com/cp4ic

If you are also using other Siemens systems in addition to  
SPPA-T3000, please make sure to check this website, which 
includes all of the information and the procedures recommended 
by Siemens: http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development 
to make them more secure. Siemens strongly recommends to 
apply product updates as soon as available and to always use the 
latest product versions. Use of product versions that are no longer 
supported, and failure to apply latest updates may increase 
customer’s exposure to cyber threats.

To stay informed about product updates with regard to SPPA-T3000, 
please refer to the above mentioned Customer Portal, with regard 
to other Siemens systems please subscribe to the Siemens Industrial 
Security RSS Feed under http://www.siemens.com/industrialsecurity.

Java is a registered trademark of Oracle  
and/or its affiliates.

All other product or company names 
mentioned in this document are trademarks 
or registered trademarks of their respective 
owners and are used only for purposes of  
identification or description.


