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Sakerhets-
information

Detta ar ett tips/exempel pa en l6sning som ska hjalpa anvandaren att komma
igdng och se mojligheterna med Siemens industriprodukter.

Anvandaren maste sjalv anpassa detta tips/exempel till sin applikation.

Anvandaren ansvarar for att forhindra obehérig atkomst till sina anlaggningar,
system, maskiner och natverk. System, maskiner och komponenter bér endast
anslutas till foretagsnatverk eller internet om och i den utstrackning det ar
nodvandigt och med lampliga sakerhetsatgarder pa plats (t.ex. brandvaggar och
natverkssegmentering).

Dessutom bér Siemens vagledning om lampliga sékerhetsatgarder beaktas. For
mer information om industriell sékerhet se www.siemens.com/industrialsecurity

Siemens tar inget ansvar om materiel och/eller personal skadas i samband med
anvandning av detta tips/exempel.

Vi kan heller inte garantera att innehallet ar helt felfritt och vi forbehaller oss
ratten att andra tipset/exemplet vid behov.
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1 Losenordsskydda atkomst till kontrollpanelen

1

1.1

1.2

Losenordsskydda atkomst till

kontrollpanelen

Sammanfattning

Det har exemplet beskriver hur man kan skydda atkomst av kontrollpanelen p& en

Unified Comfort Panel.

Produkter och mjukvaror som anvants

Produkter och mjukvaror som anvénts vid framtagande av tipset

Produkt Version Bestallningsnummer
CPU1518F-4PN/DP fw 2.8 6ES7518-4FP00-0ABO
MTP1500 Unified Comfort V16.0.0.3 6AV2128-3QB06-0AX0
Step7 Professional V16 Upd3
WinCC Unified V16 Upd3

Till tipset tillhor foljande filer
Typ av fil Filnamn
Projekt UCP_skyddaKontrollPanelen.zap16

Unified Comfort Panel - Losenordsskydda &tkomst till kontrollpanelen
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2 Beskrivning

2
2.1

Beskrivning

Skapa anvandare i projektet

Nar en anvandare skapas sé skall den fa ett antal "roller” (Roles) beroende pa vad
anvandaren skall fa utfora pa panelen.
Det finns ett antal fordefinierade roller och det gar att skapa egna.

Roles
Name Description Maximum session timeout | Comment
19 HM ystem-defined role “HM r 30 Min  User Administration, Remote Access, Remote Configuration, Web Access, Monitor, OPC UA, Openness
47 HM Operator System-defined role *HM Operator’ 30 Min Wb Access, operatar
§9 HM Monitor System-defined role *HMI Wonitor® 30 Min  Web Access, monitor
§7 NETRemote Access System-defined role *NETRemote Access” 30 Nin
§9 NET Radius y defined role "NET Radius” 30 Min
§9 NETRadius system-defined rele “NETRadius” 30 Min

Varije roll far sedan utfora olika saker beroende pa vilka rattigheter (Function rights)

den har.
Finns ett antal fordefinierade rattigheter som idag inte gar att dépa om eller skapa
egna.

Function rights
Name Comment
D Useradministration
D Maonitor
D Operate
D Remote access
D Web access - monitoring only
D Openness Runtime -read and writ...
D OPC-UA -read and write access
D Import & export users
D Reset UMC password
Control panel access
[ righto1
[7] rightoz
[7] righto3
[ rightoa
[ rightos
[ rightos
[ righto7
[ rightos
[ rightog
[ rightto
[ right11
[ right12
[ right13
[ right14
[ rightis
] rightie
[ righni7
[ right1s
[ right1e
] right20

Unified Comfort Panel - Losenordsskydda &tkomst till kontrollpanelen
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Oppna ditt projekt och ga till "Security Settings — User and roles” och till
fliken "Roles”.
Dar skall en ny roll skapas och den skall ha rattigheten — "Control panel access”.

ings + Users and roles
Devices | Plant objects [ 1 ] [# Users Usergroups | 1 Roles
| B2 =)
Roles
Hame Hame Descripiion Masimum sessi.. Comment
v _] UCP_Grund 1 HM Administrater System-defined role “HM Adminiz_. 30 Mn
W 444 new device i HM Operstor Syrtem defined role "I Operator” 30 win
o Devices & networks 4 HM Monitor System-defined role "HIA Monitor® | 30 Win
» @ cPUISTS [CPU 1518F4 PiDR) 1 NETRemete Acces: System-defined role “NETRemate .. 30 van
» i MTP1500 [MTP1500 Unified Comfor] {4 NETAdministrater Radiuz System-defined role "NET Administ. 30 i
~ |} MTP1500_wizard [MTP1500 Unified Comfort] i NETRadius System-defined role “NETRadius” 30 Mn
Y Oevice cangurstion 5l sccessControiPanel Userdefined role 1 Win 1] Contral Panel Access
@ Onine & disgnoztics
A Collsbarstion dats
Function rights categories Function rights
- Runtime nghts name comment
» WinCC Unified devices 7] User administration L]
» 1500 V28 ] Monitar
= WG Unified Comart Panel devices ] operste
MTP1500 1 Remote &
[] Wb access - manitoring only -
Bl Temand grphicisn ] Openies: Runtime -read and wit..
e 0PCUA-read and wite access
~ g Securty settings : Import & export users
Settings Rezet UNE password
o e
» 8 Grosz-devica finctions Sl
» [ Comemon data ] rgheoz
b 2]l Documentation settings : Fight03
» [ Languages & resaurces gt
» [ Version control interlace [ rightos
+ 38 Online sccess =) [
» [ Card Readeniuse memory Sl
< i 5] O] mighws =

OBS

Om "Control panel access” inte finns att valja sa far man lagga till en ny panel i sitt
projekt och darefter kopiera alla bilder, taggar, script, text/graphic listor mm frén sin
gamla panel.

Ga sedan till fliken "Users” och skapa en anvéandare och aktivera vilka rollen den
skall ha.
Har aktiverar vi da den nyligen skapade rollen.

UCP_Grund » Security settings » Users and roles
Devices | Plant objects [ i | |4 Users [

Usergroups [l Roles |

E] L iz =
Users
Name User name Authentication .. | Maximum sessi...| Comment
> ] UCP_Grund i Admin [v|Fassword || 5 Nin 3] Siemens12#
W Add new device Add new users

ol Devices & networks
» (5 €PU1518 [CPU 1518F-4 PNIDP]
» (=4 MTP1500 [MTP1500 Unified Comfort] —
~ [ MTP1500_wizerd [MTP1500 Unified Comfort Assigned user groups | Assigned roles
Y Device configuration FEeaie
4 Online & diagnostics

Assigned rights

Assignedto | Name. Description Weaximum sessi... | Comment
e ey W @ HM Administrator System-defined role "HM Administ... 30 Min_ User Administration, Remote Acce.
’%:::!::wmng: i O HMI Operator System-defined role “HIM Operator” 30 Min_ Wieb Aci perator
3 toge fi =] HMI Menitor System-defined role "HM Monitor” 30 Min Web Access, monitor
## 0O NETRemote Access System-defined role "NETRemote ... 30 in
E E:;';:::T i O NETAdministrator Radius System-defined role “NET Administ... 30 Win
R 5 ] i 0 NETRadius System-defined role "NETRadius™ 30 Nin
= M Y accesscontrolPanel Userdefned role 1 Win Control Panel Access
5] scheduled tasks

cripts
yeles
4 Text and graphic lists
D o= (o eres

=

~ &g Security settings
q seting:
# Users and roles
» [38 Cross-device functions
» 4§ common data
» [E]) Documentation settings
DI Erare b
» L& Version control interface
D li- Gns e
» (8 Card ReaderlUSE memory
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2 Beskrivning

2.2

2.3

Ladda ner projektet

Viktigt att bocka ur en installning sa att dina konfigurerade anvéndare laddas ner.

Load preview %
9 Check before loading
Status ! Target Message Action
I & ~ wrisoo Ready for loading. Load "HMI_RT_1"
0 » Load Runtime Stop Runtime and perform full download Full download
[~} » Runtime start Start Runtime after download to target system. -
H ¥ Runtime values Keep current values in runtime or reset to start values from the en Keep selected
o Keepvalues oftags, active alarms and user management data
0 Keep current values of tags and pending alarms in the runtime @
1 Keep current user administration data in runtime =
[~} » Resetlogs Resetall logs in the runtime Mo reset
0 » HMI Runtime Infarmations
¥ Secure transfer Load runtime unencrypted Unencrypted transfer

Finish | | Load | | Cancel ‘

Aktivera "Control panel access” i panelen

For att komma till kontrollpanelen "swipa” uppat lIangst ner pa skarmen och klicka
pa huset.
Idag gar det tyvarr inte att forhindra att denna "taskbar” kommer fram.

Text

HMI

Template

Ga sedan till "security — Control panel access” och aktivera "enable password
protection for control panel”.

Unified Comfort Panel - Losenordsskydda &tkomst till kontrollpanelen
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2 Beskrivning

Security =»)

User o Control panel
Certificates
management access

G Security

Security \ Control panel access =

Control panel access

|_| Enable password protection for control panel

Du blir ombedd att logga in med en anvandare som har ratt behorighet (Function
right).

Access to control panel is restricted

Please enter user name and password to gain access:

Username: | |

Password: | I(Dl

Nar det ar aktiverat trycker du pa bilen uppe till hoger for att logga ut.

Unified Comfort Panel - Losenordsskydda &tkomst till kontrollpanelen
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2 Beskrivning

Security \ Control panel access =

Control panel access

Enable password protection for control panel

logga ut logga in

Start applikationen via taskbaren.

Du kommer till kontrollpanelen igen genom att trycka pa "huset” i taskbaren men du
kan inte g6ra nagot nu utan att logga in forst.

Access to control panel is restricted

Please enter user name and password to gain access:

Username: |

Password: |

Unified Comfort Panel - Losenordsskydda &tkomst till kontrollpanelen
V0.0, mmiyyyy 8
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3 Referensmaterial

3 Referensmaterial

3.1 Relevanta manualer, FAQs m.m.

e Hijéalpen i TIA Portal

e SIMATIC HMI HMI devices Unified Comfort Panels
https://support.industry.siemens.com/cs/se/en/view/109773257

e Security guidelines for SIMATIC HMI operator devices and SIMATIC
WinCC Unified
https://support.industry.siemens.com/cs/nl/en/view/109481300

3.2 Andra lankar

e Siemens Sverige Industriella tjanster
https://new.siemens.com/se/sv/produkter/tjianster/industriella-tjanster.htm

e Siemens Industry Online Support
https://support.industry.siemens.com/cs/se/en/

e Siemens utbildning Sverige
https://www.sitrain-learning.siemens.com/SE/

e TIA Portal Tuturial center
http://www.siemens.com/tia-portal-tutorial-center

e Where do you procure the current trial software for STEP 7, WinCC and
Startdrive for TIA Portal V16?
https://support.industry.siemens.com/cs/ww/en/view/109772992

e Programming Guidelines and Programming Styleguide for SIMATIC S7-
1200 and S7-1500
https://support.industry.siemens.com/cs/ww/en/view/81318674

e TIA Selection Tool
http://www.siemens.com/tia-selection-tool

e Guide for switching from Comfort Panels to Unified Comfort Panels
https://support.industry.siemens.com/cs/se/en/view/109768002

e SIMATIC WinCC Unified Tutorial Center (Videos)
https://support.industry.siemens.com/cs/ww/en/view/109782433

e SIMATIC WinCC Unified - Tips and Tricks for Scripting (JavaScript)
https://support.industry.siemens.com/cs/se/en/view/109758536

e How do you use the Trace Viewer with the Unified Comfort Panel?
https://support.industry.siemens.com/cs/se/en/view/109777593

e Filtering of messages and alarms in SIMATIC WinCC Unified
https://support.industry.siemens.com/cs/se/en/view/109760056

¢ Demoproject for SIMATIC WIinCC Unified and SIMATIC HMI Unified
Comfort Panels
https://support.industry.siemens.com/cs/se/en/view/109776633

e HMI design with the HMI Template Suite
https://support.industry.siemens.com/cs/se/en/view/91174767

e SIMATIC WinCC Unified — Toolbox
https://support.industry.siemens.com/cs/se/en/view/109770480
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3 Referensmaterial

e Why does the project transfer of the Unified Comfort Panel fail? (Loading
the operator panel)
https://support.industry.siemens.com/cs/se/en/view/109780176
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