SIEMENS

Annex | to DPT (and, where applicable, the Standard Contractual Clauses)

Description of the Processing Operations

This Annex contains a specific description of the processing operations (including, but not limited to, the subject-matter of the processing, the

nature and purpose of the processing, the type of personal data and categories of data subjects) for the Offering Data Services. It prevails over

any deviating description contained in the Agreement.

A.

LIST OF PARTIES

Customer (and, where the Standard Contractual Clauses apply, data exporter):

Name, address and contact person’s name, position and contact details: Name and address of the Customer as well as contact details of a contact
person are contained in the Agreement and/or collected as part of the Customer onboarding process.

Role (Controller/Processor): Customer acts as Controller for the processing activities provided by Siemens vis-a-vis Customer and, as the case may

be, as Processor under the instructions of its Further Processors for Processing activities provided by Siemens vis-a-such Further Controllers.

Provider (and, where the Standard Contractual Clauses apply, data importer):
Name, address and contact person’s name, position and contact details: The provider / data importer proving the Processing services hereunder
is the Siemens company specified in the Agreement. Point of contact for data privacy inquiries is the Office of the Siemens Data Protection Officer,

Werner-von-Siemens-StralRe 1, 80333 Munich, Germany, E-Mail: dataprotection@siemens.com.

Role (Controller/Processor): Siemens acts as Processor Processing Personal Data on behalf of Customer and, as the case may be, Customer’s

Further Controllers.

DESCRIPTION OF TRANSFER / PROCESSING OPERATIONS
Categories of data subjects whose Personal Data is transferred/Processed
Data Subjects include:
e employees,
e  contractors,
e suppliers,
e business partners; and
e  otherindividuals whose Personal Data is stored on the Offerings and/or is Processed in the context of providing the Offerings.

Categories of personal data transferred
The Personal Data transferred/Processed concern the following categories of Personal Data:
e contact and user information, including name, address data, phone number, email address, and time zone;
e log-files of systems and machines connected to the Offerings;
e system access, usage, authorization data, operating data and any system log-files containing Personal Data or any other application-
specific data which users enter into the Offerings;
e where the Offerings includes video surveillance products (e.g. closed-circuit television / CCTV) or recording functionalities: images,
video- and audio-recordings; and
e where applicable further Personal Data as determined by Customer and its Further Controllers by uploading or connecting it to the
Offerings or otherwise granting access to it via the Offerings.

Sensitive data transferred (if applicable)
The Offerings are not intended for the processing of Sensitive Personal Data and Customer and its Further Controllers shall not transfer, directly or

indirectly, any such Sensitive Personal Data to Siemens.

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis)
e |f the Offering involves the provision of Cloud Services (as specified further below), Siemens continuously hosts the Personal Data on
behalf of the Customer.
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e |f the Offering involves the provision of Support and Professional Offerings (as specified further below), Siemens may access Personal
Data only when providing the respective Offering, unless specified otherwise in the Agreement.

Nature of the processing and purpose(s) of the data transfer and further processing
Siemens and its Subprocessors will Process Personal Data to provide the Offerings:
e internet accessible or similar Offerings made available and hosted by Siemens (“Cloud Offerings”) such as
= digital services for visualization, analysis and prediction of technical data in the mobility sector;
- operation and maintenance of CCTV-solutions; and
. hotline, administration, management, installation, configuration, migration, maintenance and support Offerings or any other
Offerings requiring (remote) access to Personal Data stored in the Cloud Offerings or on Customer’s IT systems (“Support and
Professional Offerings”).

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine that period
The Personal Data will be retained for the period of the Agreement. Customer has the ability to rectify, erase or restrict the Processing of Personal

Data via the functionalities of the services, or (ii) Siemens rectifies, erases or restricts the Processing of Personal Data as instructed by Customer.

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing

The subject matter, nature and duration of the processing are specified per Subprocessor in Annex Ill.

COMPETENT SUPERVISORY AUTHORITY
For Customers located in the European Union, the supervisory authority responsible for the Customer shall act as competent supervisory authority.

A list of the supervisory authorities in the EU is available here: https://ec.europa.eu/justice/article-29/structure/data-protection-

authorities/index_en.htm
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Annex Il to DPT (and, where applicable, the Standard Contractual Clauses)

Technical and organisational measures

The TOMs specified in the DPT available at www.siemens.com/dpt/mobility apply without deviations to the Data Services.
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Annex lll to DPT (and, where applicable, the Standard Contractual Clauses)

List of

Entities engaged in the storage/hosting of content

approved Subprocessors

. . Data Center Location Transfer Safeguards in case of

Entity Name, registered address and contact .
Restricted Transfers
Amazon Web Services EMEA SARL EEA X No Restricted Transfer
Registered Address: [] standard Contractual Clauses
38 Avenue John F. Kennedy [l Processor BCR
L-1855 Luxembourg [ 1 other:
Entities engaged in the Processing of Personal Data for non-storage/hosting purposes

Entity Name, registered address | Country/Region where | Description of processing | Transfer Safeguards in case of

and contact

Processing is performed

operation

Restricted Transfers

Entity name: EEA Provider of Saa$ for Mobility | x No Restricted Transfer
Siemens Mobility GmbH customers [1 standard Contractual Clauses
(where “Siemens” as defined [l Processor BCR
herein is another Siemens entity [] other:
than Siemens Mobility GmbH)
Registered Address:
Otto-Hahn-Ring 6
81739 Munich, Germany
Entity name: EEA User authentication and | x No Restricted Transfer
Unicloud Ltd. authorization [] standard Contractual Clauses
Registered Address: ] Processor BCR
Ha'sivim 49 st. Petach-Tikva, [1 other:
Israel 49517
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