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Software Solutions
Rugged communications equipment requires equally rugged software. 
The RUGGEDCOM product line offers first-rate solutions for network 
management, secure remote IED access, data conversion, routing  
and visualization. 
usa.siemens.com/ruggedcom

A modern substation contains vast amounts of 

data, subsets of which are of interest to 

control center or enterprise applications and 

users. RUGGEDCOM Software solutions have 

been developed to help the electric utility 

industry by providing secure access to this 

data, processing it into useful information and 

making it available in a usable format to a 

wide range of users and enterprise systems.

RUGGEDCOM Software solution have been  

developed with our utility customers in  

mind to provide network management  

and tools, secure remote IED access, data 

conversion, routing, and visualization  

solutions. RUGGEDCOM Software is widely 

used in both field and enterprise environments 

and is developed and tested to ensure high 

reliability and robustness.

https://new.siemens.com/us/en/products/automation/industrial-communication/rugged-communications.html
https://new.siemens.com/us/en/products/automation/industrial-communication/rugged-communications/technology-highlights.html
https://new.siemens.com/global/en/products/automation/industrial-communication/rugged-communications/knowledge-zone.html#Casestudies
https://support.industry.siemens.com/cs/document/109766381/brochure-ruggedcom-software?dti=0&lc=en-US
https://support.industry.siemens.com/my/us/en/requests#createRequest


RUGGEDCOM CROSSBOW  
An enterprise level solution for managing and securing

remote access to field devices in compliance with  

cybersecurity standards including those of NERC CIP and 

IEC 62443. Offers tremendous ease of use, and unique

automation capabilities for password management, fault 

management and software version management, and 

configuration management applications. 

Additional information: RUGGEDCOM CROSSBOW 
 

SINEC NMS   
SINEC NMS is a scalable, enterprise grade solution for 

monitoring, configuring and maintaining mission-critical 

networks. It improves operational efficiency, speeds up 

system provisioning, and preserves data validity, while 

allowing focus on the key events on the network.

Additional information: SINEC NMS

Operating instructions:

SINEC NMS 
 

SINEC INS  
SINEC INS (Infrastructure Network Services) is a tool that 

gives you access to central services for industrial networks, 

while offering a high degree of security. The uniform 

interface gives you a rapid overview of all network  

services that are important for OT. 

Additional information: SINEC INS

Operating instructions:

SINEC INS 
 

RUGGEDCOM ELAN 

RUGGEDCOM ELAN is a Linux-based substation

communications server, universal DNP gateway, remote

interface gateway and front-end processor. ELAN solutions

provide a broad range of benefits for an operator, giving

them secure access to the IED information that they

require, made available in a format they understand,

whenever they need it.

Additional information: RUGGEDCOM ELAN 

 

Substation

Distribution

Transmission

Gateway

Relay Transformer 
Monitor

Control Center

G
_R

C
M

0_
X

X
_0

00
19

Industrial Ethernet

RUGGEDCOM ELAN FEP

Enterprise

RTU

RUGGEDCOM RX1510 
RUGGEDCOM ELAN 

 Software Solutions

https://new.siemens.com/global/en/products/automation/industrial-communication/rugged-communications/ruggedcom-portfolio/software/crossbow.html
https://new.siemens.com/global/en/products/automation/industrial-communication/rugged-communications/ruggedcom-portfolio/software/elan.html
new.siemens.com/global/en/products/automation/industrial-communication/sinec-networkmanagement/sinec-nms-network-management-system.htm
https://support.industry.siemens.com/cs/document/109762749/simatic-net%3A-network-management-sinec-nms?dti=0&lc=en-US
https://new.siemens.com/global/en/products/automation/industrial-communication/sinec-networkmanagement/sinec-ins-infrastructure-network-services.html
https://support.industry.siemens.com/cs/document/109781023/simatic-net%3A-network-management-sinec-ins?dti=0&lc=en-US


SINEC PNI    
SINEC PNI (Primary Network Initialization) makes it quick 

and easy to commission SCALANCE and RUGGEDCOM 

network components as well as PROFINET devices in  

your industrial network. Conveniently configure the  

basic settings to integrate devices into the network and 

ensure that all new network devices operate seamlessly  

in the network.

Additional information: RUGGEDCOM SINEC PNI

SINEC PNI Free Basic Download: 

SINEC PNI 
 

RUGGEDCOM DIRECTOR 

RUGGEDCOM DIRECTOR is a serial port re-direction

application that is designed to extend the life and reach

of applications written for serial communications.

User Guide:

RUGGEDCOM DIRECTOR
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Siemens Industry, Inc. 
100 Technology Drive 
Alpharetta, GA 30005 
United States of America

Telephone: +1 (800) 241-4453 
usa.siemens.com/ruggedcom
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This document contains a general 
description of available technical options 
only, and its effectiveness will be subject 
to specific variables including field 
conditions and project parameters. Siemens 
does not make representations, warranties, 
or assurances as to the accuracy or 
completeness of the content contained 
herein. Siemens reserves the right to 
modify the technology and product 
specifications in its sole discretion without 
advance notice.
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https://new.siemens.com/global/en/products/automation/industrial-communication/sinec-networkmanagement.html#SINECPNI
https://support.industry.siemens.com/cs/document/109776941/sinec-pni-basic-v1-0-service-pack-1-software-download?dti=0&lc=en-US
https://support.industry.siemens.com/cs/us/en/view/97691648



