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Press  

 Paris, 19 May 2016 

ANSSI certifies and gives a classification to 
the Simatic S7-1500* controller 
 

• Siemens becomes the first industrial equipment supplier to obtain 

security certification and classification from the French Network and 

Information Security Agency (ANSSI - Agence Nationale de la Sécurité 

des Systèmes d’Information). 

• For essential public service operators, classification acts as the seal of 

approval of a higher level of security and trustworthiness, providing 

assurance that the product will contribute to protecting their 

infrastructure against cyber threats. It is also a purchase 

recommendation by the French Network and Information Security 

Agency (ANSSI - Agence Nationale de la Sécurité des Systèmes 

d’Information). 

• Classification of the Simatic S7-1500 controller enables users to 

improve the security of their industrial systems 

 

First security level certification (CSPN – Certification de Sécurité de Premier Niveau) 

was awarded by ANSSI on 25 April 2016 (certificate ANSSI-CSPN-2016-5), 

certifying the level of security offered by the Siemens range of Simatic S7-1500 

controllers.  It was put through a series of tests to check its security functions on the 

one hand, and to seek out vulnerabilities on the other. They proved that the Simatic 

S7-1500 controller can provide a higher level of confidentiality, availability and 

integrity of the systems to which it is fitted. 

 

The classification, issued on 10 May 2016, confirms that the functions assessed 

meet national security requirements, and confirms to the trustworthiness achieved 

by the development processes within Siemens. It gives details of how the product 

should be used in order for it to contribute to protecting vital infrastructure. 

 

ANSSI is the only government body authorised to certify and give classifications to 

industrial systems products in France. 
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Based on the Siemens' "Security Integrated" concept, the main security functions of 

the Simatic S7-1500 programmable controller covered by this certification are: 

• protection against unauthorised persons reading or making changes to the 

program blocks; 

• protection against the user program being copied; 

• protection for the controller against transmitted data being modified 

(engineering data for configuration and the user program); 

• user rights administration: the multiple layers of authorisation mean that 

different users can be given different access rights; 

• firmware is protected against fraudulent update. 

 

According to Vincent Jauneau, Head of the Digital Factory and Process Industries 

and Drives divisions at Siemens France: "This certification and classification 

process enables users to improve the security of their industrial systems and gives 

them peace of mind when setting about accrediting their own equipment". 

 

 
 
* For further information on the Simatic S7-1518-4 security target and the certification report, 
visit the ANSSI website at: : http://ssi.gouv.fr/certification_cspn/simatic-s7-1518-4-version-
du-micrologiciel-1-83/ 
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Press contacts: 
CLC Communications 
Jérôme Saczewski, Christelle Grelou and Jessica Djaba 
Telephone: 01 42 93 04 04 
Email addresses: j.saczewski@clccom.com, c.grelou@clccom.com; j.djaba@clccom.com 
 
Find Siemens on Twitter: www.twitter.com/siemens_france 
 
Siemens France Holding is a subsidiary of Siemens AG, a global technology powerhouse that has stood for 

engineering excellence, innovation, quality, reliability and internationality for more than 165 years. The company 

focuses on the areas of electrification, automation and digitalization and is one of the world's largest producers of 

energy-efficient, resource-saving technologies. Siemens is the world leader in offshore wind turbine construction, a 

leading supplier of gas and steam turbines for power generation, a leading provider of power transmission solutions 

and a pioneer in infrastructure solutions as well as in automation, drive and software solutions for industry. The 

company is also a leading supplier of medical imaging equipment – such as computed tomography and magnetic 

resonance imaging systems – and a leader in laboratory diagnostics. Through its 6,900 strong workforce, 8 

industrial facilities and 11 R&D centers, 8 of them with worldwide responsibility, Siemens France is an important 

economic player actively committed to supply chains that are strategic to the French industry. In fiscal 2015, which 

ended on September 30, 2015, Siemens France recorded a revenue of €2.2 billion from continuing operations, of 

which 31% derived from exports. 




