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UHTerpupoBaHHaa 6e3onacHOCTbL Anf
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SIEMENS

BBeneHue

NHTerpupoBaHHas 6e3onacHoCTb Anst ABToMaTu3aLmm HenpepbiBHbIX NPOLIECCOB
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WUHTerpupoBaHHaa 6e3onacHoCcTb Ansi ABTOMaTU3aummu HenpepbiBHbIX
npoueccoB
NMonHOCTLIO MHTErpMpPOBaHHOE peLueHust 6e3onacHOCTU

SIEMENS

YnpaBneHue oyHKLUMOHANbLHOW 6€30NaCHOCTbLIO CHMXAEeT PUCKU MHLUUAOEHTOB
npouecca n obecneymMBaeT MakCMmManbHyr 6e30NacHOCTb ANS:

Ctp. 3 2015-05-19 Thomas Bartsch



KoHuenuua 6e3onacHocTu Ansa npeanputus

3awuTa ot

CTUXUWHbIX ~ 3awmTta oTr 6epacrTBum
6encTBUN .

COOpHbIN

GaccemH NMaccumBHaa 3awmra

lNMpepoxpaHutenb

HbIA KNanaH, AKTMBHaAa 3awmTa
pa3pbIBHOU AUCK

ABTOMaTu3INpoBaHHanA
cucrtema 6ezonacHocCcTM
(SI1S)

Cucrema Be3onacHbIN
6e3onacHocTH OCTaHOB

(aBTOMaTUyeckas)

BoBneueH

nepcoHan

npeanpuTyUA TpeBoru npouecca Cucrema ynpasneHus
npoueccom

Esoman BenunuuHa

asTomaTKa oLecce HopmanbHasn pa6ota

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved.
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SIEMENS

AHanNuns3 puMcKkoB = MUHUMUN3ALUSA PUCKOB

Pucku ana texHn4yeckou 6asbl

—
N3ameHeHHasa KOMMNOHOBKA
npouecca
Opyrue mepbl
MWHUMMN3aAL NN PUCKOB

Puck

~ -

\/

NpuemMmnembin pUCK

“HyneBoun puckK” He AOCTUXUM

Ctp.5 2015-05-19 Thomas Bartsch



IEC 61508 cnyXuT Kak 6a30BbiM CTaHA4APT U OCHOBA A1 CTaHAapTU3aumm 6e3onacHoCTy.

lNMokpbiBaeT BCe 30HbI, rae Ansa peanm3auum PyHKUUMN 3alimTbl, CBA3aHHbIX C 6€30NacHOCTbLIO
MUCMNOSb3YHTCA 3NeKTpu4veckne, anekTpoHHble unu MNJIK cucremoi.

e B na e
G NS e
A8 FNEHTOOTERHSEeCRan Hokd iocWa

=

OTpacneBble ctaHAapTbl Ha 6a3e IEC 61508, Takme kak IEC 61511 ansa
nepepabarbiBatowen npombiwsieHHocTn unu IEC 61513 ana atoMmHoun
NPOMBbILLSIEHHOCTH

OTpacneBble cTaHOAPTbl BaXXHbl AN1A NSIAHUPOBaHUA MU KCNJsyaTauum
COOTBETCTBYHOLUUX N "

HeorpaHnunyeHHo / © Siemens AG 2015. All Rights Reserved.
Ctp. 6 2015-05-19
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ApXuUTeKTypa 1 annapaTHasi HA4eXHOCTb

SIEMENS

ApxuTekTypHbIn napameTp: Safe Failure Fraction (SFF) — gpons 6e3onacHbIx

OTKa30B

YacToTa oTKa3oB

As (vacToTa Becex “safe” GezonacHbix OTKa3oB)

Asp (vacTora Bcex “safe detected” GesonacHbix
obOHapyXMBaeMbIX OTKa30B)

Agy (vacTora Bcex “safe undetected” GesonacHbix He
obOHapyX1MBaeMbIX OTKa30B)

Ap (4acToTa Bcex "dangerous” onacHbIX OTKa30B)

App (vacToTa BCex “dangerous detected” onacHbix
oOHapyX1MBaeMbIX OTKa30B)

Apy (vacToTa BCex “dangerous undetected” onacHbix He
OOHapyXnBaeMbIX OTKa30B)

SEF — Z/is+ZZDD
N Z/Is+Z/IDD+ZZDU

SFF = Safe Failure Fraction - gonsa 6e3onacHbIX OTKa30B

Ctp. 7 2015-05-19

Be3onacHble
OnacHble

PaboTta 6e3 oTka3oB

Thomas Bartsch



ApXuUTeKTypa 1 annapaTHasi HA4eXHOCTb

ApxutekTtypa Parameters: Hardware Fault Tolerance (HFT) — oTka3oycTON4YMBOCTb
annapaTHbIX CpeacCTB

SIEMENS

AnnapaTHaﬂ OTKa30yCTOﬁqMBOCTb - OTKa30yCTOI7I‘-IVIBOCTb dlfifnapaTHbIX cpeacTB

— BO3MOXHOCTb annapaTtypbl NpoaosKatb BbINOJIHATL TpedyeMble pyHKLUU
Aaxe B COCTOSAHUM cOos

B 3TOM KOHTEKcTe:

AnnapaTHas 0TKa3oycTom4neoCTb N = N + 1 annapaTHbI/ OTKa3 MOXET
NPUBECTU K NOTEpPE BaXXHOM
doyHKUMKM Be3onacHOCTM.

[Tpumep:

PesepBHble KaHarbl byioka yrnpaBneHusa ¢ B3aMMHbIM KOHTPOMNeEM UMeLOT AnnapaTHas
OTKasoycTonymeoCTb - N = 1.

Ctp. 8 2015-05-19 Thomas Bartsch



ApxuTeKkTypa v annapatHasi HAAeXXHOCTb
CuctemHas apxutektypa "1 n3 1 (1ool)"

Cucrtema c 1-kaHanom (OguH KaHan) :

OTa apXuTekTypa COCTOUT U3 OAHOro KaHana, 4Yto 3HauyuT —
OOMH OMNacHbIN OTKa3 gocTaTodeH YTO Obl pyHKUNSA
B©e3onacHoCTU cTana He aPdEKTUBHOMN.

Be3onacHbIN OTKa3: KOHTaKT perJie pa3MblKaeTCA U
npepbiBaeT nogavy nntaHnA

OnacHbIN OTKas3: Hanp. KOHTaKT npueapucy,
npepbiBaHne nogadun nuTaHug
He BO3MOXXHO

-/

SIEMENS

3gech:
“©e3onacHo
3HAYnT

obecTo4eHo

”

Hardware Fault Tolerance (HFT) — oTka3oycTon4nBOCTb annapaTHbIX CPEACTB

Ctp. 9 2015-05-19
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ApxuTeKkTypa v annapaTtHas HageXHoOCTb
CuctemHaga apxutektypa "1 u3 2 (1oo2)"

Cuctema c 2-kaHanamu (1BouHOM
KaHan).

Bbixogbl NnogknioYeHbl nocrieaoBaTesibHO.

1 n3 2 (1002):

Cuctema TpebyeT ToMbKO OAMH KaHan Anst BbINONHEHUS
aBTOMaTmn4yeckon pyHKUMmn 6e30nacHoOCTMW.

-~ Bblwe goctynHocTb 6e3onacHocTum

-

o

SIEMENS

3gech:
“©e3onacHo”
3HAYnT
obecTo4eHo

Hardware Fault Tolerance (HFT) — oTka3oycTon4nBOCTb annapaTHbIX CPEACTB

Crp. 10 2015-05-19
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ApxuTeKkTypa v annapaTtHas HageXHoOCTb
CuctemHasa apxutektypa “2 us 2 (2002)"

2-kaHan (Dual kaHan) System:

Bbixoabl NOAKNIOYEHDI napansesnbHoO.

2 n3 2 (2002):

Ob6a kaHana OormkHbl aKTUBMPOBATLCS ANS1 BbINOMHEHUS
aBTOMaTnyeckon yHKLMN 6e30nacHOCTH,

T.€. NPW OTKa3e 04HOro KaHarna asToMarTnyeckasa oyHKUUS
©e3onacHOCTN HE MOXET ObITb BbIMOMHEHA.

- YBenuyeHHas onepatnBHaga yBerimiyeHume
aKcnyaTayMOHHOW rOTOBHOCTMU

—> CHWXXEHMe OOCTYNHOCTM 6e3onacHoCTH

-

SIEMENS

3pechb: “safe”
means
de-energized

Hardware Fault Tolerance (HFT) — oTka3oycToM4nBOCTb annapaTHbIX CPEACTB

Crp. 11 2015-05-19
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SIEMENS
ApXuUTeKTypa 1 annapaTHasi HA4eXHOCTb

CuctemHaga apxutektypa “2 n3 3 (2003)"

Cucrema c 3-kaHanamw
(TpoupoBaHue) - TMR:
MuHumMyM 2 paboTaroLlmnx kaHana TpebyeTcs Ans BbINONHEHMS HFT =1

aBTOMaTU4eCcKkou (byHKLI,I/IM 6630I‘IaUCHOCTI/I > 3neck: “safe”

> yBenmnyeHumne sKkcniyataumoHHOM roToOBHOCTU means
de-energized

P; >

ﬂpM OTKa3e OHOro KaHasa, aBTomMmaTtn4yecKkas (byHKLI,I/IFI
©e3onacHOCTU MOXET npoaoIKaTb BbIMOJTHATLCA
—> MOBbILLIEHNE OOCTYINMHOCTU ©e3onacHoCcTH

Y

Hardware Fault Tolerance (HFT) — oTka3oycToOM4YnBOCTb annapaTHbIX CPEACTB

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved.
Cp. 12 2015-05-19 Thomas Bartsch



Ceptudukauma cornacHo IEC 61508
HFT n SFF B ctaHgapTax 6e3onacHocTu

IEC 61508

HFT =0
SFF > 99%

1001D, SIMATIC S7-400F = SIL 3

SIMATIC S7-400FH = SIL 3
2002 n3 1001D cuctem

Ctp. 13 2015-05-19

61508-2 © |IEC:2010

- 27 -

SIEMENS

Table 3 — Maximum allowable safety integrity level for a safety
function carried out by a type B safety-related element or subsystem

Safe failure fraction of an element

Hardware fault tolerance

0 1 2
<60 % Not Allowed SIL 1 SIL 2
60 % — <90 % SIL 1 SIL 2 SIL 3
90 % — <99 % SIL 2 SIL 3 SIL 4
=99 % < SIL 3 > SIL 4 SIL 4

Hardware Fault Tolerance (HFT) — oTkazoycTon4nmBoCTb annapaTHbIX CPeacTB

Safe Failure Fraction (SFF) — gonsa 6e3onacHbIX OTKa30B

Thomas Bartsch




SIEMENS

AHanun3 oTKkasoB B CUCTEMaX aBTOMAaTUKU

Cneuundukaumna 44.1%

U3ameHeHUs nocne Pa3paboTtka
NyCKpO-Hanaaku U peanusauus
20,6% 14.7%
Akcnnyataums MoHTax un
u obcnyxuBaHne ~ Nycko-Hananka
14.7% 5.9%

MpumeyvaHue : Ha ocHoBe 34 nccnegosaHun B bputannm
Health n Safety Executive (GB): from Control. Mo4yemy cuctembl paboTatoT HenpaBunbHO
M KaK NpefoTBpaTuTb oTkasbl. HSE Books 1995

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved.
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PacnpepneneHue cbooeB

KnroueBble NMPU4YNHbI OTKa30B

Crtp. 15

2015-05-19

KomMmneTteHTHOCTb
nogeun

+

YnpaBneHue
©6e3onacHoOCTbIO

\/

+

TexHUn4Yeckue
TpeboBaHus

\/

\/

KN3HEeHHbIN UnKn
CUCTEMbI
0e3onacHoCcTHU

AHanus

\

Cneuundmkaums

¥

Pa3paboTtka n
peanusauus

¥

MoHTax 1 nycko-

Hanagka

'

MU3meHeHus nocne
BBOAA B
akcnnyaTtauuio

SIEMENS

Thomas Bartsch



SIEMENS

IEC 61511(ISA S84) XKn3HeHHbIU LUK cuctem 6e30nacHoOCTU

Hazard and Risk Assessment
Allocation of Safety Functions to Protection Layers Analysis
'ug 2  — ____————_______
52 £ ssfety Requirements Specification (SRS)
EE 2 for the Safety Instrumented System (SIS)
23 9
T 5 g
% E = Design and Development of
EE :% Safety Instrumented System (SIS) other means of Risk Reduction Realzalion
$z 3
3 3
om 3
2 3
ZE &
Operation |

G_POST e 00223

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved.
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. SIEMENS
YnpaBneHue (pyHKLMOHaNbLHON 6€30NacHOCTLIO

NnaH 6e3onacHocTu n Cneundpukauma TpedboBaHUn 6e3onacHOCTU

Functional Safety Management (FSM)
YnpaBneHue pyHKLUOHaNIbHON 6€30MacHOCTbLIO

He 3aBucumo ot npoekta FSM 3aBucumo ot npoekta FSM

CrnoxHocTtb AOKYMEeHTaUunn 3aBNCUT OT pa3Mepa NPOoeKTa U Cyu.l,eCTByI-OLI.I,eVI CUCTeMbl
MeHeaAXMEeHTa

HeorpaHnunyeHHo / © Siemens AG 2015. All Rights Reserved.
Ctp. 17 2015-05-19 Thomas Bartsch




Probability of

Safety )
Integrity Level ::'I!‘I'J;eBor'L:ema“d

UHTerpanbHbin YypOBEHb

6e3onacHocTM (pe>xum cnpoca)
BepoATHOCTb OTKa3a Ha 3anpoc

Risk Reduction
Factor = 1/PFD

DaKTop CHUXXEHMA pUCKa

>=104 to <103

>=10-2 to <10-1

10000 to 1000

100 to 10

SIL: Kputepum achchektuBHocTm SIS, cpeam npoumx BeLiem,
ONMUCBHIBAIOT BO3MOXHOCTb OTKa3a Ha 3anpoc.

HeorpaHnunyeHHo / © Siemens AG 2015. All Rights Reserved.
Crp. 18 2015-05-19
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SIEMENS
ABTOMaTU3MpOBaHHaA cuctema 6esonacHocTtu (SIS)

SIS: KomOnHaums gatymks, normyeckoro Mmoayrns (Hanp. KOHTposinepa) u

NCNOSTHNTENBHOIO MeXaHu3ma, KOTOpPbIN OETEKTUPYET aHOMarbHY pobovee COTOAHME U
ABTOMATHNYECKW Bo3BpallaeT npeanpmutne cHoBa B 6e30nacHOE COCTOSAHME.

ABTOMaTM3MpOBaHHaA cucrtemMa O6biyHana ACY TN

6e3onacHocTm (SIS) (BPCS)

Bbixoabl

/P

HeorpaHnunyeHHo / © Siemens AG 2015. All Rights Reserved.
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®yYHKLUMM aBTOMATU3MPOBaHHOM CUCTEMbI 6e3onacHOCTU
IEC 61508/11

YuuntbiBast NONHbIN
cornacHo |IEC 61508:

Each safety function always comprises the entire chain,
from the collection and processing of information to the intended action

Acquire safe Combine Safe Initiate Safe
Information Information Response

Ctp. 20 2015-05-19

SIEMENS

Thomas Bartsch



OueHka pucka SIL no KapTe pUCcKoB

Ca X1 >
pa X? >
Fa
Ch Pn
1 I:h > PH
C. = > Pn
En Pa
Pn
Ca ,| Fa Pa
Fb
Pn
E =

Ctp. 21

W2 W1
—> = —> =
—> —> =

Safety Integrity
Levels SIL

HeT cneunanbHbIX TPeboBaHUN 6e30NacHOCTH
HeAoCTaTOYHO OTAENIbHOM CUCTeMbl 6e3onacHocTH

2015-05-19

AdpchekT

Ca HesHauntenbHas TpaBma

Cb bBonbwwne HeobpaTMbie TpaBMbl
NN CMEepPTb OOHOrO YenoBeka

Cc CmepTb HECKONbKUX Nogen

Cd CwmepTb 6onbLUOro yMcna ngen

YacTtota 1 npoaonkntenbHOCTb
Fa OT peaoknx oo 4acTblx
Fb Ot y4acTtbiXx 4O NOCTOAHHbIX

lNpenoTBpalleHne onacHoCTU

Pa Bo3aMOXHO npu onpeaeneHHbIX
obcTosTenbCcTBax

Pb Bnnsko Kk HeBO3MOXXHOMY

BeposiTHOCTb BO3HUKHOBEHUA
W1 OuyeHb HU3Kad

W2 Hwuskasa
W3 OTHOCUTENbHO BbiCOKas

SIEMENS

Thomas Bartsch



SIEMENS

Layer of protection analysis (LOPA) — AHanu3 ypoBHS 3alUTbl

Lopa

Stirrer drive failed |[Batchin Operator Pressure high | Pressure Tolerable risk
Operation | Intervention safety relief value
shutdown

x I Explosion

0.1

0.5

|0.51yr

Mo consequence

Tofergble risk ocoording to lJEC&T5T1-3 Tahle C2
PL = Protection Layer

Required PFD = Tolerable risk / Probability of the Event
Example: PFD = 1x10° /{05 x 0.5x 0.1 x 0.07), PFD = 0.006 --= 5IL 2

PFD - Probability of failure on demand - BeposaTHOCTbL OTKa3sa Ha 3anpoc
HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved.
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Safety Requirement Specification (SRS)
Cneuudmkauma TpedboBaHumn 6e30MNacHOCTH

Cneundukaumsa TpedboBaHnn 6e3onacHoOCTU

TpeboBaHuA K PYyHKUUNAM
©0e3onacHoOCTU

TpeboBaHUA K LLeNNOCTHOCTU
Ge3onacHocTH

JornxHbl ObITb YKa3aHbl BCe TpeboBaHUA

HeobxoauMbIe Ans pa3paboTKM aBTOMaTUYEeCKUX

Crp. 23

chbyHKUMN Ge30nacHOCTH

2015-05-19

SIEMENS

Thomas Bartsch



MpunoxeHusa ons obecneyeHnMsa 6e3onacHOCTM Npouecca

I'Ipvmox(eva 6e3onacHocTu B NPOMbLIWITIEHHOCTU

Cuctembl 3KCTpEeHHOro n ocrtaHoBa npouecca (ESD/PSD)
cornacHo IEC 61508, IEC 61511, ISA S84 n VDI/VDE 2180

Cuctembl ynpaBneHus ropeHnem (BMS)
cornacHo EN 230, EN 298 n NFPA 85

NoxapHble n npunoxeHus 3arasosaHHoctTu (F & G), AaeTekTUpoBaHue nNraMmeHu u
CUCTEeMbl NOXXapHOM CUTHaNu3auuu
cornacHo EN 54, NFPA 72

Ctp. 24

2015-05-19

NMpumep gna PFD calculation

SIEMENS

Thomas Bartsch
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UcTopus

NHTerpmupoBaHHasi 6e3onacHocTb Ansi ABToMaTu3aL MM HenpepbiBHbIX NPOLIECCOB

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved. siemens.com/process-safety



SIEMENS
UCTOPUA SIEMENS B be3onacHOCTH npoLeccosB

=T
Zisix

SIEMENS

Tatrix

|

e " |=
SIMATIC I | FMR™ Safety Fieldbus with
Safety Matrix (2004) t' (2005) Redundant Ring (2006) Ly 410
PROFINET
(2013)

Safety Matrix
S7 300F/400F PROFIsafe (1999)

(2002) S7-400FH PROFlsafe (1995)
(1999)

SIMATIC S5-110F
(1980)

SIMATIC S5-115F
(1988)
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WHTerpupoBaHHas 6e3onacHocTb Ansa ABTOMaTU3auvu HenpepbIBHbIX
npoueccoB
NMonHOCTLIO MHTErpMpPOBaHHOE peLleHue 6e3onacHOCTU

SIEMENS

OcHoBHbIE TpeHAbl B 6e30nacHOCTU
npoueccoB

- MHTerpupoBaHHas apxuUTeKkTypa
6e30MacHOCTU M KOHTPONSA npouecca

* bonble hoKyc Ha NPOCTOTY NPUMEHEHMN.

- bonble doKyc Ha 6e3onacHOCTb OT
AaTynKa A0 UCNOSNTHUTENbHOIO MeXaHU3N

* bonble BaXHOCTb MHCTPYMEHTOB
MeHeOXXMeHTa XKU3HEeHHbIM LUKITOM

- bonblwe MmacwTabupyemMocTb

JmTisssssssssece
————GCCCCC CCCCEC

- bonee pacnpeneneHHbIX CUCTEM
©6e3onacHOCTH

- Bonble rMobKocTu

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved.
C1p. 27 2015-05-19 Thomas Bartsch



SIEMENS

PeweHue Siemens

NHTerpmupoBaHHasi 6e3onacHocTb Ansi ABToMaTu3aL MM HenpepbiBHbIX NPOLIECCOB

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved. siemens.com/process-safety



UHTerpupoBaHHaa 6e3onacHoCTb AnA ABToMaTu3aumm HenpepbIBHbIX NPOLEeccoB
Siemens 3apgaeT moay MHHOBaLMAM

UHTerpupoBaHHOe ynpaBrieHne n 6e3onacHocCTb
MNonHasa nHterpaumns B SIMATIC PCS 7
OavH nHTepdenc nonb3oBatens Ana HXnHupuura, Jkcnnyartaummn, uarHoctukm n UM
OpgHa nnatdgopma ana 6e3onacHoro n 00dbIYHOIo NMPUNOXEHUS

UHTerpupoBaHHas TexHonoruns 6e3onacHbIX NosfeBbIX WAH
OTKa3oycTOM4YMBOE U pe3epBupoBaHHaa KoMMyHuKauus mexay LMY, pacnpeneneHHsim B/B n
ycTponcTBamun 6e3onacHocTu

Flexible Modular Redundancy (FMR) — 'mbkoe moaynbHoe pe3epBupoBaHue
HaeT macwtabupyemoe, 6rogpkeTHOe pelueHne nog Bawm sagaydm

Yn paBlieHne Xm3HeHHbIM LUUKITOM

[MpocToe nporpammunpoBaHme ¢ CFC n Safety Matrix
Safety Matrix Kak MIHCTpPYMEHT ynpaBrieHus xn3HeHHbIM Lumknom (Lifecycle Management Tool)

Ctp. 29 2015-05-19

SIEMENS
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SIEMENS

MHTerpupoBaHHbIe YnpaBrieHue u

be3onacHOCTb

NHTerpnpoBaHHas 6e3onacHocTb Anst ABToMaTM3aLum HeNpepbIBHbIX NPOLIECCOB

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved. siemens.com/process-safety



SIEMENS

Levels of Integrated Control n Safety

ENG HMI ENG

COMNPAXXEHHbIE | ?

DCS LLino3 SIS

HTEPUPOBAH.

EOVNHAA

DCS T SIS

Ctp. 31 2015-05-19 Thomas Bartsch



SIEMENS

Levels of Integrated Control n Safety

ICOMPAXEHHBLIE
VHTEIMTPUPOBAH.
EOVNHAA
@ Cranpapt-
HbIn B/B

Ctp. 32 2015-05-19 Thomas Bartsch



SIEMENS

Conpsi>keHHble ST P
*  OTAenbHble CUCTEMDI MK BesonacHocTu CraHgapTHoit ACY TI
ES/OS
« S7-400F/FH kak Safety PLC
«  OTtpenbHas ctaHuus nHxnHampuira gns MNIK
Ee3OI'IaCHOCTVI (Ilndustrial Ethernet, plant bus ) ( I Industrial Ethernet, plant bus )

 AS-410 pna PCS 7
- PaspenbHble ES/OS ana PCY

MJ1K BesonacHocTu O6blyHaga ACY Tl OOblyHaga ACY TN
BPCS BPCS

He TpebyeTcsa gononHuTenbHbIX 3HAHUN, MOCKOJIbKY UCNOJIb3YeTCA NOJOOHbLIN MHXUHUPUHT

NA3 n PCY pasgeneHbl

HeorpaHuyeHnHo / © Siemens AG 2015. All Rights Reserved.
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SIEMENS

UHTerpupoBaHHbIE

« PaspeneHHble cuctembl

* OBLWMIA MHXNHNPUHT
+ Obwwmn YMUN

VHXUHUPUHT anst
00blyHOM ACY Tl 1
MJK BesonacHocTn
ES/OS

( B Industrial Ethernet, plant bus )

MJ1K BesonacHocTu O6blyHaga ACY Tl OOblyHaga ACY TN
BPCS BPCS

Ooowmn nHxuHmpudr gna NMNA3 m PCY

HeorpaHuyeHHo / © Siemens AG 2015. All Rights Reserved.
C1p. 34 2015-05-19 Thomas Bartsch



SIEMENS

EOAVNHBLIN ,
HXWHUPUWHI 1A
- O6bwasa cucrtema ana NMNA3 n PCY OBbiuHoit ACY TM
- 00 Y, Cuctembl 6e3onacHcoTH
LA UHXXUHUPUHT e
+ Obwwmn YMUN

( B Industrial Ethernet, plant bus )

MJIK BesonacHoctn u PCY NNK BesonacHoctu n PCY

TexHonorusa pasaeneHusa UHTerpupoBaHHom 6e3onacHocTy ceptudmumnponsaHa TUV

BnNnoTtb Ao SiL 3
MeHbLe TpeboBaHua kK 3UIM

HeorpaHuyeHnHo / © Siemens AG 2015. All Rights Reserved.
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SIEMENS
SIMATIC UHTerpnpoBaHHasa 6e30MNacHOCTb

HJeTekTnpoBaHue owmndoK n CaepxuBaHme ownboK

PyHKUMM Be3onacHOCTU ANA OeTEKTUPOBaHUA U yripaBreHna owmnbkamu.
« F-Uny

* PROFIsafe kommyHukauma
* F-1/0 mogynu

* MNoneBble ycTpoucTea

|

~=——iggeeeg/cceeee
T RO i
25%%8¢cececiecccee
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SIMATIC UHTerpnpoBaHHasa 6e30MNacHOCTb
KoHuenuwus

CrtanpapTtHoe MO
nporpamMmMmumpo-

BaHus
STEP 7

C1p. 37

— —+

F-AnnapaTtypa

il CtaHaapTHbIN
—‘ YpaneHHbin B/B _I_

[

UHCTpyMeHT
OTKa30yCTOM4YMBOIO
nporpamMmmMupoBaHus
S7 F System

OTka3oycTon4ymBoe
NpuUroxeHue

OTKasoycTon4nBbIN
Moaynb B/B

CtaHaapTHbIN
PROFIBUS DP |

2015-05-19

PROFlsafe

SIEMENS
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SIEMENS
SIMATIC UHTerpnpoBaHHasa 6e30MNacHOCTb

MexaHuambl 0e3onacHoOCTU

0  FFFF, 1 0,

Multi-channel storage of safety-critical
datain instanceDBs in the CPU, ®
e.g. as word-oriented complement

COMP

DATA Qeiel/ilo DATA Qeiel/ilo

Bit-AND in Word-OR

Multi-channel processing of the safety JeIBJIELIGIYE Y in ALU
functionin F-FBs by SP7-ASIC of the logic unit
CPU

m Standard operation on DATA

= Multi-channel operation on COMP DATA [eell

CPU-internal comparison in the :
outputdriver toimprove errorlocating ] Comparison
Error handling: disable outputs and
stop CPU

Safety-related
message

CPU-external comparisoninreceiver
(F-outputmodules and processing F-
CPUs) '
Error handling: safe substitute values o Comparison
and errormessage

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved.
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SIEMENS

A36bITOYHOCTb NO BPEMEHN N MHOFOKaHaNbHOCTb BMECTO CTPYKTYPHOIO pe3epBUpPOBaHUS

AND

v

— Stop
by D#/C

MHoro
KaHaNnbHbIN
BbIXon,

MHoOro KkaHanbHbIN
oneparop /A, /B

M36bITOUYHOCTb NO BPpEMEeHM

» Bpems
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SIEMENS

SIMATIC UHTerpnpoBaHHasa 6e30MNacHOCTb

HoBas TexHonornsa obecrneuynBaeT pasaeneHne mexay 6e3onacHoOCTbIO U CTaHAapTHLIM ynpaBreHnem
HeBO3MOXHO MCMONb30BaTh CTaHAaPTHbIE CUrHanNbI B Moaynsx 6e3onacHocTu
OTaenbHble obnacTu JaHHbIX ANSA cUrHanoB 6e30MacHOCTU U CTaHAaPTHbLIX CUrHaNoB

HenpepbiBHas MapkMpoBKa curHanoB 6€30nacHOCTU XenTbiM LiBETOM

D egussatSIMATIC H-Station(1J%CPLU 417-4 HY|
[ Flam Besarbeitern  Einfiigen  Zielsystern  Test  Ansicht  Extras  Fenster

D=l b o] [ elmE] =il o] enlsm| =z == 8] Bl = =l =1 «alal =Bslml w2l |

—| [@# Faisafe Blocks tw1_1) =1
F-Control Blocks"Blocks
F-Simulation Blocks4Elocl
F-U=zer Blocks"Blocks
F_Z0UT2 [FE20S]
F_ABS_R [FEZ25]
F_aDD_FR [FB321]

F v =3E=r (ASISF_OI_S-NAMUR_C_Z
CHADDRD+ ACDRESS GHAMMEL @+

F_tv=iE=-(ASIF_OT _S-RAMOE_T_
CHADDRO® ACDRESS GHAMMEL oo
Eac o

CHADDR®S ACDDRESS CHAMMEL @5

F_E+v=3E=+(ASISF_OI_S=NAMUR_[_Z

Ey—

OIS EAE T

F_tvsib=v(ASIF_OT _S-mAamMOE_€ _

F_tv=ibevy (ASTSF_OT _S=MAMTE_T_

= EaE &

OIS EaE T

o | [
¥ GATA
GUARLITY

108 .0 F_LIM_LL [FE215]

T ChAborer ADOEESS  cHaMMEL 67 2 (LR [RDEEE)
E - e - [ D e e e R N N (S R F_LIM_TI [FBE345]

F_treciberiASIwF _DI_S=MAMUR_C _4 FEL-EESE R [FEeEs
chopoess’ ampRes: chanmel oo F_MID3 R [FB327]

L«

Driicken Sie F1. um Hilfe zu erhalten,

Ctp. 40 2015-05-19

‘w+IHF—|
#-THF—]

F_OTU_R_HAN

100.8
4

F_MIN3_FR [FB328] —
I —| _>l_I

F_&MND4 [FE301]
F_&WEX_ R FBE331)
F_BO_FBO [FE361
F_CH_al [FBE379]
F_CH_DI [FES77]
F_CH_DO [FB373]
F_CTUD [FB341]
F_CYC_CO [FE395
F_DIN_FR [FB324]
F_F_TRIG [FB347]
F_FEO_BO [FC303
F_FI_I [FC305]
F_FR_R [FC304]
F_FTI_TI [FC308]
F_I_FI [FEZ63]
F_LIM_HL [FB314]
F_LIM_I [FE3S50]

I e e o

(=]

-

FES0S

[ i
g

[&7Blan 2

[O0B32 DEMO_andini
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. . SIEMENS
Oowun gnu3amH cucTemsl

LMY S7-400 n LMY 410

Oawuu UMy KoHTponnep module
CtpykTypa 1001D c pasHoobpasHoe npuknagHoe MO
SIL 3 cornacHo |IEC 61508:2000 Luny
HFT = 0; SFF > 99% 4
¥ KoHTponnep module
Lennu
ANarHOCTUKHU
uny
lOOlD S”_ 3 > A
Lenn
Pe3epBMpOBaHHueliﬂy' AWarHoCTUKN
CTpykTypa 2002 13 1001D ¢ pasHoobpasHbiM npuknagHbimM MO N I e
[nsa octaHoBa o6a LMY gomkHbl ObITb B OTKase
SIL 3 cornacHo IEC 61508:2000
uny
LUenwn
Harware Fault Tolerance (HFT) - oTka3oycTOM4YMBOCTb anmnapaTHbIX CPeACcTB AUarHOCTUKU

Safe Failure Fraction (SFF) - nonsa 6e3onacHbIX OTKa3oB

2002 of (1001D)
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Oowun gnu3amH cucTemsl
F-1/O Moaynwu

Mopaynb ONCKpeTHOro BBoga
24 — kaHana SIL 2 ¢ 1001D
12 — kaHanoB SIL 3 ¢ 1002D
BHYTpeHHAS anarHocTuka

Moaynb aHanorosoro Beoga
6 — kaHanosB SIL 3 ¢ 1001D
BHyTpn 1002
BHYTpeHHAS anarHocTuka

Mofynb ONCKPETHbLIX BbIXOA0B
10 — kaHanoB SIL 3 ¢ 1001D
Kaxxgbi KaHan ¢ BHyTpeHHUM 1002
BHyTpeHHAS anarHocTuka

Crp. 42 2015-05-19

BxoaHon moaynb

A 4

A 4

| Bx.uenu | |LNY]|
|

| v

Llenn anarHocTukm |
A

|
I v
'\ Bx.uenu | [LNY|

1o001D ans SIL 2
1lo002D ansa SIL 3

SIEMENS

BbixogHon moaynb

ﬂu
A
|Llenn anarHocTukm|

_IE__ Bbix. uenu LH—

|

— FnaBHbIN

KOHTaKT

_l

L

loo02D SIL 3

Thomas Bartsch



In3anH cuctemsbl

He pe3epBupoBaHHasa cuctema
OauvH nnbo asa [laTtynka Ha Bxoae
Pe3epBupoBaHHaga cxema BHyTpu moayns B/B
Pe3epBUpoBaHHbIE BbIXOAHbLIE Lienu
C ogHUM KOHTponnepom up to SIL 3

HFT = 0; SFF > 99%
CornacHo IEC 61508-2, Tabnuuya 3

BxoaHon moaynb

—| Bx.uenn HUMNYH

v

Llenn AMarHocTuku |
¥

I
|
—!1 Bx. uenu |—|L|,I1YI—

KoHTponnep

Harware Fault Tolerance (HFT) - oTka3oycTOM4YMBOCTb anmnapaTHbIX CPeACcTB

Safe Failure Fraction (SFF) - nonsa 6e3onacHbIX OTKa3oB

Crp. 43
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1o001D gnsa SIL 2
1lo02D ansa SIL 3

\ 4

A\ 4

Ly
4

SIEMENS

BbixogHon moaynb

A 4

Llenu
ANAarHOCTUKU

1lo01D SIL 3

\ 4

_Iqrf—l_ Bbix. uenu LH——
|L|,énv| [AMarHoCTUKM| ]
-1 MaBHbLIN —l
) | L_KoHTaKT L_
loo2D SIL 3

Thomas Bartsch



. SIEMENS
On3anH cuctemsbl

Pe3epBupoBaHHaa cucrema
CTpyKTypa cnctembl 2004,
HO OOCTYMHOCTb BbILLUE
KoHTponnep

Ly

A

A 4

BxoaHon moaynb BbixogHon moaynb

» . LUenn — any = i
Bx. uenn HUNY SRR ‘;F 1
v
Llenn .qwarHOCTMKM| I LUenn ‘
v allaal L
L

\4

—P—!{ Bx. uenu HLI,HYI—_ _—|W|—_ KOHTaKT -
uny
N loo02D
loolD gnsa SIL2 — >
LUenn
1o002D gns SIL3 ANarHoCTUKN
200(1001D)
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. SIEMENS
IOn3anH cuctemsl

2003 - [onocoBaHune

:‘I Bx. uenn [UMY uny l
o ! uny ]
Lienu anarnoctuku| T I g |Llenu anarHocTvkm|
: v Lienn Y |H Tnaenein H
4 Bx.uenn jUNY— | AMAarHOCTNKM | HunyH| | kowrakr | L1
:1 Bx. uenn [UMY [ I
[ I
® (Llenu gnarHocTuku| > i 1
. i | [Beix. uenu]
!] Bx. uenu ﬂLl,I'Iy ] ury v
—> I > |Llenu guarHocTukm|
| LUenn v - MaeHbIn H
_’_:-I Bx.uennE Gl OWarHoCTUKU _—ITIVI—_ koutakr | L1
| I
Lienn guarHocTukm| > 200(1001D) 200(1002D)
1 v
'l Bx.uenm [Uny| |

300(1001D)
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SIEMENS

WHTerpupoBaHHasa 6e3onacHOCTb ANl aBTOMTU3aL UM NpoLeccoB
MonHOCTLIO MHTErPMPOBaAHHOE peLleHne Ansi obecneyeHms 6e30MNacHOCTH

PROFIBUS DP
PROFINET IO

(2-Port-Switch)

PROFINET 10
(2-Port-Switch)

2 Steckplatze fur
Sync-Module

G_PCS7_XX_00376

HeorpaHnunyeHHo / © Siemens AG 2015. All Rights Reserved.
Ctp. 46 2015-05-19

ar e

—
=
o
w
-
=
w
(x]
*
(-]
(=]
=T
(=
s
[
e
]
X
*
b=
=<
e
=
=
=
o
-9
d
(1]
*
]
=

ZERTIFIKAT & CERTIFICATE & 32

CERTIFICATE

MNo. Z1008 07 67803 004
Holder of Certificate: Siemens AG
Industry Sector IA AS
Glamvitzar Stralie 5535
80475 Normbeng
GERMANY
Factory(ies): £7801, 6TRO2
Certification Mark: 3

500
Product: Safety-Related Programmable Systems
Model(s): SIMATIC S7 FIFH Systems
Parameters: Logic salver

57 F: 1oo1D with diverse application software execution,
seil-tesl, program and data flow monitaring and
comparison by safety refated ouput modules

57 FH: 2002 configuration of 1ca1D 5T F

Fisldbus: 1001 or 2002 PROFIsafe

WO modules: 10020 with nemaly energzed outputs o
2002 configuration of 10020 110 modules

Further approvals can be found in the report SNT3321C.
The report SMT3321C and the wser docurnentation in the
currently valid revision are mandatory part of this ceri-

ficate.
Tested EC 515081 1538; upta SIL 3
according to: IEC 61508-2:2000: up to SIL 3

|EC £1508-3:1598; upto SIL 3

EN 954-1:1997; up te Satety Category 4
150 13848-1:2008; up o PL @

EN G0204-1:2005 (ke the extent applicable)
|EC 81511:2003

|EC 620612005

The product was tested on a voluntary basts and complies with the essential requirements. The
cerification mark shown above can be affixed cn the product I is not parmitted 1o aBer the
cerification mark in any way. In addition the certification hoidar must not transher the cerlificate
1o third paries. See also notes ovareaf

Test report no.: SNT 1 C
(A S
Date, 2009-07-20
Page 1of 1
TUW 0D Prodluet Service GrbH - Zemilizierstelle - Ridlerstrasss 65 - 80339 Monchan - Germany "
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WHTerpupoBaHHas 6e3onacHocTb Ansa ABTOMaTU3auvu HenpepbIBHbIX

npoueccoB

NMonHoCTbLIO MHTErpMpPOBaHHOE peLleHne Ans odecnevyeHusi 6esonacHoOCTU

KoHnTponnep S7-400

Component of the AS bundle

CPU 410-5H
Process

Automation

AS 410F /
AS 410FH

CPU 412-5H
PN/DP

AS 412F | AS 412FH

CPU 414-5H
PN/DP

AS 414F | AS 414FH

CPU 416-5H
PN DP

AS 416F | AS416 FH

CPU 417-5H
PN/DP

AS 417F | AS 417FH

Technical setup

§7-400 with distributed /0

Load memory integrated integrated 512 KB integrated 512 KB integrated 1 MB integrated 1 MB
48 MB card up to 64 MB card up to 64 MB card up to 64 MB card up to 64 MB

Main memory 32 MB 1MB 4 MB 16 B 32 MB

For program 16 MB 512 KB 2MB 6 MB 16 MB

For data 16 MB 512 KB 2 MB 10 MB 16 MB

Execution time 7.5ns 31.25 ns 18.75 ns 12.5 ns 7.5ns

Prozessobjekte 2600 30 350 1200 2000

Fieldbus interfaces

MPI/DP - 32 slaves 32 slaves 32 slaves 32 slaves

DP 96 slaves 64 slaves 96 slaves 125 slaves 125 slaves

PN 1. interface 250 PNNO devices 256 PN/IO devices 256 PN/IO devices 256 PN/O devices 256 PN/1O devices

PN 2. interface 250 PN/O devices - - - -

Dimensions (W x H x D) in mm 50 x 290 x 219

MTBF (years) 16.7 23.0 23.0 23.0 23.0

PFD (Proof Test 10 years) < 1.9E-04 < 1.9E-04 < 1.9E-04 < 1.9E-04 < 1.9E-04

PFD (Proof Test 20 years) < 3.8E-04 < 3.8E-04 < 3.8E-04 < 3.8E-04 < 3.8E-04

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved.
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WHTerpupoBaHHas 6e3onacHocTb Ansa ABTOMaTU3auvu HenpepbIBHbIX

npoueccoB

NMonHoCTbLIO MHTErpMpPOBaHHOE peLleHne Ans odecnevyeHusi 6esonacHoOCTU

ET 200M

SM 326 F-DI

24xDC 24V

SM 326 F-DI
8 x NAMUR

SM 326 F-DO
8 x DC 24V/2A PM

SM 326 F-DO
10 x DC 24V[2APP

SM 336 F-Al
6x0/4... 20 mAHART

Max. number of

24 (1-channel for SIL 2)

8 (1-channel for SIL 2)

10 (intern 2-channel

8 (inter 2-channel SIL 3)

6 (1-channel SIL 3, 1001}

inputs/outputs 12 (2-channel for SIL 3) (4 (2-channel for SIL 3) SIL 3) 3 (2-channel SIL 3, 1002)
SIL according IEC 61508 electrically isolated in electrically isclated by |electrically isolated in electrically isolated in 15 bits + sign
groups of 12 channel groups of 5 groups of 4 2-wire or 4-wire
PIP switching PIM switching connection
Input or output current - - 2 A per channel with 2 A per channel with 4...20mAor
"1" signal "1" signal 0... 20 mA

Short-circuit-proof
sensor supply

4 for 6 channels
electrically isolated in
groups of 2

8 for 8 channels
individually isolated

6 for 6 channels

Special features

Support of time
stamping (SOE)

Connection sensors
from hazardous areas

"Keep last valid value'
parameter, channel-

HART communication in
measuring range

20 ms resolution selective passivation 4...20mA
Redundancy Channel-selective Channel-selective Channel-selective - Channel-selective
Module and channel diagnhostics [ ] [ ] [ ] [ ] [ ]
PROFIBUS [ [ L L] [
PROFINET o - e e [
Dimension (W x H x D in mm) 80 x 125 x 120 80 x 125 x 120 40 x 125 x 120 80 x125x 120 40 x 125 x 120
MTBF (years) 22.8 33.8 3.2 28.7 26.5
PFD (Proof Test 20 years) < 1.0E-05 < 1.0E-05 < 1.0E-05 < 1.0E-05 < 1.0E-05

PFD PROFlsafe communication

< 1.0E-05, once in the evaluation for input and ocutput

CTp. 48
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WHTerpupoBaHHas 6e3onacHocTb Ansa ABTOMaTU3auvu HenpepbIBHbIX

npoueccoB

NMonHoCTbLIO MHTErpMpPOBaHHOE peLleHne Ans odecnevyeHusi 6esonacHoOCTU

ET 200M MTA

Terminal module MTA

F-AlHART

F-DO relays

SIEMENS

F-DO relays

Max. number of
inputs/outputs
SIL according IEC 61508

6 channels

4 ... 20 mA (with/without
HART

0 ... 20 mA (without
HART)

24 channels F-DI
24V DC

10 channels F-DO
24VDC,2A

10 channels F-DO
120 ... 230 VAC,5 A

10 channels F-DO
24 V DC, 5A

ET 200M module BES7336-4GE00-0ABO 6ES7326-1BK02-0AB0 |6ES7326-2BF10-0AB0 6ES7326-2BF10-0AB0 B6ES7326-2BF10-0AB0
/O Redundancy L [ ] L [ ] L

MTBF (years) 92.0 74.0 159.0 130.0 130.0

PFD (Proof Test 10 years) - - - - -

PFD (Proof Test 10 years) single |3.72E-05 - - 2.50E-03 1.26E-02

channel

PFD (Proof Test 20 years) 5.00E-04 - - 5.00E-02 2.50E-01

PFD (Proof Test 20 years) single |8.34E-05 - - 5.10E-03 2.52E-02

channel

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved.
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WHTerpupoBaHHas 6e3onacHocTb Ansa ABTOMaTU3auvu HenpepbIBHbIX

npoueccoB

NMonHoCTbLIO MHTErpMpPOBaHHOE peLleHne Ans odecnevyeHusi 6esonacHoOCTU

ET 200iSP ¢ PROFIBUS nogknro4vyeHuem

EM 138 F-DI EM 138 F-DO EM 138 F-Al
Module type 8 x Namur 4 x DC 17.4V/40 mA 4 x Ex HART
Max. number of 8 (1-channel SIL 3) or 4 (1-channel for SIL 3) |4 (1-channel SIL 3)
inputs/outputs 4 (2-channel SIL 3) PIP switching 4 (2-channel, 2 modules,
SIL according IEC 61508 1002 SIL 3)
15 Bit + sign
2-wire or 4-wire
connection
Input or output current - 40 mA per channel 4 ... 20 mA (with/without
80 mA with parallel HART) or
connection 0 ... 20 mA (without
HART)

Short-circuit-proof
sensor supply

8 for 8 channels
individually isolated

4 for 4 channels
individually isclated

Special features

Connection sensors
from hazardous areas

Connection sensors
from hazardous areas

Connection sensors
from hazardous areas
HART communication

PROFIBUS L [ ] L]

PROFINET - - -

Dimension (W x H x D in mm) 30 x129 x 136.5 30 x 129 x 136.5 30 x 129 x 136.5
MTBF (years) 41.6 52.4 339

PFD (Proof Test 20 years) < 1.0E-05 < 1.0E-05 < 1.0E-04 (1001)

< 1.0E-05 (1002, 2
modules)

PFD PROFIlsafe communication

< 1.0E-05, once in the evaluation for input and output

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved.
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NUHTerpupoBaHHas 6e3onacHoOCTb Anst ABTOMaTu3aumm HenpepbIBHbIX

npoueccoB

SIEMENS

MonHOCTLIO MHTErpMpPOBaHHOE peLleHne Ana obecnevyeHnst 6esonacHocTU

LLITamnbl BpeMeHU
ToyHocTb 30 mc ¢ F-Moaynamu
ToyHoCTb 1 MC CcO cTaHAapTHbIMU MOAYNAMU

Crp. 51 2015-05-19

Distributed WD de- | Module Order Ma. Used as
vice
ET 200M 5M 321 BEST 321-TBHO1-0ABD Module fior acquisiion of process signals:

Precision of 1 ms 16 electrically isolated imputs (24 W DC) and diagnos-

tic messages, redundant signal acquisition possible
ET 200M S 321 BEST 321-TEHOO-0ABD Module fior acquisition of process signals:

Srecision of 1 ms 1€ electrically isolated inputs (24-125 V DC) and
diagnostic messages, redundant signal acguisition
possible

Distributed /O de- | Module Oirder Mo, Used as
vice
ET 200M SM 321 GEST 321-TRDO0-0ABD Miodule for acquisition of process signals:
Precision of 10 ms 4 imputs (MAMURY), suitable for hazardows areas, re-
dundant signal acquisition possible
ET 200M SM 321 GEST 321-TTHOO-0ABD Mizdule for acquisition of process signals:
Precision of 10 ms 18 inputs (MAMUR), redundant signal acquisition pos-
sible
ET 200M SM 326 GEST 326-1B¥02-0480 Miodule for acguisition of process signals:
Precision of 20 to 30 ms * 24 inputs when used
— with interface module
GEST 153-2B4x2 and configuration with
F-ConfigurationPack V5.5 5P3 or higher
— with interface module
GEST 153-2BAT0-0XBE0 and configuration
with F-ConfigurationPack V5.5 5P3 or higher
* {12 inputs (CH 00 to CH 11) fior use with inferface
miodule
BEST 153-2BAM
* redundant signal acquisition and fail-safe signal
aoguisition possible
ET 200isP SM 13 GEST 131-TRFM-0ABD Miodule for acguisition of process signals:
Precision of 20 ms ] ir'||:|l.r5 (NAMLIR)

Thomas Bartsch




SIEMENS

OTkasoycTon4mBble noneBble NpUdop.bl
http://w3.siemens.com/mcms/daTtyuk-systems/en/Pages/functional-safety-
sil.aspx

Automation Technology b Language » Site Explorer

> Home > Automation Technology > Sensor Systems > Functional Safety (SIL)

Functional Safety (SIL) EIE TexSize a
Since the IEC 61508 and IEC 61511 standards for functional safety came into effect, demand has, Share this Page:
increased for process. d analysis dey iing to the Safety Integrity Level
(SIL) classification.

You can find all the important information about our SiL-related products here: Deliverable Products, Hma:‘s"“’f’ Messe 2015

Manufacturer Certiicates, Safety Manuals and additional information brochures and links for the topic
of safety.

General Information:

Brochure: "Functional safety in process instrumentation with SIL rating”

Webpage with information concerning Industry Automation: *Systematic Industrial Safety Technology:
Safety Integrated”

The following list shows the available SIL-products. Detailed information including a overview of the
data for functional safety is available in the "Overview of available SIL products”.

Process Safety Safety. siL Architecture Decl./ Report/ Safety Manual
Instrumentation Related Function; Cert. FSDS* Manual
Output Measurement
of

Pressure Measurement

SITRANSPDS  4..20mA Pressure SiL2 (1oo1) deen en see deenfr
Il analog/HART manual ites
-C20

SITRANSPDS 4..20mA Pressure SIL23 (1001/1002) deen en see deenfr
1l analog/HART Cert manual ites
-C23

SITRANSPDS  PROFlsafe Pressure SiL2 (1oo1) deen en see deenfr
i PA, ‘communication manual ites

SITRANS P500  4..20 mA Pressure SiL2 (1001) deen en see deenfr
analogHART - Cert manual itesno

Diaphragm seals Pressure only in en

Temperature Measurement

Head Transmitter

SITRANS 4..20mA Temperature  SIL2/3 (1o01/1002) deen deen deenfr
TH200/TH300, itespt
HW-Version

01.00/01.02-

c20/C23

HeorpaHuyeHnHo / © Siemens AG 2015. All Rights Reserved.
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SIEMENS

WHTerpupoBaHHasa 6e3onacHocTb AN ABToOMaTU3aLmm HenpepbiBHbIX MPOLLECCOB

O6was nnatcdopma MJIK ans ynpaBneHus npoueccomM u 6e3onacHocTu
EavHoe annapaTHoe pelleHns ans Bcex 3aaad

CERTIFICATE
No. Z1008 07 67803 004

Holder of Certificate: Siemens AG
Ind Sect:
Glei

or 1A AS

OpHa cuctemMa MHXUHUPUHIra cMCTeM yrpaBreHUsi NPoLeccoM U
NPUNoXeHNAAMN 6e3onacHOCTU npoLecca
MeHblle 06y4YeHurt 1 bonblue Ucnonb3oBaHUs HapaboToK
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OpyxecTBeHHOEe oToOpaxxeHne nHcpopmaumm 6esonacHocTu npouecca B PCS 7

ABTOMaTM4YecKas MHTerpauma oMarHocTmkKm 6e3onacHoOCTU npouecca B
uHTepdenc oneparopa

ZERTIFIKAT & CERTIFICATE & =2

NMpamasa kommyHukauus mexay PCY u MNA3
MeHbLUEe NHXUHUPUHTA
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SIEMENS
NUHTerpupoBaHHas 6e3onacHoOCTb Anst ABTOMaTu3aumm HenpepbIBHbIX

npoueccoB

SIMATIC S7-400FH ¢ S7 F System

Ucnonb3yeTtcsa ansa KoHdpUrypaumm annapaTtypbl U NPUIOXKEeHUN
6e3onacHocTu cornacHo IEC 61511

* OnumoHanbHbIN NakeT K STEP 7 ansg koHdurypuposaHuna S7-400H
KOHTponsepa ¢ oyHKUMOHanLHon 6e30nacHOCTbIO

* YnpoluaeT JOKYMEHTaLUIO No nporpaMmmam 6e3onacHoCTu, Hanp.
agMUHNCTPUPOBaHWEM Noanncen

Ctp. 54 2015-05-19 Thomas Bartsch



F nporpamma nonb3oBaTens

CFC
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SIEMENS
F NMporpamma nonb3oBaTens

Safety Matrix

MeTop NpnunH n 3dpdektToB ¢ aBTomMaTndeckon reHepaunen CFC u
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SIEMENS

UHTerpupoBaHHOE noneBoe obopyaoBaHue

BesonacHocTb npoLecca Ans ABToMaTM3aLum HenpepbiBHbIX NMPOLLECCOB

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved. siemens.com/process-safety



SIEMENS

UHTerpupoBaHHaa 6e3onacHoctb ¢ PROFIsafe

PROFIsafe aTto npodunb ypOBHS MPUNOXEHUN, KOTOPbIX ONUCbIBaeT KOMMYHUKaLUIO MeXAay
OTKa30yCTOMYMBbLIMN YCTPOUCTBaAMMU

Ony6nukoBaH B 1999; Tekywana Bepcus (V2.61) onyo6nukoBaHa B Asrycte 2014
Nopnepxka 6e3onacHOM KOMMYHMKaLMM MO OTKPbITbIM cTaHAapTHbIM wmnHaMm PROFIBUS (DP, PA) u PROFINET
TUV ceptuchmumpoBaH

« IEC 61508 SIL 3
« EN954-1 Cat 4

2.95 MMNNMOHOB Yy310B .

PROFIsafe
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Be3on.

Ynpasen.

Be3on.
Bbixop

Ypos. beson.

PROFIsafe
OSI| Mopenb
Hanp. AuarHoCTunKa
Be3on.
CtaHpapTH.- Bxop,
B/B
Ypos.. beson.
7

YpoB. beson.

CtaHpapTH.
ynpaBrneHue

-

2
1
g

2
1
-

[ 1 “YepHbIn KaHan": ASIC, cBs3b, kabenu, Npo4. He oTHOcSLLeecsa K 6e30MacHOCTU

[ 1 Kputudeckne dyHKLUN He CBSA3aHHbIe ¢ 6e30NacHOCTbIO, HaMpP. AnarHoCTMKa

I ] "PROFIsafe": KOMNOHEHTbI CUCTEM KPUTUYECKON KOMMYHUKaLMM B6E30NacHOCTHU :

agpecauua, watchdog Tanmepsbl, nocrnegoBaTefibHOCTU, NOANUCH, NPOM.

[ CessaHHble c 6e30nacHOCTLI0 HO He YacTb Profisafe npoduns:

BesonacHbi B/B 1 cuctembl 6e3onacHoOCTuU
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SIEMENS
PROFIsafe

JIHUM KOMMYHUKaLUU

NHkancynauusa

MoavnbHbIN y3en

F
D
|
\ OaTtuuk \ OaTtymk
JIlokanbHaA WuHa

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved.
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Cpencrteo Homep B OxugaHue BpeMenw | iaeHtudukatop ans Pes. Konvposaxue
Owunbka nocrieqoBaTenbHOCTU | C NOATBEPXOEHMEM | oTnpaBuTena n nonydvatens | gaHHbix CRC

Mepbl BONXXHbI ObITh peanM30BaHbl U KOHTPOJIMPOBATbLCA
BO BCE€X CTaHLMAX

HeorpaHuyeHHo / © Siemens AG 2015. All Rights Reserved.
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PROFIsafe
NMpoTtokon

—

yd

CtanpapTHbIn dpperim coobLueHns

" Cratyc / Homep CTaH.qapTl-lle
F /O paHHbIE KoHTponbH.6aiWT pnocnenoBar. ERE AaHHbIe B/B
CyeTuunk B E. fo
oTnpasuTene 'D'al:' HBIM
F-napameTtpam
Makc. 12/ 122 6aunt 1 6anT 1 6ant 2/4 6anT *) (240/238 - F-paHHble)

A F

*) 2 6anT gna makc. 12 6ant F I/O gaHHbIX
4 6anTt ans makc. 122 6ant F 1/O gaHHbIX

CT1p. 62
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Makc. 244 6ant DP gaHHbIX

v
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LLinHa uHTerpupoBaHHOM 6e30NacHOCTU

PROFIBUS
[MpoBepeHHOE peLleHne NONeEBOU LWWHBI
OTKpbITbIM CTaHOapT
[MepBasi noneBas wuHa ¢ 6e3onacHbIM nNosieBbiM 060pyaoBaHNEM

PROFIsafe no PROFIBUS DP / PA u PROFINET
FMR (FTmbkoe moaynbHoOe pe3epBUpOBaHue), BbicOKasi TMOKOCTb BbIOOpa YpPOBHEN
pe3epBUpPOBaHNS N OOCTYMHOCTU
OauvH kabenb PROFIBUS ansa ctaHgapTHon u 6e3onacHon kommyHukaumm PROFIsafe
BbicTpas HacTporka u BBOA B akcnnyaTauuto, 6narogaps PROFIBUS
BesonacHocTb oT KoHTponnepa yepes ypoeHb B/B 0o noneBoro ypoBHs

PROFIsafe

Ctp. 63 2015-05-19
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SIEMENS

( B Industrial Ethernet, plant bus

Fault-tolerant
automation systems

( B PROFINET, field bus

G

ET 200M PN
HART__

Weighing systems

SIMOCODE PN

\—/

PCS 7
Ly410-5H

ET 200SP PN

—

IE/PB-Link

Zone 2

Bl PROFIBU

AFD

J B PROFIBUS DP

PAC 3200/4200 PN

—{]

SINAMICS PN

\/

HeorpaHuyeHnHo / © Siemens AG 2015. All Rights Reserved.
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PA-Coupler

[Ba PROFINET IO nHtepdenca Ha
LIMY410-5H skntovator PROFIsafe

ET 200M PN ¢ PROFIsafe
koMmmyHukauma ana F-DI, F-DO n F-Al

MonHasa nHterpaumsa SIMOCODE

besonacHas KoMMyHuKauuMs Mexay
KoHTponnepamn AS 400

Thomas Bartsch



SIEMENS

FMR - T'mbkoe moaynbHoe pe3epBupoBaHue

BesonacHocTb npoLecca Ans ABToMaTM3aLum HenpepbiBHbIX NMPOLLECCOB

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved. siemens.com/process-safety



: SIEMENS
Flexible Modular Redundancy (FMR) - F'nbkoe moaynbHoOe pe3epBupoBaHue

Ha 6a3e PROFIBUS DP

MakcumanbHasa ru6KocTb Ansi BbiIoopa ypoBHEU pe3epBUpPOBaHMA ONA
Kaxgon ABTomaTtusampoBaHHoun Safety Instrumented Function (SIF) —
PyHKUUN 6e30nacHOCTU

CmewwmBaHue u KOMGMHMPOBaHMe Aansa AOCTUXeHunsA uernu

(o] Q
[a]

2002D (Dual 1001D)
1001D

i 2003
lo02D g B

® o
PROFisafe 1003 3003 l

Al

Al
DI
DO
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SIEMENS

CoenauTte nobon KOMMOHEHT pe3epBUPOBaAHHbIM

PROFIsafe

HeorpaHuyeHnHo / © Siemens AG 2015. All Rights Reserved.
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SIEMENS

CpenanTe nbdon KOMMNOHEHT pe3epBUPOBaHHbLIM

®dun3nyecku pasgeneHHble pe3epBHbIe pecypcChbl

PROFIsafe

HeorpaHnunyeHHo / © Siemens AG 2015. All Rights Reserved.
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SIEMENS

CpoenauTte nobon KOMMOHEHT pe3epBUPOBaAHHbLIM

du3nyecku pasgeneHHble pe3epBHbIe pecypchl

CmelwmBaHue U KOMOMHMpPOBaHUe pe3epBUPOBaHUS

PROFIsafe

HeorpaHnunyeHHo / © Siemens AG 2015. All Rights Reserved.
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: SIEMENS
Flexible Modular Redundancy (FMR) - F'nbkoe moaynbHoOe pe3epBupoBaHue

based on PROFIBUS DP

Dual
E H Cpenaute noOGON KOMMNOHEHT pe3epBUPOBaAHHbLIM
* A

du3nyecku pasgeneHHble pe3epBHbIe pecypchl

CmelumBaHMe U KOMOMHUPOBaHUe pe3epBUPOBaHUSA

PROFIsafe

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved.
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SIEMENS

Flexible Modular Redundancy (FMR) - F'nbkoe moaynbHoOe pe3epBupoBaHue
based on PROFIBUS DP

CpenauTte NGO KOMMOHEHT pe3epBUPOBaAHHbLIM

dusnyecku pasgeneHHble pe3epBHble pecypchil

CmMmewunBaHMe n KOMOUHUpPOBaHNe pe3epBUPOBaAHUA

Heckonbko HencnpaBHOCTEN HA BNUAKOT Ha 6e30NacHOCTb

PROFIsafe

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved.
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: SIEMENS
Flexible Modular Redundancy (FMR) - F'nbkoe moaynbHoOe pe3epBupoBaHue

based on PROFIBUS DP

MakcumanbHasa ru6KocTb Ansi BbiIoopa ypoBHEU pe3epBUpPOBaHMA ONA
Kaxxgon ABTomaTtusampoBaHHomn Safety Instrumented Function (SIF) —
PyHKUUN 6e30nacHOCTU

CmewwmBaHue u KOMGMHMPOBaHMe Aansa AOCTUXeHunsA uernu

l“ 2002D (Dual 1001D)
1001D

2003
PROFisafe 1003 3003

i : & 2
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SIEMENS

Flexible Modular Redundancy (FMR) - F'nbkoe moaynbHoe pe3epBMpoBaHue

Safety Integrity Level BnnoTb Ao SIL 3 ¢ oAHUM KOHTpOsiepom
- HauBbicwun Safety Integrity Level

HauBbiclwasa rubkocTb
- PaszgeneHue nnm kKomouHauua 6e3onacHoOro U ctaHg4apTHOro npunoXxeHua B ogHom LMY
* Ucnonb3oBaHue pe3epBupoBaHUA ANA 6€30NacCHOCTU TOMbKO TaM rae Heo6xoaMmo
* NMapannenbHoe ucnonb3oBaHne PROFIsafe no PROFIBUS nnu PROFINET

HauBbiclwias A4OCTYNHOCTb C MHOXECTBEHHOMN OTKa30yCTOMYUBOCTbLIO
* ApXuUTeKTypa Nno3BonsieT CUCTEME NepPeXnTb HECKOSNbKO OTKa3oB
- PesepBupoBaHue B/B He 3aBUTb OT pe3epBupoBaHusa LMY
- PesepBupoBaHue B/B 1 ycTpoucTB MOXHO CONOCTaBUTb ANA
MaKcMMM3aumm 4OCTYMNHOCTHU

CHuxeHue 3aTpar
- Pe3epBMpoBaHue TOSNIbLKO TaM rae Heob6xoauma BbiCOKasi AOCTYMNHOCTE
* napannenbHoe npumeHeHue PROFIsafe no PROFIBUS unun PROFINET

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved.
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SIEMENS

YnpaBneHue Xn3HeHHbIM LIUKIIOM 6e30nacHOCTMH

BesonacHocTb npoLecca Ans ABToMaTM3aLum HenpepbiBHbIX NMPOLLECCOB

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved. siemens.com/process-safety



SIEMENS

IEC 61511(ISA S84) Xn3HeHHbIN LUK 6e3onaHoCTun

Hazard and Risk Assessment

Allocation of Safety Functions to Protection Layers AHEIWEiE EIMATIC SAFETY MATRIX

Safety Requirements Specification (SRS)
for the Safety Instrumented System (515)

Design and Engineering of Al bt sl
Safety Instrumented System (SIS) other means of Risk Reduction Realization

Varification

Installation, Commissioning and Validation

R
5 [ISIMATIC SAFETY MATRIX

Management of Functional Safely and
Functional Safely Assessment and Auditing
Safely Lifecycle Structure and Planning

Operation and Maintenance

Operation

Mod fication

G_POST e 00223

Decommissioning

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved.
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LLlaru XkusaHeHHOro uukKna 6esonacHocTu
YnpaBneHue hyHKUNOHANbLHON 6e3onacHOCTbIO cornacHo IEC 61511

Siemens moxeT Bam nomo4yb

Each phase in the safety lifecycle must be verified D Project safely plan

Varnficafion and validation plan,
D Functional Safety Assessmant

Vedfication \l{ Validation \l/ Verification \I/ mn:aum\l/

4 5 6

Plan

n Safkety rmquiremeant specificaton

D Enginsaring guideline

oo VbV

Oparation and

allocation of safaty mainienance
raquiremants h’fgm;:‘" (incl. proof tests)
B Functional design specification
EPC BEPC EPC Ins taller End user BEPC
End user PCS suppliar PCS supplier End user D Tost plan

[TocmMoOTpuTE Hawe npeanoXxeHune
WWW.Ssiemens.com/processsafety
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SIEMENS

YnpaBneHue (hyHKUNOHaNbLHON 6€30NacHOCTbLIO

TpebytoTcs 3HaHus B be3onacHocTu npoueccos

Ob6y4yeHune no pyHKUNOHANbHOW
6e3onacHocTn Siemens
NHdoopmauma no kypcam SITRAIN
WWW.Sitrain.com

KoAabl:
ST-WSFSP
ST-WSPUP
ST-PCS7SAF

CtaHbTe Siemens Functional
Safety Professional (SFSP)

SFSP ‘

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved.
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Siemens employee System integrator End user

Workshop IEC 61511 — Practical use
Workshop PCS 7 Process Safety (F-Technology), with exam

Workshop TUV Functional Safety for process industry, with exam/cedification

Project and 3 years experence in process safety, evaluation of 2 projects
technical skills : i ) . ot
Experience

skills SFSP Certificate: Siemens Functional Safety Professional (SFSP)

Employees
know-how

.

SFSE Certificate: Siemens Functional Safety Expert (SFSE)

Siemens
Functional Safety
Expert (SFSE)

Thomas Bartsch
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SIEMENS

IEC 61511(ISA S84) XKn3HeHHbIU LUK 6e30nacHOCTU

Pa3Hble ha3bl XKM3HEHHOro uuKna 6e3onacHoCcTu

« ®asza aHanu3a
NoeHTngpurkaums yrpos n puckoB

Pa3paboTtka Cneundpukaumn tpedboBaHuimm 6eszonacHocTn anss ABToMaTUu3npoBaHHOM
cuctembl 6€3o0nacHoOCTU

PacnpegeneHne doyHKUMn 6€30MacHOCTU Ha YPOBHM 3aLUNTLI

« Pa3a peanusauum
PaspaboTka n HXuHpuHr ABTomMaTmusnpoBaHHas cuctema 6esor —
[AunsanH n Paspabotka gpyrx CpeactBa CHUXEHUS pucKa
MoHTax, lNycko-Hanagka n Attectaumd ey — Anaysis

uirements Specification (SRS)
for the Safety Instrumented System (SIS)

Hazard and Risk Assessment

« @asa akcnnyaTtauum
KcnnyaTauns n TexHm4eckoe obcnyxmusaHue
BHeceHne nameHeHnn
[leMoHTax

of
Safoty Instrumentsd System (SIS)

i
5t
:

G

Verification

Realization

Management of Funclional Safety and
Functional Safely Assessment and Auditing

Safely Lifecycle Structure and Planning

Operation

©_POST_0_n02z3
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da3a aHanusa c Safety Matrix

da3a aHanum3a

» SIMATIC Safety Matrix Kak UHCTPYMEHT UHXUHUPUHIa UNn pegaktop
PaspaboTka Safety Requirement Specification (SRS) - Cneumndunkauunsa TpebosaHnn
besonacHocTu ona ABToMaTM3MpPOBaHHOM cUCTEMbl 6€e30MacHOCTH BIE
SIMATIC SAFETY MATRIX £ . . 5
« SIMATIC Safety Matrix Editor kak MHCTPYMEHT AN JOKYMEHTUPOBaHU | E e %
doyHKumn 6esonacHocTn ans SRS (Cneundukaunm TpeboaHnmn 6eson 2
|alle Gruppen ~| s : ; f = = is at
* [MpocToe onucaHme MNpnunH n 3ddeKkToB fRtsiieis ol B0 B
£ e il
* [lpocToe NoOHMMaHWe ONA BCEX BOBIIEYEHHbIX CNeunanmncToB bk i, fametesd i 2 ES 6 oS DR B
j‘.;’i‘ff'?m. Fost Fe e 0 S — g 2 o =
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da3a peanunsauuu

» SIMATIC Safety Matrix Kak UHCTPYMEHT NUHXUHUPUHIa
» KoHpurypaumsa ®yHkumim 6esonacHoctn metogom [NpununH n 3ddekToB
« ABTOMaTM4eckoe cosfaHne 6e3onacHoi norukun, ceptudnumposarHHon TUV npsimo 13 matpuubl Mpuund n dddekTos

[MpocToe koHUrypmpoBaHue 6e3 cneuyanbHbIX HABbIKOB NPOrpaMMUpPOBaHUS

am Bambaten Bechechten Amihi Exras Ferter Hife - x
IMATIC SAFETY MATRIX E " j
:E Eg :§ :
i i :E § g ii :g : [ Chart Edit Insert CPU Debug Wiew Options Window Help
il :E il Dl |5l /el Zil- ekl 5[] =>=] | B [ = alal s
& B LIt (B =
Al Grgpen | | |
2 . 111
2 {+ i ) |
3 gésiﬂ zhe §
§|§a§ ilaee 22 !g iali B
glass fassl bf 11 ||| -
BEEn Ih\n Canse-Besel ol + Tal 5 Lals [slvle 9 N
e Han mH0 oh Funace Pressue 1 | 5 |5 W —
W:E o |32 :,.mo I —— 2 :~ :.. : éémzi E
= 5t E oy s resie 1 T i L
mg:_:_g:j::_g;m_w;g::: s Wl s w7 :
= — T & ] e 5 =
B e - 1 Y| BT ! |
S ot I Press F1 For help. |afSheet 1 [oB3S
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dasa akcnnyatauum ¢ Safety Matrix

dasza aKkcnnyaTtauua

* Online npocMoOTp cocTAHUU curHanos, NMpuunH n dddekros

ABTOMaTMn4yeckas uHterpaumsa B PCS 7

« OTOOpaxxeHue N coxpaHeHue npeaynpexaeHnmn

* MNMoapepxka cpyHKUMN akcnnyaTauum - bannac, Copoc, 3ameweHune n

U3MEeHeHue napameTpos
e 3anucb nocnegoBaTenbHOCTU COObLITUA

« ABTOMaTM4Ye€CKUN OTYET 3KCnsyaTauum

 ABTOMaTU4YeCKOE OTCJIeXXMBaHNe BepCcuUn

« ABTOMaTM4YeCKOe AOKYMEeHTUpoBaHue
N3MeeHHUN

Crp. 81 2015-05-19

Ack ACK View View
Cause | Diivers Tags Status
Clear View Clear

istout | BYP25 | Events | Events
|20 Groups ~|  Select
Input Tag | values | Func | Limit/Trip | Engunit | Cause
PS 100 FALSE False Feea Py
LSk 100 FaLSE TRUE Tank_1(
L[S0 200 FALSE TRUE Hopper
St 200 T FALSE TRUE Hopper
BT o0 UHG o 3E G PSS e prd
[ e S50 IFeet " TTank Le
BT 101 oo
P 102 oo vote 2800 S b0 Tank e
PT102 00
7 560 H6 S5 60 iF Ficpaer

OaszBsz004
ad4szEsz004
OaszErz004
Oaszasz004
O4szBsz00
ad4szssz004
OaszeszO04
faszasz004
Oa4sEEsZO04
faszasz004
O4sEBsZO04
caszsszo0d
OasERsZO0
DaszesE004
O4szEsZ004
OdszErz004
OasEEsZO04
oaszerzood
OaszEszO04
aszasz004
4szEsz004
oaszErz004
OaszEsz004

Al |

Effect Description

Tank Drain hlock valve

ESD shutdown

SIEMENS

=]

Matrix Detail Report

SM_ISA NMWSIMATIC H StationhCPU 417-4 HLWE7 Progrm%ﬁ)em

List of Causes:
Cause 1

Descripror:

ps_1o0

Wormal

Input Tagl:
Function Type:

Input Type:

Teip Typ Tag 1
FirstOut AlarmGrous: 1
Soft Eypass Allowe True
SIF Groups: 1

Cause 2
Desariptor:
Inpus Tagl:
Funetion Typa: Wormal

Input Type:

Trip Type: Tag 1
FirstOus AlarmGroup 1
Sofe Bypass Allowed: True
Aute Cause Ack: True
SIF Groups: 2

Cause 2
Descriptor:
Input Tagl:
Function Type: Wormal

Input Type:

Trip Type: Tag 1
FirstOut Alarmbroup: 1
Sofc Eypass Rllowe True

Aute Cause Ack: Trus

Fesd Pump High Fressure Switch

Discrete

De-Energize To Trip

Tank_100 Level switch high
LSH_100

Discrece

Ensrgize Te Trip

Hopper_z00 Level switch Lowm
LsL_zoo

Discrete

apr 28, 2004  15:04:4<

{IE .01

(1B 5.8

(IE 9.4

Energize Te Trip

Lunk

AnER e

s

FRER R

ma

ERESET

Trpur rrom
Trpue £xom
Foed punp

Fasa bBlock
Fama bilook

Feed Pump

Thpue from
Impur rrom

raza m

Faea puspe

Hoppar Faed block walve

Tank raliaf valva
High Pressurs
Feea Pump High Prassure Suicch

Feed Pump High Pressure
ESD shutdowmn
RED  shut down

ESD shutdowm
=hut down
ESD shutdowm

Faed Pump High Pressure Switoh
High Prassure suwicoh
Fued Pump High Pressure Swicch
Foed Pump High Pressure Switoh

cther CFC logic -
crher CFC logie

valva

wralve

othe

eRe Logie
cther CFC logia
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Safety Matrix

UHXUHMPUHT n [lu3anH
lNMpocToe ucnonb3oBaHue matpuubl NMpnunnH n A cekron

ABTO-reHepauua 6esonacHon CFC nporpamMmmbl AnNs KOHTponnepa

Jkcnnyatauua un obcnyxumBaHue

Online npocmMmoTp, uHTerpauma B PCS 7

=i SIMATIC Safety Matrix - [BurnerESD_ -- ]
Date\ Bearbeiten Beobachten Ansicht Extras Fenster Hife -8 %

NMoanepxka coyHkumm bannaca, Copoca n 3ameweHusn SIMATIC SAFETY MATRIX F
3anucb nocnenoBaTeNlbHOCTU COOLITUN i
OToGpaxeHWe NnepBoy aBapuu 1. £
UHCTPYMEHT ynpaBrieHns XU3HeHHbIM LUMKNOM 6e30nacHOCTU
WHTerpupoBaHo oTCneXxXuBaHue Bepcum S il e A oL L] (=
WHTerpupoBaHa AOKyMeHTaUuA AeACTBUI onepaTopa ERRnERaE

7 HTerpupoBaHa AOKyMeHTauunsd NaMeHeHU 7 omcosperter
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. WHTerpmnpoBaHHas 6e3OHaCHOCTb Ans ABToMaTU3aLUnn HeENPEepPbIBHbIX rlpou,eccos

Ceptudukartol
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CERTIFICATE

No. Z10 09 07 67803 004
Holder of Certificate: Siemens AG

—
=
e
[
f—
e
{FF ]
(X
*
o Industry Sector |A AS
Q Gigiwitzer Stralie 555
3 80475 Normberg
o GERMANY
a- Factory(ies): &7801, BTE02
ez Certification Mark:
d
© v
2 3 50D
E Product: Safety-Related Programmable Systems
= Model(s): SIMATIC S7 FIFH Systems
= B
P Logic salver
o 57 F: 1oo1D with diverse asplication saftware execution,
= sell-test, program and data flow monitoring and
- comparisan by safety refated oupul modules
-8 S7 FH: 2002 configuration of 16010 57 F
s
= Fieldbus: 1001 or 2002 PROFIsafe
* 1O modules: 16020 with nermaly energzed outputs o
2002 configuration of 10020 10 madules.
Further approvals can be found in the report SNT3321C.
The repart SN73321C and the wser documentation in the
currently valid revision are mandatory part of this certi-
Tcate.
* Tested IEC 61508-1:1588. up 1 SIL 3
ace il : |EC 61508-2:2000: up to SIL 3
L ording to IEC 61508-3:1888: up to SIL 3
= EN 954.1:1997; up to Safety Category 4
= S0 13848-12008 up 0 PL &
ot EN 60204-1:2006 (to the extent applicable)
b IEC 61511:2003 |
—_ IEC 620612005 |
:; The product was fested on a voluntary basis and complies with the essential requirsments. The
wi cedification mark shown above can be affixed on the product. 1 is not permitted to aler the:
&3 cerification mark in any way. In addilion the certfication hoider must not transfer the cenificate
to third panies. See also notes overaaf.
* Test report no.: SNTI321 G
e
< .
= Date, 2008-07-20
= Page 1af 1
= age
] e
=
H ™~ TV 500 Produet Service GmiH - Zerifizierstelle - Ridlerstrasse 65 - 80339 Manchen - Germany Tov*
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WHTEerpnpoBaHHas 6e3OHaCHOCTb Ans ABToMaTU3aLUN HENPEPbIBHbIX rlpou,eccos

JononHuTtenbHaa MHopmMaLuus

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved. siemens.com/process-safety



"\l SIEMENS

“~
e
A X
LA
: ‘&
>
{
»

g\\‘ 1

WHTEerpnpoBaHHas 6e3OHaCHOCTb Ans ABToMaTU3aLUN HENPEPbIBHbIX rlpou,eccos

be3onacHocTb 1 3awumTa
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UHTerpupoBaHHaa 6e3onacHoCTb AnA ABToMaTusaumm HenpepbiBHbIX
npoueccoB
Be3onacHocTb u 3awuTa

NMpombiwneHHan 3awumTa
CtaHOBUTCHA BCe bonee v bonee BaXXHOM
NMpon3BoacTBO NOAKNOYEHO K O(PMCHOMN cCeTHn

Mpon3BoacTBO NOAKMIOYEHO K INnternet  pefense in bepth

The defense of automation systems is based
upon a series of obstacles that are activated
in succession and that require potential

Yto HY>XHO attackers to deploy a variety of offensive
strategies. Eight es_sential security measures
KoHuenuuu 3awmTbl NponM3BoAcTBa are employed in this concept.
Ocob6eHHO Cuctem 6e3onacHOCTHU Physical access protection .

Guidelines and instructions .

Cell protection and
perimeter network

CyU.IGCTByeT n peLueHune Firewalls and secured
connections (VPN)
|EC 62443 System hardening

User management

Pa6ouue rpynnbl ISA84

Patch management

CepTM(bMKaLlMﬂ Protection from malware

(antivirus, intrusion detection)

Ctp. 87 2015-05-19
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UHTerpnpoBaHHasa 6e3onacHoOCTb Ana ABToMaTu3saumm HenpepbiBHbIX
npoueccoB
Be3onacHocTb n 3awuTta IEC 62443

SIEMENS

YacTtb 3-3: TpeboBaHus K 3aLMTE CUCTEMbI U YPOBHU 3aLLUTLI
[TpunoxeHue A.2.3 icnonb3oBaHne ypOBHEN 3aLUUTLI

Enterprise

... ACY TI1 n INMAS3 o6a ncnonbaytoT INJIK ana ynpasneHns pasHbiMu
acnektamm ctaHumm 3arpyskm ¢ NA3 ncnonbsys cneunansHble MJK
besonacHocTtu (FS-PLC) oTHOCcSALWMECH K MICNONb30BaHUIO CUCTEM
besonacHocTu.

[Ba INJIK nogkntoyeHbl Yepes He MapLIpyTU3NpyemMoe cepmnHoe
noaknoyeHne unm Ethernet nogknioveHmne ¢ yCTpoUCTBOM 3aLLUThI
nepumeTpa.

Kaxkgbinn MJ1K nogkntoyaeTtcs K nokanbHOMY KOMMYTaTOPYy C UHXEHEepPHON
cTaHuuen ans nporpammMmupoBaHmnsa n pabotel ¢ HMW.
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UHTerpupoBaHHasa 6e3onacHoOCTb Ans ABToMaTu3auum HenpepbiBHbIX
npoueccos
Be3onacHocTtb 1 3awuTa ISA84 WG9

SIEMENS

* B texHundeckom goknage ISA84 WG9 paccmaTtpuBaeTcd
BONPOC 3anTbl ABTOMaTU3NPOBAHHbIX CUCTEM DE30MaCHOCTU

* [lpunoxeHune A — lNpumep MNA3 nHTepdenca Kk kopnopaTuBHOM
CETM OnnUcCbIBaeTCs Nocre NpUMepPOoB 3alUULLEHHbLIX apXUTEKTYP
peanunsauun [NA3: C Bo3ayLHbIM 3a30poM, ConpsiKeHHbIe,
NHTerpmpoBaHHble 1 30Ha, IHTerpnpoBaHHbIe 2 30HbI

* “INpnmepbl KOHUENTYanbHbIE U HE NPEeTEHaYT Ha wabnoH ans
nobon cnctemol. OHM NpegHa3HadYeHbl NPeACTaBUTb pasHble
nogxoAbl nosfib3oBartenst No BHeapeHuto MNA3”

» C PCS 7 NHTerpnpoBaHHOM 6€30MacHOCTbI0 BO3MOXHO
NOCTPOUTb PEKOMEHOOBAHHbIE APXUTEKTYPHI

HeorpaHu4yeHHo / © Siemens AG 2015. All Rights Reserved.
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SIEMENS
Be3onacHocTb 1 3awuTa

ISA84 WG9 — NMpunoxeHue A - NMpumep NA3 nutepdencoB K KopnopaTuBHOU ceTU

Bo3ayuwHbin 3a3op ConpsixeHHble MHTerpaums 2 30HbI UHTerpaums 1 3oHa
MpenoycmaTpmBaeTca dusnyeckas u MA3 n ACY TI1 ocTatoTcs nogKkntoYeHHbIMN ACY TI1 un MNAS3 cucTtembl NOMHOCTLIO MA3 n ACY TI1 nHTerpmupoBaHbl
norunyeckas nsonauus NA3 ot koMMyHUKaLUIA . N

no NPSAIMOMY MOAKIFOYEHUIO TOYKA-TOYKA. WHTErpMpoBaHbl U UMEIT NpsiMyto, real-time [aBas OTNUYHOE B3aMMOJENCTBME Mexay
C oCTanbHbIMK 30HAMU

KOMMYHUKaLMIO Mexay cobon. 3TUMKN cucTeMamm

- _Jl'{il]”
: ;:'T 3 ( 0
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oS oS
Knuent KnuneHt

MHxeHepHble MHxeHepHble
cTaHumn CTaHumn
- B Industrial Ethernet, terminal bus -
Level 2 N T

cepsep I
B Industrial Ethernet, plant bus B Industrial Ethernet, plant bus
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oS oS
Knuent KnuneHt

oS MA3 E ACY TN
MHxeHepHble MHxeHepHble
E CTaHuMM S
LeV6| 2 os F B Industrial Ethernet, terminal bus -
CepBep I

B Industrial Ethernet, plant bus B Industrial Ethernet, plant bus
[ ] # [
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Administrator with all access rights

MNonb3oBaTens
¢ npaBamu goctyna k A3
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H-LUMY V6 : JononHuTtenbHbIN ypoBeHb 3awmuTtbl ¢ SFC 109 "PROTECT*

Anga 3arpysku / Mogudpumkaumm F-TpunoxeHus:

MH)KMHepHaFl CTaHuunAa

* [Taponb ES
n
» OTknoveHune knodem (unu YMU) \ Naponb
n
Pa3pelweHue

YcTaHoOBKa ypOBHHA
3awunTbl 12 c naponem u
BcTtaBkon SFC 109

S

SITIIIT———C"0—

Hanp. Kno4y pasoMkKHyT

ANA paspelleHus
=TT neiicTeus
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SIEMENS

PCS 7 Compendium F

http://support.automation.siemens.com/\WW/view/en/77507462 SIEMENS
SIMATIC
Process Control System PCS 7 User Administration and
Compendium Part F - w‘
Industrial Security (V8.0) - .
Configuration Manual Protaction ageinat makease .
e sk
Remote access .

Valid for PCS 7 V8.0 (updated for V8.0 SP1)
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gt st e . Syt 2 24 Achilles Practices Certification: Bronze
Mare idoresatian segardiag s Certificate and the Achilles Level | \\ : 3 wu < -
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Seandand 1s svalabie ot www wuekdtech corm and upon requed from Y [ ‘ =P
Wusrkech Sevurity Technologles e Y I P security tech § I " M
“hange to th
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Devices ability to pas

iy Nate Kube, CTO
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,:?” This is to certify that the: )

- CERTIFICATE NO. CERT-116.040913 L

L SIMATIC PCS 7 F:PU 410-5H T ORI,

?i Process Automation HARDWARE VERSION f :: \ @ & !
2 LR ertificate 0 ance

3 Manufactured by: FIRMWARE VERSION i @

5] Siemens AG —— <,
X \:) (E b |l|"l|mm‘01 O TS ks o corty that the: CERTIFICATE NO. APC2013-00021
% D"‘ (v ),
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! Achilles Level II Certification . Commissioning Services CHERERI
\2) i s koo et e of e frecd A i // v & Manufactured by: 06-December-2013

e e 774 - { . DATE OF ISSUE

Bl TorTeesstssecenia, ol 7@« Siemens AG
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Device.
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Achilles Level Il CepTtudukaTt
« 82 lNpoaykroB
*  KoHTponnep
* Bce S7-400 UMY
*  KOMMyHMKaLUMOHHbIE KapTbl
- CeTeBble YyCTpOUCTBa CEPTUPULNPOBAHDI
Kak bpaHamayapsbl
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@etttfttate @f Qtnmphame

This is to certify that the:

SIMATIC PCS 7 CPU 410-5H MLFB 6ES7 410-5HX08-0ABO

Process Automation HARDWARE VERSION
V8.0.x

Manufactured by: FIRMWARE VERSION
. N/A

Siemens AG CONTROL PROTOCOL

Embedded Device
CATEGORY

CERTIFICATE NO. CERT-116-040913

Is in compliance with the requi set forth by:

Achilles Level II Certification

This ceruiicate s resricted t the specified versian of the referenced AAAA < 4
Device (incl number, R / A
: epiigps I Ve &
timpaie s the L >
X

in this \
nd ot 3 compled uovoompu :' / \ A Nate Kube, CTO

securiy of the Device. The Device contain
sec uuywlm.hlmmdcu encies tha are not covered by the
standards referenced In this Certl Iﬁ(.lc'lhlﬁ(leﬂlﬁ cate is subject 10

YA S
rrvneatinn by Warldiech Security Technodngies T 8 \- ) I' 3 ~
Mare information regarding this Certiicate and the Achilles Level | \\ \ ./9 /AN wu ec
: v 8
s«md-rdh:;:l::;mm:::&-m"ﬂwmm \\ ) qY: \ %/ \ security technologies —

"¢
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1 Mpumepsi

[lpoBepka SIL cornacHo IEC 61508,
IEC 61511 v VDI 2180-4
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SIEMENS

NMpoBepka SIL cornacHo IEC 61508, IEC61511 n VDI 2180-4

[Mpumep anemeHTOB N 060PYAOBaAHUS
[laTymk
Pacxogomep, Ay, =1.26E-7, noBepka T = 12 mec (8760 yac), AokaszaHo npakTUKou
Bapbep, Ay, = 3.60E-8, noBepka T = 12 mec (8760 4ac)

Ilorvka
B/B, SIL 3 ceptndumuymposaH, PFD = 1.00E-5
LIFTY, SIL 3 ceptuduumpoBaH, pesepsunpoBaHHbIN KOHTposnep, PFD = 3.80E-4
KommyHukauusa, PFD = 1.00E-5

cnonHuTenbHbIN 3N1IeMeHT

Pene, Ay, =4.67E-9, noBepka T = 12 mec, fOKa3aHO NpaKkTUKOW
Cwnnosou BbIKknoyatens, Ay, = 4.00E-7, noeepka T = 12 mec, AoKa3aHO MpakTUKOM

Crtp. 102 2015-05-19 Thomas Bartsch
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ApxuTtektypa n AnnapaTtHasi 0TKa30yCTONYMBOCTb
* YacTb gatyumka
* TpaHcmutTep HFT = 0, gokaszaHo nNpakTu

«=>SJ|L 2
* bnok nutanna HFT =0
«=>S|L1

Table 2. Minimum HFT and examples of architectures
for especially qualified field devices (proven-in-use)
with a given SIL of the SIF

Table 1. Minimum HFT and examples for architectures
of field devices with given SIL of the SIF

- SIL HFT Examples of architectures
SIL HFT Examples of architectures for for especially qualified field devices
field devices (proven-in-use)
1 0 1001, 2002 1 0 1001, 2002
2 1 1002, 2003 2 0 1001, 2002
3 2 1003 3 1 1002, 2003
4 not recommended 4 not recommended

Hardware Fault Tolerance (HFT) — 0TKa3oyCTOMYMBOCTbL annapaTHbIX CPeacTB
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ApxuTtektypa n AnnapaTtHasi 0TKa30yCTONYMBOCTb

* Jlornyeckasa cuctema (KoHtponnep n 10)
* 10 SIL 3 ceptudmumpoaH cornacHo IEC 61508
«=>3SIL 3

* KoHTponnep SIL 3 ceptudunumnposaH cornacHo IEC 61508
«=>SIL 3

* KommyHukauua SIL 3 ceptuduuympoBaHa cornacHo IEC 61508
«=>SIL 3
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ApxuTtektypa n AnnapaTtHasi 0TKa30yCTONYMBOCTb

* lcnonHUTEeNbHbIN 3NeMeHT
* Pene HFT = 0, poka3zaHo nNpakTUKomn

«=>SIL 2
« MCC HFT = 0, pokasaHo npakTnKomn
*=>SIL 2

Table 2. Minimum HFT and examples of architectures
for especially qualified field devices (proven-in-use)
with a given SIL of the SIF

SIL

HFT

Examples of architectures
for especially qualified field devices
(proven-in-use)

1001, 2002

1001, 2002

1002, 2003

Bl WM

not recommended

Hardware Fault Tolerance (HFT) — 0TKa3oyCTOMYMBOCTbL annapaTHbIX CPeacTB
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ApxuTtektypa n AnnapaTtHasi 0TKa30yCTONYMBOCTb

* Bca cucrema
* YacTtb patymka = SIL 1
 Jlornyeckaa cuctema = SIL 3
* cnonHuTtenbHbIN anemeHT= SIL 2

- 28 - 61508-2 © IEC:2010

E/E/PE safety-related subsystem comprised of a number of series elements

Element 1 Elamant 3 Element 3
*— Type A Type B Type B —e
Tahle 3 —m &Ti i Table 3 —= SIL 3 Tahle 3—&fi 1

E/E/PE safety-related subsystem meets the architectural
constraints, for the safety function, of SIL 1

Figure 5 — Determination of the maximum SIL for specified architecture (E/E/PE safety-
related subsystem comprising a number of series elements, see 7.4.4.2.3)
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Annpokcumauma Probability of Failure on Demand (PFD) - BepOATHOCTb OTKa3a Ha 3anpoc
* YacTb gatyumka

- Pacxogoomep, Ay, = 1.26E-7, noBepka T = 12 mec (8760 4ac), Loka3aHOo NpakTUKOW
Bapbep, Ay, = 3.60E-8, noBepka T = 12 mec (8760 4ac)
I:)FDS = PFDﬂaTqMK+PFD5n0K nuTaHus
PFDg = 0.5 * 1.26E-7 *8760 + 0.5 * 3,60E-8 8760
PFDg = 5.52E-4 + 1.58E-5

1
PFD o = 540U T,

PFDg = 5.68E-4
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Probability of Failure on Demand (PFD) - BepOoATHOCTb OTKa3a Ha 3anpoc
Jlornyeckas cucrema

* Bxoga, SIL 3 ceptudpuymposaH, PFD = 1.00E-5

* Beixog, SIL 3 ceptndmnumnposaH, PFD = 1.00E-5

< 4rty, SIL 3 ceptndounumposaH, PFD = 3.80E-4

* KommyHukauusa, PFD = 1.00E-5

o PFDL = PFDA|+PFDuny+PFDD0+PFDCom
- PFD, = 1.0E-5 + 3.8E-4 + 1.0E-5 + 1.0E-5

- PFD,= 4.1E-4
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Probability of Failure on Demand (PFD) - BepOoATHOCTb OTKa3a Ha 3anpoc
BbixogHoW anemMeHT

- Pene, Ay, =4.67E-9, noBepka T = 12 mec (8760 yac), foka3aHO npaKkTuKou
Power circuit breaker, Ay, = 4.00E-7, noBepka T = 12 mec (8760 yac), Joka3aHO npaKkTUKou
PFDre = PFDpgnetPFDyicc
PFDg = 0.5 *4.67E-9 *8760 + 0.5 * 4.00E-7 * 8760
PFDge = 2.05E-5 + 1.75E-3

1
PFD o = 540U T,

- PFDg = 1.77E-3
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Probability of Failure on Demand (PFD) —
BEPOSATHOCTb OTKasa Ha 3anpoc
* PFD obwwun

* PFDg = 5.68E-4

PFD,= 4.10E-4
PFD, = 1.77E-3

PFDq, = PFDg + PFD| + PFDyg (6)

PFDTotal = 5.68E-4 + 4.10E-4 + 1.77E-3

Table 2 — Safety integrity levels — target failure measures for a safety function

PFDTotal = 2.75E-3 operating in low demand mode of operation

Average probability of a dangerous failure on
demand of the safety function

(PFD_, .}

avg

Safety integrity
level
(SIL)
4

=109 to = 10

=10~% to < 1072

=10 % top < 1072

3
2
1

=102 to = 1077
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ApxuTtektypa n AnnapaTtHasi 0TKa30yCTONYMBOCTb
* PesynbtaTt SIL 1

Probability of Failure on Demand (PFD) —
BEPOSATHOCTb OTKasa Ha 3anpoc
* PesynbTtaTt SIL 2

ApxuUTekTypa AormkHa bbiTb MU3MeHeHa, Hanpumep, Ans cootsetTcTeus SIL 2
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NMpoBepka SIL cornacHo IEC 61508, IEC61511 n VDI 2180-4

ApxuTekTypa un AnnapartHas 0TKasoyCTOMYMBOCTb loo2

YacTb gaT4yumka
o Bapbe
TpaHcmutTep HFT = 1, gokaszaHo nNpakTUKON o Horvacan coren _@

=>SIL 3 and 10 Fene
Bapbep HFT =1 " un
=> SIL 2
JNlornyeckas cucrema u IcnonHUTenbHbIN 3fIEMEHTA OCTaeTCs Table 2. Minimum HFT and examples of architectures
0e3 nameHeHnm SIL 3 n SIL 2 for especially qualified field devices (proven-in-use)

with a given SIL of the SIF

SIL HFT Examples of architectures
‘ BCH SaSS e SIL 2 ‘ Table 1. Minimum HFT and examples for architectures for espem?gro?,:il.frlfg;gld devices
of field devices with given SIL of the SIF ] 0 1001, 2002
SIL HFT Examples of architectures for 2 0 1001, 2002
field devices 3 1 1002, 2003
1 0 1001, 2002 4 not recommended
2 1 1002, 2003
3 2 1003
4 not recommended

Hardware Fault Tolerance (HFT) — oTka3oycTon4nBOCTb annapaTHbIX CPEACTB
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Probability of Failure on Demand (PFD) —
BEPOSATHOCTb OTKasa Ha 3anpoc
* PFD O6bwun

- R=10%
- PFDg = 4/3 * (5.68E-4)? + 0.1 * 5.68E-4
- PFDg = 5.72E-5
PFDy,,. = PFDg + PFD, + PFDy (6)
- PFD,= 4.10E-4

PFD,. = 1.77E-3 A
PFDy502 = a’ PFDyo01" + - PFDyg04

PFDTotal = 5.72E-5 + 4.10E-4 + 1.77E-3
Table 2 — Safety integrity levels - target failure measures for a safety function

PFDTotal = 2.24E-3 operating in low demand mode of operation

Safety integrity | Average probability of a dangerous failure on

level demand of the safety function
(SIL) i,'PFI}“s}
4 =109 to < 10~

=10~* to = 1079

3

2 =103 to < 1072
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ApxuTtektypa n AnnapaTtHasi 0TKa30yCTONYMBOCTb
* PesynbTtaTt SIL 2

Probability of Failure on Demand (PFD) - BepOATHOCTb OTKa3a Ha 3anpoc
* PesynbTtaTt SIL 2
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