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See the Appendix for detailed methodology, market definition, and scoring criteria. 

ABOUT THIS EXCERPT 

The content for this excerpt was taken directly from IDC MarketScape: Worldwide 

Operational Technology Security Services 2026 Vendor Assessment (Doc # US53952726). 

IDC OPINION 

This IDC MarketScape assesses 21 vendors delivering operational technology (OT) security 

services globally, drawn from four structurally distinct provider categories, each of which 

approaches OT security from a different organizational starting point and commercial model. 

The Big 4 professional services firms (i.e., Deloitte, EY, PwC, and KPMG) enter from a risk 

advisory and compliance heritage and are increasingly extending into managed OT services 

as client demand shifts from assessment to continuous operations. The global systems 

integrators (GSIs; e.g., Accenture, IBM, NTT DATA, Capgemini, Wipro, HCLTech, Infosys, 

TCS, Cognizant, and DXC Technology) bring large-scale delivery infrastructure, global 

talent pools, and technology integration depth across both IT and OT environments. The 

industrial original equipment manufacturers (OEMs), Siemens, Honeywell, Rockwell 

Automation, and Schneider Electric, enter from the deepest position of OT domain 

knowledge, having designed and manufactured the controllers, distributed control systems 

(DCS), and supervisory control and data acquisition (SCADA) systems that their security 

services now protect, though their services practices vary significantly in maturity. 

Infrastructure services and managed security operators (e.g., Kyndryl, Atos, and Orange 

Cyberdefense) enter from a run-and-operate heritage in large-scale IT infrastructure and 

managed security services (MSS), extending those operating models into continuous OT 

monitoring, detection, and response. 

IDC observes that the global OT security services market is moving into a more strategically 

important phase. It is no longer a narrow SCADA or plant-floor niche; it is a cyberphysical 

resilience market spanning strategy, governance, architecture, segmentation, monitoring, 

and managed operations. Five forces discussed in the sections that follow define the 2026 

competitive landscape, and they are not independent: Regulation is creating OT security 

demand faster than the talent ceiling allows it to be met, which is forcing the OEM versus 

independent restructuring and rewarding the companies that made early, expensive 

structural bets on OT-native talent, protocol-level engineering, and regulator-aligned 

delivery. Buyers selecting providers in 2026 are, in effect, pricing the durability of decisions 

vendors made well before the current procurement cycle began. 
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Regulatory pressure and nation-state threats are redefining OT 

security urgency 

European and Gulf regulatory timelines have given OT security procurement a forcing 

function it previously lacked. NIS-2 extends security obligations to critical infrastructure 

operators across European Union (EU) member states and explicitly covers operational 

technology and has become an important procurement accelerator for providers with 

European portfolios. Saudi Arabia’s National Cybersecurity Authority OT Cybersecurity 

Controls (NCA-OTCC) requirements create a parallel mandate across the Gulf critical 

infrastructure. North American demand, by contrast, remains less deadline-driven and 

accelerated by specific incidents, such as the Colonial Pipeline, the 2024 American Water 

cyberattack, and the Volt Typhoon campaign targeting U.S. critical infrastructure. 

Asia/Pacific (APAC) is fragmented by jurisdiction: Singapore’s Cybersecurity Code of 

Practice (CCoP 2.0) and Japan’s METI OT guideline are creating localized pull, but most 

APAC procurement is still pulled by parent company programs originating in Europe and 

North America.  

Sovereignty is the second-order effect of regulation 

Buyers in regulated geographies are no longer procuring on compliance coverage alone; 

they are increasingly procuring on where the security operations center (SOC) runs, who 

staffs it, and whose threat intelligence informs it. Capgemini’s Tsukuba Cyber Defense 

Center (CDC), opened to deliver 24 x 7 monitoring inside Japan, and Atos’ Exeon network 

detection response (NDR) partnership positioned explicitly for local-first data residency are 

not marketing posture, they are responses to procurement criteria that did not exist three 

years ago. Agence nationale de la sécurité des systèmes d’information (ANSSI) validation in 

France, Dubai Electronic Security Center (DESC) certification, and NCA-OTCC 

accreditation in Saudi Arabia function as sovereign procurement gates as much as security 

benchmarks. Buyers should treat sovereignty as a structural dimension of provider 

selection, not a checkbox: Ask which SOC handles the data, which government can compel 

disclosure, and whether the threat intelligence feeding detection is genuinely region specific 

or repackaged from a global feed. 

IT/OT convergence is straining managed service models 

The managed OT security market is bifurcating between providers with genuinely unified 

IT/OT operations and those repackaging IT SOC services with OT-flavored positioning. The 

distinction is consequential: OT environments operate under safety constraints that make 

IT-centric response automation dangerous. Several providers, such as Kyndryl with its 

converged network operations center (NOC)/security operations center model, Atos with a 

unified IT/OT data lake, Siemens with its Remote Industrial Operations framework, have 

built OT-specific analyst tiers and operational guardrails into their managed service 

architecture. Others route OT alerts through standard IT SOC pipelines with an OT 
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extension. Buyers should treat “unified IT/OT SOC” claims as a due diligence question, not 

a feature. 

OT security talent scarcity 

The shortage of practitioners who genuinely understand both industrial control system (ICS) 

engineering and cybersecurity is not a temporary gap; it is a structural ceiling on how fast 

the market can grow. Different vendors have placed fundamentally different bets on how to 

solve it; examples include EY’s train-the-trainer model, HCLTech’s offshore OT SOC in 

India, and Capgemini’s Altran engineering acquisition. These are not just delivery choices; 

they reflect each firm’s answer to the same underlying scarcity, and buyers should 

understand which model they are purchasing because it determines what happens when 

their program scales beyond the initial engagement and whether the program can add a 

second or third site without degrading delivery quality.  

AI in the OT SOC and outcome-based delivery: Capability claims are 

ahead of production evidence  

AI-assisted detection, triage, and analyst augmentation tooling has moved from road map to 

deployment across the leader set: Accenture’s Managed Extended Detection and Response 

(MXDR) with SOAR automation across Palo Alto, Fortinet, and Google; and Siemens’ 

agentic SOC initiatives are all live or piloting in 2026. IBM is running proof-of-concept work 

on its OT-focused AI agents. Most current deployments operate in LLM-assisted mode 

(human-in-the-loop) rather than fully agentic, a deliberate choice given OT’s safety 

constraint, not a maturity gap. A parallel evidence problem applies to commercial delivery 

models: Providers like EY, Deloitte, PwC, Accenture, and KPMG are beginning to frame OT 

engagements around measurable outcomes (e.g., risk reduction milestones, audit 

readiness, and improved response timelines). In both areas, evidence of production 

deployment and contractually committed outcome metrics remains scarce. Buyers should 

apply the same scrutiny to AI SOC claims and outcome delivery commitments: Ask for 

reference clients, deployment timelines, and the specific metrics on which the provider will 

be held accountable.  

IDC MARKETSCAPE VENDOR INCLUSION CRITERIA 

Using the IDC MarketScape model, IDC studied vendors that provide OT security services 

worldwide. The vendors included in this study had to meet the following criteria to qualify for 

this vendor assessment: 

▪ Geographic presence. Each vendor is required to operate OT security services in 

more than two regions. 
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▪ Customer base. Each vendor has delivered OT security engagements across a wide 

range of industry sectors, including financial services, manufacturing, healthcare and 

life sciences, government, telecommunications, energy and utilities, mining, oil and 

gas, and water/wastewater.  

▪ OT security services capability. Each vendor offers OT security services that has 

trained cybersecurity professionals with expertise in OT security strategy consulting, 

governance, compliance, architecture assessments specific to OT environments, 

asset discovery, vulnerability assessment and penetration testing for the OT 

environments, network segmentation design and implementation, 

deployment/integration of OT security solutions, continuous monitoring and threat 

detection, managed security services, and incident response (IR) services specifically 

tailored for OT environments. 

▪ Business volume/team size. Each vendor has a total OT security services revenue 

that exceeds $50 million in 2024, or a dedicated team of more than 50 OT security 

professionals. 

ADVICE FOR TECHNOLOGY BUYERS 

IDC recommends the following for buyers considering OT security services: 

▪ Establish internal OT security ownership before issuing any RFP. Undefined 

accountability between the CISO and plant operations is the most common OT 

program failure mode. Decide whether OT security sits under the CISO, COO, or a 

shared governance model and what decision rights each holds over production 

system changes before approaching the market.  

▪ Require OT-native practitioner credentials and site-matched delivery 

references before shortlisting any provider. ISA/IEC 62443 and Global Industrial 

Cyber Security Professional (GICSP) certifications, direct industrial protocol 

experience, and onsite delivery references at comparable site count and uptime 

constraints are minimal bars.  

▪ Sequence your OT program deliberately — inventory first, segmentation 

second, and monitoring third. Managed OT SOC services built on an incomplete 

asset baseline generate noise, not intelligence. Enforce the right delivery sequence 

in your procurement scope. 

▪ Conduct OT-specific tabletop exercises at least annually, with plant operations, 

safety, and OEM stakeholders included. Generic IT scenario exercises do not 

surface the production continuity and safety system trade-offs that define OT incident 

response. 

▪ Scrutinize managed OT SOC’s depth separately from aggregate IT/OT SOC 

metrics. Request OT-dedicated analyst head count, OT-specific playbook counts, 
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and false positive rates in OT environments in isolation before accepting aggregate 

service performance figures.  

▪ Default to a co-managed OT SOC model over full outsourcing. An internal team 

retaining contextual knowledge, asset familiarity, operational norms, and escalation 

relationships, combined with vendor-provided 24 x 7 analyst capacity, outperforms 

full outsourcing, which tends to lose institutional knowledge over time. 

▪ Resolve data sovereignty requirements before selecting a managed OT 

platform. Organizations subject to NIS-2, Saudi Arabia’s NCA-OTCC, or national 

data localization mandates must verify OT telemetry processing locations before 

contract signature.  

▪ Require live production deployment references for any AI-powered OT security 

capability. Lab pilots and road map commitments are not delivery evidence; ask for 

documented outcomes from live OT environments (e.g., false positive reduction 

rates, mean time to respond) before crediting agentic SOC claims as delivery-ready 

differentiators. 

VENDOR SUMMARY PROFILES 

This section briefly explains IDC’s key observations resulting in a vendor’s position in the 

IDC MarketScape. While every vendor is evaluated against each of the criteria outlined in 

the Appendix, the description here provides a summary of each vendor’s strengths and 

challenges. 

Siemens 

Siemens is positioned in the Leaders category in this 2026 IDC MarketScape for worldwide 

operational technology security services. 

Siemens brings 39 years of cybersecurity experience and occupies a structurally distinct 

position in the global OT security services market as both an industrial equipment 

manufacturer and an OT cybersecurity services provider.  

Siemens’ OT security services portfolio spans end-to-end life-cycle coverage: IEC 62443-

aligned strategy and risk advisory, implementation via its SINEC Security platform suite, and 

24 x 7 managed detection and incident response through its global cyberdefense center.  

Core OT security capabilities 

▪ OT security advisory, GRC, and product security. Siemens Advanta, the firm’s 

consulting arm, delivers OT security advisory and transformation services across the 

full IEC 62443 life cycle. Siemens holds TüV SüD certification under IEC 62443-4-1 

for its product development process.  
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The SINEC Security portfolio is purpose built on Siemens’s own OT environment 

knowledge, covering asset discovery, anomaly detection, vulnerability management, 

and configuration monitoring across Siemens-native and third-party industrial 

equipment, stress tested across Siemens’s own global manufacturing facilities before 

deployment to external clients.  

▪ Industrial DMZ and implementation. Siemens’s implementation centers on the 

Industrial DMZ (IDMZ), a ready-to-run, hyperconverged IT/OT segmentation rack 

engineered for brownfield-first deployment, with redundant industrial NGFWs, deep 

packet inspection, and virtualized services enabling network segmentation without 

replacing legacy equipment. SINEC Secure Connect, launched October 2025, adds a 

zero trust overlay, with clients embedded natively into Siemens automation firmware, 

enabling automation equipment to participate in zero trust communication. 

▪ Remote industrial operations and managed services. Siemens’s managed 

service is framed as operational continuity first: Remote Industrial Operations 

Services delivers 24 x 7 modular IT/OT infrastructure management, handling more 

than 1,000 security incidents monthly. SOC/MDR as a service is offered for different 

industrial domains in manufacturing, electrification, power, and utilities. Siemens’s 

Electrification X IoT/SaaS platform serves as an additional monitoring and asset 

management layer for grid operators and cloud-connected OT environments.  

Siemens offers the SIPROTEC Digital Twin for power systems and a planned cyber-

range using real-life substation emulation. Strategic partnerships with NVIDIA and 

Palo Alto Networks anchor its AI and private 5G security road maps.  

Strengths 

▪ Unmatched OT-native depth and proprietary security portfolio. Siemens’ position 

as a globally prominent industrial automation vendor, manufacturing the PLCs, DCS, 

SCADA systems, and communication protocols, confers a structural advantage. 

Siemens holds approximately 750 patent families in OT security. Customer 

references as well as customers in IDC’s Global OT Security Services Survey 

confirm the depth of Siemens’s OT expertise, with one client choosing Siemens 

specifically because “they are the manufacturer of our equipment, so they are the 

best one because they built it.” 

▪ Brownfield expertise and self-validated platform. Siemens draws on the 

experience of securing its own manufacturing infrastructure, operating more than 120 

factories worldwide where its SINEC Security portfolio is deployed and validated 

before reaching external clients. Demonstrated brownfield engagements include a 

global chemical company in Germany and a municipal wastewater treatment facility, 

where Siemens secured heterogeneous, multi-generation OT environments using 

IEC 62443-aligned compensating controls to protect unpatchable legacy assets 

without disrupting production. 
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▪ Standards leadership, compliance coverage, and regulatory influence. Siemens 

supports all major OT security frameworks assessed in this study, including NIST SP 

800-82, NERC CIP, NIS-2, TSA Security Directives, FDA cybersecurity guidance, 

CFATS, TISAX, ISO 27019, and IEC 62351. Siemens actively shapes the standards 

it implements. Siemens participates in EU regulatory discussions on NIS-2 and the 

Cyber Resilience Act, contributes to IEC 62443 committee work, and uses the 

Charter of Trust to align multinational industry on cybersecurity baseline 

requirements.  

▪ Delivery excellence and long-term customer partnership quality. Siemens 

Advanta’s OT security consulting and program management capability receives 

positive commendation from customer references, especially on delivery 

performance and value-added services. One client cited Siemens’s board-level 

communication coaching, proactive program governance, and willingness to scale 

engagement resources up and down with client needs as hallmarks of genuine 

partnership. Siemens maintains a client retention rate above 90%. 

Challenges 

▪ Third-party platform depth and ecosystem breadth. Some customers note that 

depth varies when engagements require non-Siemens platforms or multivendor OT 

security tools. One customer reference commented that Siemens personnel delivered 

with confidence on platforms within their own ecosystem but exhibited less depth on 

independent OT monitoring and detection tools selected by the customer. Siemens is 

addressing this through its open Xcelerator ecosystem and global partner network, 

which provide access to third-party OT security platform expertise for multivendor 

environments. 

▪ Cost structure and pricing model. Siemens’ pricing reflects the premium of its 

OEM-native expertise, senior consultant involvement, and global brand. Some 

Siemens’ customers in IDC’s Global OT Security Services Survey regard “High cost” 

as a key concern.  

Consider Siemens when 

▪ Organizations appreciate OT security patents and expertise, especially native 

equipment depth, as a priority for security program design and implementation. 

▪ IEC 62443 compliance is a defined program requirement. Siemens’s TÜV SÜD-

certified development process and standards co-authorship role support 

engagements across all security levels, with differentiation at SL 3 and SL 4 in 

defense, critical infrastructure, and highly regulated industrial environments. 

▪ Emerging technology readiness, including digital twin security validation, private 5G 

OT security, post-quantum cryptography, and AI-driven anomaly detection, is a 

strategic priority, and a vendor with native industrial R&D capability is preferred. 
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▪ The OT environment spans legacy or multi-generation equipment that cannot be 

patched or replaced; Siemens’s brownfield-first delivery model and IEC 62443-

aligned compensating controls maintain operational availability while progressively 

securing unpatchable assets. 

APPENDIX 

Reading an IDC MarketScape graph 

For the purposes of this analysis, IDC divided potential key measures for success into two 

primary categories: capabilities and strategies.  

Positioning on the y-axis reflects the vendor’s current capabilities and menu of services and 

how well aligned the vendor is to customer needs. The capabilities category focuses on the 

capabilities of the company and product today, here and now. Under this category, IDC 

analysts will look at how well a vendor is building/delivering capabilities that enable it to 

execute its chosen strategy in the market. 

Positioning on the x-axis, or strategies axis, indicates how well the vendor’s future strategy 

aligns with what customers will require in three to five years. The strategies category 

focuses on high-level decisions and underlying assumptions about offerings, customer 

segments, and business and go-to-market plans for the next three to five years. 

The size of the individual vendor markers in the IDC MarketScape represents the market 

share of each individual vendor within the specific market segment being assessed.  

IDC MarketScape methodology 

IDC MarketScape criteria selection, weightings, and vendor scores represent well-

researched IDC judgment about the market and specific vendors. IDC analysts tailor the 

range of standard characteristics by which vendors are measured through structured 

discussions, surveys, and interviews with market leaders, participants, and end users. 

Market weightings are based on user interviews, buyer surveys, and the input of IDC 

experts in each market. IDC analysts base individual vendor scores, and ultimately vendor 

positions on the IDC MarketScape, on detailed surveys and interviews with the vendors, 

publicly available information, and end-user experiences in an effort to provide an accurate 

and consistent assessment of each vendor’s characteristics, behavior, and capability. 

Market definition 

Operational technology (OT) security services refer to the portfolio of cybersecurity services 

designed to protect industrial environments and physical systems that monitor, control, and 

automate processes. These services address the unique requirements of OT systems, 
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which prioritize safety, availability, and reliability over traditional IT confidentiality concerns. 

The OT security services support OT environments, including:  

▪ Industrial control systems (ICS)  

▪ Supervisory control and data acquisition (SCADA) systems  

▪ Distributed control systems (DCS)  

▪ Programmable logic controllers (PLCs)  

▪ Building management systems (BMS)  

▪ Smart grid and utility infrastructure 

Abbreviations used in this document 

The following abbreviations recurring throughout vendor profiles, industry frameworks, and 

regulations are spelt out at first use in the body text: 

▪ DMZ: Demilitarized zone — a segmented network buffer between IT and OT 

environments 

▪ EDR/NDR/XDR/MDR/MXDR: Endpoint, network, extended, managed, and managed 

extended detection and response 

▪ IoT, IIoT, and OT/IoT: Internet of Things, industrial IoT, and combined OT and IoT 

asset scope 

▪ NIDS: Network intrusion detection system 

▪ NOC/SOC: Network operations center and security operations center 

▪ OEM: Original equipment manufacturer 

▪ SIEM/SOAR: Security information and event management and security 

orchestration, automation, and response 

LEARN MORE 

Related research 

▪ IDC Survey: Operational Technology (OT) Security Services (IDC #US53982826, 

forthcoming) 

▪ IDC Survey Spotlight: Is Your Organization Deploying AI-Powered Security Tools 

(incl. Agentic AI) in Your OT Environment? (IDC #US53985826, May 2026) 

▪ IDC Survey Spotlight: Who Has Primary Ownership of OT Security Governance? 

(IDC #US54533826, May 2026) 

▪ IDC Survey Spotlight: Is OT Security Getting the Executive Visibility Its Risk Profile 

Demands? (IDC #US54533626, May 2026) 
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▪ RSAC 2026: Agentic AI, Cyber-Resilience, and the Reinvention of Security Services 

(IDC #US53982926, April 2026) 

▪ How Geopolitics Is Reshaping Security Spending in the Middle East (IDC 

#META54449326, March 2026) 

▪ AI-Augmented Cybersecurity Advisory: Unlock Measurable Digital Trust and 

Business Value (IDC #US54143925, January 2026) 

▪ Emerging Security Services and Trends for 2026 (IDC #US53097825, January 2026) 

▪ IDC MarketScape: Worldwide Data Protection and Governance Services 2025 

Vendor Assessment (IDC #US52973625, October 2025) 

Synopsis 

This IDC study on worldwide operational technology (OT) security services vendor 

assessment for 2026 evaluates how a maturing, regulation-driven market is reshaping who 

can credibly deliver OT security services and what buyers should verify before committing to 

a provider. 

Five forces are defining the 2026 competitive landscape. Regulatory deadlines in Europe 

and the Gulf are converting discretionary OT security spending into compliance obligations, 

and sovereignty, where the SOC runs, who staffs it, and whose threat intelligence informs it, 

has become a second-order procurement criterion. The OEM versus independent divide, 

accelerated by the EU Cyber Resilience Act, is redrawing how buyers structure multivendor 

programs. IT/OT convergence, OT security talent scarcity, AI in the OT SOC, and the shift 

to outcome-based contracting are separating providers with early structural bets from those 

still building capacity.  

The assessment profiles 21 vendors against these forces, identifying Leaders based on 

their ability to operate at the intersection of regulatory depth, sovereign delivery, and 

demonstrated OT-native engineering capability. 

“OT security buying in 2026 is being shaped less by what providers can do and more by the 

structural bets they made years ago in talent pipelines, in-country delivery, and OT-native 

engineering,” said Cathy Huang, senior research director, Worldwide Security Services, 

IDC. 
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