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PROFINET on 100% Ethernet

PROFINET is Ethernet

Ethernet is an established standard in the IT world for fast data
transfer (IEEE 802.3)

PROFINET is always full duplex = simultaneous communication
in both directions

=
- Mbpsh Bl
100 Mbps \ c m‘

—>

|
100 Mbps full duplex

PROFINET is always L =
"switched Ethernet" :

A

R

[ m;

==

| 11 =4

Switches connected into a line

The topology can be influenced

@
5

Devices J
network load b

For comparison: PROFIBUS

One line of “cable” to which
everyone is connected

=» Performance depends
on the number of devices

Master

Slaves

Bl B

PROFINET take full advantage of the possibilities offered by Ethernet

SIEMENS
lngenuity for tife



Profinet Vs. Profibus

Profinet works on the same principle as Profibus.
Except :

« Higher carrier frequency100-600MHz (3-20MHz)

« 2-4 twisted pair cable

- Bandwidth 10-1000Mbps (0,184-12Mbps)

- Different cables can be used in the same application
+ Maximum length 100m and with flexible cables 80m

Unrestricted © Siemens AG 2018
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https://www.automation.siemens.com/bilddb/index.aspx?objkey=P_IK10_XX_01270
https://www.automation.siemens.com/bilddb/index.aspx?objkey=P_IK10_XX_01273

Cable technology — FastConnect (electric/twisted pair) Industrial SIEMENS
Ihg«eb\uf\ty‘forufe

Ethernet/PROFINET

Industrial Ethernet/PROFINET: Stripping
For quick installation
« RJ45 liittimet 2x 2and 4 x 2

Stripping Tools!

Link to Video: i
3 g https://youtu.be/9e4G5DPPXHM £ 4
-—-

y
\3""{? '/ 3 \/
¥ N 14 Link to Video: ,“/

https://youtu.be/XQjVYFMR8Mk

~

* M12 plugs (using stripping tool)
IE FC cables: 4 ja 8- wires

W &
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Link to Video:
https://youtu.be/CSwDQptulds



https://youtu.be/XQjVYFMR8Mk
https://youtu.be/9e4G5DPPXHM
https://youtu.be/CSwDQptuIds

| . SIEMENS
Installation and grounding lngemuity for Life

as large as possible
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| . SIEMENS
Installation and grounding lngemuity for Life

222 22w » 3 4
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. . SIEMENS
Profinet telegram — no TCP/IP frame — no roaming

Il«\g,ev\uf\ly«foru'[e
FROFIMET Real-Timea-Frame
SFO L "~ WLAM-Tag T 1 FCS
Preamble Destinaion- | Source- Type |[Frame D
|:Star_t F_mme b AAC-3ddress h-'lﬁE-a-:I-:IrEEE[UL'u'H.'ID.NL'u'H' U=zer daa Status | (Frame Check
Delimiter]) Fricrity] A0 - 1440 Byte | 4 Byte Sequence)
¢ BEyte 1 Byte & Eyte & BEwyte | 4 Byte _a-k.E E:yte_‘l 2 Bwyte 4 Byte

]

WLAN-10=0, Type=0x2292
“WLAM-Prionty=6 (ldentification PROFIMET
Real-Time-Frame)
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PROFINET device configurations and topology in TIA Portal

TIA Portal - PROFINET

- PROFINET devices (including network
products) are configured using the TIA
Portal.

- These settings are transferred to the
SIMATIC CPU and from there to the
PROFINET devices.

- The CPU defines IP addresses and PN
names according to the topology made
in the TIA Portal. Also for network
devices.

* In the topology, all devices must
support the Profinet mechanism.

Unrestricted © Siemens AG 2018
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PROFINET TIA in Portal

SIEMENS
lngenuity for tife

All parameters relevant to PROFINET are defined in the TIA portal

and then transferred to the SIMATIC CPU.

TIAP_DKP1_V14_V15 » Devices & networks

- mX

HIY Device view

|§ Topology view |L§gn Network view

58 Network| §§ Connections [Hi connectior [v] B B @ s

d-dkp1-et200fo... d-dkp1-et200s...
IM 151-3 PN FO IM 155-6 PN ST

c-dkpi-cpu3is-... c-dkp1-cpu315-...

d-dkp1-et200s-...
IM 151-3 PN

c-dkpi-cpu3... ®

VERS

x-dkp1-x204-4... |

c-dkpi-cpu3is-... » d-dkp1-t200s-61-5e

A i

= U Network overview

2 Device
v SIMATIC 300(1)
» c-dkpi-cpu315-46-6c
v d-dkp1-et200s-61-5¢

v ]

v d-dkp1-et200fo-61-74
» d-dkp1-et200fo-61-74

WLAN_1 x-dkp1-xf208-2... x-dkp1-x202-2-...
SCALANCE W76... SCALANCE XF208 SCALANCE X20...

L] c-dkpil-cpu3is-.. c-dkpi-cpu3is-... c-dkpi-cpu3is-...

[>] [100%

3

¥ d-dkp1-et200sp-ec-15

» d-dkp1-et200sp-ec-15
¥ xdkp12x204-44-b9

» xdkp1204-44-b9
v xdkp124208-27-ae

» xdkp1xf208-27-ae
¥ SCALANCE WAP

> WLAN_1
v xdkp1x204-44-b9_1

» xdkp1-x202-2-43-68
v d-dkp1-simocode-76-5fStat...

» d-dkpi-simocode-76-5f

R[] B




Topology definition allows automatic configuration

Topology editory (Classic STEP7)
- Define cabling

logy Editor

eeeeeeeeeeeeeeeeeeeeeeeeee

nnnnnn

cccccc
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Topology editory (STEP7 — TIA Portal)

- Define cabling

Profinet Demo *» Devices & networks

SIEMENS
lngenuity for tife

— X

\E Topology view ”ﬁﬂm Network view |mf Device view |
ey |- =)
[=]
PLC_1 Switch_1 Switch_2 Switch_3 [
CPU 1511-1... SCALANCE X... SCALANCE X... SCALANCE X...
PLC_1 PLC_1 PLC_1
10 device_1 T
IM 155-6 PN... FREEEE
PLC_1




Topology detection uses LLDP communication

o |rﬂ Topology query
of STEP7

LLDP MIBs are

reading

o Topology editor
o [ am "X208" o

5 P5
- P6
| am "CPU319-3PN/DP"
P4 P8
o Port PartneriD.PortiD| Info o Port PartneriD.PortiD Info
Port1 | X208.P1 KAXX Port1 | CPU319-3PN/DP.P1 XX

Unrestricted © Siemens AG 2018
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SIEMENS

Topology Defined - Automatic Configuration lngenuity for Ufe

WITH PROFINET YOU ALWAYS HAVE USE MANAGERED SWITCHES!

Automatic configuration saves time and minimizes errors

With this function, the PROFINET IO controller automatically enters the IP address and device
name of the PROFINET IO devices without a programming device (PG).

The requirements for automatic configuration are :

* The 10 controller and IO devices must support the PROFINET function "Device replacement
without exchangeable medium / PG".

* In STEP7, you must select the option "Replacing the device without removable media” —"Device
replacement without exchangeable medium”

» The devices must be reset to factory settings — factory reset.
» Profinet GSDxml device description must be found on all devices - including
switches!

* The configured topology must correspond to the actual topology!



Profinet network topologies

Tree

Linear

Linear topology

Unrestricted © Siemens AG 2018
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Ring topology

SIEMENS
Ihg,ev\uffy‘forufe.

Star

(typically motor centers - Simocode)

Ring - MRP



Response time in line topology — 14 stations (1.8 ms)

Siemens Profinet 10 device with “cut through” switch — Ertec Asics SIEMENS
circuit has been used for interface. Iingemuity for life
Tt = Transmission time of minimum frame = approximately 7 This calculation can only be used with Siemens

WS _ ' devices. It has been found that some other

Rtb =Run time of bit on the cable at 100 Mbps and 100 m cable between two nodes -> 0,5 ps manufacturers has used standard “store and forward”

TPTswitch = Throughput time through a switch. For RT_Class_1 approximately 10 ps (in GSD file) switches in device Profinet interface. These do not

: . guarantee a stable response time.
Basic calculation:

Length of minimum frame: 64 bytes including process data
Including preamble and SFD: 08 bytes as header

Idle time: 12 bytes after each Ethernet frame
Total: 84 bhytes

|:2T Minimum/maximun transmission time without wait

imes
Byte [Tt Nn (asemien maara Rtb TPTswitch
s [us] |ketjussa) [us] [us] Tt_min [ms] Tt_max [ms]
84| 6,7 14 0,5 10 0,154 1,729
TPTswitch
[ps] Tx [us]
10 153,72
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Response time in line topology — 20 stations (2,6 ms)

Siemens Profinet 10 device with “cut through” switch — Ertec Asics SIEMENS
circuit has been used for interface. lngenuity for Life
Tt = Transmission time of minimum frame = approximately This calculation can only be used with Siemens

7us . ' devices. It has been found that some other

Rtb =Run time of bit on the cable at 100 Mbps and 100 m cable between two nodes -> 0,5 us manufacturers has used standard “store and forward”

TPTswitch = Throughput time through a switch. For RT_Class_1 approximately 10 ps (in GSD file) switches in device Profinet interface. These do not

guarantee a stable response time.
Basic calculation:

Length of minimum frame: 64 bytes including process data
Including preamble and SFD: 08 bytes as header

Idle time: 12 bytes after each Ethernet frame
Total: 84 bytes

|fT Minimum/maximun transmission time without wait

imes
Byte [Tt Nn (asemien maara Rtb  [TPTswitch
S [us] |ketjussa) [us]  |[us] Tt_min [ms] Tt_max [ms]
84| 6,7 20 0,5 10 0,217 2,527
TPTswitch
[ps] Tx [ps]
10 216,72

Page 14



RT: Media Redundancy Protocol (MRP) SIEMENS
1/2 Il«\gf»\uf\ly «for Ufe

R: Ringport

MRP is a ring redundancy method used in Profinet
applications. The redundancy manager sends test =~ ™

messages from each of its ring ports as long as the B e
messages arrive at the other ring port. This way the Bl sedespor

manager knows that the ring is intact. At the same

time, it prevents messages from circulating indefinite

in the ring, closing one of the ring ports.

Data-Frames

MRP manager MRP client
-
PROFINET PROFINET S A
device device
Test
frames ) i _ R nR  nR R
m r i
PROFINET _ PROFINET - Ol
device device M 3 [% — ||'x
I.EU:IJ ‘ ’ I_EU:IJ
MRP client MRP client
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RT: Media Redundancy Protocol (MRP)
212

When test messages no longer arrive at another ring .«
port, such as a damaged cable, the manager opens = nonringpon
the closed ring port. In this case, post-break Bl Foraringpor
subscribers are available. ]
Network recovery (reconfiguration) takes up to 200 m

(50 subscribers).

Blocked port

=
C 3
LY

Unrestricted © Siemens AG 2018

Data-Frames

SIEMENS
lngenuity for tife

R

__JENRE

MRC

nR nR R

Data-Frames

Broken link



IRT: MRPD seamless ring. Max. 32 devices

The MRPD mechanism is based on IRT and MRP. A
reconfiguration time of Oms is possible by sending cyclic IRT
packets duplicated in both directions on the ring. The recipient
receives the same IRT frame twice if there are no errors on the
network.

SIEMENS
lngenuity for tife

Redundancy
Client

[ PROFINET

Redundancy Redundancy
Client Client

Redundancy
Manager

The devices receive this information on both ring ports, so there is

no ring remodeling time. As with MRP, redundancy management

prevents loops.

Unrestricted © Siemens AG 2018



SIEMENS
Redundancy example lngemuity for Life

PROFINET function
Single PROFINET configuration S1

CPU 410-5H

CPU 410-5H

| |H|II|| 1

Media redundancy with MRP

! - ;

{ B PROFINET, electrical
|

|

XF204-2BA 9

ET 200SP HA

System redundancy S2

.. PROFINET - redundant Redundant PROFINET configuration

Configuration in RUN (CiR)

High-precision time stamping
(SoE - Sequence of Events)

00O

PA ready

SB LAccess for Senvice Bridge

Unrestricted © Siemens AG 2018
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Segmented production network — PN/PN Coupler

Line Control
WinCC

Production OT network

-

CPU 1515R
(primary)

B PROFINET

SIEMENS
lngenuity for tife

CPU 1515R (backup) CPU 1515R
(primary)

10 device 1 (S2)

PN/PN Coupler
(S2/82)

@ PROFINET

CPU 15

15R (backup)

10 device 2 (S2)

|

Productlon cell Production cell

Production cell

Production cell

[gyel i Tl
5 e e || LG

Unrestricted © Siemens AG 2018
Sivu 19



Web extension - Network topology - graphical view

(2 PN34-CPU319F-3PN/DP - Windows Intemnet Explorer S [=1E3
= = 2l

5 @

@ PN34-CPU3I9F-3PNOP

<y Favarites

File  Edit

o v Bage sefetyv Tosks e @+

09:30:04 am

17.032010

e

Favorites

@Back LA > | E @ .f.'j pSearch j',"? Favorites  42)

PU31% - Microsoft Internet, Explorer

Tools  Help

R & B -

SIEMENS
lngenuity for tife

Topology © Saved topology

@ Actual topology £J

Grapic viv: | Tabie iews | staws everviews [ —

Pt [— Pt 2 [—] P2

SIMATIC
CONTROLLER

Name: pn34-et200m.pn34-319f
4

SIMATIC

L~ P
— =2 P2
S
e =
Module
Lad = .
information
Pe
s
P10
- =
|http://172.16.23. sl [ [ | & Inteme: [Fa - [®Rwo% ~ 4

CONTROLLER

Address @ http:ff192,168.1. 21 fPortalfPortal sl #PriNav=Bgz&EgzType=0P&MasterMame=PROFIBIS{ 1} 0P master system {1 8MemberMame=IrM1 V| Go

Module information
CPU319 - PROEIBUS(1): DP master systermn (1) - IM151-1 HE

Slot

(=2 S, B T L N =

Syrmbal Mame

v IM151-1 HF Details
v PM-E DC24..48Y Details
v 475 F-DI DC24Y Details
g 478 F-DI DG24Y Details
v 4 F-DO DC24Vizh Details
4 PM-D F PROFlsafe Details
v F-DS1e-x 0.3-34 HF Details

Identification

PB slave 31 on PB system 1, Slot 3: Module rermoved Marme: IM151-1

HF Module: 4/8 F-DI DC24% /O address: 1306

Slot

Qrdet number

BEST 151-1BA02-0AB0
BEST 138-4CAS0-0AB0
BEST 138-4FA03-04B0
BEST 1358-4FADZ-0ABD
BEST 138-4FB02-0AB0
3RK1 903-3BAM1

2Rk 301-0AB13-0A54

| Address
8177
8176
a00.0
306.0
312.0
10.0

14.0

Eilter
Bl ot

0 Address Camment
a00.0

A06.0

320

10.0

4.0

| & Internet
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. . SIEMENS
Online view on the TIA Portal. Ingesmity for tife

Profinet » Devices & networks

u
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Service bridge (Scalance XC200 series)

ES /M3 05

T T e

s
o
o

Unrestricted © Siemens AG 2018
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Service Bridge

—

SIEMENS
lngenuity for tife

Plant bus

<+—» Communication
<+—><—» No Communication



SIEMENS

Sinetplan — Offline simulation for load in Profinet network lngenuity for tife

et ’{/;[idatiol“‘

Report function with
detailed results

idation

Device val

Validation of the PROFINET
planning guideline

Online scan function
Import of the configuration with AutomationML

Import of STEP7 & TIA Portal projects

Port-by-port simulation

Unrestricted © Siemens AG 2018
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Sinetplan

¥ SINETPLAN Projekt Innovation Tour* - Siemens Network Planner
# Startseite Y EEIEIS RN {3 Einstellungen
GFHRBDY ¢ 34 90 5

Topologiesicht

SINETPLAN Projekt Innovation Tour

Siemens Network Planner
Kataloge

Gerite Datenfluss-Vorlagen i

SIEMENS
’hg&huf for life

mE Xy O—8—® ®

Quality camera1 |
e O 8}

M

SINETPLAN-CPU-PN
CPU 15163 PN/DP

Switch-Linie
Switch

FET

rmm

scalancex-208-006.rack-1 I

z[3]4]5]6] 7]

g

Switch17-Robot
SCALANCE X-201-3P IRT

2[3]4

Switch07
SCALANCE X-202-2P IRT

T[2[3]%

10-Dez-System12
IM151-3 PN

I‘I

Topologiedetails

% e = W E 15163 x

~ Controller

w SIMATIC 57-1500

~ CPU

¥ CPU 1516-3 PN/DP

1| 6ES7516

v Details
CPU 1516-3 PN/DP

6EST516-3AN01-0AB0

CPU mit Display; Arbeitsspeicher 1MB Code und SMB Daten; 10ns
Bitoperationszeit; 4-stufiges Schutzkonzept, Technologiefunitionen: Mation

Alle zeigen

Verbindungen mit hoher durchschnittlicher Bandbreitenauslastung

Quelle Ziel Queligeriit [%] Zielgerat %1

Switch15-Robot Switch16-Robot 7,81 129

SMC-Ventil7 Switch06 7.62 1.10

10-Dez-System7 MP 377-01 6.62 0.09

Switch17-Robot Switch-Linie 4,04 1053

SINETPLAN-CPU-PN  Switch-Linie 401 4,04

Switch15-Robot Switch17-Robot 2,85 934

Switch13-Robot Switch15-Robot 1,55 153 [~

Switch-Linie
Quality camera 1
Switch15-Robot
Switch17-Robot
Switch13-Robot
Switch-Linie

LaserScannerX4

Ports mit hoher Warteschlangen-Auslastung

Interface Port

Camera 1.Interface 1 Port1 20.15
Switch15-Robot Port2 1372
Switch17-Rebot Port2 12,00
Switch13-Robot Port2 682

Switch-LinieInterface 1 Port3 4,66

LaserScannerXd Port 1 4,58

Warteschlangen-Auslastung [%]

Non-Real-Time-Datenflisse einbeziehen

Control, Regein, 3 ; Tracing; 1. Schnittstelle: PROFINET 10-
Controlier, unterstitzt RI/IRT, Performance Upgrade PROFINET V23, 2 Ports, |-
Device, MRP, MRPD, Transportprotokoll TCP/IP, secure Open User
Communication, S7-Kommunikation, Webserver, DNS-Client, OPC UA: Server
DA, Glient DA, Methoden, Gompanion Spezifikationen; Taktsynchronitat,
Routing; 2. Schnittstelle: PROFINET I0-Controler, unterstiitzt RT, I-Device,
Transportprotokoll TCP/IP, secure Open User Communication, 57-
Kommunikation, Webserver, DNS-Client, OPC UA: Server DA, Client DA,
Methoden, Companion Spezifikationen; Routing; 3. Schnittstelle: PROFIBUS
DP-Master, S7-Kommunikation, Taktsynchronitat, Routing; Runtime Optionen,
Firmueare V2.6

Gerédtename
CPU 1516-3 PN/DP

peln

< Bearbeiten

SIEMENS

Network report

SINETPLAN - Siemens Network Planner
01.00.00.00_19.01

Project: SINETPLAN Example Projekt_v4

System supplier:
Plant designation:

My system supplier
My plant designation

Plant: My plant
Hall: My hall
Factory: My factory
Station: My station
Company: Siemens AG
Author: M. Himmiler

DF FA AS ERC-PRM 6
Gleiwitzer Str. 555
90475 Nirnberg, Deutschland

Contact details:

mailto: matthias himmier@siemens.com
61412016
SINETPLAN - a great tool for network simulation!

Generated on:
Comments:

Unrestricted © Siemens AG 2018
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SIEMENS
Proneta (PROFINET network analyzer - freel!) lngenuity for Life

Requirements

7

- Easy to set up devices and network without PLC “tools

 Detects devices and topology automatically
» Address settings

* 10 testing
Used to
» cabinet manufacture

« Commissioning

Copyright (c) 2008 - 2013 Siemens AG
All ights reserved.

* WWW.Siemens.com/proneta (@)

Unrestricted © Siemens AG 2018
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http://www.automation.siemens.com/mcms/automation/de/industrielle-kommunikation/profinet/produktportfolio/software_tools/Seiten/software_tools.aspx

SINEC PNI Basic - for free

SINEC PNI is a program that can be set for a network-specific

i SNECPN

SIEMENS

]

oK

SCALANCE W-700

ET 200eco PN 8D
SCALANCE X-400
SCALANCE 5-600
SCALANCE X-200
SIMATIC-PC fh-dkpl-ipc427d

SCALANCE X-200 x-dkp1-x204-44-b9

ET200SP

KP8 PN 8KEYS 8DUO DC24V h-dkp2-kp8-ce-d4
SCALANCE X-200
§7-300

IM151-3
SCALANCE X-200

IM151-3

Unrestricted © Siemens AG 2018
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192.168.120.63
192.168.120.40
192.168.120.27
192.168,

192.168.

192.168.

192.168.

192.168.120.72

192.168.120.70

192.168.120.26

192.168.120.21

192.168.120.22

192.168

192.168.120.23

MAC address

00:1B:18:A7:03:66
00:1B:18:A8:8B:9E
28:63:36:82:AB:E2
28:63:36:15:63:41

00:18:18:9D:67:00

00:18:18:42:91:28
00:1B:18:A8:44:89
28:63:36:13:EC:15
00:18:18:A5:5C:10

00:0E:8C:£6:76:5F

20:87:56:64:A4:DF

20:87:56:5C:92:1E

28:63:36:14:EC:D4

00:18:18:A8:43:68

Article number

6GKS 204-2AA00-2GF2

BAV3 688-3AY36-0AX0

6GKS 202-23H00-28A3

parameter to SCALANCE and RUGGEDCOM devices

irmware version

SINEC PNI

VPEB174558

S C-E9TP94042014

VPE4141830

VPEB137684

VPIN130163

§ C-E9A308162014

SVPES138662

S C-EBW242142014

VPEB137671

S C-E7UCB7762014

SIEMENS
lngenuity for tife

The configuration can be performed
simultaneously for multiple devices.

* Network Scanning of all PROFINET and
RUGGEDCOM devices
+ Initialization by setting the following
parameters for the devices :
+ address, subnet and gateway
+ Initial password change (Scalance ja
Ruggedcom)
* name (PROFINET)
+ 1&M information to identify the device
(PROFINET)
+  SysName, sysContact and sysLocation
+ Activate DHCP-client
* Resets to factory settings

Resets to the default PROFINET settings
°© ping

Flashes LEDs

+ Open Web Based Management



SINEC PNI SIEMENS
Product editions lngenuity for Ufe

Only one License per copy
SINEC PNI Basic (02/2020) SINEC PNI Advanced (11/2020)

SINEC PNI Professional (03/2021)

Step 1 + Set Time + Generate SSL and SSH Keys
e . + Set DNS Prox_y + Set Hardening profile
Set IP, subnet, gateway + Set Syslog-Client + Set N_AT/ NAPT
Set DHCP Client + Set NTP-Client + Set Firewall /ACLs.
22’: ::;LIT\/IOE;TaET / System name + Set RADIUS-Client + Set SINEMA RC Qllent
: + Password protection
Reset to factory + Configure DHCP Server
Change Default Password + Set SSID
S + Set WLAN Mode
+ Set Country
Step 2 + Set Channel
Firmware Update + Set frequency _
Diagnostic Downloads (logs with config) + Set SSID Security
Configuration copy (up/down) + Set static VLANS

SEESAI (T, Ve, Vi) + Set VLAN IP addresses

Free of charge XxX € XxX €

Page 27



SINEMA Server V14 SIEMENS
Ilz\g,a«uf {orUfQ

Home screen Topology Event list

SIEMENS SINEMA Server V14 SIEMENS SINEMA Server V14 SIEMENS SINEMA Server V14
o e+ Topy s » Aebtan + Sano s Logpt s Kb Lopnd
[ B vomions » opors » Adronivssion s Seves i Lopgeian urer Adreisror_ Logous T pvee———— S =
PR——— G: @5 N ? [y w—— G o'oa RNt r— -
Yo i hers: Repirts > Pacfomiance > LA - boeice wtifization B G % anar
E] . Oean | e | S | Tekn A
+ 0 St e - e om0 12526 71 s s 5 LA INIEMTACE OUSION | LA - ROGFCE GOF [ WL - TRATace enor MIEMace Gita e WLAN- SQUA SN  WLAN - HUDeN o (et
i St O >
Gk Discanted packess. | POF powes margin
Mantinsocs domnded o = A
+ 0 Deies esce omnie Do name. s Mosermins
Lt (1) Ao unt. 6K B4 Lo ac - -~ %
© actuss m 2 Firmars wson. 4
2 PROFINET detes rame o H Sercisumber. \PWODSS5S P aovess Dewcs rame. Device hpe 33 type Hamg FD Y. ransm, o
s — ot et 1 152168 Sy oISl SCALANCE X0082ACopper soer 031y
praea— e
e i (1) - e 192168114 ESTRCKICO<U1S|CPU 1511-1 PH (144 Copper LG 0355
By S—— T stk vco-wt200ET 2005F IM186-5 R - a5t
Fomrn i v e Evans Contc o dos 1 192160113 200 T 2095 1556 FCopper ap "
R (3 [renscason 0 eascation + 521681 10 ysiame ot el | SCALANGE X508.2M Copper saxtpa [
Swch (5) o ® L i3 = EROERED 10268031 Resiiack sieo 204t SCALANCE X204IRT Copper X1 Pt 0043
o 6 Noncer s el wna ' PROFNET do: ko 2020
i ver) He ] B ' e 1e2 16801 syshame ot Sel | SCALANGE YO Capper sties 002
Samens 4G (1) £l Tad £l TP skt e, 5216030 162 158031 Sesiack-nkco-<20Air SCALANCE K2OURT Unknown xre oou1
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The automation network is connected to the OT network, not
directly to the IT network. ADVANTAGE: A more secure data SIEMENS
transfer to the entire production line is achieved. lngenuity for tife

» The production cells are
connected to each other
with PN / PN Couplers

- Each cell is connected to
the OT network with its

SINEC NMS Keskusvalvomo DMZ own Firewall / VPN
Keskitetty
ohjelmointiymparisto module
per toimittaja
'm < VPN modules can be
etédohjelmointiyhteys H H
L e used to build a honzgntgl
i remote connection within
Backbone - the prOdUCtion line ->
Linjaohjaus network monitoring anq
CPU g maintenance of the entire
S production line and, if
1 necessary, a-cyclic data

transfer between cells

* The devices on the OT
Tuotantolinja osa 2 network are managed

_sSoluz solus : solud = : _ Sous || and controlled centrally
. mill || S H mil - by Sinec NMS.

* Production network
protected from IT network
vulnerabilities -> trouble-
free production

* The line control CPU is
connected to an OT

Unrestricted © Siemens AG 2018 network or a separate
i network
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SIEMENS

Segmented production network (IEC62443) Ingewuity for life
Scalance S/SC VPN
=27 Z WinCC IT
network SV o i
1 ] m Cloud PG Sinema RC serveri
Sinec NMS II e |
Production OT network
Productlon cell Production cell Production cell Production cell
# a ’ [ | |
m -
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SINEC software family (NMS, PNI & INS) SIEMENS
Network levels (OT) — Factory automation lngenuity for Life

Management /
Engineering

Industrial

Backbone Network —| Industrial
Management Network
System Services
SINEC NMS SINEC INS

SINEC NMS
SINEC INS

(PROFINET)
Cell

Primary Primary
Network Network

Initialization Initialization
SINEC PNI SINEC PNI

Network Network Network
Management Management Management
System System System

SINEC NMS SINEC NMS SINEC NMS

SINEC PNI
TIA Portal

PROFINET cell 1 PROFINET cell n PROFINET cell n + 1
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Sinec NMS

https://siemens.com/sinec-NMS

SIEMENS
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https://siemens.com/sinec-NMS

SCALANCE X managered switches SIEMENS
Layer 2 applications (Profinet) lngemuity for life

Function

SCALANCE XC-200 SCALANCE XP-200
Layer 2 SCALANCE XF-200
managed
. ' SCALANCE XR-300WG
SCALANCE . P— |
XB-200

SCALANCE SEALAGTEE SCALANCE
XR-100WG
X005 ' T ey XC-100
Layer 2 . |
unmanaged Compact SCALANCE
Switch modules XB-000
- ' SCALANCE X-100
: i media converter
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Thank you for your interest!
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Tero Pyykko

PD PA ClI

Tarvonsalmenkatu 19
02600 Espoo

Puh: +358(0)10 5113055

E-mail;
tero.pyykko@siemens.com
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