Material Scope of the Binding Corporate Rules / Categories of data subjects, personal data,
and processing activities

Type Further Details

Categories o Employees and staff (including applicants, regular, temporary, part-time, trainees,

of data contractors, and agents)

subjects e Contact persons at customers, business partners, suppliers, vendors, and other cooperation
partners

e Job applicants, candidates, and pre-hires

e Users and visitors of Siemens websites and cloud-based products/services

Categories Employees and staff

of personal | 4 Contact information

data e Recruiting data and qualification (e.g., details about work and education history, CVs,
qualifications)

e Compensation and payroll data (e.g., bank details, current compensation, deductions,
allowances, withholdings)

¢ Employee identification (e.g., ID numbers, such as employee’s tax ID and social security
number)

e Employee status (e.g., temporary, full time, part time)

e Attendance data (e.g., paid time off, annual leave, time in lieu)

e Work history and performance information (e.g., job responsibilities, assigned projects and
tasks)

e Immigration, right to work and residence status

o Emergency contact information

Information on employee’s use of Siemens IT assets (e.g., log files containing device

identifiers, browser type, referring site, the date and time of visitor requests)

e Photographs and other visual images

e |Information on any corporate assets assigned to the employee (e.g., IT assets assigned)

¢ Any performance management data (e.g., targets, target achievements)

e Any personal data actively provided when submitting contribution to Siemens idea
management

o Any employee training data (e.g., training requests by employee and managers, classes
attended)

e Any employee travel information (e.g., accommodation booked, carrier information,
preferences, invoices)

e |In case the employee benefits from car allowances (e.g., driver license, driver license
number, vehicle license plate number and further related information)

Contact persons at customers, business partners, suppliers, vendors, and other
cooperation partners; users and visitors of Siemens websites and cloud-based
products/services

e Contact information (e.g., full name, work address, work telephone number, work mobile
phone number, work email address)

e Organizational information (e.g., job position, company name)

e Payment data including data necessary for processing payments and fraud prevention (e.g.,
credit/debit card numbers, security code numbers, other related billing information)

o Further information necessarily processed in a project or contractual relationship with
Siemens or voluntarily provided by the data subject in the context of the business
relationship, such as personal data relating to orders placed, payments made, requests, and
project milestones.

e Personal data collected from publicly available resources (i.e., business and employment
oriented social networks and websites), integrity data bases, credit agencies

o Data legally required for compliance screenings or export control checks (e.g., date of birth,
nationality, place of residence, ID numbers, identity cards, relevant and significant litigation,
other legal proceedings)

o Personal data provided by filling in forms on Siemens websites, Siemens applications, or
online services

¢ Information submitted as part of a support request, survey, comment, or forum post

¢ Information on interaction with Siemens websites, applications, or online services (e.g.,
device and user identifier, information on operating system, sites and services accessed,
date and time of each visitor request)

Job applicants




Type Further Details
¢ Information provided or collected in the application process (e.g., name, contact details,
previous employment, work experience, qualifications and skills, education history,
professional qualifications)
¢ Information of recruitment interviews/check lists
e Legal prerequisites for employment and related documentation
Type of Employees and staff
processing | 4 Compensation, payroll and benefit planning and management, including
gn?pose o Delivering and managing compensation and benefits for employees and retirees
u

(e.g. payroll administration or participation in Siemens share plans)
o Recording and administering pay and other pay-related transactions (e.g.
deductions, allowances, taxes)

e Administration and performance of the employment relationship, including

o Providing IT and technical support
o Populating and maintaining global employee directories (e.g. intranet and email
directories)
Business travel, expenses and related expense management
Administering and planning of staffing, workflows and processes
Budget planning and administration
Administering, and maintaining personnel records
Workforce development and talent management
Conducting employee performance appraisals and reviews, e.g. in the course of the
Siemens Performance Management Process
Background checks (where legally required)
HR reporting (e.g. for data quality, steering and planning purposes)
Administering training and ensuring the development of skills and competencies
Idea management, allowing employees to provide proposal on the improvement of
Siemens, tools, processes, etc.
¢ Providing and implementing occupational health and safety measures
e Providing employees with access to and protecting Siemens assets, including
o Authorizing, granting, administering, monitoring and terminating access to or use of
company facilities, as well as physical and IT assets
o Ensuring security for the workplace and employees (e.g. appropriately limiting and
restricting access to site locations and facilities)
e Compliance with legal obligations, including
o Supplying finance, audit, and legal departments with information to support internal
reporting, accounting, auditing, and reimbursement programs
e Delegations (only applicable to delegated employees), including
o Ensuring employment eligibility for governmental/regulatory agencies (e.g. tax,
social security administrators)
o Administration of delegations

O O O O O O

O O O O

Contact persons at customers, business partners, suppliers, vendors and other
cooperation partners; Users and visitors of Siemens websites and cloud-based
products/services

e Communicating with data subjects about our products, services and projects, e.g. by
responding to inquiries or requests or providing you with information about purchased
products

e Planning, performing and managing the (contractual) relationship, e.g. by performing
transactions and orders of products or services, processing payments, performing
accounting, auditing, billing and collection activities, arranging shipments and deliveries,
facilitating repairs and providing support services

e Administrating and performing market analysis, sweepstakes, contests, or other customer
activities or events

o Contacting data subjects with information and offers concerning Siemens products and
services, sending further marketing messages and conducting customer satisfaction surveys

e Maintaining and protecting the security of Siemens products, services and websites,
preventing and detecting security threats, fraud or other criminal or malicious activities

o Ensuring compliance with legal obligations (such as record keeping obligations), export
control and customs, business partner compliance screening obligations (to prevent white-
collar or money laundering crimes), and our policies or industry standards

e Solving disputes, enforcing our contractual agreements and establishing, exercising or
defendingE legal claims




Type Further Details
o To provide websites, applications and online services functions which includes creating and
administering online accounts, updating, securing, and troubleshooting, providing support,
as well as improving and developing our online offerings
Recipients IT applications are operated by Siemens Aktiengesellschaft out of Germany. As Siemens
and operations span the globe, data is transferred to the group companies that participate in the BCR,
countries as listed here (which also specifies the applicable country in which each company is established).



https://assets.new.siemens.com/siemens/assets/api/uuid:c47acd7e-7c86-430b-9177-fd84bd2a4047/bcr-annex-list-companies-bound.pdf

