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By 2020, there will be
50 billion devices

connected to the internet.

12.
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2005

In the coming years,
40% of total data created
A will be from sensors.

Source; Gart




Cybersecurity attacks on critical infrastructure
2010 - 2018

“GreyEnergy” 2017 ’ ‘

“Triton”— 2017

e

2010 Stuxnet

“WannaCry”, “Petya’

and “NotPetya” 2017

2011  Virus “Dugu”

Iran petrochemical 2016 2012 Telvent

Germany steel

2013 il 1SC attack

“BlackEnergy” 2015

“Energetic Bear” 2014 2014  Black Energy

Source: Hackmageddon, Reuters, Sans.org, NY Times, sans.org, Trend Micro, FireEye
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Cybersecurity landscape in Australia

ts

The current state of Cybersecurity for 3 _
organisations in Australia: e Y,

Australia has recorded its largest increase of Cybersecurity events.
over the past 12 months compared to all other countries in APAC.

Australia currently has less than 10% of the Cybersecurity expertise
that it requires to protect its industries in all industry verticals.

In 2018 — 2019, the spend on external Cybersecurity products and
services in Australia reached almost AUD $3.9 billion. The current
ratio of cybersecurity services VS. products is currently 70:30.

The current potential economic cost to Cybersecurity incidents in
Australia is approximately AUD $29 billion per year (2% of GDP).




Case Study: Toll Group — Ransomware Attack ——— -
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Who: has -
Toll Group iy “ B
W hat

Ransomware Attack on Toll’s IT-OT systems
(~1000 servers infected)

Where:
Toll HQ, Melbourne - Australia

When:
31 January, 2020 (when they became aware)

How:
Mailto Ransomware (encrypted file systems)

Outcome:
Hackers demanded AUD $8.5 million in exchange to decrypt of 5GB of data.

(it's believed that Toll decided not to pay the ransom and restore systems)
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E85FB1-Readme.txt - Notepad

File Edit Format View Help
e o o

What happen ?

Your files are encrypted, and currently unavailable.

You can check it: all files on your computer has expansion e85fbl.

By the way, everything is possible to recover, but you need to follow our instructions.
Otherwise, you cant return your data.

What guarantees?

Its just a business. We absolutely do not care about you and your deals, except getting

benefits. If we do not do our work and liabilities - nobody will not cooperate with us.
Its not in our interests.

To check the ability of returning files, you should write to us by email.
There you can decrypt one file for free. That is our guarantee.

How to contact with us ?

Email us:
1.Hamlampampom@cock.1li
2.Galgalgalhalk@tutanota.com

Be sure to include your personal code in the letter:
{key e85fbl:EQAAAEUANUZCMS1SZWFkbWUudHh@JAAAACStYW1sdGObSGFtbG

Windows (CRLF) Ln 1, Col 1



Update: Toll Group attacked again in May 2020.
SIEMENS
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d News / Toll Group resists ransom demands from hackers after ...
. theloadstar.com - 12 May 2020
However internal sources do point to a cyber attack.” Mr Jensen added that,

' G following a webinar on cyber security, he came away with “the clear ...

Toll Group's corporate data stolen by attackers
iTnews - 11 May 2020

Toll customer data stolen in its second cyber attack of 2020

Inside Retail - 12 May 2020

Toll Group managing director Thomas Knudsen said the attack was unscrupulous,
and that the business is working with the Australian Cyber ...

Toll Group reveals stolen data may show up on dark web
CRN Australia - 12 May 2020
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Question: Should you ever pay hackers’ ransom demands? SIEMENS
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Ransomware attacks in 2019 cost Australian $241 M
businesses and public-sector organisations

The average operational downtime organisations
face following a successful ransomware attack is 16 d ayS

The estimated downtime costs whilst $ not including lost
recovering from a ransomware attack 15 ] OOO/d a.y production time!

Paying ransom to hackers is almost
always a bad idea and is highly
discouraged in the majority of cases!
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Top 5 Vulnerabilities, Risks and Exposures for Industry SIEMENS
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Industrial Security is particularly challenging
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No Risk
Baseline

Onerous Change Unfamiliar Assets
Control Procedures & Proprietary Protocols

%

Limited
Connectivity

&/

Insecure by
Design
Dependenc ' '
onpOT staf?/ IT Security Solutlpns
Directly Incompatible

with OT
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Key components of an effective industrial security strategy

45

Implement fundamental security Integrate into existing operational Avoid distracting IT and OT staff
controls consistent with IT and processes and orchestrated with complex tools and
OT Security governance and best workflows. technology.
industry practices.

“Low noise and high context”: Create absolute minimum risk to
Deep OT awareness for accurate Minimum effort to achieve risk production availability or
risk assessment. reduction. operational safety.,

"Implementing effective security governance in an integrated IT/OT environment is difficult
Gartner because the two domains have different risk appetites and security requirements. Security and

risk management leaders need a single governance structure to support both domains and

balance their requirements." Gartner, 10 October 2019, Document: G00441788
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4 Simple Phases to Building Cyber Resilience SIEMENS
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Phase 1 --- Preparation SIEMENS

lug,wuffyﬁrb{a
'\ Determine risk profile and security posture. Create a strategy for business
. & operational continuity coupled with periodic security risk assessments.

Develop cyber governance policies using regulatory and industry security
frameworks such as IEC 62443 and ISO 27001.

Determine which systems and subsystem assets have potential security
: risks, vulnerabilities and exposures. Develop patch management strategy.

Develop a Disaster Backup & Recovery Strategy (DBRS). Continuously
backup critical system assets and test backup integrity.

Educate your entire staff with ongoing security awareness training. 90%
of security breaches are caused by human error.

Preparation is directly proportional to the effectiveness of security.
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Phase 2 -—=
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Detection e
ngenily for life

Develop a cyber-threat awareness platform using global threat
intelligence from government agencies and industry sources.

Implement active (real-time) security monitoring tools such as Network
Management Systems (NMS) coupled with Continuous Threat Detection
tools underpinned by Artificial Intelligence (Al) and Machine Learning (ML).

Respond to threats including suspected security breaches and attacks
as early as possible to ensure the most timely response and recovery.

Ensure the integrity and preservation of information on attacks for the
purpose of reconnaissance and digital forensics.

Detection requires advanced situational awareness.



phase 3 --- Response R
AR

Establish an incident response plan with escalation procedures. Conduct
response drill scenarios and conduct regular mock data breaches to

. evaluate roles and responsibilities in the event of a security incident.
. Leverage Security Incident and Event Management (SIEMs) tools to aid
- in the identification, monitoring, recording and root cause analysis of
R security incidents and breaches.

Maintain the objective of containing a breach when it’s first discovered to
avoid the attack spreading to other system assets.

Determine legal implications. Avoid the destruction of valuable evidence
to aid in the root cause analysis and subsequent forensic investigations.

Rapid response to minimise damages and improve recovery time.
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Phase 4 --- Recovery SIEXEJ}IE%

Document Method of Procedures (MOPs) and Playbooks for recovering
your industrial system and subsystems following a security breach.

Know who to call for reporting security incidents. This includes impacted
customers, governing organisations, Federal & State Government, etc.

Implement a backup and recovery system underpinned by regular
backups with integrity to restore systems corrupted by an attack.

Document all elements of the security breach or attack for the
subsequent analysis activities including forensics investigation.

Disaster recovery is not about IF... it’s about WHEN.
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~ Defense-in-Depth SIEMENS
Security Architecture based on IEC-62443 lngenuity for Uife
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Network Security SIEMENS
Network Cells, Firewalls and VPN lngenuity for Uife
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https://new.siemens.com/global/de/produkte/services/industrie/digital-industry-services/industrial-security-services.html

Remote Access SIEMENS
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Siemens SINEMA Remote Connect lets you access remote ICS assets
conveniently and securely, even if they’re integrated to other networks.
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Network Management SIEMENS
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Siemens SINEC NMS fulfills process-based and technical
security requirements according to IEC 62443 framework.
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Intrusion Detection & Prevention SIEMENS
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Claroty & Nozomi employ Artificial Intelligence (Al) and Machine
Learning (ML) for near-real-time anomaly & continuous threat detection.
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Siemens RUGGEDCOM SIEMENS
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The Siemens RUGGEDCOM family of modular Layer 2 and Layer 3 switches, and intelligent
loT nodes offers WAN, serial or Ethernet connectivity options with embedded security.
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- Siemens SCALANCE S SIEMENS
\ Iug%uffy for Ufe
The Siemens SCALANCE S Industrial Security Appliances as a part of network security

support the “Defense in Depth” industrial security concept. They protect automation
- networks, and seamlessly connect to the security structures of the Office and IT world.

w R Wy ; o SCALANCE S is developed in accordance with the provisions of the Industrial Security Standard IEC 62443-4-1, as certified by the
Unrestrict 1 d ©Siemens 2020 TUV. These provide for the implementation of a flexible security zone concept and be used in a temperature range of -40 to +70c.
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Siemens Industrial Security Services (ISS) - Portfolio SIEMENS
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Evaluation of currentiSecurity Status

* Analysis of threats and vulnerabilities to identify, evaluate
and classify risks.

+ Assessment of business and operational impacts.
* Execution from process engineering and automation view.
Basis for the establishment of a security program.

Comprehensive security

through*maonitoring and

pro-aetiveprotection

. Close/s;ecurity gaps with Manage
continuous updates and backups. Security

+ ldentify and handle security
incidents thanks to continuous
security monitoring.

« Early adaption to changing
threat scenarios.

Risk mitigation'through implementation
of security measures

« Design and implement technical security measures.

* Develop and deploy security relevant processes.

* Enhance security awareness with specific training.
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Siemens Industrial Security Information

Siemens provides products and solutions with industrial security functions that support the secure operation of
plants, systems, machines and networks. In order to protect plants, systems, machines and networks against
cyber threats, it is necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
security concept. Siemens’ products and solutions constitute one element of such a concepit.

Customers are responsible for preventing unauthorized access to their plants, systems, machines and networks.
Such systems, machines and components should only be connected to an enterprise network or the internet if
and to the extent such a connection is necessary and only when appropriate security measures (e.g. firewalls
and/or network segmentation) are in place. For additional information on industrial security measures that may be
implemented, please visit http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them more secure. Siemens strongly
recommends that product updates are applied as soon as they are available and that the latest product versions
are used. Use of product versions that are no longer supported, and failure to apply the latest updates may
Increase customer’s exposure to cyber threats. To stay informed about product updates, subscribe to the
Siemens Industrial Security RSS Feed under hitp://www.siemens.com/industrialsecurity.
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Disclaimer

© Siemens 2020

Subject to changes and errors. The information given in this document only
contains general descriptions and/or performance features which may not always
specifically reflect those described, or which may undergo modification in the
course of further development of the products. The requested performance
features are binding only when they are expressly agreed upon in the concluded
contract.

All product designations may be trademarks or other rights of Siemens AG,
its affiliated companies or other companies whose use by third parties for their
own purposes could violate the rights of the respective owner.
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