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Auxiliary Direct-Voltage Supervision

Highlights
The direct-voltage input is located on the plug-in module ANAI-CE- v' Measures the auxiliary direct-voltage
2EL (1 input per module). of a substation battery system
After configuring the plug-in module ANAI-CE-2EL, the function v Provides sampled values for fault
Auxiliary direct-voltage supervision is visible under the function group recording

Analog units. v Monitors the battery direct-voltage by
checking whether the measured
voltage is greater or smaller than the

specified threshold

ANAI-CE-2EL
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Continuous recorder (CR) in SIPROTEC 5 _

Highlights

A AR A A A A

v Continuously recording mean values
(load profile)for routed channels
without triggering mechanism over
long time (day ... month)

Access v Long-term analyzes of the network
v' DIGSI:  Full configuration, evaluation, record list (download and delete) behavior can be carried out

v' WEB Ul: Changing settings, evaluation, record list (download and delete)

v The visualization can be performed by
SIGRA or SICAM PAS / PQS (IEC 61850
protocol) together with SICAM PQ
Analyzer
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Trend Recorder (TR) in SIPROTEC 5 _

TR works like a continues recorder, but instead of a defined Benefits
averaging time the recorder have a defined tolerance band - e.g.
it could save the values of frequency or voltage related events in
extreme cases every 10 ms

v' SIPROTEC 5 platform devices
support full scope of recorder

OptioNS: Fast Scan Recorder , optional Slow Scan

Recorder, Continuous Recorder and Trend
Recorder

ooz || Bl ([J8) i
domentan Effektiv

v Saving of invest by Distributed
Monitoring (more functions in one
device not need for additional
hardware)

v Increased safety and availability by
Distributed Monitoring
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Line differential protection and teleprotection
IEEE C37.94 in the SIPROTEC 4 — SIPROTEC 5 compatible mode

Process bus (PRP)

PTP GMC

PTP GMC




Line differential protection and teleprotection
IEEE C37.94 in the SIPROTEC 4 — SIPROTEC 5 compatible mode

Process bus (PRP)

PTP GMC

PTP GMC
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| Communication



SIPROTEC 5
Modbus RTU Serial
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Robust metal housing
1/6 * 19"

Universal power supply:

Graphic display
DC 24V-250V / AC 100V-230V

(with single line)

3 I/O options:

« 4Bl/5BO

- 14 BlI/11 BO

« 17 Bl /8 BO (10050)

USB interface for
DIGSI and Web U

SIPROTEC

Interfaces
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75X800 - Communications:
All interfaces are already built in ...

Ethernet Interface (Port F1/F2):

» Optical or electrical™* interface

» |[EC 61850
» Modbus TCP
> I[EC 104

> DNP3 IP

» Profinet*

Serial interface* (Port E):

> RS 485 interface

*:in preparation
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Small central protection - One device for multiple feeders

Highlights 7SX85

Several protection incl.

Overcurrent protection

Directional overcurrent
FG Voltage/current 3-phase 1 FG Circuit breaker QA1 prOteCtion

50/51 Motor protection

FG Voltage/current 3-phase 2 FG Circuit breaker QA2 CapaCItor prOteCtlon
60/51 Frequency protection

FG Voltage/current 3-phase 3 FG Circuit breaker QA3 _

CLE v" Function Groups with

underlying functions can be
organized under a Bay Level
v' it allows to test an individual
bay, while the other bays
remain into operation
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Small central protection - One device for multiple feeders

Page 20

FG Voltage/current 3-phase 1 FG Circuit breaker QA1

50/51) (50N/51N

FG Voltage/current 3-phase 2 FG Circuit breaker QA2

5057

FG Voltage/current 3-phase 3 FG Circuit breaker QA3

50/51) (50N/51N

FG Busbar

Inherent CBFP

Check zone
Bus zone 1
Bus zone 2

Supervision
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Highlights 7SS85

10 feeder protection incl.

Impedance protection
Overcurrent protection
Frequency protection

Busbar differential protection

v Function Groups with
underlying functions can be
organized under a Bay Level

v it allows to test an individual
bay, while the other bays
remain into operation

SIEMENS



SIPROTEC 7VU85
High-Speed Busbar Transfer Dewce

........



Main Function of a High-Speed Busbar Transfer HSBT

HV Busbar HV Busbar
Running Source Alternative Source

. 3, e

@ Motors \
O .7 o >
Source 1 Source 2 v

Generator Load

H—- O Shedding

\J‘ CBle 4\ B2

MV Busbar ?
% %
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SIPROTEC 5 7VU85 Overview

. _ SIPROTEC 7VU85 Functions
High-speed busbar transfer device

* Modular hardware supports numerous
applications and reduces wiring

Supports up to 20 circuit breakers
in a device

+ Simultaneous and sequential switching is

possible
Automatic load-shedding

- Different switching types are available (fast,
real-time, synchronous, residual voltage and

Powerful monitoring ensures long-term switching)

reliable switching in fast time

- Switching time approx. 10ms (fast)

- Current, voltage and frequency protection

Additional protection functions functions can be added via DIGSI 5 library

can be activated

High-speed transfer and protection in one device
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SIPROTEC 7VU85 — Typical applications

APP Template 1
Single busbar with 2

APP Template 2
Single busbar with 2

APP Template 3

Single busbar with 3

sources sources and coupler sources

Power source 1 (~_ Power source 2
e Power source 1 e Power source 2 Running power source Alternative power source @ Power source 1 Power source 2 Power source 3
Running power source Alternative power source
. . Line 1 Line 2
Line 1 Line 2 Line 1 Line 2 Line 3
¥ ¥
. . . . . N
cB1 CB2 Line CB1 (closed) Line CB2 (open) Line CB1 (closed) Line CB2 (open) Line CB3 (open)
CB to be opened CB to be closed CB to be opened CB to be closed Additional open CB
Busbar section 1 Busbar section 2 Busbar

Section CB (closed)
Additional closed CB

IV

Transfer direction: Line 1 to Line 2

Transfer direction: Line 1 to Line 2
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NEW

SIPROTEC 5

7SX82
(see separate presentation)

SIEMENS
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Process Bus




Built-in IEEE 1588v2/PTP Grandmaster Clock functionality

Process Bus
(PRP)




Built-in IEEE 1588v2/PTP Grandmaster Clock functionality

Process Bus (HSR)




IEC 61850 busbar voltage distribution loop
Efficient and elegant distribution of voltage measurement for e.g. synchro check
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Process Bus Network
for busbar voltage

Process Bus Network




IEC 61850 busbar voltage distribution loop
Efficient and elegant distribution of voltage measurement for e.g. synchro check
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Process Bus Network
for busbar voltage

Process Bus Network

Stream #1
BB1 voltage




IEC 61850 busbar voltage distribution loop
Efficient and elegant distribution of voltage measurement for e.g. synchro check
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Process Bus Network
for busbar voltage

Process Bus Network




Speed up your process bus engineering
Automated mapping of sampled measured values

Benefits

Mapping of sampled measured
values in the DIGSI 5 single line
editor

v" Working in a well-known
representation for protection

SMV links 3} engineers

v Graphical representation of
sampled value subscriptions and
their relation to the primary
equipment

SMV subscribers

v" Reduction of the mistake rate in
SMV engineering

v' Faster engineering of process
bus applications
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Speed up your process bus engineering
Automated mapping of sampled measured values

Benefits

Mapping of sampled measured
values in the DIGSI 5 single line

editor

v" Working in a well-known

representation for protection
* PROT_01 .
SMV links v W siner engineers
—— A = — M v' Graphical representation of
% IEC station 1 [D:\Temp\UCA 10P\Demo Process Bus Engineerin improvements\IEC61850 Station\EC station 1\EC s . .
Swion Gt heen Vew Opton Toos e sampled value subscriptions and
Ejnewces ?.?Sunstamn ﬂ-ﬂ-hm:gom -P':GDOSE smx EM Reports and logs ’%Prolo:ﬂmauﬂﬂg their relation to the prima ry

ds XO HEHG E3 equipment

v" Reduction of the mistake rate in
SMV engineering

v’ Faster engineering of process

Finish in Syscon: Right-click |4 o bus applications
on Station, select ,SMV R s

| 3 fﬁ MU_OaiMod2_ MU2ALMOPhs Maas3

Mapping through topology*
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SIPROTEC 5
Merging Unit functionality (SMV publisher)

Bay Controller
6MD85
6MD86

Available in every modular
SIPROTEC 5 device*

Breaker Motor
management protection
7VK87 7SK85
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| DIGSI 5

Improvements in engineer
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Top-Down-Engineering
Import protection settings from SSD-File (System Specification Description-File)

Highlights
For matching of Logical Devices, DIGSI searches for the

contained Logical Nodes for best fit, if name of Logical

Device does not fit. Faster engineering by
importing the SSD from the

vendor independent

e ot o specification
» & LDO No match found _
* 4 QB1QBE1 Dcl
‘? - cLor clLos { v' Import protection settings from
g B } SSD-file
= XSS Ko -' v Improved Mapping algorithm

3a CILOY CILOT
ae C5WT C5wA
3@ LLMO LLND

a? X5W1 x5Wt

b
b
b

~ @ QB2DIST Dc2
y
b
b
b
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Top-Down-Engineering

Import protection settings from SSD-File (System Specification Description-File)

TestV9.20 V2 » IEC 61850 stations » Import specification

? Busbar 1
TestV9.20 » IEC 61850 stations » Import specificatior T Busbar 2

> Tf Dot

» p-cm

b 3 LINT

Ll = ¥ sel

Elements fron

¥ I7 SubstationHumboldtstr
~ & 110kv
ﬁ: Busbar 1
ﬁ: Busbar 2
~ 1 oo

b (- cm
b+ LINT

¥ B# Overcurrent

A, Clestr
& Enacls
‘ EnaCpn
¢ Health
# InRef

Until DIGSI 5 V9.00

& namPlt
2 NumSublnty

From DIGSI 5 V9.20
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Highlights

Faster engineering by
importing the SSD from the
vendor independent
specification

<

Import protection settings from
SSD-file

Improved Mapping algorithm

Display data objects in topology
section

Create user defined function block
of any type

SIEMENS



Top Down Engineering

Show details of ,adapt data model” action; allow selection of details

ifiec | =+ ] Attach DEXS5 files | | Adapt data model

Elernents from SCDISSD = on in e Data flc Devices in DIGSI 5 Project Mapping Recornmendation

Adapt data model
Select import contents: F u rth er I m prOVG ments:

@mj'“["'m Improve automatic mapping of LNs and DOs
po tion flow (Reports, GOOSE, SMV) Allow creation of DOs in Topology section
[Cimport [ED/LDILNIDO descriptions Drag and Drop DOs to other LN in TDE Editor
Display and create external signal Data Objects from SSD
Create user defined settings from SSD/SCD using library

select al Functions

DO3BayControll

-> More possibilities to adapt SIPROTEC device to special
requirements from SSD!

E——— -
Import Cancel
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UEF:111114Y
Show how sum of function points is calculated

DIGSI 5 can now show how the function points of a device are calculated
* New Tab “function points” in Device Information
» List of all functions which consume function points

Device information Function points Resource cons ation o5 Jiagnostic information

Function point details

Fl_.'nr_1|:_!n-p-:,!in:', consumpton
o 40

E REL_FlatRate i | REL_CostPerinstance a

REL_Functicn FEL_Configured instanceREL_Total Function paints

Ling

Pickup Z<
* W DizAndDi#Fnce

tancé prot
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Support Asset Management:
Provide List of devices with comments

Project tree m 4

Devices

mogeraet V8.30_V16_VW16
——
figuration -t

B

MName REL_Device comment REL_Last modified by REL_Laszt modified date
gin Devices and networks ;

(Al

Unnamed User 7

nb242400 1311 ; 0 = A A 0
Unnamed User

v L 6MDB6 CFC Tes
s TH enps6 bemoceractpnu || [ 6MDB6 DemogeraetPMu1  nb242400  702220222:43FM  6NDB6-DAAAAAGOAS

Iy Demo Dev

nb242400 -CBE1BA1-CGO
nb242400

0-CB1BA1
Unnamed User 4 1 PM 71- D000 CCIBATCA

|E’g Upgrade project dev
= | Import proj

Documentation settings
-
¢ Q) Languages & resources

r .
* g Online access
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Export TCF
for download of configuration with SIPROTEC Tools _

Highlights

Use case for TCF (Total Configuration File) export

Load configuration to device
independent from DIGSI

= “ . | v' Field engineer does not need
sl VLW SIPROTEC Tool$ -l DIGSI installation, just SIPROTEC

Tools
v" SIPROTEC Tools can handle

Feature planned: import back to DIGSI 5 different configuration versions

without upgrade (TCF download
to device available from SIPROTEC
Tools V1.30)

v TCF file is signed

SIEMENS
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Overview of LDAP functionality (Lightweight directory access protocol) _

Highlights

Sicam Gridpass

Upload Server CA to SIP5 Issue CA & Server Certificates
Upload User CA to SIP5 - Configure User Right & Roles LDAP is most common & Wldely

Upload User Certificates to LDAP Server _
accepted way of accessing to a

remote user repository in
todays IT infrastructure.
SIPROTEC 5

Establish a secure TLS channel LDAP S E RVE R

Authenticate the user to LDAP server

v' Siprotec 5's LDAP implementation
Is based on the IEC 62351-8
Profile-A

v The privileges are received as a
token from the user certificate..

Active Directory
Provide User Roles in User Certificate

v i
Siprotec 5’s LDAP implementation is based on the IEC 62351-8 Profile-A where the individual users are managed in Available fOI’ all ethernet modules
a certain directory of remote LDAP server, and their Role / AoR / Validity triplet is stored in the user certificate attribute v It iS necessary to have a PKI

with a signature from the CA that the organization trusts. ) ) . .
available in the organization to

use LDAP and authorize the user

TLS Transport layer security
CA certificate authority. access
PKI Public Key Infrastructure.
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Secure MMS Transport Profile in SIPROTEC 5 _
Overview of Secure MMS T-Profile

Highlights

Security Operation Center Substation Control Center
E“‘::(PI"SE SICEASH:: g;:::ss Secure MMS Client
E |EC ] MMS Client v' Communication between client and
" _ N R server with 61850 MMS is encrypted
@__:L_ 5N and cryptographically authenticated
v SIPROTEC 5 implementation of Secure
Secure MMS can improve MMS T-Profile is compliant with the
The integrity IEC 62351(-3 for TLS, -9 for EST)
- inside or P Ei - - :
ither in an indirect connection to a

- outside the trusted
zone

remote MMS Client which support T-
Profile outside the secure zone, or
direct connection inside a secure zone
Substation 1 Router Firewall Firewall Router SICAM AB00 MMS Client to a SICAM

* Secure MMS Client
@ - —
— 11

— v" Fully automated creation / distribution

| management of X509 certificates
E E E that are used for MMS TLS

SIPROTEC 5 SIPROTEC 5 SIPROTEC 5 ROTEC 5 SIPROTEC 5 SIPROTEC 5 communication (Via EST) i‘e Wlth

MMS Server1 = MMS Server 2 MMS Server n MMS Server b Server n MMS Server 2 MMS Server 1 SlCAM GridPaSS,

Feeder 1 Feeder 2 Feeder n Feeder 2 Feeder 1
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Points




SIPROTEC 5 Function Point Manager

Classless Function Points _

lights

xact function point number
ired can be loaded into the
e.

o longer necessary to comply
function point classes.

user decides with each DAF
ration to keep the class-bound
se or to migrate to classless
tion points or vice versa.

ces can be ordered classless with
ction points or still class-bound
a function point class.

Page 50 Unrestricted | © Siemens 2022 | Yelitza Rojas | SI EA PLM PROT MVS | VAR Partner Day 2022 (Sep 13&14) SI E M E N S



Ordering — Enhancement in SIPROTEC 5 Configurator

SIPROTEC 5 CONFIGURATOR EUR 3,032.00

: 3 p, o

Field of Application 3 ndec Configuration Summary

Check and complete your configuration.

75X85 Universal device E Download PDF

Sales option

Current version
Function points class

ce installatio
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If you want to use the Function Point
Manager (FPM) to create the needed
license file later, select “classless or no
changes” to order a device with 0 function
points. In this case the device will have a
fix product code which doesn’t change
when you create new license files with the
FPM.

You can still decide to order the device
with a function point class (e.g. “Base”)
and enhance FPs later with the Function
Point Manager or conventional by ordering
a functional extension. In this case the
product code changes with every new
DJA

SIEMENS



Support for classless function points in DIGSI

When creating a device in DIGSI 5,select
,classless function points“ or the desired
function point class.

_ _ S When uploading a new DAF to the
Activate device functionsiity device, DIGSI 5 will recognize the
Voltage veriant: | DC 603 AC100V t0 230V function point type ,classless” or
e e class-bound" and adjust the setting
i e —— accordingly.

Veasuring-points routi " "
e t function-peint cla

Copy settings group for device

Source-settings group: Targetsettings group:
settings group 1 settings group 1 Vi - -100V o
Integratea cinernet interface (port J):
Significant feature:

Select function-point class orcl Clas fu oints

Enter function p Clascless function points

Copy settings group for device

Source-settings group:

settings group 1

Base + 175
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Disclaimer

© Siemens 2022

Subject to changes and errors. The information given in this document
only contains general descriptions and/or performance features which
may not always specifically reflect those described, or which may
undergo madification in the course of further development of the
products. The requested performance features are binding only when
they are expressly agreed upon in the concluded contract.

All product designations may be trademarks or other rights of

Siemens AG, its affiliated companies or other companies whose use by
third parties for their own purposes could violate the rights of the
respective owner.
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| Contact

Published by Siemens AG

Yelitza Rojas

Product Portfolio Consultant
Smart Infrastructure Electrification and Automation

Humboldtstr. 59
90459 Nuernberg
Germany

Mobil +49 15221847859
E-Mail yelitza.rojas@siemens.com

LinkedIn-linkedin.com/in/yelitza-rojas

www.siemens.at/var
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