
DIGITAL SOLUTIONS FOR TUNNEL

Efficiency before it is built
With a digital twin of tunnel automation, planners, integrators, and 
operators can optimize all processes on a living model of their system. From 
tendering, planning, and design to commissioning and optimization during 
operation, the digital twin creates a consistent information basis for 
decisions and measures, helping to improve safety and reduce costs.
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DIGITALIZATION

From simulation to the  
digital twin
Every tunnel project is an enormous planning and technical 
challenge. Digital solutions help to coordinate the multitude of 
trades and to plan in a cost-optimized manner: the digital twin can 
be used to optimize the planning, engineering, commissioning, 
operation, service, and modernization of a tunnel.

Whether road or rail, every tunnel is a unique and complex structure. Planning, commis-
sioning, and operation therefore involve a great deal of effort. Nevertheless, tunnel construc-
tion measures, like all infrastructure projects, are under considerable cost and time pressure, 
while at the same time the requirements for construction, safe operation, and the automation 
level of tunnels are becoming ever more stringent. As a result, the complexity of projects is 
increasing.

The task: preventing interface losses
One of the key challenges is managing the interfaces between planners, system integrators 
and operators. An integrated approach to planning, operating and maintaining a tunnel not 
only ensures consistent and transparent data throughout and an optimal data transition 
between the planning and operating phases but it also provides valuable services during 
operation and maintenance.

The digital twin as a safeguard for the future 
One of the major challenges is to make systems and solutions 
future-proof through a simple and effective transfer of expertise. 
The digital twin supports the harmonization and standardization 
of the existing tool landscape and thus facilitates system mainte-
nance. It is also a valuable tool for formalizing existing knowledge 
and making it available to new employees. At the same time, a 
digital twin helps to relieve specialists of many day-to-day tasks 
and thus helps to use valuable resources more efficiently and 
create an attractive working environment for new specialists.
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From the field

The Schwamendingen freeway 
enclosure in Switzerland 
connects the two parts of 
Zurich‘s Kreis 12 district.
A digital twin of the tunnel 
ventilation system allows 
interaction with the control 
system to be modeled and 
tested without having to close 
the tunnel. Local residents 
also benefit, as the tests on 
the model do not cause any 
noise emissions

 
Find out more online

Consistent data from planning to operation
With a consistent digital twin of the tunnel, it is not only possible to avoid interface losses. It 
can also be used to parallelize the planning, construction and operation processes and check 
the results on the digital twin. This brings tangible benefits for everyone involved in the 
project:

Advantages for planners
	− Less effort for tendering and awarding contracts, as the specifications are clearly defined by 

standards
	− Offers can be better compared and the quality of the services offered can be better checked
	− Better coordination with the tunnel operator and other project partners, as the trades and 

the overall solution can be simulated and visualized at an early stage

Advantages for system integrators
	− Faster and error-free integration of components and documents thanks to the standardiza-

tion of interfaces
	− Accompanying verification of the overall solution using the tunnel model in the digital twin
	− Easier coordination with the tunnel operator, as the model can be used to check whether 

there is a common understanding of functionality and implementation
	− Efficient commissioning of the systems on site, as the tunnel automation has already been 

tested in advance

Advantages for end customers
	− Better and earlier training of operating personnel on the model during construction work
	− Continuous modernization and optimization of the tunnel by simulating operating condi-

tions without significantly affecting ongoing operations
	− Risk-free, time-independent, and regular training opportunities for different scenarios and 

emergencies (fires, accidents, traffic jams)
	− Efficient tunnel monitoring with an optional cloud connection ensures transparency and 

provides early warning of potential disruptions to ensure smooth tunnel operation

More than just a model: the digital twin for tunnels
The main difference between a digital twin and conventional simulation environments is that 
a digital twin aims to be as complete an image of the physical system as possible over the 
entire life cycle. In contrast, simulations typically only model one process or one component 
and use a static data set for this. The digital twin, on the other hand, also incorporates real-
time information from operation or the respective project phase.
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Depending on the respective application, different levels of complexity or simulation depth can be 
defined, especially with regard to the digital twin of tunnels (Figure 1):

Stage 1: The digital twin of the PLC
	− Test of the control program without real hardware
	− Testing program behavior through manual state monitoring of inputs and outputs
	− Simulation of the communication elements for PLC-PLC or PLC control system communication
	− Simulation of the following communication elements possible:
•	 PLC to PLC: different virtual controllers communicate with each other
•	 PLC to control system: one or more virtual controllers communicate with the configured control 

system
	− No functional test of the entire system, as no interrelationships at field level are simulated

Stage 2: The digital twin of the PLC, control system and field level
	− Simulation of PLCs and field or peripheral devices
	− Comprehensive simulation models with behavioral models
	− Checking the system behavior in different scenarios (e.g. traffic jam, fire)
	− Training of operating personnel and usability testing on the model

Stage 3: Combination of different digital twins into one twin
	− Combination of local events (individual twin) and system-wide events (twin of the system)
	− Testing interactions and low-risk exercises of scenarios with external partners (e.g., police and fire 

department) without disrupting the flow of traffic

Stage 4: Combination of the digital twin with co-simulations
	− Integration with co-simulations (e.g. BIM) enables immersive test and training scenarios (e.g. visuali-

zation for fire department and maintenance teams)
	− Test adjustments or optimizations to the model
	− Integration of predictive maintenance and AI-based deep learning with values from real operations

Requirements for implementation
With suitable platforms and solutions, it is possible to develop the digital twin step by step. This allows 
planners, integrators, and operators to minimize the risks and costs of digitalizing their systems without 
having to forego the benefits of the digital twin. 

Picture 1  Levels of simulation depth in digital twins
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Components and systems
It must be possible to simulate the components for the respective twin. To this end, it makes 
sense for the relevant suppliers to provide digital behavioral models that are incorporated into 
the modeling with the digital twin. A component architecture that is as homogeneous as 
possible facilitates reusability and thus reduces the costs for the digital twin.

Communication
To facilitate the integration of data and systems, it is also advisable to rely on established 
standards, such as OPC UA and Profinet for communication. For communication at field level, 
standards should be used for which the manufacturers of the respective field or peripheral 
systems already offer corresponding behavioral models (e.g., FMU/ FMI  ).

Data structure
If a standardized data structure is defined for the individual assets, this saves a lot of time 
during subsequent integration. The OPC UA communication standard supports this standard-
ization via special companion specifications.

Management and architecture
The digital twin can be implemented on-premises on your own systems or as a cloud solution. 
Which solution is the right one for the respective use case should therefore be checked.

Cybersecurity
As components of the infrastructure, all systems in tunnels must meet correspondingly high 
cybersecurity requirements. This also applies to the digital twin. In order to protect the tunnel 
systems from cyber-attacks from inside and outside, a coordinated defense-in-depth concept 
in accordance with the recommendations of IEC 62443 is recommended.

From the field

Interbiak, Gertek and Siemens 
have modernized eleven 
tunnels in Bizkaia to ensure 
availability, efficiency, stabi-
lity, and sustainability. By 
using the digital twin in 3D 
using BIM data, every applica-
tion in the tunnel can be 
checked and scenarios can be 
simulated to train operating 
personnel. As a result, human 
error has been reduced by up 
to 85%.

 
Find out more online
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A virtual image over the entire life cycle
With a digital twin, a virtual image is created parallel to the planning, construction, commis-
sioning, and operation of the real tunnel, which is continuously updated with information 
from the project. Data from other systems and models, for example from construction plan-
ning or ongoing operations, can be integrated into the digital twin via open interfaces. This 
enables the digital twin to transport information across the different project phases and 
between the project participants, making coordination much easier. This openness also makes 
the digital twin an up-to-date and realistic image of the physical tunnel, so that results from 
modeling in the digital twin can be easily transferred to the real project or the real operating 
situation. This results in numerous advantages over the entire life cycle:

Planning
	− When designing tunnels, existing 3D construction data and BIM (Building Information 

Modeling) data can be linked to the automation in a virtual 3D model.
	− Virtual tours facilitate the creation of planning concepts.

Engineering
	− Standardization based on digital tools reduces the error rate, avoids duplication of work, 

and makes engineering significantly more efficient
	− Preliminary tests in the virtual world support efficient commissioning

Commissioning
	− With the digital twin, the tunnel can be put into virtual operation in preparation for both 

the integration test and acceptance by the operator
	− This reduces the effort required for real commissioning and shortens the project duration

Operation
	− Employees in operations and maintenance, as well as firefighters and police officers, can 

be trained with the digital twin independently of the real operation or tunnel system
	− Risk and hazard scenarios, including cyber-attacks, can be analyzed without impacting 

the physical systems
	− Pre-testing of software updates on the model increases operational reliability and 

supports continuous system maintenance
	− By simulating scenarios with behavior models, operations can be continuously optimized, 

for example with regard to energy efficiency

More far-reaching scenarios are also conceivable in the future, such as training AI-based 
systems for traffic control. The large volumes of training data required for this will be gener-
ated via the digital twin. The advantage: traffic flows and scenarios can be represented in the 
model at greater speed, which means that significantly less time is required to generate the 
training data and therefore to train the AI. However, the digital twin is already bringing 
concrete benefits today, as will be shown in the next chapters using five specific use cases.

From the field

In the Swiss Gotthard Base 
Tunnel, the teams in the 
control room can monitor the 
current situation in the tunnel 
in detail using a 3D simula-
tion. Innovative detection 
technologies recognize 
incidents immediately and 
activate the corresponding 
safety mode. This early 
warning system significantly 
shortens response times.

 
Find out more online
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USE CASE

Efficient tunnel engineering
With a digital twin, engineering tools and trades can be 
harmonized. This saves planners and integrators time and the 
project benefits from more efficient overall management and 
higher quality.

The challenge
Tunnels are complex structures with many different trades. During engineering, 
many trades and companies are involved, using different tools for planning and 
project planning. This results in time delays due to duplication of work and unnec-
essary costs due to interface losses. In addition, the program quality decreases due 
to missing or insufficiently defined interfaces.

Solution
Standards for software, processes, tools, and interfaces allow engineering 
processes to be designed much more efficiently:

	− Standards for the PLC program enable engineering tasks to be automated and 
programs and HMI screens to be generated automatically

	− Libraries with tested blocks make it easier to reuse program blocks in the next 
project

	− Standardized user interfaces can be generated efficiently in high quantity frame-
works based on the PLC program (>150,000 objects in <10 minutes)

	− Changes can be made efficiently via automatic updates
	− International standards (IEC 62714) and exchange via common AutomationML 

interface facilitate collaboration

Benefit
The automation of routine tasks, easier reusability of existing applications and 
program modules and simpler data exchange significantly reduce the amount of 
duplicate work and minimize the error rate in projects. This results in significant 
time and cost benefits in engineering.

Service for planners

Standardized tender texts 
minimize effort and simplify 
the comparability of offers.

 
You can find examples via  
this Link

8   

Digital solutions for tunnels

https://ausschreibungstexte.siemens.com/tiplv/Data/English/(L_VNBKBXESW8Q4ZCS06ZX4YR936W)


USE CASE

Save time with virtual 
commissioning
With the digital twin, commissioning can be prepared and carried 
out virtually. This reduces the effort required for real commissioning 
and shortens the overall project duration.

The challenge
Tunnel projects have a long duration and are associated with considerable costs. It 
is therefore important that the finished tunnel can be put into operation quickly 
and efficiently once the planning and construction phase is complete. Delays lead 
to high costs in terms of personnel and technical resources. In modernization 
projects in particular, commissioning often causes traffic jams and obstructions 
that annoy road users and put additional pressure on tunnel projects.

Solution
With the digital twin, the individual modules of the tunnel can be tested both 
manually (using observation tables) and automatically (using behavioral models 
and test pipelines). The advantage of automated testing is that the test protocols 
can also be created automatically. The digital twin also makes it possible to test the 
function of the entire system consisting of visualization in the control system, 
controller and tunnel using scenarios with the help of behavior models.

Benefit
The real commissioning takes place with the successfully tested program. This 
reduces the effort required for commissioning as well as the personnel and mate-
rial costs. As the project duration is also shortened, the tunnel can be opened to 
traffic more quickly.
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USE CASE

Optimize protection against 
threats
With Defense-in-Depth, tunnel systems can be protected against 
unauthorized access and manipulation as well as against cyber-
attacks from inside and outside.

The challenge
As critical infrastructure systems, tunnel systems must meet the highest security 
requirements. This applies in particular to protection against unauthorized access, 
cyber-attacks, and malware. In the area of cyber security in particular, there is an 
increasing number of attacks, which is why the systems need to be updated 
frequently.

Solution
According to current regulations (IEC 62443), carefully designed cybersecurity 
systems (defense-in-depth) are required to respond to cybersecurity threats. With 
the digital twin, such security concepts can be verified, and updates and security 
measures can be tested without risk to physical systems. In this way, the digital 
twin supports the protection of tunnel systems at all levels of cybersecurity:

	− Tunnel security: securing the technical systems at the tunnel entrance and exit 
(doors, fences, etc.) together with the associated security cameras, locking 
systems and card readers

	− Network security: protection of automation networks against unauthorized 
access, including simple control of the relevant systems

	− System integrity: ability to protect the security components used

Benefit
As all measures are tested and verified on the model, the digital twin minimizes the 
risks of updates and maintenance measures. Disruptions in tunnel operation are 
avoided, which increases the availability of the tunnel system. 
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USE CASE

Training for operators with the 
digital twin
With the digital twin, operators can train on the system before 
commissioning. This means they are immediately productive after 
the real commissioning and are also prepared for incidents.

The challenge
Operating a digital tunnel requires highly qualified operating and maintenance 
personnel. The teams must therefore be comprehensively trained in accordance 
with the guidelines, which is associated with high costs and time expenditure. 

Solution
The digital twin makes it possible to train operating and maintenance personnel on 
the model earlier in the project than before. Such virtual training under realistic 
conditions can take place before commissioning and without endangering ongoing 
operations. In addition to regular operating conditions, exceptional scenarios (e.g. 
accident, fan failure, signal failure) can also be rehearsed and personnel can be 
trained for rare or risky incidents on the basis of a real tunnel. It is also possible to 
evaluate training data, for example to optimize the software, user interfaces or 
training measures.

Benefit
Thanks to the early training, the personnel are optimally prepared for handling the 
systems in the tunnel so that operations can start smoothly on the very first day 
after commissioning. Training courses during operation on rare events or incidents 
increase operational safety and enable the ongoing training and further education 
of the teams. The tunnel operator benefits from efficient, trouble-free operation 
and an improved skill level of operating and maintenance personnel.
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USE CASE

Optimization of operations and 
projects 
The digital twin supports tunnel operation and professional incident 
management with 24/7 access to status information and 
maintenance data, both locally and remotely.

The challenge
Every second counts, especially in the event of an incident: in the event of an 
accident, appropriate safety measures must be initiated immediately. Technical 
faults require immediate and targeted intervention. Maintenance measures must 
be carried out properly and documented in accordance with standards. To this end, 
tunnel operators must provide their teams with targeted information.

Solution
The digital twin enables data access from a wide variety of end devices via a smart 
operator concept. This means that tunnel systems, for example, can also be moni-
tored on the move. Service technicians can connect directly to the tunnel systems 
via secure interfaces. An automatic reporting concept supports rapid fault 
reporting and rectification. Additional functions such as a quick action menu   (e.g. 
“Stop engine”, “Add to maintenance list”, “Create note”) help the teams to react 
quickly to messages or expand maintenance lists individually. Maintenance orders 
and lists are documented centrally in the system so that all measures can be traced 
at any time.

Benefit
The digital twin helps to monitor and document all measures relating to tunnel 
maintenance or optimization in one tool. Mobile data access ensures greater trans-
parency regarding the function and status of the tunnel. As information about 
faults is immediately available, the teams can react more quickly and in a more 
targeted manner, which contributes to greater operational safety and availability of 
the tunnel systems.
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BEST PRACTICE

The digital tunnel you can touch
At the Hagerbach Digitalization Center, visitors can experience the 
entire life cycle of the digital tunnel live - from planning to 
operation and service.

The Hagerbach Digitalization Center is located in the 5.5 km long Hagerbach test 
gallery in Flums, Switzerland. In this test center, Siemens and its project partners 
are demonstrating how applications of the digital twin can be found and easily 
integrated throughout the entire tunnel project. The spectrum covers the entire life 
cycle, from planning with BIM and the subsequent shell construction and electro-
mechanical equipment through to the operating phase and digital services during 
maintenance. A total of five use cases demonstrate the possibilities of digital 
tunnels in a real test environment:

	− BIM Center
	− Control & Training Center
	− Simulation Center
	− Cloud Center
	− Cybersecurity

The tunnel is open to visitors by appointment and during normal opening hours. 
You can find out more about the Tunnel Digitalization Center Hagerbach and 
visiting options online.

Experience the digital tunnel 
online 
The digital Tunnel Experience 
Center shows the advantages of  
the digital tunnel for planners, 
integrators, and operators.  
Everything you need to know 
about the possibilities of the  
digital twin for tunnel systems -  
and lots of additional informa- 
tion. Find out more online.
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Your direct line to the digital tunnel
Siemens supports planners, integrators, and operators in tunnel projects with 
an experienced team of experts in the automation of underground facilities. As 
a competent partner, Siemens digitizes the entire life cycle of a tunnel system. 
Planners, system integrators and operators benefit from efficient processes, 
faster opening and maximum availability thanks to a comprehensive safety 
concept, well-trained personnel, and new predictive maintenance options. 
Tunnels can be opened more quickly and operated more safely.

Would you like to know more?
You can find out more about our solutions for tunnel systems online at any time: 
Digital tunnel on the web

Would you like to find out more about the Tunnel Digitalization Center? 
We have compiled everything you need to know on this website: 
Tunnel Digitalization Center Hagerbach on the web

Would you like to arrange a viewing right away? 
Click here tio go directly to the appointment:

Are you interested in how you can protect tunnels from cyber-attacks?
You can find everything about Defense-in-Depth for tunnel systems on this page: 
Cybersecurity in tunnel systems

Do you have any questions? 
Simply contact our team of experts using the contact forms on the websites listed above.  
We look forward to hearing from you!
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