
Security in Industrial 
Networks with SCALANCE
Industrial Networks Education

Description

It is difficult to imagine day-to-day industrial operations without Ethernet connections. From large-scale production systems to 
the smallest Industrial Ethernet communication networks, nearly everything has come to depend on their reliability and 
security. The opportunities on the one hand are countered by risks on the other hand. Access by outsiders or manipulations in 
the network always have catastrophic consequences for production or in-house expertise. Therefore, functioning security 
systems are an absolute must.

With the training module "Security in Industrial Networks" of the Industrial Networks Education - Certification Program, you 
will learn the potential dangers and risks in industrial networks and how to assess them.

usa.siemens.com/yourcertification



Certification (Siemens CPIN-LEVEL)

This training prepares for the certification "Siemens 
Certified Professional for Industrial Networks - 
Switching and Routing". A voluntary certification 
examination which consists of two sections will take 
place at the end of the training. 
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The technical data presented in this document is based on an actual case 
or on as-designed parameters, and therefore should not be relied upon for 
any specific application and does not constitute a performance guarantee 
for any projects. Actual results are dependent on variable conditions. 
Accordingly, Siemens does not make representations, warranties, or 
assurances as to the accuracy, currency or completeness of the content 
contained herein. If requested, we will provide specific technical data or 
specifications with respect to any customer’s particular applications. Our 
company is constantly involved in engineering and development. For that 
reason, we reserve the right to modify, at any time, the technology and 
product specifications contained herein.

Objectives

Upon completion of this course, the student will learn:

	 •	 Current trends and security risks				  
	 •	 Defense in depth strategies 					   
	 •	 Update and replacement of security components			 
	 •	 Potential threats in a network					   
	 •	 Basic security measures (ports, passwords, protocols, etc.) 		
	 •	 Network segmentation (VLAN, routing)				  
	 •	 Cell protection concept					   
	 •	 Access restriction						    
	 •	 Remote access via VPN						   
	 •	 Diagnostics / troubleshooting					   
	 •	 Comprehensive exercises using the SIMATIC NET product 		
		  portfolio

Topics

	 1.	Comprehensively protecting productivity			 
	 2.	Maintenance							    
	 3.	Risks							     
	 4.	Basics of security						    
	 5.	Cell protection						    
	 6.	Access protection						    
	 7.	Standard machines						    
	 8.	Remote maintenance

General Information

Course Code: IEN-SECINS1A				  
Length: 3 Days

Audience

This course is for users who are involved with developing or 
sustaining automation networks in an industrial environment. 
This includes, but is not limited to the following:

	 •	 Plant Engineers 						    
	 •	 Control Engineers						    
	 •	 System Engineers						    
	 •	 Commission Engineers					   
	 •	 Application Engineers						   
	 •	 Operations or IT Network Engineers				  
	 •	 Facility Managers						    
	 •	 Project Engineers

Prerequisites

	 •	 Basic knowledge of the topic "Ethernet". 			 
	 •	 Familiar with network topologies, transfer processes, 		
		  addressing, data transport, and understand the 			 
		  associated technical vocabulary. 				  
	 •	 Familiar with the principles of router operations, 		
		  switches and an OSI reference model. 				  
	 •	 Recommended: Completion of the web-based Initial 		
		  Training for Industrial Networks (ITIN) course. 

Profile

This course is one of three certification courses offered under 
the Siemens Certified Professional for Industrial Networks 
(CPIN) program. The curriculum includes an introduction of the 
potential threats and risks associated with industrial networks, 
as well as a deep dive into defense in depth strategies. Students 
will be shown numerous ways to implement access control 
measures to protect and mitigate security incidents.

Throughout the course, students will have ample time for 
practical exercises, diagnostics, and troubleshooting. The 
course uses a hands-on model for realistic demonstrations.

At the end of the course, students are equipped with the 
knowledge to plan, configure, implement and provide support 
for industrial security measures in automation networks.


