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Sakerhets-
information

Detta ar ett tips/exempel pa en l6sning som ska hjalpa anvandaren att komma
igdng och se mojligheterna med Siemens industriprodukter.

Anvandaren maste sjalv anpassa detta tips/exempel till sin applikation.

Anvandaren ansvarar for att forhindra obehérig atkomst till sina anlaggningar,
system, maskiner och natverk. System, maskiner och komponenter bér endast
anslutas till foretagsnatverk eller internet om och i den utstrackning det ar
nodvandigt och med lampliga sakerhetsatgarder pa plats (t.ex. brandvaggar och
natverkssegmentering).

Dessutom bor Siemens vagledning om lampliga sakerhetsatgarder beaktas. For
mer information om industriell sékerhet se www.siemens.com/industrialsecurity

Siemens tar inget ansvar om materiel och/eller personal skadas i samband med
anvandning av detta tips/exempel.

Vi kan heller inte garantera att innehallet ar helt felfritt och vi forbehaller oss
ratten att andra tipset/exemplet vid behov.

S7-1200 CPU-CPU kommuniktion via CP1243-7 LTE
V1.0, 06/2022
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1 S7-1200 CPU-CPU kommuniktion via CP1243-7 LTE

1

1.1

1.2

1.3

S7-1200 CPU-CPU kommuniktion via
CP1243-7 LTE

Sammanfattning

Exemplet beskriver hur 2st S7-1200 styrsystem kan utbyta information med
varandra via mobilt ethernet.

Produkter och mjukvaror som anvants

Produkter och mjukvaror som anvénts vid framtagande av tipset

Produkt Version Bestéallningsnummer
CPU 1212C (2st) Fw 4.2 6ES7212-1AE40-0XB0O
CP 1243-7 LTE (2st) Fw 3.2 6GK7243-7KK30-0XEO
TIA Portal Step7 V16 Update 5 | 6ES7822-1AA06-0YA5
SIM-kort med fast IP-adress och m2m

Till tipset tillhor foljande filer

Typ av fil Filnamn

Projekt Siemens-2st_S7-1200_19-28_telia_VPN.zip

Inloggning i projektet:
User: admin Password: SimaticOl

Forutsattningar

Vardera CP1243-7 LTE &ar bestyckad med ett SIM-kort (fran Telia) som har fast
IP-adress och stodjer maskin-maskin kommunikation (m2m).

APN med aktuella SIM fran Telia ar 'fixedip.telia.se'.
For datautbyte mellan de bada CPUern har har konfigurerats tva separata logiska
forbindelser. Dessa forbindelseer benamns oftast "lankar” eller "connections”.

Kommunikationen skall ske mellan CPUernas CP-kort dar CPU 1 sander via en
konfigurerad lank och CPU 2 tar emot. CPU 2 sander till CPU 1 via den andra
konfigurerade lanken, dar CPU 1 &r konfigurerad som mottagare.

Vi har valt att konfigurera 2st connections med TCP/IP kommunikation (kap. 2.8.1).
Eftersom de aktuella SIM-korten ar publika sa behéver man aktivera brandvaggar
och VPN i mellan de bada CP-modulerna.
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2.1 Network view

19 pLc_ 1. TcP B9
CPU 1212C -

28 PLC 2 TP 0
CPU 1212C -

\Telia_LTE: 78.79.200.30 | |Telia_LTE: 78.79.199.152
L | |

| H LT |
|192-1EB.D.2 M-EI 1921 EB-EI.2|

2.2 Definiera 'fixed IP address' i respektive CP

gﬂg- [19_PLC_1_TCP_Telia_vPN_Seq~| f

103 102

Baugruppentrage... nens

< w [3] [100% [+] —y—

|§. Properties
J General || 10 tags " System constants " Texts
w General I subnet: |Te|ia_LTE
Project information [ Add new subnet
Catalog information
Identification & Maintenance IP prot: I
Communication types
» Mobile wireless communication settings () Dynamic IP address
~ Ethernetinterface [X1
1) e Fixed IP address from mobile network operator
General
Ethernet addresses IPaddress: | 78 .79 . 200 . 30
Time-of-day synchronization Subnetmask: | 255 .0 .0 .0
b Advanra A Artiane
ﬁproperties
J General ” 10 tags " System constants ” Texts
v General [ Add new subnet |
Project information
Cataleg information IP protocol
Identification & Maintenance
Communication types () Dynamic IF address
¥ Mobile wireless communication settings (®) Fixed IP address from mobile network operator
hd Ethernet interface [X1]
IPaddress: | 78 .79 . 199 . 152
General
Ethernet addresses Subnetmask: | 255 .0 .0 .0

S7-1200 CPU-CPU kommuniktion via CP1243-7 LTE
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2.3 Aktivera 'Security' i respektive CP

i [19_PLC_1_TCP_Telia [CPU 121] o) ¢ R
 [19_PLC_1_TCP Telia |

Baugruppentrage .

| 100% = —5—

‘g Properties

J General H 10 tags H System constants H Texts ‘

~ General . .
Security properties

Project information
Catalog infermation
Identification & Maintenance €3 Project protection not active
CemmnT I £ g To be able to use the security properties, you first need to activate the project
Mobile wireless communication settings protection in the security settings ofthe projectand define a project
Ethernet interface [X1] administrator.

General

4

Ethernetaddresses

Time-of-day synchronization Use the arrow symbaol to open the security settings of the project. A
» Advanced options

Web server access
DNS configuration

~ Communication with the CPU
Watchdog bit %
CPtime
CP diagnostics
~ Security

2.4 Skydda projektet

Skydda projektet genom att lagga in en anvandare med Anvandarnamn och
Lésenord under Security settings i projekttradet.

v

I m 28_PLC_2_TCP_Telia [CPU 1212C DC/DC/DC]
[in Ungrouped devices

53 Security zetting:

{7 Settings

.m Users and roles

» Ezi Security features

v

4

220228 001 » Security settings » Settings

Project protection

Password policies Project protection

Your project vill be protected as scon az you zpecify 8 project administrator. Then you must log on to the project. The
project protection cannot be removed again.

This setting cannot be undone.

Protect thiz project |
b
Protect project X

Define ials for the project admini [N

Username: admin

PasSWOrd: [ ssesennes

Confirm password: | *+****e 7|

Comment:

"LL fok 1 concel | | d Properties  [*}Info )| %/C

S7-1200 CPU-CPU kommuniktion via CP1243-7 LTE
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Om Telecontrol Server Basic skall anvandas med den har CP-modulen maste
rollen NET Administrator l1&ggas till anvandaren (behdvs inte for TCP/IP
kommunikationen i det har exemplet).

Y] seveproject | Z | X 18 Tu X e (¥: R MG B QY coonine ¥ Gooliine Rp RIA X 1) =
LAJO3_OUC_ 001 » Security settings » Users and roles
The current status has not yet been checked
With UMC. you can Check status o Synchronize
sers
¥ _] LAIO3_0UC_2:¢_$7-1200_19-28_fixedip_telia_. o] User name Password Authentication .  Maximum sessi.. Comment
B Add new device 1 ‘admin =] Poseword . |=]30 i 2]
e Devices & networks eW use
~ [ 19_PLC_1_TCP_Telia [CPU 1212C DC/DC/DC]
Y Device consguration =
%l Online & diagnoztic: | Assigned usergroups | Assigned roles | Assigned rights
» g Program blocks ~ e = el
f A
» [ Technology objects - ssigned roles
» i External zource files Assignedto  Neme Description Maximum sessi... Comment
» h.(ug" @ ¥ fined role * .30 Mn Engineering administrator role
» : R e =) Engineering standard System-defined role "Engineering 5. 30 Min_ Engineering standard role
» 53 Watch and force tables [E, £ NET Administrator Systemdefined role *NET Administ.. 30 Min
» »om.,., backups = NETStandard System-defined role *NETStandard” 30 Min
» t Traces = (] NETDiagnoze System-defined role “NET Diagnoze” 30 Mn
< ; SR m) NETRemote Access System-defined role "NETRemote . 30 Min
3} Program info o] NET Administrator Radiuz Sy:tem-defined role "NET Administ.. 30 Min
3 Sy 5 1 o
) PLC alarm textfists #w O NETRodiu ystem-defined role *NETRadius® 30 Min
» [ Local modules i to S Properties  [info &
» [ 28_PLC_2_TCP_Telia [CPU 1212C DC/DCDC] o=
» i Ungrouped devices || General |
v B3 Security settings
{7 Settings 3 :
i Uzers and roles No ‘properties’ available.
» i Securityfeatures No ‘properties’ can be zhown at the moment. There is either no object selected or the selected object does not have any displaysble properties

Darefter konfigureras brandvagginstéliningarna (kap. 2.5)

S7-1200 CPU-CPU kommuniktion via CP1243-7 LTE
V 1.0, 06/2022 6
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2.5

Brandvagg

| CP-modulen, aktivera brandvagg och tillat 'IP communication'.

. 19_PLC_1_TCP_Telia_VPN_Ser=| & i |
ar | = &

Baugruppentrige...

]

[Fit to height =¥

& Properties Iﬁ

JGeneral |i 10 tags || System constants ITexts |

 General
Project information
Catalog information
Identification & Maintenance
Communication types

» Mobile wireless communication settings

= Ethemnetinterface [X1]
General
Ethernetaddresses
Time-of-day synchronization
» Advanced options
Web server access
DNS configuration
* Communication with the CPU
Watchdog bit
CP time
CP diagnostics
=
» Firewall
Time-of-day synchronization
Authorized phone numbers
E-mail configuration
b Log settings
» VPN
Certificate manager

- e |

Security

Firewall

@ Activate security features

General

Predefined IP rules

Activate firewall
[] Activate firewall in advanced mode

["] onlytunneled communication

From external to station

Darefter aktiveras VPN (kap. 2.6)

S7-1200 CPU-CPU kommuniktion via CP1243-7 LTE
V 1.0, 06/2022
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2.6

Aktivera VPN

Den ena CP-modulen skall vara VPN-klient och den andra skall vara VPN-server.

VPN-Klient: "Start connection to partner (Initiator/responder)”
VPN-Server: "Waiting for partner (Responder)”

- 28_PLC_2_TCP_Telia
I 8 1
103 102 2 3 U DLang s |
B A2
Rack_0 n
"
' HSC_1
HSC_2
HSC 3
HSC 4
HSC_S
HSC_6
Pulse_1
5] 3] [ioos Bl ——— @ (<[ [
|g Properties % Info U] ') Diagnostics |
J General n 10 tags " System constants " Texts
Project information Ii_ VPN
Catalog information ||
identification & Maintenance
> General
Communication types
» Mobile wireless communication settings
= Ethemetinterace [X1] o] Activate VPN
General VPN connection type: | Internet Key Exchange (IKE) versicn 1 I~
Ethemet addresses
Time-ofday synchronization > KEVI
» Advanced cption:
Web server access " Dead-Peer-Detection
DNS configuration i
~ Communication with the CPU = [¥ Allow Dead-Peer-Detection
Watchdeg bit 1 Time interval: | 120 sec I
CP time
CP diagnostics
e Permission to initiste .
» Firewall connection establishment: | Start connecticn to partner (initiatorirespander) -
Time-ofday synchronization WANIP address | FQON: | VWeiting for pariner (responder)
Authorized phone numbers
Comment: H ed here, a con CON o
E-mail configuration DNS" or the external IP address | DME IP addre: of the security module will be.
b Log settings used. Which access pointis used is displayed in the VPN connection properties.

Fyll inte i WAN IP adress, lat vara 0.0.0.0 (mobila CP anvander ingen router).

Permission to initiate
connection establishment: | Start connection to partner (initiatoriresponder) F'

VIAN IP address | FQDN: | 0.0.0.0 |

Comment: |lfnoaccess pointis specified here, a configured FQDN frorn the entry "Dynamic |~

DNS® or the external IP address | DMZ IP address of the security module will be
used. Which access point is used is displayed in the VPN connection properties. |

Dérefter skall en VPN grupp skapas (kap. 2.7)

S7-1200 CPU-CPU kommuniktion via CP1243-7 LTE

Vv 1.0,
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2.7 Skapa VPN-grupp

] Select a VPN group and assign modules.

L ncug: e R

» [ e dote mypes Operating mode:

e e

+ [ig) Online backups

» [ e Assigned modules: Available modules: b

lalm—ulubm_n_n.. Initigtorires ponder

Assigned modules: Available modules:
I P 12437 LTE (19_PLC_1_TCP Tel... irespond
[ cP 12437 LTE (28 PLC 2 TCP_Tel... =
=
=
VAL e
| General
General

w Authentication

Advanced settings phaze 1
Advanced settings phase 2
Fallback VPH-Profiles

)
L
a72ee71c-1454-4842-0445-01 5cTHc0dds

R h i
E o Intemet Key Exchange (IKE) version 1 [~}

Klart! Kompilera och ladda ner till de bada styrsystemen.

S7-1200 CPU-CPU kommuniktion via CP1243-7 LTE
V1.0, 06/2022 9
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2.8 Konfiguration och parametrering av connections

For kommunikatrion mellan stationer kan man vélja olika typer av connections, t ex:
- S7-connection

- ISO-on-TCP connection

- TCP/IP eller UDP/IPconnection

| detta fallet har vi valt en vanlig TCP/IP connection med funktionblocken:
TSEND_C och TRCV_C

Dessa funktionsblock parametreras normalt med en wizard i TIA-Portal, som
aktiveras genom att klicka pa den bla verktygsvaskan i blocket, eller via
“Properties’ enligt bilden nedan.

Dar bérjar man med att ange “Partner och att TIA-portal ska skapa en dataarea
som innnehaller relevanta parametrar for denna connection (den logiska
forbindelsen). Detta Datablock skapas genom att man véljer ‘new’ i faltet
“Connection data’. Detta DB kopplas sedan automatiskt som en parameter pa
blockets "CONNECT" ingang. Se bilderna under punkt 2.8.1.

28.1 Programmet

Station 19 sander via sin 'Connection_1" till station 28:

© Siemens AB copyright year All rights reserved

PP
HF A = —
HDB6
"TSEND_C_DE_1"
%0 .0 TSEND_C
“Send_CMD" MOVE \E‘
— ——Fn — EN END ———
WMB10 “SendData” “GeneralData”. “GeneralData”.
"Clock_Byte® IN i ouTl sendData[0] sendReq —|REQ DONE —i donesend
"GeneralData”. “GeneralData”.
contSend — conT BUSY =i busySend
0 —{LEN “GeneralData”.
ERROR =i error5end
e PI:%CD?“ “GeneralData”.
et statusSend
TCP_Telia _VPN_ B — statussen
Server_Send_
DB* — conmECT
“sendData”.
sendData DATA
se—| u
[ Properties |y Info 1|2 Diagnostics |
| General | Configuration
Connection .. & . 3
Block para... & b

General

Local

Partner

End point: | 19_PLC_1_TCP_Telia_VPN_Server [CPU 1212C DC/DCIDC]

| [28_PLC_2_TCP_Telia_VPN_Client [CPU 1212C DCIDCIDC] |+ |

Interface: | CP 12437 LTE, Ethernet interface[E 1] =] |cP 12437 LTE, Ethemetinterface[E1] [=]
Subnet: |Telia_LTE | ® [Telia_LTE =
Address: [78.79.20030 | [7879.199.152 ]

Connection type

Connection ID (dec):

[P

[

Connection data: |_19_PLC_1_TCP_Telia_VPN_Server_Send_DB [

Address details

|
[RE
|

|_28_PLC_2_TCP_Telia_VPN_Client_Receive_DE [+]

(® Active connection establishment.

Local Port

Port (decimal)

(O) Active connection establishment

Fartner Port

. [2000

| [2000

S7-1200 CPU-CPU kommuniktion via CP1243-7 LTE

V1.0, 06/20
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Station 28 tar emot via sin 'Connection_1' fran station 19:

B4
“TRCV_C_DB"
EN ENO EN — ENOQ —
“GeneralData”. "GeneralData”. "RecvData”. "RecvData”.
enable — Epy_R DONE =—doneRcy recvData[0] — |y 3t QuTl — recvData[0]
“GeneralData”. "GeneralData”.
contRov — coNT BUSY —ibusyRey
0~ LEN “GeneralData".
false — ADHOC ERROR —ierrorRcy
“GeneralData”.
BT STATUS — StatusRov
" 28 PLC_2_ ) )
TCP_Telia_WPN_ GeneralData™.
Client_Receive_ RCWD_LEN — revdlen
DE" — coNMECT
"RecvData”.
recvData — pATA
..— ADDR
false — COM RST

_ZB_H.C_Z_R]’_TE‘II_W‘N_G:M [CPU 1212C DC/DTDC]

CP 1243-7 LTE, Ethernetinterface[E1]

19_PLC_1_TCP_Telia_VPN_Server [CPU 1212C DODCIDC] |+

CP 12437 LTE, Ethernetinterface[E1]

Telia_LTE

Telia_LTE

78.79.199.152

TCP

1

78.79.200.30

1

28_PLC_2_TCP_Telia_VPN_Client_Receive_DB

S7-1200 CPU-CPU kommuniktion via CP1243-7 LTE
V1.0, 06/2022
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Station 28 sander via sin Connection_2 till station 19:

TSEND_C [FB103 &, Properties

—

“GeneralData”.
—doneSend

“GeneralData”.
—ibusysend

"GeneralData”.
f—terrorsend

“GeneralData”.
- statusSend

HDB1
*TSEND_C_DB"
0.0
send oot MOVE

——— ——en — o EN ENO

"SendData”. "SendData”. "GeneralData”.
sendData[0] — |y 3k guTl — sendData[0] sendReq —REQ DOME

"GeneralData”.
contSend — conT BUSY

0—{LEN

ERROR

B8

"_28_PLC_2_
TCP_Telia_VPN_ STATUS

Client_Send_

DB ! connECT
"SendData”.
sendData —{pATA.
..—|ADDR
false

T [ @ |

Gomecion-. @]

Block para... @ L7

28_PLC_2_TCP_Telia_VPN_Client [CPU 1212C DCIDCIDC]

CP 1243-7 LTE, Ethernetinterface[E1]

19_PLC_1_TCP_Telia_VPN_Server [CPU 1212C DCDCDC] ||

CP 1243-7 LTE, Ethernetinterface[E1]

Telia_LTE

78.79.200.30

2

_28_PLC_2_TCP_Telia_VPN_Client_Send_DE

S7-1200 CPU-CPU kommuniktion via CP1243-7 LTE
V1.0, 06/2022
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Station 19 tar emot via sin 'Connection_2' fran station 28:

Comment
WDB7
*TRCV_C_DB_1"
EN ENO EN — ENO|
“GeneralData”. “GeneralData”. “RecvData’. “RecvData”.
enable — gy g DOMNE —idoneRev recvData0] —{jy =k guT1j— recvData[0]
TRUE — coNT “GeneralData”.
0 — LEM BUSsY —1busyRey
false — ADHOC “GeneralData™.
ERROR —errorRoy
. 084 "GeneralData”.
-1 9__PLC_1_ STATUS — statusRov
TCP_Telia_WPM_
Server_Receive_ "GeneralData®.
DB — CONNECT RCVD_LEN — revdlen
"RecvData”.
recvData — pATA
false — COM RST,

TIESILLE [T [ properties [T info. ] & Diagnostics |-

Block pars...

o
o

c

19_PLC_1_TCP_Telia_VPN_Server [CPU 1212C DC/DC/DC]

CP 1243-7 LTE, Ethernetinterface[E1]

28_PLC_2_TCP_Telia_VFN_Client [CPU 1212C DCIDCIDC] |+ |

CP 1243-7 LTE, Ethemetinterface[E1]

Telia_LTE

Telia_LTE

78.79.199.152

2

19_PLC_1_TCP_Telia_VPN_Server_Receive_DB

S7-1200 CPU-CPU kommuniktion via CP1243-7 LTE
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2.8.2

S7-1200 CPU-CPU kommuniktion via CP1243-7 LTE

Vv 1.0,

Alternativ konfiguration av lankar

| vissa fall har man behov av att kunna konfigurera sina connections lite mer
flexibelt via programmet istallet for i Send- respektive Receive
blockens "Properties” installningar i TIA-Portal. Fér S7-1200 finns ett speciellt

Datablock som ersatter dessa fasta installningar.

Om man konfigurerar detta speciella "GeneralData” datablock pa "CONNECT”
ingangen, s blockeras installningarna under blockens connection properties och

ersatts istallet helt med instéllnigarna i detta datablock. | det medféljande
programmet har just detta specialla datblock anvants for konfigurationen av de tva
lankarna mellan de bada S7-1200 styrsystemen.

DB: "General Data”

W oW N kW=

A

37
38

GeneralData

Name

-
.
- =
@ =

[

.
.

Static

" oEoEoEoE

1

LR T R )

Ll

sendReq
contSend
connectsend
Interfaceld

o
ConnectionType
ActiveEstablished
RemoteAddress
¥ ADDR

. ADDR[1]

. ADDR[2]

. ADDR[3]

. ADDR[4]
RemoteFort

LocalPort
doneSend
busysend
errorsend
statusSend
statusSendSave
enable
contRov
connectRey
Interfaceld
D
ConnectionType
ActiveEstablished
RemoteAddress
~ ADDR

= ADDR[1]

= ADDR[Z]

= ADDR[3]

= ADDR[4]

RemotePort

LecalPort
doneRev

errorRoy

Data type

Bool

Bool
TCON_IP_v4
HVLANY
CONN_OUC
Byte

Bool

IP_va
Array]1.4] of Byte
Byte

Byte

Byte

Byte

Uint

Uint

Bool

Bool

Bool

Word

Viord

Bool

Bool
TCOM_IP_v4
HVLANY
CONN_OUC
Byte

Beol

IP_va
Array1.4] of Byte
Byte

Byte

Byte

Byte

Ulnt

ulnt

Bool

Bool

Start value

269

78
79
199
152
2001
2001

Retain

0 [ o o o Yo o [

(]m]

Accessible f... Writa...

IEEEESEREASSS N IEEDEREREREANENEAEENDEE

IEREEEEREASSEEEEERENERARNENEANEDDEE

Visiblein ... Setpoint

IEREEEEREASSEEEEERENERARNENEANEDDEE

© D0000000O

(]m]

Comment

UDP/TCP port number

local UDPITCP port number

06/2022
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3 Referensmaterial

3 Referensmaterial

3.1 Relevanta manualer, FAQs m.m.

e Hjalpeni TIA Portal

e Applikationsexempel "Secure Remote Access with VPN”
https://support.industry.siemens.com/cs/ww/en/view/26662448

3.2 Andra lankar

e Siemens Sverige - Digital Enterprise Services
https://siemens.se/di-services

e Siemens Sverige — Tips & trix frAn Tekniska Supporten
https://siemens.se/industritips

e Siemens Industry Online Support
https://siemens.se/sios

e Siemens utbildning Sverige
https://siemens.se/sitrain

e TIA Portal Tuturial center
http://www.siemens.com/tia-portal-tutorial-center

e Where do you procure the current trial software for STEP 7, WinCC and
Startdrive for TIA Portal V17?
https://support.industry.siemens.com/cs/ww/en/view/109798506

e Programming Guidelines and Programming Styleguide for SIMATIC S7-
1200 and S7-1500
https://support.industry.siemens.com/cs/ww/en/view/81318674

e TIA Selection Tool
http://siemens.com/tia-selection-tool
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