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Supplier Entitlement
Reasoning, scope and major approach
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Based on selected second authentication method, supplier users receive 

• Option 1: a push notification on the mobile phone (Guardian app)

• Option 2: a One-Time Password (OTP) via text message (SMS) on the mobile phone

• Option 3: a code generated via authenticator app after scanning the QR code 

Upon successful confirmation, application access is granted.

WHAT

HOW

Supplier Entitlement is an access system for supplier users to get access to Siemens applications via a 

unique 2-factor authentication:

• Factor 1: Entitlement email address + password

• Factor 2: An additional factor provided to the respective user
WHAT

Information Security requirements to protect against cyber security attacks from external users bring up

necessity of secured login mechanism.

WHY
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Initial Multi-Factor-Authentication Activation
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You will receive a notification email from star.scm@siemens.com with an activation link – please click the link (A) to be forwarded to the Multi-Factor-Authentication 

activation process. As a supporting material you can use a Video guidance or User Guide (B). In case of questions, please use the email address to contact the 

Support Team. Related documents can be reviewed in the Download Center (C).

A

C

B

A

C

B

mailto:star.scm@siemens.com
http://www.siemens.com/supplierportal
mailto:s2c_support.scm@siemens.com
https://www.youtube.com/watch?reload=9&v=lXCgDOIG1ag
https://assets.new.siemens.com/siemens/assets/api/uuid:d94d7346-4836-42b0-9883-3955338c5df2/SMDM-Supplier-Entitlement-EN.pdf
https://assets.new.siemens.com/siemens/assets/api/uuid:d94d7346-4836-42b0-9883-3955338c5df2/SMDM-Supplier-Entitlement-EN.pdf


After using the link to initiate your activities you will be forwarded to the Siemens ID Login Service website. First, set up a strong password according to the 

password guidelines. Once you enter your password hit “Reset Password”. 

Initial Multi-Factor-Authentication Activation
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After resetting your password a confirmation message will be shown and you will be redirected to login using your newly set password. 

Initial Multi-Factor-Authentication Activation
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To access the supplier master data application, enter your email address, the newly created password and hit the Log In button. In case you have forgotten your 

new password please click “Don‘t remember your password?” and continue here.

Initial Multi-Factor-Authentication Activation
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After setting your password you will be redirected to select the second authentication method. You can choose between Guardian app, Google Authenticator or 

similar app and mobile phone number authentication. Please choose your preferred second authentication method and continue using the following links for 

Guardian app for Android and Apple iOS, Google Authenticator or similar app, mobile phone number authentication. 

Initial Multi-Factor-Authentication Activation – Second Authentication Method
Choose your preferred second authentication method
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Jump to: 

Guardian app for Android and 

Apple iOS

Google Authenticator or similar 

app

Mobile phone number 

authentication



Guardian app should be selected in case you would like to use your Android or Apple iOS device for the second authentication method. To download the app you 

can use the direct link to access the relevant app store (click the App Store or Google Play icon). Search for the “Auth0 Guardian” on your mobile phone/tablet and 

after successfully installing the app continue to the next step.

Initial Multi-Factor-Authentication Activation – Second Authentication Method
Guardian app for Android and Apple iOS
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Once the Guardian app is successfully installed on your Andorid or Apple iOS device click “Continue”. A unique QR code will be generated. Open the Guardian app 

on your mobile phone/tablet and scan the QR code. Once the QR code is scanned you will be asked to either confirm or create a safe phrase in the Guardian app. 

In Siemens ID Login Service you will be asked to store the recovery code. 

Initial Multi-Factor-Authentication Activation – Second Authentication Method
Guardian app for Android and Apple iOS
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After you have saved the recovery code please confirm the action and click “Continue”. Once done you will be redirected to the GMDM Pega system. For any 

future logins after entering your email address and your password (as in here) the Guardian app will be automatically set as a default second authentication 

method. 

Initial Multi-Factor-Authentication Activation – Second Authentication Method
Guardian app for Android and Apple iOS
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For mobile phone number authentication (SMS code) please select “Try another method” and select “SMS”. Choose your country code pre-fix, enter your phone 

number and click “Continue”. 

Initial Multi-Factor-Authentication Activation – Second Authentication Method
Mobile phone number authentication
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After providing your mobile phone number you will receive SMS with a 6-digit code. Enter the received code and click “Continue”. In case you have not received the 

code, please click “Resend”. After successfully validating the 6-digit code you will be asked to save the recovery code. 

Initial Multi-Factor-Authentication Activation – Second Authentication Method
Mobile phone number authentication
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After you have saved the recovery code please confirm the action and click “Continue”. Once done you will be redirected to the GMDM Pega system. For any 

future logins after entering your email address and your password (as in here) the SMS authentication will be automatically set as a default second authentication 

method. 

Initial Multi-Factor-Authentication Activation – Second Authentication Method
Mobile phone number authentication
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Google Authenticator or similar can be used if the user already has the Google Authenticator or similar authentication app installed on their device. After selecting 

this option, scan the QR code to obtain the one-time code. Enter the code and click “Continue” to complete the login process.

Initial Multi-Factor-Authentication Activation – Second Authentication Method
Google Authenticator or similar
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Initial Multi-Factor-Authentication Activation – Second Authentication Method
SCM STAR view – first time login
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If you login for the first time to SCM STAR you need to accept the Terms of Use.

The Full Version of Terms of Use is available in the download center in the Supplier portal.



Initial Multi-Factor-Authentication Activation – Second Authentication Method
SCM STAR view – E-Mail address used in Multiple Accounts
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When the Supplier E-Mail Address is connected with multiple accounts in SCM STAR, after you login with MFA you will get the overview of all accounts and can

decide which account you want to access.



SMDM / Supplier Entitlement
Content

Restricted | © Siemens 2023 | SCM FE DDM | 2023-12

3. How to change the login data / authentication method?  Page 19

2.   How to select the authentication method?  Page 4

1.   Introduction  Page 2

4.   Further communication material  Page 28



Enter your email address (the same address to which you received the notification email from scm.star@siemens.com) and click “Send email”. You will receive an 

email to reset your password.

Initial Multi-Factor-Authentication Activation – Forgotten Password
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mailto:scm.star@siemens.com


Open the email and click “Reset my password”. You will be redirected to the initial Siemens ID Login Service page, where you can reset your newly set password. 

Then continue here.  

Initial Multi-Factor-Authentication Activation – Forgotten Password
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How to Change the Login Data / Authentication Method
Login to Siemens ID Self Service
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Please go to https://uss.login.siemens.com and click “Login“; on the next page enter your email and password and click “Log In”.  

https://uss.login.siemens.com/


How to Change the Login Data / Authentication Method
Change of the Account information
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After providing the second authentication method you will be redirected to the above-mentioned profile settings. 

Changing your Firstname and Lastname will not  

affect the Authentication logic.

Changing your email will disable the Application 

access until the new email address is confirmed. 

Afterwards, the new email address can be used 

for the existing authentication method.

Resetting your password will not affect the second 

authentication method. After resetting the 

password the current second authentication setup 

will be pre-set.



How to Change the Login Data / Authentication Method
Multi-Factor-Authentication method change
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To change your Multi-Factor-Authentication method click “Multi-Factor-Authentication” – you will be asked to provide the currently set authentication method. After 

the login select the delete icon and confirm the action. In case you are trying to change the second authentication method due to the reason that the second 

authentication method is not available to you (e.g. lost phone, lost access to Guardian app or other second authentication apps) click here for further steps.



How to Change the Login Data / Authentication Method
Multi-Factor-Authentication method change

Restricted | © Siemens 2023 | SCM FE DDM | 2023-12

After deleting the current authentication method you need to set a new Multi-Factor-Authentication method. Click “Add authentication method” to receive an email 

with further instructions. It is important to Log out from your account before you proceed with setting up a new second authentication method. Once 

done, open the notification you received to your mailbox and click “Start setup” and continue as described here.



How to Change the Login Data / Authentication Method
Login via recovery code
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If you need to change the second authentication method or you are not able to provide the second authentication at the moment you can log in using the recovery 

code you have been provided with upon your first login. In this case when asked for the second authentication select “Try another method” and select the 

“Recovery code” option. Enter your recovery code and click “Continue”. 



How to Change the Login Data / Authentication Method
Login via recovery code
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You will be provided with a new recovery code. Please make sure you copy the new recovery code and keep it somewhere safe. The old recovery code can be 

dismissed as it is disabled as soon as you are provided with a new one. After saving your new recovery code click “Continue”.
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Further Communication Material and Wrap-up
Multimedia touch points
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Supplier Portal1

▪ General information on SCM STAR

▪ News and information to keep you up to date

▪ Access to training material (Download Center)

First level support2

▪ User Help Desk / Hotline

▪ Raise a ticket via email – click here

https://www.siemens.com/global/en/company/about/supply-chain-management/scm-downloadcenter.html
mailto:s2c_support.scm@siemens.com


Thank 

You
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