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Machine Safety

Safety Integrated Introduction
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What is Safety Integrated....? SIEMENS
......Siemens product portfolio for Industrial Safety lngenaity for bife

Failsafe Automation Systems (process & factory) Failsafe Operator Control & monitoring
> SIMATIC Safety Integrated » SIMATIC HMI Mobile Panels & Key Panels

.

e
L-J

Failsafe Industrial Controls Failsafe Drive Technology Failsafe communication
> SIRIUS monitoring devices » SINAMICS Safety Integrated > PROFISafe with PROFINET & PROFIBUS
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Safety Integrated — Factory Automation SIEMENS
Safety functions and subsystems lngenuity for Uife

A machine safety function is reliant on correct product selection and implementation of those
products in each of the respective subsystems

mﬁi

But it’s often the selection of product in the ‘evaluation’ subsystem which is the most challenging
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Safety Integrated — Factory Automation SIEMENS
Considerations for the evaluation subsystem lngenuity for Life

\
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Safety Integrated — Factory Automation SIEMENS
Siemens safety — evaluation solutions for all applications lngewuity for Uife

SIRIUS Safety SIMATIC Safety

10 safety
functions
upwards

1 — 20 safety
functions

Software
programms-

Hardware &
software

Based on
safety PLC
technology

safety relay — ;
technology (@ parsaargg:]en-

Stand alone or
safety integrated

solutions safety
solutions
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Safety Integrated — Factory Automation
Siemens safety — evaluation solutions for all applications

MSS 3RK3

Safety Device Safety Relays SIRIUS 3SK Modular Safety System 3RK3
Engineering parameterised Software parameterised
Number of safety functions Upto 3 Upto 6 Upto 20
Communication ‘none AS-iand PROFIBUS
STAND ALONE SAFETY
Restricted © Siemens AG 2018
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SIRIUS safety
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SIRIUS Safety - 3SK & MSS safety relays SIEMENS
Hardware parameterisation or software configuration lngenuity for Uife

« most simplest logic

more complex logic

m ENSER

additional functions
(e.g. Muting/Interlock)

« only wiring allowed

time off delay

complex time functions
powerful outputs

enhanced diagnostics

simplification of
commissioning

« less space consumption

493888 3 ¥
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SIRIUS Safety - 3SK safety relays
ES software for easy parameterisation

SIEMENS
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Solution with HW-parameterised Solution with SW-parameterised
Safety relays Safety relays 3SK2
» one 3SK1 BU for door monitoring = full flexibility due to SW-elements
= one 3SK1 BU for interlock » easy to extend
= rigid function = for all types of interlocks
(hardly to customize) » free |/O for additional Safety
= only magnetic action functions
]l
A ‘ 1 '
LU L (g " B —
R=<_ |14 = S I
E==e] ] = = [y | =mu
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SIRIUS Safety ES..... Demo

SIEMENS
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Evaluating with SIMATIC safety integrated
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SIMATIC Safety SIEMENS
Siemens Safety Integrated philosophy lngenuity for Uife

Multiple options with
various types of hardware
platforms

Simplified engineering,
all programs performed
within the one platform

A single controller able ton
perform fail safe and
standard functions
simultaneously

Distributed I/0 without
slot rules, mixing of fail
safe and standard modules

Common field bus
transmitting fail safe and
standard telegrams
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SIMATIC Safety

Siemens Safety Integrated philosophy

SIMATIC fail-safe
controllers can operate as
a stand alone safety
solution...... if that’s what
you want.

Integrated PLC....

...segregated bus
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Separation of PLC, O and bus

PLC level

1/0 level

One PLC but separation of I/Os and bus

PLC level

One bus but separation of PLC and 1/Os

PLC level

PLC level

SIEMENS
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Segregated PLC...
...Integrated bus...

...segregated 1/O

But a SIMATIC integrated
solution offers so many
more possibilities.

Siemens Australia Factory Automation



SIMATIC Safety SIEMENS
Siemens Safety Integrated through the years lngenuity for Uife

SIMATIC S7-300F

- 2002
1980  SIMATIC S5-110F SIMATIC S7-400F
PROFINET & PROFlsaf

1988 SIMATIC S5-115F SIMATIC ET2008 F-CPU 2005
FERRREE

oo | 4 | (. SIMATIC S7-1500 Jota

SIMATIC S5-95F L ‘Flﬁ" T STEP 7 Safety Advanced V13

TR}

SIMATIC S7-1200
SIMATIC ET200SP F-CPU 2015
STEP 7 Safety Basic V13

PROFIBUS & PROFlsafe

1999 SIMATIC S7-400FH
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SIMATIC Safety SIEMENS
Siemens Safety Integrated philosophy lngenuity for Life
Structural redundancy Concept

Typical fail safe controllers operate by
the principles of structural redundancy.

One fail safe program is written and two Classical principle of an F-controller:
or more processors are used to handle

the program. The results are then Structural redundancy (HFT)
compared and, if necessary, * Two (or more)_ identical controllers
preventative action is taken. + All are executing the same program

* Results are compared

e.g. S5-95F
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SIMATIC Safety
Siemens Safety Integrated philosophy

Structural redundancy Concept

Typical fail safe controllers operate by
the principles of structural redundancy.
One fail safe program is written and two
or more processors are used to handle
the program. The results are then
compared and, if necessary,
preventative action is taken.

Multiple processors can significantly add
to the cost of a fail-safe PLC

SIEMENS
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PROGRAMME

Pll

Siemens SIMATIC fail-safe controllers
DO NOT adopt the structural
redundancy concept
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SIMATIC Safety SIEMENS
Siemens Safety Integrated philosophy lngenuity for Uife

Time redundancy & diversity

SIMATIC fail-safe controllers work on
the principles of time redundancy and
diversity — not structural redundancy.

F-User Programm

Free hand programmed F-User Program by the use of F-LAD and F-FDB

Operators —"-"'—B—h-operatio & = Output

Y AND

This allows the implementation of a fail
safe system which is reliant on only
one processor.

Comparison

This is a Siemens patented concept Time redundancy - T
and is fully certified by third party Compi
. . ompiler
governing bodies such as ... Failsafe program generated by Compiler out of F-User Program
Compiler automatically adds F-Systemblocks and F-I/O-Handling through PROFIsafe
@ ] for error detection and control
A
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SIMATIC Safety SIEMENS
Siemens Safety Integrated philosophy lngenuity for Life

Siemens SIMATIC Fail Safe Hardware

Standard program

E

il

Coexistence of standard program and Safety program ey
safety related program on one CPU.
_ [
Changes to the standard program Standard program
have no effect on the integrity of the > i I I
safety related program section. Safety program e |
I

Standard program

Restricted © Siemens AG 2018
Page 18 2018 Siemens Australia Factory Automation



SIMATIC Safety SIEMENS
Siemens Safety Integrated philosophy lngenuity for Uife

Siemens SIMATIC Safety Mechanisms

Error detection & control through:

+ Time redundancy & diversity in the control system
+ Self-test in CPU and F I/O modules

« Dual-channel F 1/0O modules

+ Fail-safe communication with PROFIsafe
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Module evaluation SIEMENS

Passivation/reintegration lngenuity for Life
CPU: RUN Cross circuit fault
Short circuit
l Wire break
Continuous Contact sticking
diagnostics of Communication error

sensors/actuator Module error
s by F-module

No l

Error occurred?

Module switches to the

—

"safe" state
Yesl F-DQs become de-energized
F-Dls provide a "0" signal
Module - Decoupling from the
r passivation process image
No l
|_ Error
eliminated? * F-Dls provide valid process values
Yo 4 * F-DQs according to process image
- Automatic or manual
Reintegration by F-1/0 DB
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Second generation of SIMATIC Safety — SIEMENS
SIMATIC Safety in the TIA Portal lngewuity for Uife

Fail-safe engineering Fail-safe controller

SIMATIC S7-1500

Fail-safe 1/10

STEP 7 Safety Basic and Step 7 Safety Advanced SIMATIC ET 200
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The SIMATIC Controllers Portfolio SIEMENS

Always the right controller — plus integrated added value! lngenuity for Uife
{ Engineered with TIA Portal }
(O} . .
2 Advanced Controllers LS
€ SIMATIC S7-1500 Software Controllers
..g SIMATIC S7-1500 lrirErive
(]
2‘ @ Design
L
& Reliable
o "‘L}] Diagnostics
Distributed Controllers
SIMATIC ET 200 CPU
P Safety
m' Integrated
Basic Controllers
SIMATIC $7-1200 @ o
CPU 1212FC Integrated
CPU 1214FC
CPU 1215FC (é? Technology
Integrated

Application complexity

Restricted © Siemens AG 2018
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SIMATIC S7-1200 with Safety Integrated
Portfolio overview

CPU1212FC CPU1214FC CPU1215FC

up to
16
fail-safe
digital inputs
(PL d/ SIL 2)
or
8
fail-safe
digital input
(PL e/ SIL 3)

Technical data
please refer to next slide
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I/0-Cards

4 2
fail-safe fail-safe
digital Relay-
outputs outputs
each (up to 5A)
pm-switching
(up to 2A)
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SIMATIC S7-1200 with Safety Integrated SIEMENS
Technical Data F-CPUs lngewuity for Uife

CPU 1212FC CPU 1214FC CPU 1215FC

CPU-Typpe DC/DC/DC, DC/DC/RLY

* Work Memory, Integrated 100 KB 125 KB 150 KB
' Integ. Standard Digital IO 8 Inputs / 6 Outputs 14 Inputs / 10 Outputs
e T
_ 1024 Bytes for Inputs / 1024 Bytes for Outputs

Restricted © Siemens AG 2018
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SIMATIC S7-1200 with Safety Integrated

SIEMENS
Practice oriented Application samples for faster results

Ihg.ehui{y ‘for&'fe.
3 1 . . L
N sivee B " A Contains 5 Scenarios with in total 30 examples
' covering
« E-STOP
» Gate Monitoring with or w/o Interlock
« forPLc/SIL1, PLd/SIL2, PLe/SIL3
» Depending on the selected type of actuator (electro mechanic/ electronic)
For each example a ready to use function block is provided in a STEP7-library
Link
General description Wiring Flow diagram Function Block

i Application Examples * 12/2015

Safety Applications with the
S7-1200 FC CPU

STEP 7 Safety V13 SP1 (TIA Portal)

t.industry.siemens. wlen/view/109478932 e 0 s

Restricted © Siemens AG 2018
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Modular Controller with integrated safety functionality SIEMENS
....for Advanced Control applications lngewuity for Uife

S7-1500 with Safety Integrated

« All standard controllers also - Simplified CPU selection thanks
available as fail-safe > optimized portfolio
controllers
+ One controller for standard > +  Minimization of types and parts
and fail-safe automation
*  F-runtime group for - Efficient engineering in the TIA
* CPU1518F autonomous prioritization and > Portal
© CPUTST7F timing settings
< All controllers with Onboard - Diagnostics messages without
Status-Display > programming device
- CPU 1515F |[&
- - Additional password for access + Maximum protection against
+ CPU 1511F to F configuration & F program |~ manipulation

+ CPU 1513F

Restricted © Siemens AG 2018
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Fail-safe modules for SIMATIC ET 200MP SIEMENS

...high channel modules for optimum utilisation of cabinet lngenuity for ife
volume
ET 200MP
- Fail-safe, digital input and + Minimization of types and parts
output modul for S7-1500 > via simply add of failsafe
and ET 200MP modules to the standard 1/0O
+ Reduction in module width of > Optimum utilization of control
60% or more cabinet volume
- Signal-test (ort-circuit, wire < High availability via easy and
breakage, ...) onboard > rapid localization of faults
+ Fault messages in plain text
* PROFsafe address configured +  Simple commissioning and
via software and saved in the > module replacement
* 16 F-DI 24V coding module

8 F-DQ 2A PPM

Restricted © Siemens AG 2018
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Modular Controller with integrated safety functionality SIEMENS
....for Distributed Control applications lngenuity for Uife

Fail-safe ET 200SP F-CPU

':“_1_’1"“;"“' - One controller for distributed - Optimized solution for machines
standard and fail-safe > with distributed architecture
automation + Minimization of types and parts

+  Samesoftware concept and + Customer project can be used
_— features as fail-safe SIMATIC > on a compact desgin
o1 208 S7-1500 CPU
< Smaller footprint » ° Upto30% space gain
«  Centrally expandable with all - High functional density and low
standard and fail-safe modules size on the narrowest space
of the ET 200SP
* F-runtime group for - Efficient engineering with the TIA
autonomous prioritization and > Portal

+ CPU 1510SP F
+ CPU 1512SP F

timing settings

Restricted © Siemens AG 2018
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ET 200SP -

Optimal use of the space in the control cabinet

Investment
protection

Easy
commissioning

Easy
device replacement

High availability

Optimal utilization
of the control
cabinet volume

Restricted © Siemens AG 2018

Easily add fail-safe modules to the standard 1/0

PROFIsafe address is configured via the software
and saved in the coding element

PROFIsafe address is automatically imported
from the intelligent coding element

Onboard signal test: short circuit, wire break
Easy and quick fault localization

by means of fine-granular error messages in
plain text

Reduction of the module width
by 50% or more

Load group formation without power module

SIEMENS
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e e -
AL

- F-PM-E (2 F-DI/1 F-DQ)

- F-DI 8, F-DQ 4, F-Al 4 0(4)...20mA
* 1F-RQ

+ F-CM AS-i Safety




Coding elements save PROFIsafe address

SIEMENS

Ihg,%uify‘for&‘fe.
After the module is
plugged into the
A base unit, the
ET 200SP ‘ coding element
remains in the base
unit
No
" After the front DIP switches
ﬂ connector is E dul
] | plugged into the asy module
ET 200MP ’ module, the coding replacement

element remains in
the front connector

ET 200eco PN

Restricted © Siemens AG 2018

e 5000 8 -
i® 8080

The coding element
is screwed to the
module via an M12
connection




ET 200SP - SIEMENS

interface modules lngenuity for Life
ET 200SP IM DP HF IM PN ST IM PN HF
Number of modules 32 32 64

Fail-safe v v v

1/0 modules

Isochronous mode
(synchronization with « « «

program cycle)

Hot swapping Multiple Simple Multiple
Media redundancy (MRP) x « «

Prioritized startup X « «
RUN with gaps v v/ v
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ET 200SP — F-DI 8x24VDC HF -
interconnection possibilities

Emergency stop command device

Module diagnostics F-DI

* Two-channel evaluation
sensor supply 0

(2v2), channels 0+4 form a
channel group
- 1 signal in the process | <icigslels <llislall o

image
* Internal sensor supply
+ Short circuit monitoring
+ Discrepancy monitoring

Sensor supply 2

Channel O

- High diagnostics

(up to SIL 3/PL e)
Channel 4

Channel 7

Restricted © Siemens AG 2018

SIEMENS
Ihg,u\uify‘for&‘ft

The sensor supply can be
assigned in any way per
input




ET 200SP — F-DI 8x24VDC HF -
interconnection possibilities

OSSD output (safety door switch or light curtain)

Module diagnostics F-DI

+ Two-channel evaluation
(2v2), channels 0+4 form a
channel group
- 1 signal in the process
image

+ External sensor power
supply Sensor supply 2

* No short circuit monitoring
of the module (integrated Channel 0

Sensor supply 0

Sensor supply 1 O

24 V ext. M

L+ M

Control circuit

0SsD1 0SSD2

in sensor)

+ Discrepancy monitoring
Channel 4

- High diagnostics
(up to SIL 3/PL e) Channel 7
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ET 200SP - F-DQ 4x24VDC/2A PM HF

Properties

Restricted © Siemens AG 2018

Central/distributed application

4 fail-safe digital outputs 2A
(P/M-switching) up to SIL 3

Open circuit/overload monitoring
Cross circuit monitoring

Module passivation in fault scenario
Width: 15 mm

SIEMENS
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DIAG  PROFisafe

BES7136-60B00-0CA0

F-DQ 4x24VDC/2A PM HF




ET 200SP - F-DQ 4x24VDC/2A PM HF - SIEMENS
interconnection possibilities lngenuity for Uife

Two-channel contactor control

Module diagnostics

F-DQ
+ Short circuit P to L+
- Short circuit M to ground Channel 0 P ¢ A
+ Cross circuit monitoring TTTTITTTY /
A2
P-...to P-... Channel O M N
or M-... to M-... o
» Open circuit/overload = /
monitoring -
P-switch O
- High diagnostics
(up to SIL 3/PL €)'
Channel 3 P ®
1 When implementing feedback circuit Channel 3 M O
monitoring

(FDBACK block) in the F-user program
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ET 200SP — F-DQ 4x24VDC/2A PM HF - SIEMENS
Ihg,eb\uify‘for&‘fe.

Two-channel contactor control (example showing single point of failure - PP)

Single point of failure -

Channel 3 P

F-DQ .
can cause the loss of [
the safety function Channel 0 P N y
Channel0 M ® 1 R
ey
O

Channel 3 M
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ET 200SP - F-DQ 4x24VDC/2A PM HF - SIEMENS

dark test lngenuity for ife
Dark Test required, permanently activated
test Test signal while channel is active ("1")

Alternating brief deactivation of
P or M and read back of the output channel

F'
Sufficiently slow actuators do not respond — :
to test signal R
o test sig | - |
. I 1 .ﬂJ\
The dark test detects the following errors 4 P ™
Internal errors of the P and M switches bi '
Short circuit, e.g. PO to L+ or MO to ground |
Cross circuit, e.g. PO to P1 or MO to M1 =l .
™ 4P
1 L
|
| . @
-
M

1 Read-back



ET 200SP - F-DQ 4x24VDC/2A PM HF - SIEMENS

light test lngenuity for ife
Light Test optional, to be parameterized by user
test Test signal while channel is inactive ("0")

Simultaneous brief activation of P or M and read
back of the output channel
Sufficiently slow actuator does not respond to test

signal
The light test detects the following errors ip ; o
Overload with signal "0" at output Y ]
Open circuit with signal "0" at output | —_— |
_o-""'--
M M

1 Read-back



STEP 7 Safety Advanced SIEMENS
... using all the TIA Portal properties to the benefit of safety lngewuity for Uife

Getting started quickly

Simplified validation

Usability
~« * Uniform Look & Feel for
all safety resources

«  Logbook for a simple change

Uniform usability

F-program structure created auto-

matically by inserting an F-CPU tracking
Integrated, certified library with all B R B[]
commonly safety functions Efficiency

«  Central Safety Administration
Editor for displaying and
setting of safety parameters

B

Global library concept for IO
Investment protection

modules and function blocks

including signature +  Migration of existing Distributed

Standard-compliant Safety code

program documentation

Restricted © Siemens AG 2018
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TIA Portal V15 — Overview of Software components — SIEMENS
Scalability in hardware and software functions lngenuity for Uife

SIMATIC STEP 7/STEP 7 Safety SIMATIC WinCC SINAMICS Startdrive SIMOTION SCOUT/SCOUT TIA
Programming languages Machine-oriented operator control and Integration of drives Integration of SIMOTION
(F-)LAD, (F-)FBD, ST, STL", S7-GRAPH! monitoring and process visualization (SCADA)

Soft Starter ES/SIMOCODE ES

SIMOCODE Motormanagement System
SIRIUS Sanftstarter

Additional access
via PROFIBUS/

Comfortable and PROFINET

guided acceptance of

S$7-1500 (F) Safety Integrated
functions for
SINAMICS G120

Additional graphical
parameterization
and extended
diagnosis

S§7-1500

SW-Controller (F) PC singe station SINAMICS $120

S7-300/400/ SIMOTION C

WinAC (F)

<
-
o

Commissioning, opti-
mization and diagnosis

SIMOTION P

Additional online

Mgl;T;f::na;g SINAMICS G120, G130, SIMOTION D functions via
G150, $120, S150 & SIRIUS PtP
Medium Voltage

Basic (free of charge)

Basic (free of charge)

S 1 T S
g 3 1 2 g 3 § S c List parametrization
S P e 2 2 1 k
3 5 $7-1200 gi & § 3 Basic Panels § SINAMICS V90 PROFINET  Ji gz paran"\"('e‘t';riiggzﬁ
iy 2 8:8 & & b & sle within startup
Communication PROFIBUS, PROFINET, AS-i, IO-Link, ET 200, network topology
PROFIsafe via PROFIBUS and PROFINET
Overall functions e.g. system diagnosis, import/export to excel, undo ...
Engineering options e.g. TIA Portal Multiuser, SIMATIC Energy Suite, SIMATIC ProDiag ...

1 Not for S7-1200
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SIMATIC safety integrated..... Demo
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SIMATIC Safety SIEMENS
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SIMATIC Safety Systems are certified according to

Certificate TN

+ |[EC 61508: 2000 SIL 1-3

+ EN 954-1: 1997 Cat. 2-4

« ENISO 13849-1: 2006 PL a-e
« [EC 61511: 2003

+ EN 60204-1: 1997

+ |[EC 62061: 2005

* NFPA 79-2002, NFPA 85

And thus fulfils the highest requirements for the Australian industrial market - including mining

Restricted © Siemens AG 2018
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DF FA application examples in the SIOS —

Safety

Mode selection

Entry ID:

These FAQ describe the requirements

for a mode selection with standard modules
They describe the standard-related backgrounds
as well as those specified by the machinery
directive

Safety Integrated programming

guideline Entry ID:
Supplement to the program guidelines
for S7-1200/1500 controllers,
with safety-specific information
You will gain many advantages if your adhere to
the recommendations cited here
Reusability of program components
Easier acceptance (code review, error detection
and correction)
Reduction of programming errors

Safety with the S7-1200 FC CPU

Entry ID:

For a total of 30 scenarios of protective door and
emergency stop applications, you have an
F-block at your disposal for the direct use of an
S7-1200 FC CPU

In addition to the use of the S7-1200 FC CPU
there is also an explanation of what must be
considered for reaching a specific PL/SIL

PROFIsafe address assignment
Entry ID:

In various system configurations, there are different
requirements for the network-wide and CPU-wide
unambiguity of PROFIsafe addresses. This
document explains the requirements based on
example configurations

SIEMENS
Iug,eo\uh‘y{orufa

SLS specification via HMI

Entry ID:

This application example supports you when
creating

a safety-oriented input function for setpoint values
for a drive via an HMI system

It provides you with a safety concept, which you
can use to solve the task described above up to
SIL 2 according to IEC 62061 or PL d according to
ISO 13849-1

Configuration control with safety
Entry ID:

This application example describes how
F-modules behave when configuration control is
used

It explains which procedure is needed for using
this functionality



Thank you for your attention SIEMENS
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John Skinner

Segment Manager - Factory Automation

Siemens Ltd

RC-AU DI FA PRM

160 Herring Road
Macquarie Park NSW 2113

john.skinner@siemens.com

WWWw.siemens.com.au

www.linkd.in/1Apg5mm

Subject to changes and errors. The information given in this document only contains general descriptions and/or performance features which may
not always specifically reflect those described, or which may undergo modification in the course of further development of the products. The requested
performance features are binding only when they are expressly agreed upon in the concluded contract.

All product designations, product names, etc. may contain trademarks or other rights of Siemens AG, its affiliated companies or third parties.
Their unauthorized use may infringe the rights of the respective owner.

siemens.com
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