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Independent Service Auditor’s Report 

To:  Siemens Switzerland Ltd. (“Siemens”) 

Scope 

We have examined Siemens’ accompanying assertion titled “Assertion of Siemens Switzerland Ltd. 

Management” (assertion) that the controls within Siemens’ Building X System (system) were effective 

throughout the period January 1, 2025 to December 31, 2025, to provide reasonable assurance that 

Siemens’ service commitments and system requirements were achieved based on the trust services criteria 

relevant to security, availability, confidentiality, and privacy (applicable trust services criteria) set forth in 

TSP Section 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, 

and Privacy (With Revised Points of Focus—2022), in AICPA, Trust Services Criteria. 

The description of the boundaries of the system indicates that complementary user entity controls that are 

suitably designed and operating effectively are necessary, along with controls at Siemens, to achieve 

Siemens’ service commitments and system requirements based on the applicable trust services criteria. 

The description of the boundaries of the system presents the complementary user entity controls assumed 

in the design of Siemens’ controls. Our examination did not include such complementary user entity controls 

and we have not evaluated the suitability of the design or operating effectiveness of such controls.  

Siemens uses a subservice organization to provide data center colocation services and managed cloud 

services. The description of the boundaries of the system indicates that complementary subservice 

organization controls that are suitably designed and operating effectively are necessary, along with controls 

at Siemens, to achieve Siemens’ service commitments and system requirements based on the applicable 

trust services criteria. The description of the boundaries of the system presents the types of complementary 

subservice organization controls assumed in the design of Siemens’ controls. Our examination did not 

include the services provided by the subservice organization, and we have not evaluated the suitability of 

the design or operating effectiveness of such complementary subservice organization controls.  

The information included in Attachment C, " Other Information Provided by Siemens Switzerland Ltd. That 

Is Not Covered by the Service Auditor’s Report," is presented by Siemens’ management to provide 

additional information and is not a part of Siemens’ description of its Building X System made available to 

user entities during the period January 1, 2025 to December 31, 2025. Information included in Attachment 

C has not been subjected to the procedures applied in the examination and, accordingly, we express no 

opinion on it. 

Service Organization’s Responsibilities 

Siemens is responsible for its service commitments and system requirements and for designing, 

implementing, and operating effective controls within the system to provide reasonable assurance that 

Siemens’ service commitments and system requirements were achieved. Siemens has also provided the 

accompanying assertion about the effectiveness of controls within the system. When preparing its 

assertion, Siemens is responsible for selecting, and identifying in its assertion, the applicable trust services 

criteria and for having a reasonable basis for its assertion by performing an assessment of the effectiveness 

of the controls within the system. 

mailto:info@coalfirecontrols.com
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Service Auditor’s Responsibilities 

Our responsibility is to express an opinion, based on our examination, on management’s assertion that 

controls within the system were effective throughout the period to provide reasonable assurance that the 

service organization’s service commitments and system requirements were achieved based on the 

applicable trust services criteria. Our examination was conducted in accordance with attestation standards 

established by the American Institute of Certified Public Accountants. Those standards require that we plan 

and perform our examination to obtain reasonable assurance about whether management’s assertion is 

fairly stated, in all material respects. We believe that the evidence we obtained is sufficient and appropriate 

to provide a reasonable basis for our opinion. 

We are required to be independent and to meet our other ethical responsibilities in accordance with relevant 

ethical requirements relating to the engagement. 

Our examination included: 

 Obtaining an understanding of the system and the service organization’s service commitments and 

system requirements. 

 Assessing the risks that controls were not effective to achieve Siemens’ service commitments and 

system requirements based on the applicable trust services criteria. 

 Performing procedures to obtain evidence about whether controls within the system were effective 

to achieve Siemens’ service commitments and system requirements based on the applicable trust 

services criteria.  

Our examination also included performing such other procedures as we considered necessary in the 

circumstances. 

Inherent Limitations 

There are inherent limitations in the effectiveness of any system of internal control, including the possibility 

of human error and the circumvention of controls. 

Because of their nature, controls may not always operate effectively to provide reasonable assurance that 

the service organization’s service commitments and system requirements were achieved based on the 

applicable trust services criteria. Also, the projection to the future of any conclusions about the effectiveness 

of controls is subject to the risk that controls may become inadequate because of changes in conditions or 

that the degree of compliance with the policies or procedures may deteriorate. 

Opinion 

In our opinion, management’s assertion that the controls within Siemens’ Building X System were effective 

throughout the period January 1, 2025 to December 31, 2025, to provide reasonable assurance that 

Siemens’ service commitments and system requirements were achieved based on the applicable trust 

services criteria if complementary subservice organization controls and complementary user entity controls 

assumed in the design of Siemens’ controls operated effectively throughout that period is fairly stated, in 

all material respects. 

 
Louisville, Colorado 

March 17, 2026
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Assertion of Siemens Switzerland Ltd. (“Siemens”) Management 
 

We are responsible for designing, implementing, operating and maintaining effective controls within 

Siemens’ Building X System (system) throughout the period January 1, 2025 to December 31, 2025, to 

provide reasonable assurance that Siemens’ service commitments and system requirements were 

achieved based on the trust services criteria relevant to security, availability, confidentiality, and privacy 

(applicable trust services criteria) set forth in TSP Section 100, 2017 Trust Services Criteria for Security, 

Availability, Processing Integrity, Confidentiality, and Privacy (With Revised Points of Focus—2022), in 

AICPA, Trust Services Criteria. Our description of the boundaries of the system is presented in attachment 

A and identifies the aspects of the system covered by our assertion. 

The description of the boundaries of the system indicates that complementary user entity controls that are 

suitably designed and operating effectively are necessary, along with controls at Siemens, to achieve 

Siemens’ service commitments and system requirements based on the applicable trust services criteria. 

The description of the boundaries of the system presents the complementary user entity controls assumed 

in the design of Siemens’ controls.  

Siemens uses a subservice organization for data center colocation and managed cloud services. The 

description of the boundaries of the system indicates that complementary subservice organization controls 

that are suitably designed and operating effectively are necessary, along with controls at Siemens, to 

achieve Siemens’ service commitments and system requirements based on the applicable trust services 

criteria. The description of the boundaries of the system presents the types of complementary subservice 

organization controls assumed in the design of Siemens’ controls. The description of the boundaries of the 

system does not disclose the actual controls at the subservice organization.  

We have performed an evaluation of the effectiveness of the controls within the system throughout the 

period January 1, 2025 to December 31, 2025, to provide reasonable assurance that Siemens’ service 

commitments and system requirements were achieved based on the applicable trust services criteria if 

complementary subservice organization controls and complementary user entity controls assumed in the 

design of Siemens’ controls operated effectively throughout that period. Siemens’ objectives for the system 

in applying the applicable trust services criteria are embodied in its service commitments and system 

requirements relevant to the applicable trust services criteria. The principal service commitments and 

system requirements related to the applicable trust services criteria are presented in attachment B.  

There are inherent limitations in any system of internal control, including the possibility of human error and 

the circumvention of controls. Because of these inherent limitations, a service organization may achieve 

reasonable, but not absolute, assurance that its service commitments and system requirements are 

achieved. 

We assert that the controls within the system were effective throughout the period January 1, 2025 to 

December 31, 2025, to provide reasonable assurance that Siemens’ service commitments and system 

requirements were achieved based on the applicable trust services criteria. 

 
Siemens Switzerland Ltd.
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Type of Services Provided 
Siemens Switzerland Ltd. (“Siemens” or “the Company”), headquartered in Zug, Switzerland, provides 

products, solutions, and service across the energy and building infrastructure domain. 

Siemens Building X is a native cloud platform that utilizes building data, enabling real-time monitoring and 

artificial intelligence (AI)-driven optimization across building types and architectures. It is designed to future-

proof operations, help customers meet sustainability goals, and reduce costs, all while offering secure, 

scalable building management. The platform unifies data from multiple sources, creating a consistent 

environment for analytics and informed decision making, which improves energy use, operations, safety, 

security, and comfort. 

Building X features open application programming interfaces (APIs), a broad ecosystem, and integration 

capabilities (including Mendix and custom protocol adapters) to support both internal development and data 

transfer for applications like Energy Manager, Sustainability Manager, Operations Manager, and Security 

Manager.  

The platform provides specialized tools for data scientists (like a machine learning environment and flexible 

dashboards) and enables system integrators to achieve rapid, scalable deployments. For multi-site 

enterprises, Building X delivers end-to-end capabilities in energy management, operations, security, and 

AI-based optimization, complete with remote monitoring.  

Building X is a cloud platform focused on harmonizing building data, supporting real-time monitoring and 

AI optimization, and empowering customers to achieve sustainability, reduce costs, and accelerate digital 

transformation through a wide range of customizable options. 

The boundaries of the system description in this section details Building X. Any other Company services 

are not within the scope of this report.  

The Boundaries of the System Used to Provide 

the Services 
The boundaries of Building X are the specific aspects of the Company’s infrastructure, software, people, 

procedures, and data necessary to provide its services and that directly support the services provided to 

customers. Any infrastructure, software, people, procedures, and data that indirectly support the services 

provided to customers are not included within the boundaries of Building X. 

The components that directly support the services provided to customers are described in the subsections 

below. 

Infrastructure 

The Company utilizes Amazon Web Services (AWS) to provide the resources to host Building X. The 

Company leverages the experience and resources of AWS to scale quickly and securely as necessary to 

meet current and future demand. However, the Company is responsible for designing and configuring the 

Building X architecture within AWS to ensure the availability, security, and resiliency requirements are met. 

The Company makes use of Okta’s Auth0 authentication and authorization platform for external identity 

management services within Building X. A dedicated internal team is responsible for implementing and 

managing the configurations of this platform to ensure required scalability, security, and resiliency. 
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The Company employs Ontotext AD’s GraphDB and InfluxData Inc.’s InfluxDB database services for the 

scalable storage, management, and retrieval of Building X data. The assigned operations team is 

responsible for the secure configuration and meeting the availability and robustness objectives of these 

managed services. 

The in-scope hosted infrastructure also consists of multiple supporting tools, as shown in the table below: 

Primary Infrastructure 

Production Tool Business Function Hosted Location 

AWS Identity and Access Management 

(IAM) 

Identity and access management service AWS 

Okta Auth0 Identity management AWS 

Amazon Virtual Private Cloud (Amazon 

VPC) 

Cloud networking AWS 

Amazon Route 53 Domains and Domain Name System (DNS) AWS 

Amazon CloudFront Content delivery network AWS 

Amazon API Gateway Gateway service AWS 

Amazon Elastic Compute Cloud (Amazon 

EC2) 

Virtual machines AWS 

AWS Lambda Serverless compute AWS 

Amazon Elastic Kubernetes (Amazon EKS) Container hosting environment AWS 

Amazon Simple Storage Service (Amazon 

S3) 

Data/object storage service AWS 

Amazon Relational Database Service 

(Amazon RDS) 

Relational database service AWS 

Amazon DynamoDB Serverless NoSQL database service AWS 

Ontotext GraphDB Graph Resource Description Framework 

(RDF) database 

AWS 

InfluxData InfluxDB Time series database AWS 

Amazon Simple Notification Service 

(Amazon SNS) 

Message notification services AWS 

Amazon Simple Queue Service (Amazon 

SQS) 

Message queuing services AWS 

AWS Certificate Manager (ACM) Certificate management service AWS 

AWS Key Management Service (AWS 

KMS) 

Cryptography service AWS 

AWS Secrets Manager Secrets and credentials management service AWS 

Amazon CloudWatch Logging, monitoring, and alarming service AWS 
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Software 

Software consists of the programs and software that support Building X (operating systems [OSs], 

middleware, and utilities). The list of software and ancillary software used to build, support, secure, 

maintain, and monitor Building X include the following business functions, as shown below: 

 Single sign-on (SSO) solution to manage secure user authentication and authorization for 

applications providing a cloud-based management console to manage identities and permissions. 

 SSO solution to secure access for the workforce to applications and in-house network and IT 

services. 

 Observability platform tools (logs, metrics, and traces) built on Elasticsearch, Logstash, Kibana 

(ELK)/OpenSearch-style search and dashboards. 

 API analytics and monitoring platform focused on API traffic, usage, latency/error analysis, and 

customer-level segmentation. 

 Managed threat detection that analyzes logs/telemetry to generate suspicious activity findings. 

 Agent-based endpoint detection and response (EDR) tools that are utilized for antivirus protection 

and to detect and respond to threats on hosts. 

 Audit logging service that records account activity and API calls for security, compliance, and 

incident investigation. 

 Application lifecycle management for systems work/issue tracking and planning. 

 Configuration management and platform for code repositories and continuous 

integration/continuous delivery. 

 Static code analysis platform for continuous inspection of code quality and security. 

 IT asset, service, and operations management platform used to manage IT services. 

 Infrastructure-as-code (IaC) tool that is used to define templates and provision and configure cloud 

resources. 

 IaC tool that defines and provisions cloud and other infrastructure from declarative configuration, 

managing changes via a state file. 

 Agentless cloud-native application protection platform that identifies and prioritizes 

misconfigurations, threats, and exploitable vulnerabilities across the cloud environment. 

 Corporate vulnerability scan and detection solution that scans all company assets. 

 Monitoring and alerting tool for cloud operations and incident management. 

 Customer relationship management platform for service delivery and technical support. 

 Cloud-based productivity software platform utilized for collaboration and productivity. 

 Managed backup and restore orchestration service that centralizes policies, scheduling, retention, 

and compliance reporting for backups across multiple services. 

 Human capital management platform to manage the global workforce and run People and 

Organization (P&O) processes. 
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People 

The Company develops, manages, and secures Building X via separate departments. The responsibilities 

of these departments are defined in the following table: 

People 

Group/Role Name Function 

Executive Management Responsible for overseeing organization-wide activities, establishing and 

accomplishing goals, and managing objectives. 

Product Management Responsible for overseeing the product lifecycle, including adding new product 

functionality. 

Research and 

Development 

Responsible for the development, testing, deployment, and maintenance of new 

code for Building X. 

DevSecOps Responsible for governing the development and operation of Building X services. 

Service Delivery Responsible for the service delivery of Building X to achieve a reliable and highly 

available service operation. 

Procurement Responsible for the secure and reliable supply chain of Building X. 

P&O Responsible for onboarding new personnel, defining the roles and positions of new 

hires, performing background checks, and facilitating the employee termination 

process. 

Cybersecurity  Responsible for managing access controls and the security of the production 

environment. 

Legal and Compliance Responsible supporting the operating business in all aspects of topics relevant to 

legal and compliance, including data privacy and customer contracting. 

IT Responsible for the supply and operation of the Siemens IT infrastructure and 

services. 

Procedures 

Procedures include the automated and manual procedures involved in the operation of Building X. 

Procedures are developed and documented by the respective teams for a variety of processes, including 

those relating to product management, research and development, technical operations, security, IT, and 

P&O. These procedures are drafted in alignment with the overall information security policies and are 

updated and approved as necessary for changes in the business, but no less than annually. 

The following table details the procedures as they relate to the operation of Building X: 

Procedures 

Procedure Description 

Logical Access How the Company restricts logical access, provides and removes that access, and 

prevents unauthorized access. 

System Operations How the Company manages the operation of the system and detects and mitigates 

processing deviations, including logical security deviations. 
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Procedures 

Procedure Description 

Change Management How the Company identifies the need for changes, makes the changes using a 

controlled change management process, and prevents unauthorized changes from 

being made. 

Product Lifecycle 

Management 

How the Company identifies requirements, develops new features, and maintains the 

service offering with its secure development lifecycle. 

Risk Management How the Company identifies, selects, and develops risk mitigation activities arising 

from potential business disruptions and the use of vendors and business partners. 

Asset Protection How the Company classifies assets and implements safeguards for the security of IT 

services and information. 

Vulnerability Management How the Company identifies, analyzes, and remediates vulnerabilities on IT 

infrastructure and in applications to continuously secure service operation. 

Incident Management How to Company detects, responds to, remediates, and recovers from incidents 

during service operation.  

Supplier Risk 

Management 

How the Company selects, assesses, contracts, and treats risk of suppliers required 

for a secure service operation. 

Data Privacy How the Company identifies and safeguards privacy-relevant data in the service 

offering.  

Business Continuity 

Management 

How the Company plans for business continuity and the possibility to recover from 

severe incidents and disruptions of service operation. 

People Management How the Company recruits, manages, and trains skilled personnel required for the 

continuous service operation. 

Data 

Data refers to transaction streams, files, data stores, tables, and output used or processed by the Company. 

Through the API, the customer or end-user defines and controls the data they load into and store in the 

Building X production network. Once stored in the environment, the data is accessed remotely from 

customer systems via the Internet. 

Customer data is managed, processed, and stored in accordance with relevant data protection and other 

regulations and with specific requirements formally established in client contracts. 

The Company operates as a data processor, providing the Building X service to its customers, who retain 

the role of data controller. Data processors process personal data at the direction of a data controller, the 

organization that determines the purposes for and the means by which personal data is processed. This 

relationship is formalized through established data processing agreements. Categories of data-privacy-

relevant data processes include the following: 

 Contact Information: full name, telephone number, email address, and physical address 

 Identifying Information: username, email address, and unique identifiers 

 Location Information: Data related to door access 

 Professional Information: job title 
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 Customer-Determined Personal Data: where applicable, additional personal data as determined by 

the customer, either by uploading or connecting it to the offerings or by granting access to it via the 

offerings 

The offering is not designed to process personal data or sensitive data beyond what is essential for Building 

X functionality. Data Controllers should refuse transferring, directly or indirectly, any such nonessential 

privacy-relevant data to the Company. 

The Company has implemented secure methods and protocols for the transmission of confidential and 

sensitive information across public networks. Encryption is enabled for data stores containing sensitive 

customer data. 

The following table details the types of data contained in the production application for Building X: 

Data 

Production Application Description 

Customer Data The Company stores customer information, including tenant metadata and 

personally identifiable information (PII) associated with user accounts, to facilitate 

service provision. 

Runtime Data The Company collects and stores customer building data, Internet of things (IoT) 

data, time series data, data enrichments, and activity log data to facilitate service 

provision. 

Derived Data The Company derives building data for service improvements and monitors user 

activity, including service usage types, configuration settings, endpoint devices, and 

performance metrics, to enhance service delivery. 

Log Information The Company logs information about customers and their users, including Internet 

Protocol (IP) address. Log files are immutable records of computer events about an 

OS, application, or user activity, which form an audit trail. These records may be 

used to assist in detecting security violations, performance problems, and flaws in 

applications. 

Complementary User Entity Controls (CUECs) 
The Company’s controls related to Building X cover only a portion of overall internal control for each user 

entity of Building X. It is not feasible for the service commitments, system requirements, and applicable 

criteria related to the system to be achieved solely by the Company. Therefore, each user entity’s internal 

control should be evaluated in conjunction with the Company’s controls, taking into account the related 

CUECs identified for the specific criterion. In order for user entities to rely on the controls reported herein, 

each user entity must evaluate its own internal control to determine whether the identified CUECs have 

been implemented and are operating effectively. 
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The CUECs presented should not be regarded as a comprehensive list of all controls that should be 

employed by user entities. Management of user entities is responsible for the following: 

Criteria Complementary User Entity Controls  

CC2.1  User entities have policies and procedures to report any material changes to their overall 

control environment that may adversely affect services being performed by the Company 

according to contractually specified time frames. 

 Controls to provide reasonable assurance that the Company is notified of changes in: 

 User entity vendor security requirements 

 The authorized users list 

CC2.3  It is the responsibility of the user entity to have policies and procedures to: 

 Inform their employees and users that their information or data is being used and stored by 

the Company. 

 Determine how to file inquiries, complaints, and disputes to be passed on to the Company. 

CC6.1  User entities grant access to the Company’s system to authorized and trained personnel. 

 Controls to provide reasonable assurance that policies and procedures are deployed over user 

IDs and passwords that are used to access services provided by the Company. 

CC6.4 

CC6.5 

CC7.2 

A1.2 

 User entities deploy physical security and environmental controls for all devices and access 

points residing at their operational facilities, including remote employees or at-home agents for 

which the user entity allows connectivity. 

P3.1  User entities are responsible for managing the methods of collecting personal information of 

their data subjects, including ensuring that the methods of collection of personal information 

are collected fairly, without intimidation or deception, and lawfully. 

 User entities are responsible for informing data subjects if the user entity develops or acquires 

additional information about them for its use. 

P5.2 

P6.1 

P7.1 

 User entities are responsible for the management and handling of data subject inquiries and 

disclosures, as well as the completeness and accuracy of the data subjects’ personal data. 

Subservice Organizations and Complementary 

Subservice Organization Controls (CSOCs) 
The Company uses AWS as a subservice organization for data center colocation and managed cloud 

services. The Company’s controls related to Building X cover only a portion of the overall internal control 

for each user entity of Building X.  

Although the subservice organization has been carved out for the purposes of this report, certain service 

commitments, system requirements, and applicable criteria are intended to be met by controls at the 

subservice organization. CSOCs are expected to be in place at AWS related to physical security and 

environmental protection, as well as backup, recovery, and redundancy controls related to availability. AWS’ 

physical security controls should mitigate the risk of unauthorized access to the hosting facilities. AWS’ 

environmental protection controls should mitigate the risk of fires, power loss, climate, and temperature 

variabilities. 
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Company management receives and reviews the ISO/IEC 27001, SOC 2, and/or IEC62443 certificate and 

report of AWS annually. In addition, through its operational activities, Company management monitors the 

services performed by AWS to determine whether operations and controls expected to be implemented are 

functioning effectively. Management also communicates with the subservice organization to monitor 

compliance with the service agreement, stay informed of changes planned at the hosting facility, and relay 

any issues or concerns to AWS management. 

It is not feasible for the service commitments, system requirements, and applicable criteria related to 

Building X to be achieved solely by the Company. Therefore, each user entity’s internal control must be 

evaluated in conjunction with the Company’s controls, taking into account the related CSOCs expected to 

be implemented at AWS, as described below. 

Criteria Complementary Subservice Organization Controls 

CC6.1 

C1.1 

 AWS should encrypt databases in its control. 

CC6.4  AWS should restrict data center access to authorized personnel. 

 AWS should monitor data centers 24/7 by closed circuit cameras and security personnel. 

CC6.5 

C1.2 

P4.3 

 AWS should securely decommission and physically destroy production assets in its control. 

CC7.2 

A1.2 

 AWS should install fire suppression and detection and environmental monitoring systems at the 

data centers. 

 AWS should protect data centers against a disruption in power supply to the processing 

environment by an uninterruptible power supply (UPS). 

 AWS should oversee the regular maintenance of environmental protections at its data centers. 
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Principal Service Commitments and System 

Requirements 
Commitments are declarations made by management to customers regarding the performance of Building 

X. Commitments are communicated through Cloud Support and Service Level Framework, Universal 

Customer Agreement, End User License Agreement and Data Privacy Terms.  

System requirements are specifications regarding how Building X should function to meet the Company’s 

principal commitments to user entities. System requirements are specified in the Company’s policies and 

procedures. 

The Company’s principal service commitments and system requirements related to Building X include the 

following: 

Trust Services 
Category 

Service Commitments System Requirements 

Security  The Company will operate an Information Security 

Management System (ISMS) to protect the client’s 

data in respect to confidentiality, integrity, and 

availability. 

 The Company will protect the user access to Building 

X by implementing role-based access control. 

 The Company will encrypt Building X data in transit 

and data at rest. 

 The Company will log and monitor all access and 

administrative activities within Building X. 

 The Company will implement anti-malware and 

vulnerability scanning on its information technology 

(IT) systems. 

 The Company will establish and maintain logical 

segregation of production and nonproduction 

environments. 

 The Company will establish and maintain a formal 

process to control and perform changes to its 

developed applications. 

 Information security standards 

 Identity and access 

management (IAM) standards 

 Risk and vulnerability 

management standards 

 Change management 

standards 

 Incident handling and 

response standards 

 Secure development 

standards 

Availability  The Company will use commercially reasonable 

efforts to make the Cloud Services available for a 

monthly uptime percentage of 98%, except for 

planned downtime and any unavailability caused by 

circumstances beyond Siemens’ reasonable control. 

 The Company will use commercially reasonable 

efforts to notify customers at least 24 hours prior to 

the occurrence of scheduled downtime. 

 System logging and 

monitoring 

 Backup and recovery 

standards 

 Incident handling and 

response standards 

 Business continuity standards 



 

      19 / 21       

Trust Services 
Category 

Service Commitments System Requirements 

Confidentiality  The Company will disclose confidential information 

only to those employees and third parties that are 

bound by confidentiality agreements. 

 The Company will use reasonable care to protect 

against unauthorized use and disclosure of customer 

information. 

 The Company will ensure that customer data 

transmitted over public networks is encrypted 

 Data classification and 

handling standards 

 Encryption standards 

 Information sharing standards  

Privacy  The Company will only share information with 

vendors, suppliers, and other third parties where a 

confidentiality agreement or data processing 

agreement is in place or a legal obligation exists. 

 The Company will publish and regularly update the list 

of third-party subprocessors used in Building X who 

are involved in the processing of personal data.  

 The Company shall notify the Customer without undue 

delay after becoming aware of a security breach. 

 In compliance with applicable laws and regulations, 

the Company will notify authorities and involved 

customers about potential privacy data breaches. 

 Company has established procedures to ensure all 

data-privacy-related questions, concerns, or 

complaints are handled in accordance with applicable 

law. 

 Privacy management 

standards 

 Data privacy policies 

 Technical and organizational 

measures (TOMs) 

 Data retention and deletion 

standards 
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Other Information Regarding  

ISO/IEC 27001:2022 and ISO/IEC 27017:2015 
Siemens Switzerland Ltd. has established an Information Security Management System (ISMS) that meets 

the requirements of ISO/IEC 27001:2022. Furthermore, the Code of Practice for information security 

controls for cloud services, as defined in ISO/IEC 27017:2015, has been applied to the following scope:  

“The Information Security Management System (ISMS) covers the management, development, 

engineering, operation, and maintenance of information assets and systems within the organization for 

Building X and Navigator.” 

Due to the international standard version upgrade in 2024, the certificate (ID: 27001-75600109) is valid 

from October 1, 2024, to October 6, 2026, with the certification cycle having commenced on October 7, 

2023. 

 


