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Preface

Purpose of the Manual
This manual contains information about:

e The way of securely trusting self-signed certificates in general

e Adding self-signed certificates to the certificate trust store of Internet Explorer, Chrome, and Firefox.

Target Audience

This manual is mainly intended for security system engineers and persons entrusted with the setting,
testing, and maintenance of automation, selective protection, and control equipment, as well as for oper-

ational crews in electrical installations and power plants.

Scope

This manual applies to all Digital Grid Automation Products having a secure web-based engineering
interface via HTTPS.

Additional Support

For questions about the system, please contact your Siemens sales partner.

Support
Our Customer Support Center provides a 24-hour service.

E-Mail: support.energy@siemens.com

Training Courses
Inquiries regarding individual training courses should be addressed to our Training Center:
Siemens AG

Siemens Power Academy TD

Humboldtstrale 59
90459 Nirnberg

Germany
Phone: +49 (911) 433-7415
Fax: +49 (911) 433-7929
E-Mail: poweracademy@siemens.com
Internet: www.siemens.com,/poweracademy
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1 Motivation

Besides using an engineering tool like DIGSI 5 or SICAM TOOLBOX Il for configuration and maintenance,
several products offer a Web front-end to be used with a regular browser. Formerly, most of these front-
ends had, if at all, a flawed security concept caused by the lack of methods to enforce integrity and con-
fidentiality of the communication between browser and device. Adding TLS to the communication stack

and switch from HTTP:// to HTTPS:// circumvents the most obvious attacks (for example, replay, pass-
word sniffing, MITM).

Due to the authentication scheme used by browsers, Siemens cannot provide certificates to be used for
HTTPS with browsers (for example, during assembly).

This is because either the DNS name or the IP address of the device has to be part of the signed certifi-
cate, both of which are ultimately determined after installation at the customer's site. Therefore, the
products generate a self-signed certificate after the IP address has been set. This self-signed certificate

has to be trusted in a secure way on all clients used to access this device.
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2 Trusting Self-Signed Certificates in Browsers
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Trusting Self-Signed Certificates in Browsers

2.1 Secure Way of Trusting Self-Signed Certificates

2.1  Secure Way of Trusting Self-Signed Certificates

As with the usage of self-signed certificates there is no hierarchy of trust (certificate authority) which
can be imported in the browser's trust store, the way of trusting self-signed certificates must be done in
a secure way to circumvent potential man-in-the-middle attacks.

Downloading the certificate via browser over an insecure network includes the risk of downloading the
certificate from the attacker. This would in fact lead to insecure communication. To prevent this attack,
the certificate of a device has to be downloaded by physically connecting directly to the devices LAN in-
terface. After collecting the certificates of all devices, these certificates have to be deployed in a secure
manner to the client systems (for example, by using Active Directory Domain Services and a Group Policy
object).
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Trusting Self-Signed Certificates in Browsers

2.2 Downloading Self-Signed Certificates via Browser

2.2 Downloading Self-Signed Certificates via Browser

2.2.1 Microsoft Internet Explorer

< Navigate to the website of your device by entering the target IP address in the address bar of the

browser. A certificate error site is shown.

I!/@ https://172.20.20.15:444/ L~ | (2 Certificate Error: Navigation... % m

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
SErver,

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

@ Continue to this website (not recommended).

= More information

<% Click Continue to this website (not recommended). The website is opened and the address bar of

the browser shows a Certificate error.
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Trusting Self-Signed Certificates in Browsers
2.2 Downloading Self-Signed Certificates via Browser

< Click Certificate error to open the details.

@ Untrusted Certificate

The security certificate presented by this
website was not issued by a trusted
certificate authority.

This preblem might indicate an attermnpt to
fool you or intercept any data you send to
the server.

We recornmend that you close this webpage,

About certificate errors

View certificates

<{ Click View certificates. The Certificate dialog opens.

| General | Details | Certification Path
Shiow: | <All= W |
Field Value ~
'u'ersion V3
Serial number 32878425f4496d 968 5d ... | _
= signature algorithm sha25ERSA -
Signamre hash algorithm sha25a
Issuer DE, Siemens AG, SICAM GridP...
'u'alid from Sonntag, 1. Januar 2017 01:0...
'u'alid to Samstaag, 1. Januar 10000 00:..,
Subject DE, Siemens AG, SICAM GridP,.. |+
Edit Properties. .. | | Copy to File... |
12 Digital Grid Automation Products, Trusting Self-Signed Certificates in Browsers, Supplementary Note
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Trusting Self-Signed Certificates in Browsers

2.2 Downloading Self-Signed Certificates via Browser

< Navigate to the Details tab and click Copy to File.... The Welcome to the Certificate Export Wizard

dialog opens.

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

z

d | Cancel
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Trusting Self-Signed Certificates in Browsers

2.2 Downloading Self-Signed Certificates via Browser

< Click Next >. The Export File Format dialog opens.

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(®) DER encoded binary ¥.509 {,CER)
() Base-64 encoded X, 509 (.CER)

() Cryptographic Message Syntax Standard - PKCS £7 Certificates (P7E)
[Jindude all certificates in the certification path if possible

() Personal Information Exchange - PKCS #12 [PFX)
[Jindude all certificates in the certification path if possible

[ ]Delete the private key if the export is successful
[ ]Export all extended properties

() Microsoft Serialized Certificate Store (.55T)

14 Digital Grid Automation Products, Trusting Self-Signed Certificates in Browsers, Supplementary Note
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Trusting Self-Signed Certificates in Browsers

2.2 Downloading Self-Signed Certificates via Browser

<$  Click Next >.

File to Export
Spedify the name of the file you want to export

File name:

|| | | Browse...

Ned | | Cancel

<{ Click Browse....

<{ Select a name and a location where to store the certificate, then click Save.

Digital Grid Automation Products, Trusting Self-Signed Certificates in Browsers, Supplementary Note
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Trusting Self-Signed Certificates in Browsers

2.2 Downloading Self-Signed Certificates via Browser

< Click Next >. The Completing the Certificate Export Wizard dialog opens.

e

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard,

You have spedified the following settings:

C:\Zertifikat\[E. cer

Export Keys Mo
Indude all certificates in the certification path No
File Format DER. Encoded Binary X.509 {*.cer)

<~ Click Finish. The Export was successful dialog opens.

< Click OK to finish the export of certificate.

16 Digital Grid Automation Products, Trusting Self-Signed Certificates in Browsers, Supplementary Note
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Trusting Self-Signed Certificates in Browsers

2.2.2 Microsoft Edge

2.2 Downloading Self-Signed Certificates via Browser

<~ Navigate to the website of your device by entering the target IP address in the address bar of the

browser. A privacy error site is shown.

B <3 | 3 cCertificate error: Naviga % | + — ] x

«— O nt A Certificate error httpsy//172.20.10.10/PASOper: - = 7 =
This site is not secure
This might mean that someone’s trying to fool you
or steal any info you send to the server. You should
close this site immediately.
B3 Go to your Start page
Details
Your PC doesn't trust this website's security
certificate.
The hostname in the website's security certificate
differs from the website you are trying to visit.
Error Code: DLG_FLAGS_INVALID_ CA
DLG_FLAGS_SEC_CERT_CN_INVALID
Go on to the webpage (Not recommended)

< Click Certificate error

Website problem

There's a problem with this website's security

certificate. This might mean that somecne's trying

to fool you or steal any info you send to the server.

View certificate
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Trusting Self-Signed Certificates in Browsers

2.2 Downloading Self-Signed Certificates via Browser

18

<$ Click View certificate

Certificate Information

SICAM-PAS

l__|= SICAM-PAS
Q_ Certificate error &
Issued by

SICAM-PAS

Valid from
Friday, September 14, 2018 8:15:32 AM

Valid to
Monday, September 14, 3018 8:15:31 AM

Subject organization
Unknown

Serial number
TE:AG:BS:2D:24:A1:17:80:4AE8:2C:25:73:77:F8:
14

SHA-256 fingerprint

A5:90:3E:1E:BD:60:2F:1A:7E:95:B2:A6:6B:C9:B7:

36:CC:B9:01:5A:13:1C:FA:64:8C:B6:18:2C:6A:D
D:33:A1

SHA1 fingerprint
2B:97:93:C0:D2:E6:46:70:29:0B:49:B0:CF:23:35:
BO:55:7E:15:E9

Subject public key

RSA
30:82:01:0A:02:82:01:01:00:91:89:2D:96:CA:98:
BC:47:FF:B8:20:1E:04:83:A9:C8:45:CE:77:48:83:
AQ:C0:A4:0D:91:1E:82:AC:09:06:93:77:F9:16:D7

Export to file

Click Export to file

Save the Certificate to a X.509 Certificate file

Proceed from here with the Adding Self-Signed Certificates to the Microsoft Certificate Store as
described in 2.3
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Trusting Self-Signed Certificates in Browsers

2.2 Downloading Self-Signed Certificates via Browser

2.2.3 Google Chrome

< Navigate to the website of your device by entering the target IP address in the address bar of the

browser. A privacy error site is shown.

_

& 5 C A Notsecure | hips//172.20.20.15:444 * O

A

Your connection is not private

Attackers might be trying to steal your information from 172.20.20.15 (for example, passwords, messages, or

credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

[ Relp improve Safe Browsing by sending some system information and page content to Google. Privacy policy

ADVANCED BACK TO SAFETY

< Press <F12> and click Security.

[w ﬂ Elements  Consele  Sources Metwork Performance Memory  Application Security  Audits

A Overview Security overview
A

This page is not secure (broken HTTPS).

A Certificate - missing

This site is missing a valid, trusted certificate
(netzERR_CERT_AUTHORITY_INVALID).

View certificate
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Trusting Self-Signed Certificates in Browsers
2.2 Downloading Self-Signed Certificates via Browser

<$ Click View certificate. The Certificate dialog opens.

- Certificate L * |

| General | Details |Cerﬁﬁﬁh’on Path |

Show: | <all= W |
Field Value ~
B\a‘ersion V3
[E= | serial number 20797026 3e ced B2f48F ... | _
[-=]signature algarithm sha256R5A -
BSignah..lre hash algorithm sha2ss
Blssuer DE, Siemens AG, SICAM GridP...
B\-‘alid from Sonntag, 1. Januar 2017 01:0...
B'u'alid to Samstag, 1. Januar 10000 00:...
gSubject DE, Siemens AG, SICAM GridP... |«

Edit Properties... Copy to File...

< Proceed from here with the Certificate Export Wizard as described in 2.2.1 Microsoft Internet Ex-

plorer

2.2.4 Mozilla Firefox

As of Version 59, Mozilla Firefox doesn ~ t support self-signed certificates anymore.
As workaround add the web site as an exception.
< Navigate to the website of your device by entering the target IP address in the address bar of the

browser.

An Insecure Connection site is shown.

20 Digital Grid Automation Products, Trusting Self-Signed Certificates in Browsers, Supplementary Note
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Trusting Self-Signed Certificates in Browsers

Learn more...

2.2 Downloading Self-Signed Certificates via Browser

| @ httpsi//172.20.20.15:444

% Your connection is not secure

The owner of 172.20.20.15 has configured their web site improperly. To protect your information from being stolen,
Firefox has not connected to this web site.

Report errars like this to help Mozilla identify and block malicious sites

<% Click Advanced.

172.20.20.15:444 uses an invalid security certificate.
The certificate is not trusted because it is self-signed.

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

Add Exception...
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Trusting Self-Signed Certificates in Browsers

22

2.2 Downloading Self-Signed Certificates via Browser

< Click Add Exception.
The Add Security Exception dialog opens.

A You are about to override how Firefox identifies this site,
A Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Tl I hi ps://172.20.20.1 5:444/8/ GridPassLogin-splash-screen-vie

Certificate Status
This site attempts to identify itself with invalid information.

| Get Certificate
View

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using a secure signature.

[w] Permanently store this exception

Confirm Security Exception | ‘ Cancel |
< Click Confirm Security Exception...
The web site is shown.
Oy > https://172.20.20.15:444/#/GridPassLogin-splash-screen-view wes ﬁ |
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Trusting Self-Signed Certificates in Browsers

2.3 Adding Self-Signed Certificates to the Microsoft Certificate Store

2.3  Adding Self-Signed Certificates to the Microsoft Certificate
Store

To execute the following steps, your user account must at least be a member of the user groups Users

or Local Administrators:

<%

T

<>
<>
<>
<>
<>
<>

In the Start menu, click Run, then type mmec. Click OK and confirm the UAC window with Yes. The
Microsoft Management Console (MMC) is shown.

In the console, click the File menu, then click Add/Remove Snap-in.
From the Snap-in list, select Certificates and click Add.
In the Certificates Snap-in window, select Computer account, then click Next >.

In the Select Computer window, select Local computer, then click Finish. This adds the Certifi-
cates snap-in to the list.

In the Add/Remove Snap-in window, click OK. This adds the Certificates snap-in to the mmec con-
sole.

Double-click Certificates (Local Computer) in the left panel.

Right-click Trusted Root Certification Authorities and select All tasks — Import--- from the context

menu.
In the Welcome to the Certificate Import Wizard window, click Next >.

Click Browse, select the self-signed certificate in the file system, and confirm the dialog with Open.
Confirm the dialog with Next >.

Select Place all certificates in the following store and click Next >.

Confirm the Completing the Certificate Import Wizard dialog with Finish.

A dialog with the message The import was successful appears. Click OK to close it.

The self-signed certificate is now imported into Microsoft Certificate Store.
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Trusting Self-Signed Certificates in Browsers
2.4 Using the Microsoft Certificate Store in a Browser

2.4  Using the Microsoft Certificate Store in a Browser

Trusted Connection
The following screenshots show how a trusted connection is displayed in the address bar of browsers.

e Microsoft Internet Explorer

= htt_ps (/157 163.55.235/ P~ac

e Microsoft Edge

@) £ 157.163.55.235

e Google Chrome

8 Secure | https://157.163.55.235

Microsoft Internet Explorer, Microsoft Edge, Google Chrome

Microsoft Internet Explorer, Microsoft Edge, and Google Chrome use the Microsoft Certificate Store of

the operating system (for example, Windows 7) for certificate trusting.

24 Digital Grid Automation Products, Trusting Self-Signed Certificates in Browsers, Supplementary Note
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Appendix

A.1 Browser Versions

A.l

26

Browser Versions

This document is based on the following browser versions:

Microsoft Internet Explorer: 11.0.125
Microsoft Edge: 42.17134.0 and 44.17763
Mozilla Firefox: 67.0.1

Google Chrome: 75.0.3770.80
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Appendix
A.2 Mismatched Address Error in Microsoft Internet Explorer and Microsoft Edge

A.2  Mismatched Address Error in Microsoft Internet Explorer and
Microsoft Edge

This error occurs when using old versions of Microsoft Internet Explorer and Microsoft Edge.

Use Internet Explorer 11.545.10586.0 or higher, or Edge 25.10586.0.0 or higher on Microsoft Windows 10

to avoid this issue. Alternatively, use Google Chrome or Mozilla Firefox to avoid this issue.

Error Example

The following example shows what the error looks like in the Microsoft Internet Explorer:

< Navigate to the website of your device by entering the target IP address in the address bar of the

browser. A certificate error site is shown.

£ ~ & || @ Cetificate Error: Navigation... X ' y

b@ )| @ http=://17216.60.66/home

- v [ e v Pagev Safetyv Tooks~v @~ &N N

‘@ There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the

server.
We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

%9 Continue to this website (not recommended).

& More information

<% Click Continue to this website (not recommended). The website is opened and the address bar of

the browser shows a Certificate error.

<{ Click Certificate error to open the details.
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Appendix

A.2 Mismatched Address Error in Microsoft Internet Explorer and Microsoft Edge

l.@ Mismatched Address

The security certificate presented by this
website was issued for a different website's
address.

This problem might indicate an attempt to
fool you or intercept any data you send to
the server.

We recommend that you close this webpage.

About certificate errors

View certificates
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