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SIMATIC PCS 7 TeleControl — SIEMENS

KOMNOHEeHTLI lngenuity for Life
OnepaTtopckue cTaHLUU COOTBETCTBYIOT CTPYKTYPE NpeanpuaTus SIMATIC PCS 7 Urx.CraHuns/

" OS KnueHTbI OpunHo4yHaa OS
+ Takke kak “OByx KaHanbHble” OS Hanpumep, ¢ napannenbHbIM NOAKMIOYEHNEM K

KoHTposnnepam PCS 7 n TeleControl RTU
MowHas UHxeHepHas cuctema
+ Bubnuoteka c dpyHkumamu + naHenamu TeleControl
-+ CooTBeTcTByOLWMA PCS 7 BHELLUHUI BUA B CUMBOMax+ naHensx (T)es'ege"”;:"
° Pa3pa60TKa TeleControl + PCS 7 B ogHOM cucteme (peaepsvﬁ)osapl-mblﬁ)
OnTtumaneHbIn Remote Terminal Unit (RTU) IEC $ TCP/IP > CepuitHbiit $ TCP/IP
- RTU3030C (06bI4HO 0 16 1/0) : -Mo.qu WAN .\.’"\./ﬁﬂ.?oyrep
- S7-1200 (06biuHo okoro. 30 ... 150 1/O) ol — ] Cropou ] Croperve
+ ET 200S, ET 200SP (06b14HO okono. 30 ... 200 I/O) T S7.1200 RTU3030C
« S7-300 (06bl4HO okono. 100 ... 2,000 1/O)
+ $7-400 (0Bbi4HO oKoro. 500 ... 5,000 1/0) SINAUT ST7 T ET 2008 — e 571200
y WE ET 200SP i ET 200S
mbkoe nogkntoyeHne RTU K cyulecTByolen MHppacTpyKType KOMMYyHUKaLUun ﬂﬂm ET 200SP
+ Cpepa nepegayv: BoigeneHHole nuHun, dial-up nuHumn (aHanor/ISDN), paguo cuctemsl (GSM, _M S7-300 _M S7.300
UMTS, LTE), TCP/IP nogkntoyeHus (DSL, GPRS), CnyTHuK )
RTU

* [poTtokonsbl: DNP3, IEC 60870-5-101/-104, SINAUT ST7, Modbus, SIMATIC S7 EDC

OI'ITVIMM3VIpOBaHHbIe KOMMNOHEeHTbI, C Y4eTOM KOHKPEeTHOro npuMmeHeHus

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl — SIEMENS

KomnoHeHTbl Remote Terminal Units (RTU) lngenuity for Life

Manbie RTU CpeaHue RTU Bonbuwune RTU

O6bIYyHO okono 10 ... 200 1/O O6bI4yHO okono. 100 ... 2,000 I/O O6bI4yHO okono. 500 ... 5,000 I/O

* Huskas ueHa gnsa OQKEeTHbIX peLleHni * MogaynbHble, o4eHb rnbkue « [na npunoxeHun, Tpebytowwmnx bornbLue

- RTU3030C, DNP3 1 IEC 60870-5-104 N yHMBEpPCaribHble peLleHus NPON3BOANTENbHOCTb UIN HAOEXHOCTb
yepes UMTS + S7-300, SINAUT n DNP3 c TIM, « S7-400/S7-400H, SINAUT n DNP3 ¢ TIM,

- ET 200S v ET 200SP WHTErpypOBaHHbiIii IEC 60870-5 6ubnuoteka nnn Modbus CP IEC 60870-5 6ubnuotekon unn Modbus
nHTepdenc gna Modbus, IEC 60870-5- + OnyunoHanbHo 6e3onacHocTb S7-300F CcP
101/104 * OnumoHanbHO 6e3onacHoOCTb C

+ S7-1200 moaynbHble ST7, DNP3, S7-400F/S7-400HF

I[EC 60870-5-104 n Modbus

« SIPLUS Bepcua ¢ guana3oHoMm
-25°C ... +70°C

)
,_”-,_"-:..

OnTnMusnpoBaHHbIe KOMNOHEHTbI RTU npegHa3HaYeHHble NMNO4 KOHKPETHYHO 3agaydy

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl - SIEMENS
Onepatopckasn ctaHuusa (OS) lngenuity for Life

CucTtema c ogHoOM cTaHUMen SIMATIC PCS 7 OS Clients

« [Anga manbiX CTPYKTYp
+ OpgHa ctaHuusa onepaTopa

KnueHT-CepBepHas KoHduUrypaums
. TeleControl
+ [nga 6onbLlnx CTPYKTYp — OS Server
o (redundant)
* MHOXeCTBO ornepaTopCKMUX CTaHLNK E_.

Remote Terminals Units (RTUS)

Single user
Operator Station

“IByx KaHanbHble” OS
* [MogkntoveHue K KoHTponnepam PCS 7

n PCS 7 TeleControl RTU napannenbHo
. . Single user
- [1na ogHOWM Nonb3oBaTeNbCKOW CTaHUMK N cepBepa Operator Station

« O6bwmn OS knneHT ansa cepeepoB PCS 7
TeleControl
n TeleControl 0S Server -
(redundant)
V :
PCS 7-KoHTponnep RTU

SIMATIC PCS 7 OS Clients

Crauusa onepartopa rmoOKo agantTupyema K TpeboBaHUAM nNpeanpuUAaTUA

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl — SIEMENS
UHXeHepHasa cTaHUuA lngenuity for Life

Sh8l-1olx|

PCS 7 TeleControl OS pa3paboTku e ¥ MeA =]

Plart View: Objects: 0| Attibutes: 2] Graphios: 3] Alim Messages | Logoed Tags Qperaton: 22 |

* PCS 7 INO Paspabotku (He BkntoyeHo B TeleControl) H [ T o
- PCS 7 TeleControl DBA MO H . Pl
+ Bubnuoteka ¢ naHensamu n cumsonamm TeleControl E
O6HoBneHune PCS 7 TeleControl OS pa3paboTku A .

B 1 010 = | e BT e

+ O6HoeneHue cyuwectytowen PCS 7 TeleControl ES n OS

[45 Address [Status [ essignment =

+ bubnuoteka c naHenamu n cumeonamu TeleControl T i
TeleControl gpanBep Y e D s
 PCS 7 TeleControl SINAUT [pansep e Bl ouee e
g passeiiakie Il Lag o o o
« PCS 7 TeleControl DNP3 [IpanBep ([ [T T T mE o3
|

+ PCS 7 TeleControl IEC 60870-5-101/-104 [panBep
+ PCS 7 TeleControl Modbus [dpansep
TeleControl OS 6ubnuorteka KOMNOHEHTOB

- basoBas 6ubnunoteka co ctaHaapTHbIMK PyHKUMAMK “Simple-Type” R | E—
merocke (3|

+ JKcnnyatauusa aHanorn4yHo naHensim n cumsonam PCS 7 ?

- basoBas 6ubnmnoTteka pacumpsema nog npoekT
_OI( m

KomcpopTHasa paspabotka c ogHou (!) cuctemom

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl - SIEMENS
TeleControl Communication — Overview lngenuity for Life

Ethernet

Transmission media SINAUT ST7

+ Public/private * For SIMATIC RTUs —
communication networks ~ S7-1200, S7-300, S7-400 TIM 4R-IE
(dedicated lines, - Hardware- and software-components for WAN

dialup networks [analog, Variety & modularity by choosing/combining

ISDN], radio systems : o
' exist. networks and transmission routes
[GSM, UMTS, LTE])

« TCP/IP based connections
(DSL, GPRYS), satellite

Router M816-1

ah
Internet

FO-Network

)
c
DNP3 IEC 60870-5-101/-104  Modbus 3 i
* DNP3 serial/DNP3 TCP + IEC 60870-5-101 (serial)/- - For integration of S
- International Standard 104 (TCP/IP) existing/3' party RTUs router Migra-2 g
- easy integration ofown  ° International Standard - TCP/IP based Router M826-2 |
and 3" party RTUs - easy integration of own connections as well e
in TeleControl and 3" party RTUs H[Ei

in TeleControl S7-300
and TIM
3V-IE
S7-300 S7-1200
and TIM 3V-IE and CP1243-1

S71200 TS Module

Flexible choice of the communication based on infrastructure/requirements

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl — SIEMENS
TeleControl Communication — SINAUT ST7 lngenuity for Life

TeleControl protocol SINAUT ST7 — Benefits
+ Dynamic response for slower transmission lines
« Good time resolution for all data processing due

Ethernet

Scalance S
TIM S it Modul a3
AR-IE ecurity | DSL-

||| Router

to time stamping locally in the RTUs | Ms16-1
. . . . . TIM 3V-IE
« Time synchronization of Remote Terminal Units
via TeleControl Server (incl. summer-/winter time)
- Data buffering in outstations (RTUs) to avoid loss Conne“;ﬁ;;

of important data in case of communication failure

* Reduction of transmitted data volume due to
event-triggered transmission of process values

+ Automatic monitoring of all outstations (RTUS)
(alarming in case of failure of a station/connection)

* Programming/parameterization of the SIMATIC S7 RTUs
(via existing TeleControl communication)

+ SINAUT communication module TIM (TeleControl = ' 1=
Interface Module) for SIMATIC S7-300/S7-400, CP for S7-1200 S7-300 S7-1200
CP1243-8 IRC and TIM 3V-IE and CP1243-8

--. VPN-Tunnel
= Cirewall

TIM 4R-IE

Do

=

Powerful TeleControl communication for cost effective integration of outstations (RTUs)

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl — SIEMENS

TeleControl Communication — DNP3 lngenuity for Life
TeleControl protocol DNP3 — Benefits Ethernet
+ Dynamic response for slower transmission lines TIM n Scalance S
. : : 4| DSL-
« Good time resolution for all data processing due | Router
to time stamping locally in the RTUs | M816-1
. L : . TIM 3V-IE DNP3 ckes
« Time synchronization of Remote Terminal Units
via TeleControl Server (incl. summer-/winter time)
- Data buffering in outstations (RTUS) to avoid loss Conneit%,;
of important data in case of communication failure
. . ‘ VPN-Tunnel Saoes amaam VPN-Tunnel
* Reduction of transmitted data volume due to | Firewall mmmmmm —— o

event-triggered transmission of process values

+ Automatic monitoring of all outstations (RTUS)
(alarming in case of failure of a station/connection)

* Programming/Configuration of SIMATIC S7 RTUs
via TeleControl connection

+ SINAUT communication module TIM (TeleControl

Interface Module) for SIMATIC S7-300/S7-400, CP for S7-1200 $7-300 3720

. - CP1243-1 DNP3

TIM 4R-IE DNP3 R Internet gy =)\

Do

=

Powerful TeleControl communication for cost effective integration of outstations (RTUs)

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl — SIEMENS

TeleControl Communication — IEC 60870-5-101/-104 lngenuity for Life
Benefits of IEC 60870-5-101/-104 — Interface Ethernet
« Easy integration of an existing RTU infrastructure * —
into a PCS 7 TeleControl solution I o ot
- Cost effective direct integration of 3 party RTUs
into a PCS 7 TeleControl server _HHWHH R0
+ Conform to an international (widespread) standard - SRR RTU
- Available for Siemens RTUs = _' TUEGEE
Implementation of 60870-5-101/-104 — Communication % | e st
- Direct connection of TCP based RTUs o chizsii=e
+ Connection of serial RTUs via 3" party interface converter | ﬂm = o60E Rl
 Import of 3 party RTU data via CSV format
into Engineering (DBA) supported _mm S7é3g?: "
an
* Function block “Diagnose IEC 60870-5 - RTU”
S7-400
_“ and CP443

Efficient and cost effective integration of an existing RTU infrastructure into a PCS 7 TeleControl solution

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl — TeleControl Communication —
IEC 60870-5-101/-104 with Redundancy

Redundancy with IEC 60870-5-101/-104

* Redundant PCS 7 TeleControl Server
for high availability of operation, archiving, ...

* Redundant communication on plant bus
for high availability of system communication

* Redundant telecontrol communication with
I[EC 60870-5-101/-104 to the RTUs

* Redundant RTU based on S7-400H
for high availability of local automation

* Redundant PROFIBUS for high availability
of connection of decentralized peripherals

* Redundant I/O modules for high availability on I/O level

+ Integration of Safety functionality (up to SIL3)
into the RTU (S7-41xH + ET 200M)

High availability by redundancy on all levels!

Frei verwendbar © Siemens AG 2017
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S7-41xH

and CP441

SIEMENS

lngenuity for life
Terminal bus
2
TeleControl
OS Server
Plant bus (redundant)
redundant
<
o Y p—
T =
Ea =3 PP o8 S7-41xH
> Serial 5 < und CP443
O o
w o

IEC 870-5-101
| redundant

| High availability
RTUs based on
S7-400H

NIy ET 200M
I Niml I redundant
LI withsafety)

Swager | PD PA AE
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SIMATIC PCS 7 TeleControl — SIEMENS

TeleControl Communication — Modbus lngenuity for Life
Benefits of the Modbus interface Ethernet Modbus!
+ Integration of an existing RTU infrastructure Converter TCP/IP = serial

into a PCS 7 TeleControl solution Modem

- Cost effective direct integration of 3 party RTUs
into a PCS 7 TeleControl server HHWHH 3 party
- Widespread standard (also in TCP/IP) S RIU

- Available for Siemens RTUs S7-1200

. . . and CM-1241
Implementation of the Modbus communication . T 2005 CPU
+ Direct connection of TCP based RTUs § and 1SI Modul
« Connection of serial RTUs via 3" party interface converter = S7-300
* Import of 3" party RTU data via CSV format into Engineering and CP341

(DBA) supported S7-400
and CP441

+ Function block “Diagnostic Modbus RTU”

Effective integration of an existing RTU infrastructure into a PCS 7 TeleControl solution

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl — SIEMENS

Migration of installed SINAUT LSX base to PCS 7 TeleControl lngenuity for Life
Benefits of SINAUT LSX — Migration GRS PCSF;? 7ITeleControl N

(DBA)

« Existing and new system architecture - - - !
coexist on all levels (as long as necessary) HMI SN - - ; % %

* No intermediate solution with restricted lifetime SINAUT LSX pest
Server (ST7) Sgr?/ep ntro

or additional hardware
I
I

« S7 (EDC) is moved unchanged LAN
into the new world of PCS 7TeleControl

FEP E S5/ST1 :
- Only modernized components need re-engineering Front| End | Proc. Er”# (KOMSYS) III : ﬁ Tint (877)
and re-testing (e.g. transmitting data - multiple masters) AS Node-TIM & ;
“ . » H R i PCS 7
« “PCS 7 like” engineering based ; $7-400
on proven DBA migration architecture !
WAN |
M=, .
s71 15 S7-300  sT7
RTU RTUS | oo | RTUs
A .
| | ] 35

S7-400

Protection of previous investments by migration support of existing SINAUT LSX/CS7

plants to SIMATIC PCS 7 TeleControl

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl —

Support of additional protocols for different RTUs

Benefits

+ Cost effective implemented protocols
also for smaller RTUs
-> cost effective entrance

- Standard protocols for smaller RTUs
- international standards

« Powerful protocols for medium and large RTUs
-> flexible adaption to the plant

- Integration of 3" party RTUs via international
standard protocols
- international standards

Frei verwendbar © Siemens AG 2017
Page 18 November 2017

Protocol RTU 3030C ET 200S S7-1200 S7-300 S7-400 3'd party
ET 200SP RTUs

SINAUT ST7 serial

SINAUT ST7 TCP

DNP3 serial

DNP3 TCP

IEC 60870-5-101

serial

IEC 60870-5-104 TCP

Modbus serial

Modbus TCP

SIEMENS
lngenuity for tife

TIM3V IE TIM4R IE
v v v
_ _ CP-1243-8 TIM3V-IE TIM4R-IE
IRC
v v
B _ _ TIM3V-IE TIM4R-IE
DNP3 DNP3
v v v v
UMTS _ CP-1243-1 TIM3V-IE TIM4R-IE
integrated DNP3 DNP3 DNP3
v v v
_ IEConS7 - IEConS7 IEConS7
and CP341 and CP441
v v v v v
UMTS IEConS7 CP-1243-1 IEConS7 IEConS7
integrated IEC and CP343 and CP443
v v v v
- 1SS RSxxx CM-1241 CP341 CP441
v v v
IT4industry IT4industry IT4industry
- SW Lib - SW Lib SW Lib
and CP343 and CP443

Swager | PD PA AE




SIMATIC PCS 7 TeleControl — SIEMENS

Supported functionalities of different protocols lngenuity for Life
Protocol Dedicated Master- Peer-to- Mixed Time stamp Time sync. Data buffer International
lines and Slave Peer Network in RTU of RTU in RTU standard
radio network Topologies
SINAUT ST7 serial v v v v v v v v B
SINAUT ST7 TCP B v v v v v v v B
DNP3 serial v v v 3 v v v % %
DNP3 TCP B v v 3 v v v v v
Modbus serial _ v v _ _ _ _ _ 1
Modbus TCP _ v v _ _ _ - - v

1 Many existing flavors; 2 IEConS7 Master-/Slave library

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl - SIEMENS
Network topologies with SINAUT ST7 communication lngenuity for Life

Basic
Topologies

Point-to-Point Multidrop

I

Flavors of Basic

) Star and multidrop Star via radio Star via Internet
Topologies

Any combination
of the Basic

Topologies . ----@®
possible o @ {
®

“o0? %e

Different networks and media combined Redundant paths

FO and radio

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl with SINAUT ST7 —
Classic WANSs Dedicated Line

Range without Repeater (example) Central
with cable diameter 0.8 mm control room
+ 1,200 Bit/s max. 33 km AR
« 2,400 Bit/s max. 27 km

. Ethernet
* 19,200 Bit/s max. 11 km

|
RTU M826-2 M826-2
M826-2
|
MPI

TIM 4R
RTU
M826-2 RTU M826-2
- “
TIM 4R TIM 3V-IE

Frei verwendbar © Siemens AG 2017
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SIEMENS

Ihg,ehuffy for Ufa

Star and multidrop

g

Star-shaped
dedicated line
network

RTU M826-2i

TIM 3V-IE

RTU M826—Zi

TIM 3V-IE
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SIMATIC PCS 7 TeleControl with SINAUT ST7 - SIEMENS
Classic WANs mobile radio (GSM) with data service CSD lngenuity for Life

Central Dial-up via radio

PCS 7 control room  Security
TeleControl Module
SCALANCE

TIM4RE  S612/613 ) \a A

DSL-Router M816-1 i

RTU
MPI
Mobile Radio Network RTU
S7-400 TIM 4R
RTU
RTU S7-300 TIM 3V-IE
S7-400 TIM 4R-1E S7-300 TIM 3V-IE

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl with SINAUT ST7 - SIEMENS
IP based WAN Secure Networking via unsecure Networks lngenuity for Life

Central Star via Internet
PCS 7 control room  Security
TeleControl Module
SCALANCE
TIM4R-IE  $612/613

| ! Ethernet . l LR I T
relationship

Communication

DSL-Router M816-1

FIreWa” --------------------------- .
DSL- — :
Security connection T T T DSL-
Module with Flatrate connection
SCALANCE : with Flatrate o mmunication
S612/613 Firewall H . .
- relationship
Firewall
DSL-Router M816-1 .---.
C T T
DSL-Router M816-1 |.. ... ...............
m Security Module
RTU RTU LI SCALANCE S612/613
Communication
relationship
S7-300 TIM 3V-IE
S7-400 TIM 4R S7-300 TIM 3V-IE

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl with SINAUT ST7 - SIEMENS

Classical and IP based WAN — Redundant communication paths lngenuity for Life
Redundant communication paths Redundant communication paths Redundant paths
Classical WAN and classical WAN Classical WAN and IP based WAN DL and Radio

Central Central

PCS 7 control room PCS 7 control room
TeleControl TeleControl
TIM TIM TIM

2
\%

4R-IE M826-2 4R-IE 4R-IE  M826-2

Ethernet ._i Ethernet i

_-_% | DSL-Router |

o |:I:| M816-1 o

_ £ £

Radio gl GPRS- °

AN\ network 2 Securit 2

~ S Network y &

| o Module o

8 Internet SCALANCE 8

o) S612/613 Q

RTU RTU
M826-2 i M826-2
TIM 3V-IE Adv. TIM 4R-IE |

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl —
Network Topologies with DNP3 communication

Basic
Topologies

Point-to-Point

I

Star and multidrop

Multidrop

Flavors of Basic
Topologies

Star via radio Star via Internet

@!’D

o 1z

Any combination
of the Basic
Topologies
possible

Different networks and media combined Redundant paths

FO and radio

®
o @ Sup E:”/

1%

° )

Frei verwendbar © Siemens AG 2017
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SIEMENS
lngenuity for tife

Station to
multi-master

W
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SIMATIC PCS 7 TeleControl with DNP3 — SIEMENS
Classic WANs — Dedicated Line lngenuity for Life

Range without Repeater (example) Central Star and multidrop
with cable diameter 0.8 mm = control room °

+ 1,200 Bit/s max. 33 km /F{

- 2,400 Bit/s max. 27 km %

- 19,200 Bit/s max. 11 km e

3rd party modem

Star-shaped
dedicated line
Serial converter network

X

incl.
S7-400 DNP3 Slave S7-300 TIM 3V-IE Modem

RTU
T[T |
(W | mH M826-2 ='| RTU 262 -
| || x Ij] 3rd
| | S Party
RTU
TIM 4R-1E I

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl with DNP3 — SIEMENS
IP based WAN Secure Networking via insecure Networks lngenuity for Life

Star via Internet

Central
PCS 7 control room  Security
TeleControl Module
SCALANCE
S612/613
L DSL-Router M816-1
Communication Ethernet N
relationship |
DSL Flrewa” ----------------------------
Security connection E—:—E DSL-
Module with Flatrate connection
SCALANCE : ) with Iflatrate Communication
$612/613 : Firewall : . :
: relationship

T 1 |
] .
Firewall

DSL-Router M816-1 L1 ]

Security '---' :

Module | S ;

RTU SCALANCE DSL-Router M816-1
m o

RTU S612/613
S7-300 TIM 3V-IE

S7-300 TIM 3V-IE
S7-400 TIM 4R

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl with DNP3 -
Classical and IP based WAN — Redundant communication paths

SIEMENS
lngenuity for tife

Redundant communication paths
Classical WAN and classical WAN

Redundant communication paths
Classical WAN and IP based WAN

Redundant paths
DL and radio

Central control room

Central control room

[:J//

PCS 7 PCS 7
TeleControl TeleControl
Master 1M826-2 Master | M826-2
q L]
Ethernet Serial Server IE] Ethernet
[T [0
-\\‘ DSL-Router =
—L_ — @ ﬂ:ﬁ:ﬂ E|v|816-1 | ol @
| . = | = O |— =
Radio = s =
"\-\ o——y 3 GPRS- 3
~ networ b= Network (7 Security
s®mo00 9 MOdUIe 9
| D Internet M874-2 SCALANCE T
o) S612/613 A
RTU M826-2 RTU
E  —| - .  —| —-—
o | i 5 :
g " H
? o .
| . ! a 1 | M826-2
S7-300  TIM 3V-IE DNF | |
Slave TIM 4R-IE

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl - SIEMENS
Network Topologies with IEC 60870-5 communication lngenuity for Life

Basic
Topologies

Point-to-Point Multidrop

I

Flavors of Basic

) Star and multidrop Star via radio Star via internet
Topologies

Any combination

¢ th _ Different networks and media combined Redundant paths Redundant paths Station to

of the BF_:ISIC FO and radio Multi-Master

Topologies cee
possible

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl with IEC 60870-5-104 -
IP based WAN with GPRS radio network

RTU

IEC 60870-5-104

1| M874-2

S7-400 CP 443

RTU

IEC 60870-5-104

31 party RTU

Frei verwendbar © Siemens AG 2017
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GPRS radio

SIEMENS
lngenuity for tife

Star via radio

DSL-Router M816-1

Central
PCS 7 control room
TeleControl
Scalance
S613
Ethernet
A

IEC 870-5-104

GPRS

Internet

network

IEC 60870-5-

RTU

ET 200S, IM151-8 CPU

S7-300 CP 343
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SIMATIC PCS 7 TeleControl with IEC 60870-5-104 -
IP based WAN with wired and GPRS Network

Central

PCS 7 control room
Scalance
S612/613

Ethernet

ET 200S
IM151-7 CPU m

DSL-Router M816-1

GPRS

ST s7-s0

I; I I and CP 343 Internet

o sl i

LU el GPRS radio network
S7-300 CP 343 =

]
S4-400 RTU RTU
nmnn M874-2

and CP 443 TN I "lll
ol il

S7-400 CP 343 3 party RTU S7-300 CP 343” IEC 60870-5-104

Frei verwendbar © Siemens AG 2017
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SIEMENS
lngenuity for tife

Different networks and media combined

A

‘ﬁ M874-2

| IEC 60870-5-104 RTU

ET 200S, IM151-7 CPU
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SIMATIC PCS 7 TeleControl with IEC 60870-5-101/-104 —
Redundant paths

Central

PCS 7 control room
TeleControl

Terminal bus

SIEMENS
lngenuity for tife

Redundant paths

.

TeleControl
OS Server
Plant bus redundant redundant
i | il i {1l
R R
o WM RTU
] [Hlall
B _ ET 200S
IEC 870-5-104 Serial IM151-8 CPU
S7-300 2 xCP 343 Server
RTU RTU IEC 870-5-101 1Sl Interface Modul
| | IEC 870-5-104
RTU
S7-400 CP 443
S7-400 2 x CP 443 S7-300 CP 343
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SIMATIC PCS 7 TeleControl SIEMENS
Iug&c«uf\ty‘for(n‘fa

= Communication
| i W el | I
v Configuration
| | o N WL
5~/ Engineering
o) g VA .. WY/ 4
Example Oil and Gas
) / B / /4 /A R |
\ » Example Water and Waste Water
\6‘\ & N s W4

\
\  Summary

_

N\
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SIMATIC PCS 7 TeleControl - SIEMENS
Dedicated PCS 7 TeleControl — Configuration lngenuity for Life

SIMATIC PCS 7 TeleControl

TCP converter or ﬁ TCP/IP Ethernet/TCP
SINAUT TIM 4R-IE WAN Router

WAN WAN
I- Modem TCP communication
(if required) via different media
[
.8
8 'g W
LT
S g .
€ & O] Of U I
Eo Is II%IHIHI%
8 Hah_) {! 00 1 ) 1
IS
o ©
0n's

Remote
stations
(RTUs)

A dedicated system for TeleControl only
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SIMATIC PCS 7 TeleControl - SIEMENS
“Dual leg” configuration with SIMATIC PCS 7 lngenuity for ife

SIMATIC PCS 7 TeleControl SIMATIC PCS 7

TCP converter or ﬁ TCP/IP Ethernet/TCP
SINAUT TIM 4R-IE WAN Router
PCS 7 AS

WAN WAN
TCP communication

[ees] tode
(if required) via different media

_ n I “I“
o (R
E'E W _w P
5 .

Eé Profibus E/A
S

E = il imEIEl
E % I[ II;IHIHIL I I\ I\iIHIIiIhIi
Ss )
IS

o ©

n’'s

Remote
stations
(RTUs)

Plant Automation and TeleControl in one system!
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SIMATIC PCS 7 TeleControl — SIEMENS
High availability configuration with SIMATIC PCS 7 lngenuity for ife

IMATIC P 7
SIMATIC PCS 7 TeleControl SMATIC PCS SIMATIC PCS 7
OS Clients
HE E B
Engineering
TeleControl OS Server PCS 7 station
(dedicated or 2- OS Server
channel) (redundant)
SINAUT ST7 DNP3 IEC 870 PCS 7 PCS 7
Central TCP/IP TCP/IP TCP/IP Controller Controller

# SINAUT TIM - serial - serial WAN Router AS 412FH AS 414
AS 414FH AS 416
- Modem — Modem — Modem AS 417EH AS 417

Widely WAN WAN WAN ET 200M ET 200M

ET 200M

distributed S— ’ S— [T T AT

TeleControl m [ICCAC 3 party - [ICCAC 3d party I I I‘.“..I

remote stations - | RTU -] | RTU AL LI

: ET 200M
ET 200S . RTU3030C

B PROFIBUS

Plant Automation and TeleControl in one system!
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SIMATIC PCS 7 TeleControl SIEMENS
Iug&c«uf\ty‘for(n‘fa

= Communication
| i N os ol . 7 RS
- Configuration
| | \ 7 1 \ / (‘,
ey Engineering
g MA L . WY/ o 4
Example Oil and Gas
' ‘2 B / /4 / -~
\ » Example Water and Waste Water
SR N N

\
\  Summary

_

N\
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SIMATIC PCS 7 TeleControl —
Engineering Workflow — Overview

+ Configure Hardware
» Configure Network
+ Configure S7 Program

SIMATIC Manager
TIA Portal

+ Configure RTU

« Configure Alarms

+ Configure TAGs

+ Configure Technological Hierarchy

TeleControl DBA

« Configure Pictures

« Configure Time Synchronization
« Configure Archive

-« Configure User-Administration

WinCC Editor

Frei verwendbar © Siemens AG 2017
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STEP 7 DB

DBA XML

Compile ‘

WinCC DB
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SIMATIC PCS 7 TeleControl - SIEMENS
Engineering Workflow — Data Base Automation (DBA) — Tool lngenuity for Life

Siemens DBA AS to 05 Compilation Ukility - C: Program Files'. Siemens, WINCC WIinCCProjecEs L @l - |I:I|£|
File Edit Run Tools Help

N @ »| gecEm(x| = =

| Plant Wiew: Objects: EII Aftributes: EI Graphics: 3 Alarm Messages | Operation: 1 I PCS 7 Plant Hierarchy
EI“IE]‘I__%T:WE S tation k=g Mu... Friority Text Alarmahi. | |
g Valve_Station Digcrepan... 0 Alarm Typel Discrepa..  wves
..... B Sirulation] Disturbed 1 Alarrm Typel Disturbed  wes

Over 0 Alarm TypeT OverTe..  yes RTU objects assigned
to the Plant Hierarchy

=1-{E] Pump Statier %
@ Purnp1

@ Purnp2

L .ﬁ- Pump_5Station
=-{F] Diagnostics

- g Dizgnostics

[ TIM100
LM W akveStation .
« RTU list
AS View | PC Station View | Validation Results | ——
|_Componerits I A5 Objects: 4 . ]
WalveStation |_Mame | Type | 85 Sddress | Status | Azzighment | LlSt Of RTU ObJeCtS
By Simulation SimSine "W alveStation.. . "-."-.:"..alve Stétlnn or data pOIntS
B TIM 1001 Tik “TIk41007", .0 WDiagnostics
B vakeel Walve "W alveStation. ... W alve Station
[~ Include &l Resources B valveStation  SINAUTRTU " alveStation'. . “Diagnostics
[v¥ Include Azsigned
[ Include Only Changes
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SIMATIC PCS 7 TeleControl — SIEMENS
Engineering Workflow — OS library (overview) lngenuity for ife

TeleControl OS Object Library fessuredValue_int_Tag

« Basic Library with standard functions
* MeasuredValue, Counter, BitAlarm, SetPoint,
Command, Valve, Motor, Pump °

« Technological objects for diagnostic/control of communication
* TIM, SINAUT-/IEC-/DNP3-/Modbus RTU

* Operation guidance conform to PCS 7 via Symbols, Faceplates
as well as PCS 7 Alarming Hierarchy

- Basic Library expandable on project base via new OS Object types
with corresponding script processing

Homogeneous integration into the SIMATIC PCS 7 Operator Station

Same Look & Feel for local and remote processes
-> Avoid operation errors
- Comprehensive plant overview

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl — Engineering Workflow — SIEMENS

Technological object — Measured Value Processing lngenuity for ife
Application e — e

PP . BEEETE e mmm——
Measuring of pressure, temperature, flow, ... , -
Functions —

. . . . 2 Gradient [ 0] Units/TB

¢ Linear scaling of measured value (if not already done in RTU) ) Jim—
* Formation of Quality Code based on substiute voce Y = |

* RTU connection status “ St e ’

- Diagnostic information W
* Limit checking (HH, H, L, LL) (if not already done in RTU) _uwe | o | [ s |

* Warning and alarm limits
« Zero and alarm hysteresis

Gradient checking et ol S
° T|me Stamp”’]g Measured value limits (PV)
. . Absolute high | 100.00
+ Time stamping of all data H alam % colunts
- Correct processing of data arriving with time delay e =
- Averaging procedures for event driven data i
+ Time weighted averaging Raw RTU lmits
- No value during transmission period - —
- Split next value proportionally over 2 intervals Gradient imits
H alarm positive 0.
Hfalann::aﬁve‘ 0
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SIMATIC PCS 7 TeleControl — Engineering Workflow —

Technological object — Counter Processing

Application
Record volumes, energy transferred

Functions

Scaling of counter values
(if not done in RTU)

Processing counter increments

Transmitted spontaneously by RTU

Cyclic freeze and fetch TeleControl commands
Flexible substitute value processing

Creation of intervallic values from totalized values
Correct totalized rollover processing
Filling of empty periods with interpolated values

Derivate flows based on counter values (gradient)

Processing of counter exchange or counter reset
Needs RTU support for counter flags

Plausibility check
H and HH limit checking
Gradient check

Page 42 November 2017

b Counter 1A
=

cv__ 902. Units
INC 0. Units

SIEMENS
lngenuity for tife

Gradient | 0,

Last Interval CV 0)
Last Interval INC 0)

Current Interval CV 0

Counter Mode RV Sync

Mode

itute Value

Counter Parametet
N
0
Interval Lenght
R .

Overflow

Enabled operations

Counter limits

H alarm 98, |Units

H warning 92, Units

L warning 88,5 Units

L alarm [ 85, |Units
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SIMATIC PCS 7 TeleControl — Engineering Workflow —
Technological object - Command

Application
Execution of a Command

Functions

« Command Interlock
« Command may be interlocked by one or more conditions
+ Operator is notified when trying to issue a locked command
* Privileged operator may bypass the interlock

+ Command monitoring
* Monitoring the command execution by evaluating status of feedback signals
« Time monitoring of command execution with discrepancy alarm in case of timeout

« Scaling of setpoint values (If not supported by RTU)

Frei verwendbar © Siemens AG 2017
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Command_Int_Tag

|E[]IIIII

DoCommand
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# . Command_Int_Tag

Command_Int_Ta Ls: =]
| SR EEEIE i m———_ s o

|[_otoore | EGmRGRGII bocommans [

l—\ Interiock1 = |

Interiock2 =

Doconmans |

| .
q
| =

Mot Done

# Command_Int_Tag E

C: i_Int_Tai aln E:
ST mr S -

Override interlocks O

[~ |
Timeout { 10/s

Feedback required

=
g
g

=
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SIMATIC PCS 7 TeleControl — Engineering Workflow —
Technological object — Motor, Valve, Pump

Application
Automation of standard process elements, e.g. Motor, Valve, Pump

Functions

« Command interlock
« Command may be interlocked by one or more conditions
+ Operator is notified when trying to issue a locked command
* Privileged operator may bypass the interlock

+ Command monitoring
* Monitoring the command execution by evaluating status of feedback signals
« Time monitoring of command execution with discrepancy alarm in case of timeout

Frei verwendbar © Siemens AG 2017
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# Motor_Int_Tag n

/ Mode Manual | |
5D o T

i 1 [ Reee Devee |
I intertockt =
I menoce . A ]
| [

| | Automatic H %

H Cancel “
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SIMATIC PCS 7 TeleControl — Engineering Workflow —

Technological object — Diagnhostics

Application
RTU diagnostics

Functions

Available diagnostic information

for each RTU
Main and backup connection state
State of dial-up connection
General request state
Station time sync state
Message counter for
transmissions, retries

Commands can be triggered

for each RTU
Issue General Request
Establish dial-up connection
Open/close permanent connection
(“online”/“offline”)

Page 45 November 2017

Detection of connection failure
After x failed dial-up attempts
(dialup connection)

After abort message from
underplaying layer (TCP)

After missing life beat monitoring
telegrams

In case of connection failure
Related process objects are
marked as invalid
Commands to the affected RTU
are locked

SIEMENS

Il«\gf»\ui\ly {br Ufe,

Master Message Statistics

Total Messages 97543,
Messages In Last Minute 86,
Correctly Transmitted Messages 86,
Incorrectly Transmitted Messages

Transmitted Message Retries

Messages w/ Correct Data Type (during GR)
Messages w/ Incorrect Data Type (during GR)
Msgs from RTU w/out WinCC tags (during GR)
Expected WinCC Msgs with no RTU tags (GR)

| Reset Message Count

Connections

Establish Permanent Connection

Stop Permanent Connection ‘
WAN 2
Status Details Call in Main Cycle

Statuses & Comman d:
faticis
oR st =
Block RTU Not Blocked |
Time Deviation Status
L e —
Last Telegram 8/17/2010 10:41:00 AM
Time Sync.
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SIMATIC PCS 7 TeleControl — SIEMENS
Engineering — DBA workflow and DBA Type Editor lngenuity for ife

DBA workflow

+ Automatic generation of the OS database (display hierarchy, variables, alarm-messages
and -priorities, function block symbols and faceplates)

« Automatic placing of type specific function block symbols
(e.g. for measuring monitoring) and automatic assignment of faceplate

Manual engineering is basically reduced to the design and positioning

of the static graphical elements (e.g. pipes, tanks, ...

DBA Type Editor
- Definition of new user specific objects (additional to basic library)

« User function blocks - arrangement of information in variable structure
-> generation of derived values via VB scripts

+ Creation of user specific symbols and faceplates with PCS 7 standard tools
- Same DBA tool handling of the user defined objects as the standard objects

Flexible adaptation and extension of functionality as per customer requirements

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl —
DBA Engineering — Type Editor

DBA Type Editor

S0

Spztem; [ F Type Seripts T %5 [est
SINAUTRTU =7 HS T =] Meszages T & Attributes T J |ncludes T @QDDS T [E 05 Runtime ]
Types\Enumerations < Include =3 [rt/Ext > | Fequired 3> J 99 of 39 tags
AlarmGroupDizplar Parent Type Type |t /E =t I.-’-'-.ddress | Text | - T
%Bitﬁ.larm Counter G, BIT Internal I
24 Command Courter CEA BIT Internal
4 Commantembers Counter SV DOUBLE Intemal 4
%EDmmDnTEDevict— Caounter (Y DOUBLE Internal _
%EDmmDnTEInteran Counter Licy DOUEBLE Internal +
A4F CommonT CMemb Counter L2cy DOUBLE Intemal —_—
%EDUME’ Counter LCY DOUELE Internal
£3) CaunterModes { Counter LGEY DOUBLE Internal ¥
£3) GRStatusStings Counter Ry DWORD Esternal ORP:2Z. T
@Measured&faiuil;l Counter TGOOD DWW ORD Internal
1 > Counter TBAD DWORD Intemnal
— v | Counter TSUBS wORD |nternal
'El”cl Xll | Counter My FLOAT Indirect 7
Browze Reference; _I Caounter SF FLOAT Internal
Counter GHL FLOAT Internal
Counter GLL FLOAT Internal 'L|
< o 4 G
- | i —I
T il ¥ Show Allncluded Tags add | Edt | Delete ||
Tools | k. | Cancel | Help

| Last Change: 10/24/2007 2:22:03 P4
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Individual type set
for each RTU type

The definition of a type
Includes tags, messages,
attributes and runtime scripts

Types may include/inherit
definitions from other types

The Type Editor is used to
add, modify, delete, duplicate

types
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SIMATIC PCS 7 TeleControl — SIEMENS
Mass data (bulk) engineering in “Import Export Assistant” style lngenuity for Life

DBA Type Editor Excel sheet DBA

Measured value type definition Measured Value instance parameters Measured Value instances in plant hierarchy
LU - T Attribute name  Attribute type  Default value Instance e =5
SINAUTRTU — i D@ #| | glmm x| = =
editable ectmabgoche Hetarche Obieki=-20 | Atiute: 4|
Typen/bufzahiungen__ +. ﬂ - B I e = T
H s 2 T J Instance Name String yes ]
L bitdom 1 = 4 - " ]
£ ?AI o Fitstiing_0 TEXTREF Intemn Not Dans 2 ngng unit Strlng yes ;m:
sf Fitstring_1 TEXTREF Inten Done R oo ﬂ ; ; RTUI
o D Comend VT Tiwou—_[WORD__| i " o2 Lower limit Float 0 yes Ut
2 Command_V1 BT R om4 ﬂ . RTUI _
k ke | |[ez an " ois Upper limit Float 100 yes Fron
24 Common Chlembers . TEXTREF [ s RTUI
83 Counter 1 BIT R om7 RTU1
b L e o " i = =
RE Mull\E;mmand,V] BIT _ R EI :::'IPCEW‘.—T'
G Pumo 1 . e DA [x | ETT [Zuinura I
" W1 O CommonT Clnte. ILKT BIT Indirekt R 0008 :;g::::‘ m
" 2 J CommonTClnte.. ILK2 BIT Indirekt R 0007 RTUICT i
5_4 Setpoint_V1 = & CommonT Che. |5tatus WORD Extern ROIS: 2.2 3] 0004 RTUT Cand1 ]
d I n _"_I O CommonT Che. |Commant d WORD Extern WIC:2: 2 R 0005 RTUT MCmd] all
|7 x[2 Hierarchy Instance e w
= | . . . . .
Unit Lower limit  Upper limit o n -
i Path name PP e =
RTULS
4 3 /Plant/Pumpl Pressure_1  mBar 0 3,000 A BU"( engineering
il [# &lle enlhalienen Tags zeigen mnzurugenl Beatbeien | Liectien |J /Plant/Motorl Temp 1 °C 220 70 :;::Z
RTUS -
Task oK Abbrechen | Hie | = TIH_10
. ! PlanvPumpl Flow 1 I 0 10000 =i iImport/export

Benefits
* Reduces engineering overhead — especially in larger projects (many tags)

* Increases engineering efficiency by avoiding double engineering
« 3 party RTUs - eases integration into PCS 7 TeleControl
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SIMATIC PCS 7 TeleControl —

Technological engineering based on PCS 7 Industry Library (IL)

Technological engineering using routing blocks

+ Use of tailored technological function blocks
from the PCS 7 Industry Library (Motor, Valve, Measured value, ...)

« IL function blocks support in the standard visualization
by symbols and faceplates (in PCS 7 APL style)

 TeleControl routing blocks for connection of technological
function blocks with SINAUT ST7 and IEC 60870-5 communication

* Information of function block is sent via a SINAUT or IEC object to PCS 7
—> in TeleControl engineering only an object address has to be entered

« Comfortable graphical engineering of technological blocks - routing blocks
in CFC-Editor (same as PCS 7)

Reduction of Engineering effort by re-use of ready-made, standardized functions
* Reduced testing effort by use of pre-tested functions

» Reduced maintenance & support effort by higher level of standardization in the plant
» Comfortable engineering as with SIMATIC PCS 7

SIEMENS

Iug,ev\u 6{7 for life
TeleControl RTU
Technological Routing block
block (from IL)
SINAUT ST7
IEC 60870-5

TeleControl OS
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SIMATIC PCS 7 TeleControl — SIEMENS
Technological engineering using CFC lngenuity for Life

CFC - [Mot_356 — IT_0S'\RTUST7RBYCPU 315-2 PN,DP' [ I I | | }
[eh Plan EBearbeiten Einfiigen Zielsystem Test Ansicht Extras Fenster Hilfe
1L 57 ¥&1 MElacks0S = [ I l | l I
BlocksiBlocks [ I I |
€ Alle Bausteine
@ CLK_FUNC | | -
= SINALT R TeleControl l I I I | ‘ Siemens
£ 57Accus R [FB362: Accumulate Measured Value with Specific Heat]
& 57Agar08_R [FB370: Unik Switchaver] SRCFC - [Mot_356 — IT_OSYRTUSTTRE,CPU 315-2 PN -0 %|
&3 S7Average R [FB363: Generation of Average Min/Max Value] [ Plan Bearbeiten Einfigen Zielsystem Test Ansicht Extras Fenster Hife 18 x|
&k S7Monin0s_R [FE365: Measured Yalue Monitoring For 3 Limits] _I
.
&k S7Monan_R [FE364: Measured Value Monitoring]
& S7MonanDi_R [FB366: Measured Yalue Monitoring]
onanGrad_f + Measured Value Monitoring wi tadient Functi A7Mot_B_356 37Mot_356
S7MonAnGrad R [FE3ET: M) d Walue Monitori ith Gradient Functi . R =
onDiog | : Monitor 8 binary measuring points, ot ] ot etrighsa
S7MonDi0g_R [FE36%: Monitor & bi k5] 5TMor R 0B1 5 7Mi 0539 Betriebsart
~&F 57MonDi_R. [FB368: Manitor a binary measuring point] Single-s 371 Motor 1 1/1
& 57MoSpdC2_R. [FB374: Variable Speed Motor] BlockCon NewDatal— o rocx QERR|— Befehl Start D
FC - [Mot_356 £ S7Mot R [FB3%6: Single-stage Motor] 356—| PARLZD R Invalid_|— 01— LOCK_oN mss_sT|— I:
[ Flan Bearbeiten Einfigen Zielsystem Test Ansicht Exiras Fenster Hife &3 S7MotRev R [FEIST: Motor with bwa turring directions] 60— Send Tin — a0T0 0M QMON ERE|—
& S7MotSpd_R [FE358: Two-stage Motor] o RE;ET QGRiERR |
&l iy L 57 &3 S7MotspdC_R [FB359: Variable Speed Motar] - < Localos
g BockslBlocks S7MY3P_R [FB360: 3 Point Final Contralling Element] (= L_RESETH RTH — v [
Al Bausteine & i : q o1 rperTn asTOP— Meldungssperre aktiv
@ CLK_FUNC &k S70paA_R. [FE372: Manipulable Analog Yalue] = Start
@ COM_FUNC &} STORD_R. [FE373: Manipulable Digital Value] -2 eI — Iﬁ
& Comm £ s7UsM_R [FB371: Selection of operation Level out of & Levels] 0—| C5F QMSG_SUP — Fern
s g Eg;r:ROL &k S7Wlv_R [FB361: Vakvs with binary response message] FE_ON QCSF—
- -
& DB_FUNCT 4 I I 1— REMOTE QAVATL — l:l
DIAGNSTC - B ; L 0— REPATR QLOCAL —
austeine | B Plane
-4 DRIVES & EPiane il Bibliotheken 1 mannP_EN AREFATR [—
& S7Mot [FB256: Motor 1 Step] i LTop EL QAES On|—
& S7MotRew [FEZS9: Motor 2 Directions] = -
& STMotSpd [FB260: Motor 2 Steps] 1| AUT_L QFIM_MEG— Mot 356
& S7Motspdc [FB261: Variable Speed Mator] FERMIS oo |——
- STMY3P [FB262: 3 Point Final Controling Element] activ—|MONITOR QOFF[—
& 57y [FE263: walve] | |
& STYvMok [FE306: Motorized Valve - For 57-300] £ L_M3BLCR e
- FvaC 0—|AB5_EN Q05_STAT
. iz 7.0—|ABS_FER QOF_STAT
-y LoGIC 60 0— ABS_DUR.
- 365 1—{ HAX_RUNT
& S7Accus [FE269: Accumulate measured value with a specific Fackor] R
~ & S7hwerage [FB270: Average with Plausibilty Check] 57PMot_356 3000, 0— MaX_STRT
-4 MONITOR S7PMat 10. 0—|MIN_CHD
~&3 S7Monin [FB271: Meas. valus monitoring block] Motor 1 N P— -
£ sMonén08 [FE272: Measured value monitoring on & imits] 30. 0—[ECUERINE I n d u St r L I b r ar
~& S7MonAnDi [FB273: Monktoring of measured value with 4 analog and binary limits] PERMIZS Q0P_ACTI OP_ACTIV
£ S7MonAnGrad [FB274: Monitoring of Analogvalue and its Gradient] Panell— OP_PERMI QOP_FERE OF_REZET
~& S7MonDi [FB275: Monitor & hinbary measuring point] 1 |asm Q0P_AUT_ DP_AUT 0
i --Qﬁ) ngMwaua [FB276: Monitar 8 binary measuring paints] 0B STAT P fp— a n
- CPERATE MSG_FILT MSG_FILT
~&F OP_A_LTM [FB46: Analogyalueopsrating (imited)] TDENR . 1— AT -
& S7AQur08 [FB277: Changeover of 8 Aggregats] 1ee1—cme o O e C S
- S7OpA [FB278: Analag Valus Operation]
& 570pD [FE279: Digital Value Operatior]
~& S7UseM [FBZBD: User Manager] = Ei
ﬂ Bausteine [ Plane ' Bibliotheken 4 I :I\ Al u —I ﬂ
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SIMATIC PCS 7 TeleControl —
Engineering Workflow — Automatic OS-data generation

Process screen

& Automatic link to
faceplate

Manual engineering is basically reduced to the design and positioning
of the static graphical elements (e.g. pipes, tanks, ...

Frei verwendbar © Siemens AG 2017
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Auto-generated
hierarchy/navigation

Auto-generated
symbols
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SIMATIC PCS 7 TeleControl — SIEMENS
Engineering Workflow — Access to outstations lngenuity for ife

Tele-Engineering with access from PCS 7 Engineering Station Engineering S AT S o0 D O
* Programming of SINAUT ST7 outstations (RTUS) % %
Parameterization of SINAUT ST7 outstations (RTUS)
Engineering via TCP/IP connection with all protocols

Central
SINAUT TIM

TCP/IP
WAN Router

W
TeleControl RTUs
Modem 1 with TCP/IP
1 . 1 communication
TeleControl RTUs with

I serial communication 1
I I
I
|
|
|
[

Engineering via serial connection with SINAUT ST7

Routing of field devices via SINAUT ST7 *
I
1

WAN
N

Same communication connection for programming, parameterization as well as process control!
Savings in the infrastructure!
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SIMATIC PCS 7 TeleControl SIEMENS
Iug&c«uf\ty‘for&h

' JHH AN
| \ ]| B D

mponents
R S e e ] 5

Communication

‘ x s il 3 J R
- Configuration

"‘:;i: 1 /S

4"; Engineering
VB L WREL A o
Example Oil and Gas
3 /’ ﬂ,_\"‘ / I / “
\ » Example Water and Waste Water
\,‘\ \ W

\
\  Summary

\ _

A )
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SIMATIC PCS 7 TeleControl in Oil and Gas - SIEMENS
Typical applications lngenuity for life

Remote Terminal Units in Oil & Gas
- Metering-stations in pipelines and gas networks
 Valve stations in pipelines

- Wellhead monitoring and automation, incl.
Emergency Shut Down (ESD)

- Gas wells

+ Oil wells

+ Gas injection wells

+ Water injection wells

These applications require integration of both local automation and distributed automation stations

Frei verwendbar © Siemens AG 2017
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SIMATIC PCS 7 TeleControl in Oil and Gas -
Wellhead monitoring automation

Typical requirements for wellhead monitoring RTU
Monitoring

* 0 - 16 DI for block valve positions

+ 8 — 16 Al for pressures, temperatures, flows

+ Local storage for well test data

Control

* Few automation functions

* Max. 2 control loops (production flow, lift injection flow)

* 0 - 16 DO for block valves

ESD

+ Close subsurface safety valve (in case of tubing or casing overpressure)
+ Not always necessary/not always SIL rated
Communication options

+ Protocols: Modbus (ASCII, TCP), SINAUT ST7,
IEC 60870-5 (serial/TCP), DNP3 (serial/TCP)

« Transmission media: radio (GPRS, ...), fiber optic cable, satellite, dial-up lines
« Communication properties: data buffering, time stamping, time synchronization

Extended temperature range -25° C ... +70° C
Low power consumption
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SIMATIC PCS 7 TeleControl in Oil and Gas - SIEMENS
TeleControl and more ... lngenuity for Life

TeleControl and more ... Typical extensions for Oil and Gas

Leak Detection and Location Remote Operation Control

Hydraulic Profiles Offline Training Simulation

Batch and Pig Tracking Predictive Simulation
Scenario (What-If)

Load Management Simulation

Load Scheduling

Optimization of Efficiency
AGA Calculations

(AGA3, AGA7, AGAS8) Active Flow Path Coloring

(for tank farms)
Condition Monitoring

(Corrosion Detection, Vibration Monintoring, ...) Gas Network Management

Security Functions
(Intrusion Detection, Fire & Gas detection, ...)
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SIMATIC PCS 7 TeleControl in Oil and Gas -
Example — Gas-Pipeline with Block Valve- and Metering-Stations

i PCS 7 Clients

PCS 7
Server
(redundant)

i

PCS 7

ca. 800 E/A

Profibus E/A
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;--- Metering-Stations --:
| S7-400 Controller I

C

TeleControl
Server
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ca.
100 E/A
SINAUT TIM PCS7
[ Server
| local i | (redundant)
i station E i ( )
....... ) : PCS 7
_____________________ ~ i H/F Controller
RTU :
| $7-300 incl. ! :
' SINAUT TIM ! ; ca. 300 E/A
! 5 : I I ““HI
m ! i LI

ca. 30 E/A Profibus E/A

| i ORI ITII Safety
Block valve ! : | LI I EsD
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SIMATIC PCS 7 TeleControl in Oil and Gas SIEMENS
Example — Gas-Pipeline with Block Valve and Metering-Stations lngenuity for ife

Uniform automation of all stations of the gas network

« SIMATIC PCS 7 for Compressor- and Pressure Reducing Station
and PCS 7 TeleControl for Block Valve and Metering Station

» Consolidation in one (!) OS Single Station
PCS 7 server and TeleControl (dual channel mode)

« Uniform process control: Same faceplates, alarming, trend displays, ...
High availability due to redundant configuration

- PCS 7 OS server

+ TeleControl OS server

* Media-redundant ring topology

Safety Integrated for ESD

* Emergency Shut Down (ESD) fully integrated into automation
solution (Compressor/Pressure Reducing Station)
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SIMATIC PCS 7 TeleControl in Oil and Gas — Examples of OS SIEMENS
screens Departure/Block Valve/Scraper/Compressor lngenuity for Life
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T
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SIMATIC PCS 7 TeleControl in Oil and Gas — SIEMENS
Example of OS screen = Oil Pipeline Scraper Station lngenuity for Life

!-_
co | ER || O
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SIMATIC PCS 7 TeleControl SIEMENS
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SIMATIC PCS 7 TeleControl in Water and Waste Water — SIEMENS
Typical applications lngenuity for life

Remote Terminal Units in Water and Waste Water 4
* Pump stations

* Rain Water Buildings

* Reservoir Buildings (elevated tank)
+ Valve stations in Pipelines

These applications require integration of both local automation and distributed automation stations
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SIMATIC PCS 7 TeleControl in Water and Waste Water — SIEMENS

Automation at Rain Water Buildings lngenuity for Life
Communication options Automation functions
* Protocols 2 draining pumps
* Modbus (ASCII, TCP) - 1 valve
« IEC 60870-5 (serial/TCP) - 2 level measurements
> DNP3 (serial/TCP) * Flow measurements
+ Transmission media * Power meters
* Radio (GPRS, ..) (for Energy Management)

* Dialup lines
* Dedicated lines

Extended temperature range
-25° C ... +70° C

Low power consumption -
Flexible choice of I/O modules ; : e - o
Typical quantity framework )
16 DI, 8 DO, 4 Al, 4 AO
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SIMATIC PCS 7 TeleControl in Water and Waste Water — SIEMENS
TeleControl and more ... lngenuity for Life

TeleControl and more ... typical functional extensions for Water

ATV M260 Protocol Leak Detection

Alarm Control Center

Maintenance &
(ACC)

Service Packages

Training simulator

for Pipelines Sewage Network Control

GIS
(Geographical Information System)

PCS 7 Industry Library (IL)
(optimized for water requirements)

Water Consultant DVD
(Planner & System Integrator support)
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SIMATIC PCS 7 TeleControl in Water and Waste Water — Example —
Sewage plant with Pump station / Rainwater Overflow Basin

______________________________

PCS 7 Client

s

M Industrial Ethernet

(redundant)

DSL-Router
PCS 7 Server incl. M816-1
TeleControl Server N

i M Industrial Ethernet i

Scalance S613

PCS 7
Controller

PCS 7
Controller

n

> L

% ca. 500 E/A

8 PROFIBUS E/A PROFIBUS E/A

a H =

[} u u
Inflow Aeration

Pre-Treatment Blower Station
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U ET 200S

| IM151-8 CPU
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SIMATIC PCS 7 TeleControl in Water and Waste Water — Example —= SJEMENS
Sewage plant with Pump station/Rainwater Overflow Basin lngenuity for Life

Uniform control of the whole wastewater system

« SIMATIC PCS 7 sewage plant and PCS 7 TeleControl for
Pump Station and Rain Spilling Basins

- Consolidation in one (1) OS Single Station
PCS 7 server and TeleControl (dual channel mode)

 Uniform process control: same faceplates, alarming, trend displays, ...
Cost effective application due to exactly tailored RTUs

+ S7-300 for pump station

- ET 200S for Rainwater Overflow B. (temperature range)

High security and availability of the communication

* IT-Security Module (Scalance S)

+ Use of GPRS Technology

ATV M260 reports

- provided by Add-On product ACRON
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SIMATIC PCS 7 TeleControl in Water and Waste Water —
Example — Sewage plant with Pump station/Rain Spillway Basin
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SIMATIC PCS 7 TeleControl in Water and Waste Water —
Example — Sewage plant — Pump station
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SIMATIC PCS 7 TeleControl SIEMENS
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SIMATIC PCS 7 TeleControl —

Summary
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Higher level of integration of the complete plant automation
- Same hardware platform
 Local time stamping in the RTUs

Reduced risk of operation failures
- Uniform user interface (same visualization and operation)

Less Engineering- and Maintenance effort

+ Uniform software platform

+ Powerful BULK Engineering (for 3 party RTUs as well)
* Minimum hardware requirements

Flexible selection of communication media
* Protocols: SINAUT ST7, DNP3, IEC 60870-5-101/-104, Modbus, S7 EDC
- Media: Radio, WLAN, LAN, telephone, satellite, ...

Integration of existing (also 3" party) RTUs = Investment protection
« Support of standardized protocols
* Inclusion into Engineering
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Thank you for your attention! SIEMENS
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Erik Swager

Product manager
SIMATIC PCS 7

PD PA AE PRM-I 2

Oestliche Rheinbrueckenstr. 50
76187 Karlsruhe

Telephone: +49 721 595-2162

E-Mail: erik.swager@siemens.com
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