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When government
regulators come calling,

particularly during and/or
after a cybersecurity event...
they mean business.
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o~ S = Many regulators require utilities to
e s e = proactively self-report cybersecurity

Incidents. This means YOU could be
required to notify authorities of a
breach.
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Regardless of who initiates the
conversation, compliance audits
aren’t fun. And If you're not
prepared, It can be costly.
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Beyond putting public *

safety at severe risk,

the consequences for % P o
utility operators not being U S OHAEE |
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related audits can be
significant. The Executive
Order issued in 2020, now
makes It a requirement
that your systems be
designed to be
“un-hackable.”
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Non-compliance with NERC-
CIP regulations could mean:

- Steep fines for your
business

- Diversion of precious
time/resources to fix what
went wrong

- Potentially long-term
reputational damage to
your company

- Possible negative impacts
on your personal
reputation and/or career




lloT and digitalization have
brought many benefits to
the power industry. But
achieving this added value

has also meant greater
scope and security

coverage in your NERC
CIP Procedures,
Implementation Plans,
and Maintenance
Programs.
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Here are 5 steps

you can take to boost
your confidence level
for that next audit.
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Step 1:

Make smart choices when
selecting your equipment.
Choose products with the
right technology and
protocols built in.
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Step 2:

Partner with a company
who has a distinct focus

on OT communication
networks and the unique
needs of power utilities
and NERC CIP regulatory
requirements.




Step 3:

Routinely conduct a
comprehensive
cybersecurity assessment
to identify potential system [
vulnerabilities. Strive for:

* Clear remediation
recommendations

« Consistent communication
security

* High levels of operational

Integrity : -~h-“-'-'-m
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Step 4:

Set a course to optimize
your communication
networks’ capabilities and
cybersecurity.
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Step 5:

Update your
Implementation and
Maintenance Plans, while
addressing the training
needs of your staff. The
success of any plan rests
on those charged with
maintaining it.




As the global leader for industrial communication
networks, Siemens is the trusted partner for leading
utilities, with deep expertise in power system

requirements and the ability to help utilities stay
out of regulatory crosshairs.




' £ B

(6, ! 3
U

Our RUGGEDCOM hardware and
software are designed around NERC-CIP
requirements and incorporate “Open
Systems Architecture” to make sure our
systems evolve to best-in-class standards
for decades.




Our Network Services
Team assists utilities with
designing future-proof and
secure networks. This is
key when employee
bandwidth is low and

when technology is
outpacing corporate
training program
capabilities.




Our services include:

- Network Health Checks + Cybersecurity Assessments
* Network Design Consultation + Implementation

- Hardware and Software Pre-configuration and Testing

* Embedded Engineers for large project implementations

* Network Certifications + Custom Training — Onsite and Virtual
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platform, and our certified
cybersecurity partners. We
consult with you to implement
“the right solution in the right
place” for full network
protection including:

* Anomaly-based Intrusion
Detection System (IDS)

* Deep Packet Inspection
(DPI)

- Next Generation Firewall
(NGFW)

* Intrusion Prevention System
(IPS)
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Address secure device and remote access through
our RUGGEDCOM CROSSBOW solution. With
administrator-defined Role Based Access (RBA),
CROSSBOW provides activity logging and data
privacy as users connect to remote Intelligent
Electronic Devices (IEDs).
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CROSSBOW is NERCCIP
compliant and feature rich:

» Strong two-factor authentication
through RSA SecurelD,
ActiveDirectory + RADIUS.

- Automated functionality for
device password management,
configuration, firmware version

monitoring, remote connectivity.

» Customizable reporting (i.e. SCADA
vs Real Time Reporting; Engineering
vs Compliance; Inventory and
Configurable Alarming reports).

* Includes data file retrieval so
you are ready with the detalls
regulators require.




Contact us today,

and take the first step In
boosting your confidence
for your next audit, and
protecting your:

- Network

* Brand

* Business

* Career

* Customers

with Siemens'
RUGGEDCOM solutions.

slemenscl.us@siemens.com




RUGGEDCOM

Because Rugged is more than our name.
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usa.siemens.com/ruggedcom



