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Implementation of Security Requirements SIEMENS

Products, Solutions and Services

Products

Ihgev\uf\ty for Ufa

+ Security for control centerse

+ Security for embedded systemse

» Security for engineering toolse

(System \

* Network segmentation

- Data transmission via unsecured networks
* Back up / Restore

- Patch management
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\_° Integration / upgrade of existing systems

AT

Human €

+ Security Know How
« Security Maintenance
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Implementation of Security Requirements SIEMENS

by Defined Process lngenuity for ife
@ gssigEpichs bdew
Technical Assessment B

«  Of existing system

Assessment of Technical Risks
- Based on ISO 27001 requirements

Definition of Measures for the Security Enhancement

- Based on bdew Whitepaper and ISO 27001/ 1ISO 27019 TERTOVL st i

1So|1EC ‘
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Implementation of Security Requirements SIEMENS
by Defined Process lngenuity for Life

Technical Assessment
+ Of existing system
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Implementation of Security Requirements SIEMENS
by Defined Process lngenuity for Life

Assessment of Technical Risks
* Based on ISO 27001 requirements

HEAD OFFICE
VPN for WAMS
| remote support
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Implementation of Security Requirements

by Defined Process

Definition of Measures for the Security Enhancement
- Based on bdew Whitepaper and 1SO 27001/ ISO 27019

- Definition of target state
+ Resulting necessary measures

* Including specific generic blueprints

- Considering organizational setup
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Whitepaper
Anforderungen an sichere Steuerungs-
und Telekommunikationssysteme

White Paper

Requirements for Secure Control and
Telecommunication Systems

Uberarbeitete Version 1.1 0312015:
Angepasste Referenzen auf ISO/IEC 27002:2013 und ISO/IEC TR 27019:2013

BDEW Bundesverband der Energle- und Wasserwirtschaft o.V.

SIEMENS
lngenuity for tife

CONCEPT

SIEMENS

Kelag/Siemens Secure Substation
MaRnahmen zur Erhéhung der IT-Security
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Implementation of Security Requirements
First Project in 2015

Improvement of Security of Installed Base
Systematic analyses/ expansion of
already implemented security measures
Maintain compatibility with existing systems
With reasonable efforts for both parties

SIEMENS
lngenuity for tife

Implementation of Recommendations and
Measures According to

bdew-Whitepaper

ISO 27001 (1ISO 27002 + 1SO 27019)
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"= Bundesministerium
Inneres

Security Precautions — Framework

Siemens — 27. Juni 2019

NIS-Regulation

NIS-Fact Sheets

Sector-Specific
Security Standards
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Walter Wutzl
Head of Digital Grid Products
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