




Examples of Siem ens Industrial N etwork  Security��
Assessments

Customer: U.S. Industrial Manufacturing Facility

Assessment period: One week

Methodolog y: A security assessment of network��
documentation , passwords, architecture, switches, routers,��
fi rewalls, encryption, computers, servers and other devices 
was completed. Data communicat ion was verified with 
traffic analysis and network health information from all��
devices was evaluated.

Deliverable: The near 50-page assessment report provided��
network  health results, traffic load of the network,  a network��
validation checklist, data communication  results and��
recommendations on futu re enhancements to further secure��
the network and eliminate potent ial vulnerabilities.

Customer: U.S. Electric Utilit y Company

Assessment period: Two months

Methodolog y: The security assessment included interviews��
with  engineers, technicians, IT and management. The 
security was evaluated for physical access. The network was 
assessed with  packet captures, logs, configuration files and 
network  scanning tools. Systems evaluated included worksta-
tions, servers, switches, routers, fi rewalls, encryption and 
cellular devices.

Deliverable: The assessment report (less than 100 pages)��
provided a comprehensive analysis of the current security��
posture and a prioritized list of recommendations.

Real-world cyberatt acks

A leading supplier of aluminum products in �1�R�U�W�K���$�P�H�U�L�F�D�Q��and 
European markets, Norsk Hydro, was hit by a��cyberattack in 
2019. They were forced to shut down several��automated 
product lines. According to the report, "the��impact was 
widespread as several plants in the US and��Europe were stopped 
due to a lack of ability to connect to��production systems and 
customs data."1

In recent years, global leaders Merck (pharmaceuticals) and��
Mondelez (Oreo, Ritz and other food brands producer)��
experienced cyberattacks. Merck lost nearly $700M and��
Mondelez over $100M in damages. In addition, they��
encountered claim denials from Insurers.2

Critical infrastructure continues to be a target for hackers. A 
long-running campaign recently put hackers����inside the control 
rooms of U.S. electric utilities where they could have caused 
blackout�V������The strategic importance of critical infrastructure to 
national security and a functioning society can lead to an 
increase in the frequency and intensity of cyberattacks on those 
facilities.3

These are just a few attacks that have been reported. There are 
many other examples, some not reported as companies often 
try to handle them discreetly.

Sources:
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3www. wsj.com, Russian Hackers Reach U.S. Utility Control Rooms,��
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Or visit us online to learn more: 
usa.siemens.com/n etwork-secu rity
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The technical data presented in this document is 
based on an actual case or on as-designed 
parameters, and therefore should not be relied upon 
for any specific application and does not constitute 
a performance guarantee for any projects. Actual 
results are dependent on variable conditions. 
Accordingly, Siemens does not make representa-
tions, warranties, or assurances as to the accuracy, 
currency or completeness of the content contained 
herein. If requested, we will provide specific 
technical data or specifications with respect to any 
customer‘s particular applications. Our company is 
constantly involved in engineering and develop-
ment. For that reason, we reserve the right to 
modify, at any time, the technology and product 
specifications contained herein.
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twitter.com/siemensindustry
youtube.com/siemens

Industrial Networks
Professional Services

Certified professionals with 
the ongoing commitment to 
continuing education.

Knowledge of Industrial 
Ethernet standards.

Learn more:

Network Security:
usa.siemens.com/network-security
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Industrial Networking:
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