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Hvordan kommunikerer vi i dag?

Traditionelt setup:

• SCADA↔ PLC er pollet kommunikation

• MES ↔ PLC er eventbaseret

• PLC ↔ PLC er cyklisk eller eventbaseret

SIMATIC
S7-1510

SIMATIC
317

S7-Comm
Socket

S7-Comm
Socket
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MQTT - teknisk introduction
Architecture

• Dekoblet kommunikation fra 1 til mange

• Publisher/Subscriber and Broker

• Topic’s and Message’s  



MQTT - teknisk introduction
IEC62443 Security

• Broker i DMZ, hvis man vil lave OT/IT-kommunikation

• Mulighed for TLS transport kryptering

• Brugernavn, password, topic og beskyttelse



MQTT - teknisk introduction
Cool Stuff

Last will…

• The broker detects an I/O error or network failure

• The client fails to communicate within the defined Keep Alive period

• The client does not send a DISCONNECT packet before it closes the network 

connection

• The broker closes the network connection because of a protocol error
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OPC UA - teknisk introduction
Architecture

Kommunikation 1 til 1, eller 1 til mange (serverafhængig)

Client Server-baseret

Forskellige måder at hente data på

• Read/Write

• Subscription

• Registered read/write

• Method call (konsistent dataoverførsel)



OPC UA - teknisk introduction
IEC62443 Security

• OPC UA server i DMZ, hvis man vil lave OT/IT-kommunikation

• OPC UA server i OT-net ved ren OT-kommunikation

• Mulighed for TLS transport kryptering

• Brugernavn, password og beskyttelse



OPC UA - teknisk introduction - Cool stuff

OPC UA GDS

Change certificates 

“OnTheFly”

Server
RUN

OPC UA Alarms and
Conditions – Technical 
terms

GENERATES 

ALARM

• Incoming

• Outgoing

• Comment

• Acknowledge

GENERATES 

ALARM

• Incoming 
(Acknowledged)

• Outgoing

GENERATES 

EVENT

SIOME modelling editor



OPC UA - teknisk introduction - GDS Push

Part 12 – Push Certificate Mgmt.
IEC 62443-3-3 

?

TIA Portal V17 and S7-1500 FW 2.9 implements 

Certificate Push for the PLC’s OPC UA server 
2.9
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Workflow MQTT vs OPC UA

Implementering

• Use case med data fra en

standard maskine

• Hvordan implementerer vi 

løsningen? Fordele og ulemper



Workflow MQTT vs OPC UA

Define data 

format encoding

Implement 

LMQTT_client

Implement data 

Encoder 

Map data to 

Encoder 

Test 

Implementation

Test 

Datamapping

Companion 

Specification

Bind data to 

model

Import in TIA

Test 

Datamapping

Define data 



Workflow MQTT

Defining the data format

• MQTT is intended as a transport, not a protocol

• Encoding: XML, JSON, CSV….

• Format: “machine name”? - Object or Values

Implement 

LMQTT_client

Implement data 

Encoder 

Map data to 

Encoder 

Test 

Implimentation

Test 

Datamapping

Define data 

Define data 

format encoding 



Workflow MQTT

Implement 

LMQTT_client

Implement data 

Encoder 

Map data to 

Encoder 

Test 

Implimentation

Test 

Datamapping

Define data 

Define data 

format encoding 
Implement LMQTT_Client

• Setup how often the PLC should send data

• Setup error logic 



Workflow MQTT

Implement 

LMQTT_client

Implement data 

Encoder 

Map data to 

Encoder 

Test 

Implimentation

Test 

Datamapping

Define data 

Define data 

format encoding 
Implement LStream

• JSON

• Implement defined format



Workflow MQTT

Implement 

LMQTT_client

Implement data 

Encoder 

Map data to 

Encoder 

Test 

Implimentation

Test 

Datamapping

Define data 

Define data 

format encoding 
Map data

• Find the datapoints and 

map the to the Encoder 



Workflow MQTT

Implement 

LMQTT_client

Implement data 

Encoder 

Map data to 

Encoder 

Test 

Implimentation

Test 

Datamapping

Define data 

Define data 

format encoding 

Unit and integration test 

• TIA Portal Test Suite Advance 

https://www.youtube.com/watch?v=3H0Cnyvpcg0

https://www.youtube.com/watch?v=3H0Cnyvpcg0


Workflow MQTT
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Workflow MQTT

Implement 

LMQTT_client

Implement data 

Encoder 

Map data to 

Encoder 

Test 

Implimentation

Test 

Datamapping

Define data 

Define data 

format encoding 
Reuse of code



Workflow MQTT vs OPC UA

Define data 

format encoding

Implement 
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Workflow OPC UA

De forskellige steps for at 

lave modelleret interface

Companion 

Specification

Bind data to 

model

Import in TIA

Test 

Datamapping

Define data 



Workflow OPC UA

Her beskrives brug af SIOME. Det er databrugeren, 

som definerer de ønskede maskindata

• SIOME er et gratis værktøj, som kan hentes på SIOS.

• SIOME skal ikke installeres. Det er bare en fil, som

eksekveres.
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Bind data to 
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Import in TIA

Test 

Datamapping

Define data 



Workflow OPC UA
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Workflow OPC UA

Companion 

Specification

Bind data to 

model

Import in TIA

Test 

Datamapping

Define data Definition af ønsket interface og datatyper

• Her laves typen som en samlet datatype



Workflow OPC UA

Companion 

Specification

Bind data to 

model

Import in TIA

Test 

Datamapping

Define data Eksport af model fra SIOME

• Filen, som skal gives til maskinbygger eksporteres



Workflow OPC UA

Companion 

Specification

Bind data to 

model

Import in TIA

Test 

Datamapping

Define data Maskinbygger bruger modellen

• Der laves et antal instanser af typen, ift. antal maskiner

• Binding af data gøres i SIOME eller i TIA. Her benyttes

SIOME



Workflow OPC UA

Companion 

Specification

Bind data to 

model

Import in TIA

Test 

Datamapping

Define data Importer modellen i TIA

• Den mappede model skal eksporteres fra SIOME

• Efterfølgende importeres den i TIA



Workflow OPC UA

Companion 

Specification

Bind data to 

model

Import in TIA

Test 

Datamapping

Define data 
OPC UA setup

• Husk at aktivere og opsætte OPC-serveren i PLC



Workflow OPC UA

Companion 

Specification

Bind data to 

model

Import in TIA

Test 

Datamapping

Define data Test interfacet

• Man kan med OPC UA Expert teste sit interface



Workflow OPC UA

Companion 

Specification

Bind data to 

model

Import in TIA

Test 

Datamapping

Define data Fejlkilder

• Hvis mapped data er forkerte, eksempelvis ved flere

maskiner i samme PLC.

Genbrug

• Modellen kan genbruges uden videre i flere PLC’er.

• Hvis navngivning af mappede data er ens, kan modellen

med data genbruges.
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Hvad bringer fremtiden?

MQTT og OPC UA smelter sammen

- det bedste fra begge verdener

• Dekoplet kommunikation

• Standardiseret dataformation

• End-to-end encryption



Kontakt

Jesper Kristiansen

jesper.kristiansen@siemens.com

Morten Kromann

morten.kromann@siemens.com




