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Agenda

Hvordan kommunikerer vi | dag
MQTT - teknisk introduktion
OPC UA - teknisk introduktion
Workflow - MQTT

Workflow - OPC UA

Fremtiden
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Hvordan kommunikerer vi | dag? _
Traditionelt setup: -

+ SCADA < PLC er pollet kommunikation

- MES < PLC er eventbaseret -
* PLC < PLC er cyklisk eller eventbaseret

---
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Hvordan kommunikerer vi | dag
MQTT - teknisk introduktion
OPC UA - teknisk introduktion
Workflow - MQTT

Workflow - OPC UA

Fremtiden

SIEMENS



MQTT - teknisk introduction
Architecture

Dekoblet kommunikation fra 1 til mange

Publisher/Subscriber and Broker

Topic’s and Message’s

SIEMENS



MQTT - teknisk introduction
IEC62443 Security

Broker | DMZ, hvis man vil lave OT/IT-kommunikation
Mulighed for TLS transport kryptering

Brugernavn, password, topic og beskyttelse

SIEMENS



MQTT - teknisk introduction
Cool Stuff

Last will...
The broker detects an I/O error or network failure
The client fails to communicate within the defined Keep Alive period

The client does not send a DISCONNECT packet before it closes the network
connection

The broker closes the network connection because of a protocol error
SIEMENS
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Hvordan kommunikerer vi | dag
MQTT - teknisk introduktion
OPC UA - teknisk introduktion
Workflow - MQTT

Workflow - OPC UA

Fremtiden

SIEMENS



OPC UA - teknisk introduction
Architecture

Kommunikation 1 til 1, eller 1 til mange (serverafhaengig)

Client Server-baseret Client 2
Forskellige mader at hente data pa 1
Read/Write

Client 1 OPC-UA server Client 4
Subscription

Registered read/write 1

Method call (konsistent dataoverfarsel) Client 3
SIEMENS



OPC UA - teknisk introduction
IEC62443 Security

OPC UA server | DMZ, hvis man vil lave OT/IT-kommunikation
OPC UA server 1 OT-net ved ren OT-kommunikation
Mulighed for TLS transport kryptering

Brugernavn, password og beskyttelse

SIEMENS



OPC UA - teknisk introduction - Cool stuff

OPC UA Alarms and OPC UA GDS SIOME modelling editor
Conditions — Technical

terms Change certificates
“OnTheFly”

GENERATES
EVENT

GENERATES
ALARM

* Incoming
(Acknowledged)

+ Qutgoing

GENERATES
ALARM

* Incoming

+ QOutgoing

+ Comment

* Acknowledge

SIEMENS




OPC UA - teknisk introduction - GDS Push

IEC 62443-3-3

5.11 SR 1.9 - Strength of public key authentication
5.11.1 Requirement

For control systems utilizing public key authentication, the control system shall provide the
capability to:

ServerConfiguration

a) validate certificates by checking the validity of the signature of a given certificate; +

b) validate certificates by constructing a certification path to an accepted CA or in the case of
self-signed certificates by deploying leaf certificates to all hosts which communicate with
the subject to which the certificate is issued;|«

validate certificates by checking a given certificate’s revocation status;

establish user (human, software process or device) control of the corresponding private
key; and

map the authenticated identity to a user (human, software process or device). ™

1A TIA Portal V17 and S7-1500 FW 2.9 implements

1/ . Certificate Push for the PLC’s OPC UA server SIEMENS
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Workflow MQTT vs OPC UA

Implementering

» Use case med data fra en
standard maskine

* Hvordan implementerer vi
lgsningen? Fordele og ulemper

A B
1 lname type
2 Total count Dint
s |[Error_count Dint
4 |Good count Dint

SIEMENS



Workflow MQTT vs OPC UA

B

1 nhame type
2 Total count Dint
s |[Error_count Dint

4 Good_count Dint
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Workflow MQTT

Defining the data format

- MQTT Is intended as a transport, not a protocol
* Encoding: XML, JSON, CSV....

- Format: “machine name”? - Object or Values

U0 M

SIEMENS



Workflow MQTT

Implement LMQTT_Client

» Setup how often the PLC should send data

* Setup error logic

SIEMENS



Workflow MQTT

Implement LStream

- JSON

* Implement defined format

SIEMENS



Workflow MQTT
MName Data type Start value Retain Accessible from HMICOPC LY

<@ T Siatic
<1 = Total_count Dint
3 <= Error_count Dint
Define data LT Good_count Dint

Define data M ap d ata

format encoding

implement Find the datapoints and
LMQTT_client
LStream_typeElement map the tO the EnCOder

Implement data The PLC data type "LStream_typeElement” keeps the data/objects of the JSON
Encoder and XML data streams in a format that can be used by the SIMATIC S7 Controller.
is held in a key-value pair. In addition, there is the hierarchical depth of

the type identifier of the
orresponds to an undefi X
Test When the UDT ed in the context of a JSON structure, 0 represents an

. . ect, : nts a string, 3 represents a number
|mp||mentat|0n und 4 represents a Bool

When the UDT is used in the context of an XML s 0 represents an
element, 1 represents an attribute, and 2 represents a text.

_ Mame of the key

TeSt i Mame of the key value
Datamapping

SIEMENS



Workflow MQTT YouTube

https://www.youtube.com/watch?v=3H0CnyvpcgO

Unit and integration test

* TIA Portal Test Suite Advance

e,

SIEMENS


https://www.youtube.com/watch?v=3H0Cnyvpcg0

Workflow MQTT

Define data L “id" : "Machinefl",
- "ErrorCount” :
Q) MQTT "GoodCount”™ :

Define data "TotalCount”
format encoding |

Implement
LMQTT_client

Implement data

Encoder ¢ fl, B = | Keep actualwalues | Snhapshaot ._‘3-"1- A Copy snapshots to start value:
MachineData
Marne ita ype Start walu fMaonitor value Retain

Map data to ———
S[E08E] 0 = * machinell lachinelF"

nt
Test - : 5 L nt
Implimentation 34 otalCoun nt

lachine|F"
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Workflow MQTT

Reuse of code

e,
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Workflow MQTT vs OPC UA

B

1 nhame type
2 Total count Dint
s |[Error_count Dint

4 Good_count Dint
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Workflow OPC UA

De forskellige steps for at
lave modelleret interface
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Workflow OPC UA

Her beskrives brug af SIOME. Det er databrugeren,

- som definerer de gnskede maskindata
- - SIOME er et gratis veerktgj, som kan hentes pa SIOS.

+ SIOME skal ikke installeres. Det er bare en fil, som
eksekveres.

SIEMENS



Workflow OPC UA

SIEMENS
. Y H - = N : Editing teurrent) = = il -
Define data mespaces e ,

formation model Attributes / References Namespaces Validation
-

Ho details OPC UA Attributes Additional OPC UA Attributes

Bind data to Add Namespace
model

http//MyExample. com

Import in TIA Layout DPC UA modeling

tes / References Namespaces Walidation

Test :
Datamapping 2021-11-23T 00 00007

SIEMENS



Workflow OPC UA

Definition af gnsket interface og datatyper
Her laves typen som en samlet datatype

Define data

Bind data to . \dentityMapinaRuleT
7 IdentityMappingRuleType
model . o b-"e--"-.f'aIJ:JeF'air ! ¥ op¢ Mamespaces
0 http:ffopcfoundation.org/UaAS
Import in TIA g ModelChangeStructureDataType B Al | .
1 YiMyExample.com
* & MonitoringFilter http:/ =
et TotalCount {Int32)

i ErrorC t {Int32
Datamapping rrorCount (Int32) B 8
GoodCount (Int32)

F MetworkdddressDataType

name type
2 |Total count Dint
s |[Error_count Dint
Good count Dint

SIEMENS



Workflow OPC UA

Eksport af model fra SIOME

Define data

Filen, som skal gives til maskinbygger eksporteres

Bind data to Export XML

model

Import in TIA

Test
Datamapping

Local Disk (C:) Frojekter
- Marme

IFIMET_Analyzer Xh400_V1,04,060 5E

* Expartaxml

SIEMENS



Workflow OPC UA

Maskinbygger bruger modellen

Define data

Companion
Specification

Import in TIA

Test
Datamapping

Der laves et antal instanser af typen, ift. antal maskiner

Binding af data gares | SIOME eller i TIA. Her benyttes

SIOME

Information model QR ETREEI TIA Portal

¥ lop¢ Root
¥ lope Object:
e
¥ @ MyMachinelnstance
» <@ MachineData01
» < MachineData02
* < MachineData03
» <@ MachineData04
* <@ MachineData05
* <@ MachineData06
¥ <40 MachineData07
<@ ErrorCount
<@ GoodCount
<@ TotalCount

» @ Server

TIA Portal ¥ % & S TIA Portal-Detail
ap17 (connectec))

F-1 PN}

3_bloc]

“~ MachineData

0Pt Root

MyMachinelnstance
MachineData01
MachineData02
MachineData03
MachineData04
MachineData05
MachineData06
MachineData07

< ErrorCount
< GoodCount
<0 TotalCount

SIEMENS



Workflow OPC UA

Define data Importer modellen i TIA

Den mappede model skal eksporteres fra SIOME

Companion
Specification

Efterfglgende importeres den i TIA

Bind data to

model
new server interface
Export XML
Import XL file:
ChProjektan NT Siomea WabinarExport.xml
Test
Datamapping Select namespace

More

» Additional information

cancel

SIEMENS




Workflow OPC UA

OPC UA setup

Define data

Companion
Specification

Bind data to
model

Test
Datamapping

Husk at aktivere og opseette OPC-serveren i PLC

General

tags

System constants

General

Accessibility of the server

Alarms and Conditions

: Update interface g Generate local data

OPC UA server interface

0

DINT
DIMT

DIMT

A
-

SIEMENS



Workflow OPC UA

Define data Test interfacet

PC UA
N

Companion
Specification

Man kan med OPC UA Expert teste sit interface

Bind data to
model

Import in TIA

., = ' al values ¢ g i o pshots to startw

MachineData

ita type Start value monitar walue Retain

lachinelF"
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Workflow OPC UA

Fejlkilder

- Hvis mapped data er forkerte, eksempelvis ved flere
maskiner | samme PLC.

Genbrug

Sl L
Ko

* Modellen kan genbruges uden videre i flere PLC’er.

* Hvis navngivning af mappede data er ens, kan modellen
med data genbruges.
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MQTT - teknisk introduktion
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Workflow - MQTT

Workflow - OPC UA
Fremtiden
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Hvad bringer fremtiden?

MQTT og OPC UA smelter sammen
- det bedste fra begge verdener

Dekoplet kommunikation
Standardiseret dataformation

SIMATIC 57-1500 SIMATIC 57-1500

End-to-end encryption

LOpcUa_ | — ~ | LOpcUa_
PubMaqtt SubMgtt

Publisher Subscriber
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TIPS OG TRICKS PA YOUTUBE

Industry
Information
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WEBINARER MED INSPIRATION, VIDEN OG VARDI

Industry
Information
Live

Demo

NYHEDSBREVE TIL INDUSTRIEN
UDKOMMER 8-10 GANGE OM ARET
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