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SIMATIC WinCC Unified System
The DNA for the future of visualization

Technology Scalability Everywhere

- Native Web Technology * One Engineering -« On Premise
HTMLS, SVG, » Unified Comfort Panels - Unified @Cloud
JavaScript : - -

* WiInCC Unified PC e Unified @Edge

» Device independent : _

« Collaboration . M|ndSphere Apps

* Object oriented —
HMI
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SIMATIC WinCC Unified System
Platforms

s
ol = ' LT

SIMATIC WinCC Unified SIMATIC HMI SIMATIC WinCC Unified SIMATIC WinCC Unified

View of Things Unified Comfort PC for Industrial
Panels Edge
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SIMATIC WInCC Unified System —
Overview — TIA Portal V17

Platform E—

'—a B

= ==

0]

SIMATIC WinCC. Unified SIMATIC HMI SIMATIC WinCC Unified

View of Things Unified Comfort PC

57-1500 Panels
- .

Engineering
(in TIA Portal)
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SIMATIC WinCC Unified System —

One common HMI platform

Faceplates
Use the same faceplates for
Panel- and PC Systems.
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Types

Controls
a7

i

= |1}

Controls
Common Ul Controls for Panels
an PC to ensure the best Usability.

Screen structure
Consistent structuring of screens
with picture windows.
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SIMATIC WinCC Unified V17
License Compatibility Engineering - New Customers

WinCC Unified (TIA Portal) V17 WinCC (TIA Portal) V17

Engineering System Unified Unified Comfort WInCC RT WInCC RT

o+ valid for (V16..V17) Comfort PC Runtime EES Advanced Professional
Panels

PC (max.) v " (max.) » v v " (max.)

PC (100K) v " (100K) 4 v v " (max)

PC (10k) v/ v (10K » v/ v/ X

Comfort? v X » v X X

1 minimum license for WinCC Unified View of Things

New customers WinCC Unified:
The license of WinCC Unified (TIA Portal) is also valid for engineering using WinCC (TIA Portal).

This applies for versions >= V16.

Note: No parallel installation of WinCC Professional ES and WinCC Unified ES !
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| WinCC Unlfled Comfort Panels
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SIMATIC HMI Unified Comfort Panels
Portfolio

Comfort Panels Unified Comfort Panels
12 devices (Key and touch) 6 devices (Multitouch)
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SIMATIC HMI Unified Comfort Panels
Multitouch from 7" to 22"

MTP 700 MTP 1000 MTP 1200 MTP 1500 MTP 1900 MTP 2200
800 x 480 1,280 x 800 1,280 x 800 1,366 x 768 1,920 x 1,080 1,920 x 1,080
7.0" 10.1" 12.1" 15.6" 18.5" 21.5"

MTP = Multi-Touch Panel
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SIMATIC HMI Unified Comfort Panels
Resolution and mounting compatibility

Comfort Panel

Unified Comfort Panel

Page 11

4.3"
480 x 272 800 x 480
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7.0"

7.0"
800 x 480

9.0"
800 x 480

9" ->10.1"
1,280 x 800

Enlarge
Cut-Out

12.1"
1,280 x 800

12.1"
1,280 x 800

15.4"
1,280 x 800

15.6"
1,366 x 768

Mounting
frame 1)

18.5"
1,366 x 768

18.5"
1,920 x 1,080

Mounting
frame 1)

21.5"
1,920 x 1,080

21.5"
1,920 x 1,080

Mounting
frame 1)

1 Available after product release

SIEMENS



SIMATIC HMI Unified Comfort Panels —
Standard- and Neutral design version

Standard design
Silver frame — With Siemens branding

Neutral design
Black frame — No branding

! /S
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SIMATIC HMI Unified Comfort Panels
Connectivity

2 Port PROFINET Switch
1 IP address 100 Mbit

1 Port Ethernet
1 IP address 100 Mbit/1 Gbit

Serial
(422, 485) to support 3" party PLCs?

> 4x USB 3.0
Support of USB Hardware e.g., printer,

2x SD-Card
Data card for files, logs and customer data

System card for automatic backup

Reset Button
Set device to reset mode

1 Available after device release via CSP
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Page 14

Great usability

in a brilliant way
Capacitive Multitouch
technology combined

with bright colors and (5

excellent readability

Security

Integrated
From access control and encrypted
communication to security patches.

Everything is inside @
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SIMATIC HMI Unified Comfort Panels —
Highlights

Size doesn’t
matter

Same interfaces and functionality
for all devices from 7" to 22"

o

Everything
under control

Full commissioning within
TIA Portal. No IT-management

necessary I—-.i-—l

The power

to do more
Realize larger applications thanks
to increased system limits

')

Ready for the future

as of today

Take full advantage of WinCC
Unified with a Modern UlI,
openness and full scalability

P
[ 4

Need more?

Add Apps!

Use Siemens Industrial Edge to
extend standard functionality by
edge apps _‘

Ead

Comfort DNA

remains

Well known Comfort Panel
features like automatic system
backup remain —

(Q
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SIMATIC HMI Unified Comfort Panel
Increased system performance

Comfort Panel Unified Comfort Panel

7-12"/15 - 22" 7-12"/15 - 22"
PLC-Connections 8 16
Tags 2048/ 4,095 soco INcreased quantity structure
Alarms 4,000 / 6,000 9000 from 7" to 22"
Logs 50 50
Logging Tags 2,048 5,000  Doubled quantity structure
Scripts 100/ 200 600 compared to Comfort Panel
Trends 300/ 400 600
Trends per Trend Control 8 20 Differentiation Only for
Text-/Graphic list 500 750 tags and ObjECtS per screen
Screens 500/ 750 1,200
- Objects per screen 400 / 600 800/ 1,200
- Tags per screen 400 600 / 800
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SIMATIC HMI Unified Comfort Panels
Optimized usability with Multitouch gestures

Intuitive operation for industrial applications

* Usability is similar to smartphones

Modern design with new robust hardened glass front
Glove operation

Anti-reflective and brilliant glass for better readability
Detection of fault operations e.g., heel of hand

High electromagnetic compatibility (EMC)

SIMATIC HM

Gestures and Multitouch

* Gesture detection control to define actions
e.g., swipe gesture for screen change
« Zooming and panning for more details
in trend control, web control and document viewers
« Scroll in lists e.g., alarm control, text lists, documents
« 2-Hand Operation
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SIMATIC HMI Unified Comfort Panel
PROFINET, Ethernet Interfaces

Integrated Switch
2 Ports

S7/S7+ Communication
MRP / HSYNC

PN Basic Services
(assign name, IP,..)

Project Download via PN

Gigabit Interface

1 Ports
* Project download and Firmware
— Update via Ethernet
O O = «  Sm@rtServer (VNC) Access
m *  Web Browser

1T * Network Access
Hgggg \ « Edge Management and Apps

. rd i
PROFINET | ETHERNET 3@ Party PLC via CSP  sios

(e.g. Modbus RTU)

Full connectivity for both ethernet interfaces

(109779920)

Page 17
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https://support.industry.siemens.com/cs/ww/de/view/109779920

SIMATIC HMI Unified Comfort Panel
System architecture

SIEMENS SIMATIC HMI

Control Panel
Device Model HMI RT

Operation System

S
o)
S
L
©)
@)
Ll

Applications e.g., Jil
VLC, Chrome

EDGE RT

Hardware

SIEMENS
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SIMATIC HMI Unified Comfort Panel
Completely new designed control panel

SIEMENS SIMATIC HMI SIEMENS SIMATIC HMI

Networks and Internet | Network settings

Enable PROFINET IO

[+/] Fnable PROFINFT 10 on PN-X1

PROFINET

PROFINE] device name:
Converted device name: |panelxb19546
MAC address:  |08-00-06-¢2-b1-a0

IP address

« New look for the Control Panel - optimized for touch devices
» User has only access to control panel Ul — not operating system Ul
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SIMATIC HMI Unified Comfort Panels
Pre-Installed Applications

Preinstalled and ready to use applications
- Web browser: Google Chrome

* Media Player. VLC Media Player

- Office Software: Libre Office

- PDF Viewer: Okular

Start applications from Runtime
using system functions or control panel

Switch between Runtime and Apps
with the new taskbar
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SIMATIC HMI Unified Comfort Panel
former “Option+” — now integrated as standard

System and diagnostics information
» Display and modify IP addresses in Runtime

« Display panel type, MFLB, serial number, firmware and
TIA Portal version

)
Security
« Activation and deactivation of USB, SD card
Included functionalities - Activation and deactivation of network interfaces
(former “Option+7)  Uninstallation of all programs possible
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SIMATIC HMI Unified Comfort Panel
Increased flexibility by openness

Page 22

Unified

o]
. e
WinCC
.. o:ﬁng ..
¢¢
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3rd
Party
apps

TIA Portal Openness

- Enables automated
engineering for Panel and
PC-Systems

Runtime Openness

+ Local access
to HMI Runtime Tags
via OpenPipe

+ Custom Web Controls
for more flexibility

Application Openness

+ Preinstalled applications

- Siemens Industrial Edge
to expand the standard
functionality

Hardware Openness
* More flexibility
with ready to use
USB hardware
e.g., printer

SIEMENS



SIMATIC HMI Unified Comfort Panels
Remote control

Synchronous Access
via app (VNC)
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Asynchronous Access
via browser (web-client)

e

[t

Illi ©

Remote
control e

=
a _

o

i ©
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WinCC Unified — Collaboration
Establish distributed configurations

Unified Comfort Panel & PC

Enabler for distributed system
architectures with panel and PC systems

Modular and decentralized production
units collaborate by sharing information
between Unified stations

Direct access to screens of different
units e.g., for line supervision

Flexible configuration scenarios by sharing

screens, tags, alarms and parameters. Preview
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WinCC Unified — Collaboration
Use Case — Line supervision

Unified Comfort Panel & PC

Avoid duplicate engineering
by linking existing screens

Create combined overviews
e.g., for line supervision

Flexible setup of distributed configurations

Flexible configuration scenarios by sharing screens.
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SIMATIC HMI Unified Comfort Panels
Security integrated

Deactivate/activate interfaces

* Mass storage (USB/SD) via Control Panel

* Ethernet/PROFINET via Control Panel or RT System functions
+ SNMP and Transfer via Control Panel

SIEMENS SIMATIC HMI

Deactivate/activate applications
« All Applications can be deactivated
+ EDGE is deactivated by default

Security Updates
Firmware updates with TIA Portal or SIMATIC Automation Tool

Further information: Security guidelines

for SIMATIC HMI devices SIOS 109481300 Device security
* Runtime User management (username — password)

also for control panel
« Control panel instead of OS GUI
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https://support.industry.siemens.com/cs/document/109481300/security-guidelines-for-simatic-hmi-devices?dti=0&lc=en-WW

SIMATIC HMI Unified Comfort Panels —
Starter Kits

Hardware Starter-Kit

* Device

« WInCC Unified V16 Comfort

* 1,5 m Profinet cable
 Memory Card (32 GB)

* Protective film

* Device-Managed Edge license
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| Edge @, Unlfled Comfort Panel

14. september 2021
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Overall plan — Not all features available as of today

Technology & Portfolio
Central-Managed Edge vs Device-Managed Edge

Device Managed Edge Centrally Managed Edge
Locally on device On-Premises / On-Cloud / On-MindSphere
-
*  Subset of full “manageability” App-Store \ —/ * App Management
* Local app orchestration oo * Device Management
« Basic Device Management l * Full functionality of app store
— Edge Apps
Available Features: = - Available Features:
v" Installation and Uninstallation Iﬂ- 3’ :‘ ?‘ Edge v On- and Offboarding of devices
i Management
of Edge Apps on the device =% | | | | | | Systeg] v Diagnostic Information
v" Update of Edge Apps t t 1 -’ B’ | On-Premises v App Version Management
Via
Y Startand Stop of Edge Apps webserver * » *» E v Installation and Uninstallation
v" Diagnostic information of all of Edge Apps (Remote)
currently running Edge Apps B (N (. £ ‘>> v Start and Stop Edge Apps
v Remote or local access via a— amm— amm = - = l’)} (Remote)
webserver ngineering station I ‘ |- & = v App Diagnosis (Remote)
= B = gm @ zed devi
g 4E0 oo III‘ v Customized device groups

v" Deploying of Security Patches
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SIMATIC HMI Unified Comfort Panel
Device managed Edge concept

Enable Edge functionality Device managed Edge App management
Directly in control panel Web application running on the panel Manage apps locally
Apps \ SIMATIC Edge . . -
SIMATIC Edge < SIEMENS EDGE ‘|-N| 4 f‘
[ZIEnable SIMATIC Edge . e A | Install Offine
Apps R N o_ D

No fils added.
Signature (Optional)
R

Docker Compose i PPublic Key (Optional)
~® manually © Upload

Public key value

Edge Apps resources are limited regarding processor and memory usage

Resources are reserved for WinCC Unified Runtime to ensure best performance
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Device-Managed Edge
Avalilable Resources on Unified Comfort Panel

SIEMENS SIMATIC HMI

Technical Specification

4_

* App creator Publisher
» Deployment Local

; - App memory 4 GB
. Working memory 800 MB

_ Load 50% of Panel CPU

_ Max Installed Apps 6
Operation system _
Max Apps in RUN 4

Control panel

EDGE App
EDGE App
EDGE App

S
)
=
L
O]
(@)
L

VLC, Chrome

Applications e.g., Jil

EDGE RT

Hardware

Runtime performance is secured by process isolation (reserved hardware resources).

SIEMENS
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Device-Managed Edge Licensing —
Unified Comfort Panel

Demo, Test and Development Productive Usage

+ Siemens Industrial Edge is part of every * As soon as the device is in productive usage a certificate
Unified Comfort Panel by default of license will be required for each Unified Comfort Panel

+  Simply activate the Edge functionality in the Control Panel * No need for license transfer

* No need for a separate software package * Version independent
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SIMATIC HMI Unified Comfort Panels
Communication

SIMATIC HMI

SIEMENS

OpenPipe Communication between
HMI Runtime and S7-
Controllers via X1-
Interface

Communication between
Edge-App and Ethernet

via X2-Interface m m

SRS Container FS B II
@ Operating System o

Hardware

EDGE App
Container

Access to Automation level only via Unified Comfort Panel Runtime!

SIEMENS
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Industrial Edge Apps for Unified Comfort Panel
Official SIMATIC Apps

Performance Insight Energy Manager Inventory Notifier

Transparency & Analysis Energetic Analysis & Automation Device Notifications
Optimization Overview

Analyze and optimize machines  Define key performance Scan and visualize the existing Configure notification rules and

based on individual key indicators or use pre-defined automation devices of your monitor the variables stored in

performance indictors (KPIs) e.g. dashboard to monitor and machines and plant via web app. the Data Service Configurator to

Overall Equipment Efficiency, analyze media consumption, The detected automation generate globally accessible
costs and the corresponding components will be visualized notifications in case of an event.

Quiality or Output. at ( _ SV
CO2 emissions. via overview, detail view or

statistic view.

SIEMENS
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Add Users to the Panel and open the Edge Management
Add Users to the Panel

. Create the User in the TIA Portal project

‘ Download the project to the Panel

‘ Open the SIMATIC Edge on the Unified Comfort Panel

Apps \ SIMATIC Edge

SIMATIC Edge The Users for the AppS on the
7] Enable SIMATIC Edge Unified Comfort Panel need to be
created in the TIA Portal project.

The Industrial Edge Management
IS opened via the Board.
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Add Users to the Panel and open the Edge Management
Login to the Industrial Edge Management

. Login to the Unified Comfort Panel

H siemens Industrial Edge x  + X
< C {+ A Notsecure | hitps://127.0.0.1/hmi/edge/app/apps ¥ O
i Apps
SIEMENS Industrial Edge Management |

No apps available.

Sign up
Verification Code
& Certificate

© Siemens AG, 1996 — 2019 Version 1.0.0.102
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The Users created in the TIA Portal
project are the same Users that the

apps on the Unified Comfort Panel

work with.
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Install the App on the Unified Comfort Panel

Install Offline

. Install the *.app file

B siemens industrial Edge x4+

<« C ¥ A Notsecure | hitps://127.0.0.1/hmi/edge/app/apps

B Apps
< SIEMENS

as Install Offline
ut AP
” Management O Storage Media @ Browse

App File

Industrial Edge Management \

* O

~ a 2

- I

bl statistics Performancelnsight_0.0.24.app
' Settings
Signature (Optional)
Signature File
Public Key (Optional) W
® Enter manually © Upload |
Public key value
BEGIN PUBLIC KEY
Certificate value must be in PEM format)
EMD PUBLIC KEY .
@ Siemens AG, 1996 — 2019
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Energy M.

# @0 =200 »0O:

..........

To use the App on the Unified
Comfort Panel you need to install
the App on the UCP.

After the successful installation, the
App Home screen appears

SIEMENS



Start the App on the Unified Comfort Panel

Start the App

. Start the App

- [m] x
I iedvmnew - Industrial Edge x 4+
&« C Y A Nichtsicher | 192.168.199.162/device/edge/app/management ¥ @0 =00 N e
General MindSphere Productmanagement Edge 0 Microsoft Office Ho... Energy Management
= 1 [ ]
= SIEMENS Industrial Elge Management | ™ & &
[ ] ]
B+ APPS
“ Management . E M
| 6 Running nergy Manager
Al statistics V0.0.24
Data Service
V0.0.24 ‘gl"’ Docker Compose
&{ My User Groups
ﬂ Catalog IE Databus
* Settings
. Description
Notifier P
o V0.0.24 Energy Manager
Status Stopped
n Performance Insight
* V0.0.24 Py 0
Memory 0
SIMATIC Flow Creator fpp Storags 18772 M8
e V0.4.5 Data Storage 10.15 KB
Total Storage Used 187.73 MB
SIMATIC 57 Connector
V0.4.2 Application Volumes
Name Action
Bs energymanager_db-edge-apps-energymanager-volume ﬁ —
1 Stopped
[ ] _data -
( Energy Manager [ pe_version &
o V0.0.24
L 3 base -
(] -
[RREFH E3 .
Industrial Edge & 2020, Siemens AG. All rights reserved. Version ied-05-0.4 4-amd64
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To start the App, go to the

“Management” view and start the
App.
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Apps for Data Visualization

Performance Insight

10:03 Thu 11. Feb

SIEMENS  Performance Insight

MindSphere Industrial
app Edge app

@ Machine 1 ~

Increase productivity for
any machine, line or plant

« Flexible tool for calculating and visualizing
the machine condition to
get additional machine transparency

» Optimize assets by gaining transparency
about OEE, quality
and further KPIs

» Generic visualization enables an integration
of all kind of machines

Temperature

41.38

Page 40 Unrestricted | © Siemens 2021 SI E M E N S




Get the most valuable information for precise decision-making to optimize

machine availability and performance

Individual KPI calculations
for e.g., quality indicators, machine
performance and more.

#  SIEMENS Performance Insight

i (@ Condiment Storage ? Condiment Overview Condiment Overall &

Detail views allow to determine

and compare manufacturing performance over
different time slots e.g., shift-performance.
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Apps for machine interaction

Notifier

15:44

( Overview MindSphere Industrial With Mobile

app Edge app client app

Alert

Stay tuned by push notifications
Message . )

Reduce reaction times and downtimes by

sending push notifications to your staff’s

Attributes pocket. See who took over responsibilities.

Notification Id #143

Date 12. Feb 2021

lime 15:42:53
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Reduce reaction times and downtimes by sending push
notifications to your staff’s pocket!

$#i  SIEMENS  Noiifier

]
s=t  Create notification rule

Define notification type, text and location

Monitor machine data and define Connect your smartphone to
thresholds to trigger notifications with receive push notifications
an easy-configurable rule editor. Immediately.




Coordinate and monitor the status of notifications
via Notifier feedback channel

10:03 Thu 11. Feb
digidemo.notifier.fo

SIEMENS  Notifier

“¢ My notifications =
My Plant
Alert

Low limit violated
KPI: Valuable Energy: Cycle time: 10 second

Schedule and coordinate tasks
by using the feedback function
of SIMATIC Notifier.

Information
Notifier still running (this should appear every 15 minutes and dissappear after ~2
minutes) [DO NOT DELETE THIS RULE!]

Warning
Low limit violated
KPI: AE_Quality; Cycle time: 10 second

Once somebody clicks “Accept’, the
crew gets informed somebody took over
a responsibility.

Alert
Low limit violated
KPI: Valuable Energy; Cycle time: 10 second

Alert
Low limit violated
KP!: Valuable Energy; Cycle time: 10 second
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Apps for device management

Inventory

SIEMENS

Industrial
Edge app

Get an overview of all devices and
software

Use scanning functionality to get device
information like location, software version or
serial number to optimize your spare part
stock.

Firmware check detects outdated firmware
versions.

SIEMENS
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Apps for data visualization

Energy Manager

10:03 Thu 11. Feb

SIEMENS Energy Manager

B Ea MindSphere  Industrial With Mobile

app Edge app client app

Transparency for energy
managers in manufacturing
and infrastructure

Increase the energy and resource efficiency
for production as well as infrastructure areas.

Providing transparency with energy related
calculation-

and visualization methods

e.g. Sankey diagram.

1,176.77K

1,581.68 0 3,280.3
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Energy Manager provides preconfigured dashboards
to analyze energy consumption

10:03 Thu 1. Feb
digidemo.energymanager.io

SIEMENS Energy Manager
o9 (@ 06_Factory
My Plant ] @ Energy media Data analysis

Energy media

Al @ Electricity Gas er February 2021 B

Analysis Total costs / CO2

5,254.87
’I
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Read-to-use Media Analysis helps to
visualize energy consumption, costs and
CO, equivalent. The pre-defined dashboard

calculates the values for each produced
unit.

This helps fulfilling Energy standards like

ISO 50001.

Energy Manager
MindSphere app
supports

ISO 50001



https://new.siemens.com/global/de/produkte/automatisierung/industrie-software/automatisierungs-software/energiemanagement/simatic-energy-manager-pro.html

Industrial Edge Apps for Unified Comfort Panel

Application Examples

Send Mail
Send emails

Connect the Unified Comfort Panel to a
messaging service. Send E-mails directly
from the Panel to different persons.

Page 51
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MQTT
Cloud Connection

MQTT is the most common protocol

for the connection of automation equipment
to cloud based systems like MindSphere,
AWS or Microsoft Azure.

—=_

Node-RED
Low-code programming

Create and deploy your own flows on your
Unified Comfort Panel. The standard nodes
and custom nodes allow you to process tags
and alarms from the Unified Comfort Panel
runtime within the NodeRed Edge app.

SIEMENS



Siemens Industrial Edge — Overview
App Development Workflow for Unified Comfort Panel

. .
Development )a Docker Engine Industrial Edge Edge App
Environment Publisher
Create Docker Build image on Configure and export Install application
. docker engine application as .app file on Unified Comfort Panel
application
ul ul 1] Unified Comfort Panel

SIEMENS
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| Contac

Andrej Brecko

Siemens d.o.0.
LetaliSka 29¢c
1000 Ljubljana

Mobile +386 41 369 391

E-mail andrej.brecko@siemens.com
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WinCC Unified System

' Core functionality & Basic options

© Siemens 2021 | SIMATIC Innovation day
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WInCC Unified V17 — User Interface
Scalable for all devices

Unified Comfort Panel & PC +
Homogeneous design, usability

 Common User Interfaces for
Panel- & PC-Systems

One engineering for consistent visualizations,
3 independent from technology
(Panel, PC, mobile device)

Reuse of existing User Interfaces
common library concept

Unified Comfort Panels PC Systems
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WinCC Unified V17 — User Interface
Scalable for all devices

Unified Comfort Panel + PC v

g | Dynamic widgets
4 Pumps [~
] Scales
@ Sensors
[ signal_Lamps
[ status-Overlays
%] Tanks
%] vahes
[%] Vehicles
@ Water_Wastewater

Scalable Vector Graphics (SVG)
——— for all resolutions without loss of quality

Jd @ O . . .
S0Degree... ClassicPump  Animate (dyn am|C) SVG files

[l ]

@ 1 =l according to the process state
Endsuctio... ExplosionP... HeawyDuty.. Ho

2 & ©®  Ready to use industry library
oraoral.. Negnetkr e with static and dynamic SVGs
L
L .22
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WinCC Unified V17 — User Interface
Optimized usability using Styles™

Unified Comfort Panel +

Dark 1-7
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PC Vv

122020 7 2 2 20 2
ZABITAM  THRIEAM  THZISAM  THZEIAM  TH2SIAM  TMI00AM  THROBAM

Select style for each Unified device
= Out of 3 predefined styles

New flat styles
= Adapted look and feel e.g. for bar
= Responsive behavior depends of the item size

Improve readability e.g. Day/Night

= Change style at Runtime
« Bright style during daylight
+ Dark style during night

SIEMENS



WIinCC Unified V17 — User Interface (Openness Runtime)
Expand functionality via Custom Web Controls

Unified Comfort Panel  PC :
Integration of custom web controls

_ S , In engineering and runtime

S | o8 vecer | Application example SIOS (109779176)

Auitrag Alftrag #4334

Status.

Ausgang
Gut: 5704 (98%)
Schlecht: 104 (2%)

Achse 1 17.00

Storung

Ausgang Gut

\
\
Achse 2 ‘ 31.00
\
\
\

Ausgang Schlecht

) Custom specific look and feel, e.g.,
according to company specific guidelines

10/17/19 11:46:26 AM

o« e v Mg oo

<

Storung

Individual solutions for a specialized visualization use cases. Custom-specific functionalities, e.g.,

Programming skills are required for implementation, regarding according to industry specific requirements
performance, robustness and maintenance
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WIinCC Unified V17 — User Interface (Openness Runtime)
Expand functionality via Custom Web Controls

Unified Comfort Panel & PC Examples
_ = Lo L . y.¥ fn
MachinelD ‘ Machine 1 | oo ~— ” : ! . ﬂ ; . \ '\'
Auftrag ‘ Auftrag #4334 | il AL:\fAtragz #43134 i .\. f ) ~
— S = l
Achse }LI V | sfﬁfécoh?t?lo(i anw)in) Q.. ,...-*\E" ©
Storung ‘ o |
Ausgang Gut ‘ 5704 |
Ausgang Schlecht ‘ 104 |
%Ei } Name Salary Intern OmVacation Rating
——— ter | | iter colurm *hkk
Worker hall 1 | | yes x
] « » M n
s - - Worker hall 2 - no x o
Line eoordinater I yes v o
setred ﬁ - Forkdift driver - no 4 e
e N Operator I 1o X vy
Test user . no v
- . . . . . . . isiralor ] x T:’
Individual solutions for a specialized visualization use cases. | Admimistra N |
Programming skills are required for implementation, regarding
performance, robustness and maintenance https://support.industry.siemens.com/cs/us/en/view/109779176
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WIinCC Unified V17 - User Interface

Optimized usability and (Multi-)touch gestures

Unified Comfort Panel +

- | Elements

—
—

Radio button List b

O W

Clock Touch area

Touch area

ﬂ Gesture detected
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Properties Events || Texts |

1
Z
3
4
5
[

Bl & global definition Asynchronous 3 9 X ¢9 Gy

export function Touch area 1 OnGesturelbetected(item, gesture) |

if [gesture == UI.HmiGest.ure.FwipeDonmJ

{

'
H

SwipeDownh
Swipeleft
SwipeRight
Swipelp
Unknown

Gesture detection object

to define actions e.g. for screen change

Zooming and panning
for more details, e.g. trend control,
web control and document viewers

scroll in lists e.g. Alarm Control

‘-E‘)
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WinCC Unified V17 — Scripting
Extensive scripting possibilities for Runtime

Unified Comfort Panel + PC v

1 export async function Button 1 OnTapped(item, x, v, modifiers, trigger) [
3 let tagl = Tags( ""J H
4  let tagValuel = tagl.Read();
5 HMIRuntime.Trace ("valus of MyTagl: " + tagValuel):
: | Homing >
g Logic [ Alarm Legging
g Connections 4
10 Database access b
11 Data set 1]
12 File System ]
13 Parameter Set ]
14 Plant Model r
15 Screen »
16
l? Tag Logging 4 Write tag
l'f PFI 4 Write tag with operator message
id Trace Read tagset
:I'I Setlanguage Write tagset
:i Write tagset (short form)
:H Write tagset with operator message
5; Linear scaling
25 Inverse linear scaling

Efficient scripting for custom solutions with direct access
to Unified runtime objects (tags, logging tags, alarms,
screen objects, technological hierarchy)
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State-of-the-art and well-known programming
language JavaScript (local and global scripts)

Local scripts for e.g., screen dynamics, events
and scheduled tasks. Support of global script
functions

Direct access to WinCC Unified JavaScript object
model e.g., access to file-system or databases

SIEMENS



WinCC Unified V17 — Scripting
Scripting (JavaScript) — Debugging

Unified Comfort Panel + PC v

Enable the debugging
via SIMATIC Runtime Manager

AV

@ localhost0222Front_endfinspect X @ localhost 922 front_end/inspect X | + - o b
&« C @ localhost:9222 front_end/finspector.html?ws=localhost9222/CS_1_ %20unified @feB0: 1c8f.532h:60fe:8029%15%20VCS_1%2.. ¥ : :
[ Elements  Console  Sources  Metwork  Perforrmance  Memaorny  Application Security  Sudits H
» i | [E fsereen_modules.ng/Triggersjs % ot t e @

» ¢ (o domain) i‘; ¥ * | @ Debugger paused

16 export function Textfeld 1 Test Trigger(item) { ditem = F ()

v
17 var value; walue = "Freitag, 6. Sep. 2013, @@:22:11" Watch + C = =
: U i, s, o ccess to external Scripting Debugger
19 wvar mdate = new Date(); mdate = Fri Sep @6 2819 @0:22:11 GHT-872@ (Pacific
20 var options = { options = {weekday: "long", year: "numeric’, month: "shc | ¥ Call Stack . i
21 weekday: "long", year: "numeric", month: "short", . .
e ) via Google Chrome on the local WinCC
23 15 ¥ Stope
24 /7 velee = pdote. tolocaleTimeString(*en-us*, optiorvalue = "Freitag, 6. Sep.

25| value = mdate.tolocaleTimestring('de", options);  "long", year: "numeric®, [ T -9¢al i a9
: T — T niriea server
27 ssvar mudote = new Dote(); ks - untime :

. Runtime
29 s/value = apDote.gethours() + “:* + audote.getinute Runtime Settings «
e Computer

31 return value; OPC UA Export Script Debugger Settings

32y Projects

33

34 export function Rechteck_2_AlternateBackColor_Trigeer| @ [ Sereen Debugger

35 war value; Enable

36 let tagRed = Tags{'colour_red').Read();

37 var Redhex = tagRed.toString(le) Port 9222 - - -
5 c

39 if (Redhex.length <2) Schechier Debugger s SC rl pt De b U g g I n g feat U reS
a@ { Redhex = "2 + Redhex; T [padb1-3

a1 Enable

42 wilue= "@xFF" + Redhex + "Q022"; Port 9224 ‘

a3 -

{} Line31, Column 18

+ Set breakpoints
)
> - == - Step-by-step execution during runtime
e W
- Watch variables
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WinCC Unified V17 — Scripting
RTIL Trace viewer

\ J « Trace Viewer displays all runtime alarms which
P — o % are listed in the configurable TraceCatalog.
:: ;“t‘ ET’%)‘::"}F"%F:S .:.bru - |p- Search in traces (CrHF) v A
# — Host - st I plwon bstem L__.., . Severity LI
) o - S + Traces are displayed in tabular form and can be
s L filtered.
@% Global definition Asynchronous ﬂ IE']i b4 CEB ;53 l
1 export function Button 1 OnDovmiiten, ®, ¥, nodifiers, trigger) | . .
: | « Alarms can be exported in text or CSV files.
3 HMIPuntime,Trace("Trace Message™):
:
6 1

RTIL Trace Viewer is a separate application you find it:

C:\Program Files\Siemens\Automation\WinCCuUnified\bin\RTILtraceViewer
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WinCC Unified V17 — Openness Engineering
Shorten Time to Market using automated engineering

Unified Comfort Panel +

-
S

%
e o
e,

o

Generate, alter, validate or analyze WinCC Unified Projects
* Tags

« Alarms/Archives
« Screens

+ Technological hierarchy of plant objects
Openness (C#) provides full access

to the WinCC Unified object model.
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Automated project creation or adaption
of existing projects

Project validation e.g., regarding
compliance to company standards

Project analysis and statistical evaluation
e.g., used tag trigger cycles, search screen
items of certain type, missing translations, ...

SIEMENS



WinCC Unified V17 — Openness Runtime
Extensive possibilities to expand runtime functionality

Create custom solutions based on an
extensive C#/C++ runtime object model —
Open Developer Kit (ODK)

ODK
WinCC ﬁ

Unified R Party 4

apps
¢ Integrate 39 party systems
based on a lightweight and language
OpenPIPE independent interface — OpenPIPE

Read/write access via the WinCC Unified object model
to runtime data using standard programming languages
for customer specific solutions
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WinCC Unified V17 — Openness Runtime

Runtime ODK vs. OpenPIPE

Unified Comfort Panel X PC v

Open Developer Kit (ODK)

I

Unified Comfort Panel + PC Vv

OpenPIPE

I

Extensive runtime object model

Type

Lightweight interface

Large quantities

High

CHIC++

Online and Logging Tags, Archives, Alarms,
Users, Technological Hierarchy plant objects

Data quantity

Data throughput

Programming languages

Read/Write access to data
of WinCC Unified data

Low to medium

Low to medium

Language independent
e.g.: C#, C++, JavaScript, PowerShell, ...

Online Tags,
Alarms (read only)
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WIinCC Unified V17 — Connectivity
To automation systems

PC Vv

dn

S7-1200/1500

Unified Comfort Panel +

- _d

I ”°

V|

& il

S7-300/400 v

Native 3 Party

SIMOTION? )& S7-1500 Software Controller V PLCSIM/PLCSIM Advanced V
v/ integrated 3 Party connectivity

Modicon (Modbus TCP/IP)

Allen-Bradley & Omron (EtherNet/IP)

SLMP (Seamless Message Protocol)

Mitsubishi MC TCP/IP 1 only tags (OPC UA DA)
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v

Perfect integration of SIMATIC PLCs
(TIA Portal)

High number of connections
- for Unified Comfort up to 16 PLCs

- for PC systems, up to 128 PLCs
(extra Softnet-1E license for >10 S7-connections)

WinCC Unified PC in combination with
- S7-1500 Software Controller (on one PC)
- Open Controller

Please note the FAQ in SIOS(in preparation)

SIEMENS



WIinCC Unified V17 — Connectivity
Using standard interface OPC UA

Unified Comfort Panel + PC v

WinCC Unified PC
as OPC UA
* DA, A&C Server
- DA Client

A

I .?

Il O

A%

HMI Unified
Comfort Panel

as OPC UA

+ DA, A&C Server
- DA Client

3rd Party PLC
as OPC UA

« DA Server / DA Client

Data Access server /
Alarms & Condition  server
Methodes server ,@
HA server }\?

client «
clientt N
client X
client X

1 A&C Client in V17 with limited functionality for SINUMERIK ONE
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Standard connectivity via OPC UA
DA Server & DA Client

A&C Servm

OT/IT connectivity via OPC UA
to forward data to 3" party applications

Automation connectivity via OPC UA
to integrated 3" party PLCs

SIEMENS



WIinCC Unified V17 — Technological Hierarchy

Object oriented plant modelling

Unified Comfort Panel X PC v

Project tree m 4
Devices Plant objects
EES % 52

¥ | 7] Unified_test_Project_v46
ﬁb' Add new plant view
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o: Motor_2
w & Line 2

o: Motor_3

= ﬂ Flant 1
v [ Line 1
# Motor_1
& Wotor 2 Interf, || AD I ||__,LIA|1 log al ” Perf te || Visualization
4 .
"
~ [ Line 2 [ =
# Motor_3 Interface
» ﬁ Common data Mame o Communication driver Data type FLC nam PLC tag
] * Mo <Interna | cammunication> | =] struct B
[ fi <Interna | communication> Bool
ﬂ = <Interna | communication> Int
o X
FR_int
No
Plant 1 Line 1 Motor_1
v sf Plant1 A ( — ]
w ) Line 1 A
Set
o Motor_1 A speed 1350

Enable central changeability of all instances
due to plant object type instance concept

Reduced effort for engineering and maintenance
(e.g., configuration of logging tags, alarms direct
at the object)

Reduced avoidable mistakes
due to consistent model

Improved overview and maintenance due to
plant model and object-oriented engineering

SIEMENS



WinCC Unified V17 — Technological Hierarchy
Use cases and benefits

Plant Plant view — Plant project

Plant

Machine 1

Machine 2

r

Machine 1

Machine 2

A

|

Machine 2

Machine 1 E

Simple plant expansion through integration of partial models from other projects.

Preview
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WInCC Unified V17 — Remote access
WinCC Unified Clients “Operate” & “Monitor”

PC v/ . . :
WinCC Unified PC Runtime
offering Clients for remote Monitoring or Operation
"——
— 2 ‘ :=
-l == 1 Client for remote Operation inclusive
4 . (steps: 1,3,10,30,100)
Remote Client “Monitor” | i Remote Client “Operate” ) ) ) ) )
______ > R 1 Client for remote Monitoring inclusive

(steps: 1,3,10)

The total number of Monitoring or Operation Clients is
expandable upon demand.

ol
= adl Local Client
Please note

There are separate licenses for Client Operate and

Secure remote access using Web standards Client Monitor (independent from each other)

Manual Certificate Manager SIOS (109779117)
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WIinCC Unified V17 — Collaboration
Establish distributed configurations

Unified Comfort Panell & PC

Setup of distributed configurations
for lines and plants (Pre-defined in Engineering)

“‘Build-in” access to screens of Unified Panel
and PC stations at Runtime (keep user rights)

Increased operational efficiency

as it is no longer necessary
to move to another station yourself

1Collaboration for Unified Comfort Panels is available or to use extra tools for remote access
as of Unified Comfort Panel Images V16 Update 5.
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WinCC Unified V17 - Collaboration
Use case

Efficient engineering

* No duplicated
engineering by linking
existing screens of other
devices

* Increases the flexibility
In system configurations

Flexible operation

« Common usability
for local and collaboration
screens

+ Show insights to other
machines or lines

« Full integration of screens
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WinCC Unified V17 — Reporting
Flexible reporting based on Office tools

Unified Comfort Panel % PC

Time:

Siemens AG Pagelot3 print date /time. 05092019 - 0825 |

Flexible assignment and planning of report execution at runtime.

Consistent documentation of production data for all levels of
production (product or quality report)
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Create fully customized report templates
with a tool you already know — Microsoft Excel

On Demand Generation — Trigger a report
manually whenever you need it

Automated generation — Time-scheduled
or event-triggered reports — fully automatic
(optional)

SIEMENS



WinCC Unified V17 — Reporting
Configure Report Template — Online / Offline

Unified Comfort Panel! v/ PC
. Create templates online (RT connection) !
X . ; .
/ — Use online connection of Excel Report Add-in

'~ “onmine | I ExpotRT | i offine !
; template configuration? : 1 Configuration? : : template configuration 1
I e uiesrepong P! — | WnCCUnedReponng x : ) i
| N ————aa | Export ! ,,RT configuration®
| | :;m | Oniine | Ofine ) ) )
i e | : i | D (e ) i » Export RT configurations done in Report Control

,,,,, ) - = :
| | == % | | as data source for offline templates
! ! S ! : : : : .
: : : v :  Load offline configuration via Excel report Add-in

| |

 OffcePc | ! using L Office PC |
: (with RT connection) : : Report Control : i (without RT connection) :
_____________ I e 2 ] L e — s ; )

_____ S I Create templates offline (no RT connection)

| |

:. ’ : » Load configuration of “offline configuration file”

o 7 "—— 1 .

| — o el | as data source of Excel Report Add-in

1 == = 1

1 ‘ 1

I ’ : = . . 11 I

rr—— E=8, WinCC Unified PC Unified Comfort Panel* : 1Unified Comfort Panel: online/offline configuration only via WinCC Unified Client!
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WinCC Unified V17 — File-based Logging
Licensing

Unified Comfort Panel + PC Vv
Unified Comfort Panels

File-based Logging up to 5,000
Logging Tags (included)

5k

Unified PC Systems
> - File-based Logging up to 5,000 Logging Tags

* Licenses for Logging Tags:
100; 500; 1,000; 5,000 (countable)

0

7 Possibility to change to Databased
’SQLite

Logging for growing requirements

Tag Logging licenses are valid for
both types of logging: _
file-based und Databased-Logging. File-based

I unified comfort panel [l PC
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WInCC Unified V17 — Audit
Overview

ified Comf X ifi ' '
=Alifize] SEnuels e RV WinCC Unified Audit Basis

+ Audit Trail logs & Detection of manipulation
o WinCC Unified + Audit Trail records for Tags
anned .
Audit (max.)

+ Audit Confirmation and Audit Trail report

WinCC Unified
Audit Enhanced
WinCC Unified Audit Enhanced
I ) * Incl. “WinCC Unified Audit Basis”

» Add. Audit Trail records e.g. Alarms, User Mgmt

e I_@_, % - Additional features e.g. Audit Control

2
WinCC Unified Audit (max.)

WinCC Unified Audit Basis * Incl. “WiIinCC Unified Audit Basis & Enhanced”
+ Advanced features e.g. Pl Options
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WinCC Unified System
SCADA & Pl Options

© Siemens 2021 | SIMATIC Innovation day
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WinCC Unified V17 — Databased Logging
Scalable logging concept

Unified Comfort Panel X PC v

9 Performant and managed database archive
J — l for large-scale and long-term logging
ke Central’
p File-based p

#ﬂf #ﬂf

—r Databased . . . . .
- ) Data archive according to industrial requirements
ﬁ Logging Tags

or legal instructions e.g., for 10 years

dll Power Tags II

Grow on demand increase Logging Tags
by 100; 500; 1,000; 5,000; 10,000; 30,000
Powerful SCADA-level archiving to store and (countable)
analyze a huge number of tags over long periods
1 planned
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WinCC Unified V17 — Databased Logging
Scalable logging concept

Unified Comfort Panel ¥  PC %
Micrﬂsm&’@z’ N
N . SQL Server
o A max.

—t—— Central’

1

File-based p# g
* ¥ —r Databased 5k

dll Power Tags 'I File based

Databased (PC systems only)

WSQLite

Powerful SCADA-level archiving to store and
analyze a huge number of tags over long periods

1 planned
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SIMATIC WinCC Unified PC System —
Plant Intelligence Options - Highlights

Plant Intelligence Options:

Calendar

Manage working times, now
offering improved usability and
easier creation of calendar-based

reports. I
R

Plant Intelligence Options:

Performance Insight

Get production insights based on
individual KPI calculation, now
enables modification and
recalculation of KPlIs.

e
(LA [

Plant Intelligence Options:

Sequence

Planning and adaptation of
sequences to control and monitor
recipe-controlled processes.

ﬁ

Plant Intelligence Options:

Line Coordination
Orchestration of recipe and batch-
controlled processes based on S7-
1500 and WinCC Unified.

T

i
=lel=l=ll=r™
—_—

Reduced Engineering effort due to a modular, object-oriented concepts based on the technological hierarchy

Page 83 Unrestricted | © Siemens 2021

SIEMENS




WinCC Unified V17 — Plant Intelligence options

Calendar

Unified Comfort Panel ¥ PC

User interface in the screen
Plant View Control using the Calendar Control
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Scheduling of shifts
for machines, plants and lines in the technological
hierarchy

Management of working time and tasks
based on templates

Planning the production process and events in
relation to operating times, e.g. definition of shifts

Reduced engineering effort
through modular and standardized object-oriented
concepts

SIEMENS



WinCC Unified V17 — Calendar
Workflow overview

Stepl - Time Model Step 2 - Engineering Step 3 - Runtime

Calendar control_1 HMI_RT_.hierarchyzPlant viewsLine_1 o x

- )
[ Disciete alams | Analog alarms | Performance indicators | Calendar | Visualization ][4 | » T || Lo e

N - | -— I
Sottings MR EE QQ BEORER

Time 2one: [ (UTC+01:00) Amsterdam, Gerlin, Bern, Rame, Stackhalrm, “ienna

Defaultshift length (mir. 2 b (8 [§]

First day ofweek: | Manday =] 02'1‘10!2020 B @ Day
Ioni
.E B B First week ofyear: | Firstd-day week I~ ay Standard
EXE Beginning of day offset: [0 Hour |

T e Tene T R e S Day Shift Day Shift Might Shift 02111i2020 E] @ Shifts
- & Total time = = (]
=y @ Fiscalyear month: ] Tuesday
Production W reen
- Weekdays: D Sunday = = = = = T = = = s Diys."ﬁ
Dy Shift

~ Y FlannedDowntime Tellow a = == B ~
© break I or<nge =] 4 wanday Day Shift Hight Shift 021212020 Might Shitt
©_ Maintenance - = [ Tuesday ednesday
©_ UnplannedDowntime [ [ (=] [ wednesday
Smmy i Day Shit DayShift — g31312020
Friday
[ saturday Tk
e S s e e Permitted interface vatiables Night Shift 0211412020
Frid -
Narme Permitted q
v @Line1
@ Light_on_of = | i 02152020
@ st ™ Saturday W airntenance
~ @ Conveyor_1
@ on_off ]
- UnplannedD owtime
<@ Speed (@] 02162020 ;e
* @ oror 1
= Sunday
- on_off [m} "
= a [ & acors

3

21420 350 56 Al
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WinCC Unified V17 — Calendar
Use cases and benefits

Plant view — Plant project Shift Calendar

Plant

Independent Calendar
functionality for each
Machine 2 — i PlantObiject.

Machine 1

r

Machine 1
Machine 2

i

i

MaChIne l :uﬂgl;um E:mns;
?2“\1]?2“ (=) @ swins
Machine 2 As well as inheritable to cp e
T Catspories
1 H 9an =020 - W Taine
subordinated PlantObjects. =
Friday > Plarneddowr
= sz S
25{,‘3,““ B UroamedDountime:
FIFIIIIIIIIISIIIITITIIILERF —
Sicasssccasiiasscnstsasias 1
&R =i @ink —
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WinCC Unified V17 — Plant Intelligence options
Performance Insight

Unified Comfort Panel ¥ PC

Project tree

m 4«

o
o
- (4§ comm
ol Perf
\E Tim

*| Bar window 1

'HMI_RT_1::Conveyor_1

Y
o

fpees [ rematies 2 @ e
HES = =2 e e I | | I |
- r__l ey . onveyor_1 |  Normal 0 29:12:137 1
K Add new plant view 2 | Conveyor_t | Shutbow 2 30:47:263 1
~ [&] sattery Production HuL AT 3 | Conveyor 2 | Shutbown 2 01:00:00 1
- ‘ Electrode Production 1 HMI_RT_ 07:47:09 07:59:09 08:11:09 08:23:09 08:35:09
o Mixing HMI_RT_
& Costing HM_RT_
@ & Calendering HMI_RT_
& sieing B LC 8 Lk B
4 Drying HM_RT_ o0 sy R
= 4 Electrode Production 2 HII_RT_
# Mixing HM_RT_
= & Battery Cell Production  HII AT
& Assembly HMI_RT_

[or812021. 7:32:13 AM - 97812021, 8:32:13 AM

09/08/2021 08:32:17

Page 87
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LN NN

Global definition of KPI formulas according to
1SO22400.

Comprehensive set of WinCC controls for easy KPI
display and analysis.

Object oriented KPIl engineering based on technological
hierarchy

Contextualization based on equipment, shift, job,
material etc.

Downtime analysis based on equipment

Excel based reporting for KPIs and operands
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WinCC Unified V17 — Performance Insight
Workflow overview

Stepl - Time Model
(optional)

Step 2 — KPI Editor Step 3 — Engineering Step 4 — Runtime

on data » Performa

| Globalkpis | Global operands | Global ion cycles 15 e
wES D =]
Global kPis R 9
e e e Project tree
«f TotslCount SUM{Counters(™Total")) 10
o RejectCount SUM(Counters(Reject”)) . .
o Seodcaurt K Tot Count - P RejectCount’) Devices Plant objects
«f MannedProducti.. SUMITimeCategories("Production”) Durstion Planned)
= ProductionTime SUM(TimeCategories(Production”). Duration) Mol E—
e T T | C FEB : :
~ Fal OEE
o Availability (KPs[*Production Time* JiPis("Planne dProductionTime *}j*100 232
G EHED D o Ferformance (KPS {"TotalCount M{Ke1sCMaxspeed’) KR ProductionTime")))*100
o dualiy (KPs("GondCount WS TatalCount™}) 1100
Name Displayname | Description | Colar Relevant for calendar = ot (P Avaisbiiy") KR Perfommance’) KPSCOuaRy )*10000 * | ] 55P_Conference o .
~ T Complete working time Black [ ~] ()] Add ne L Goodunit Badunit
~ 9 production [ Green =] B ~dd new plant view . 5 52
v A| Plantwview
~ 9 PlannedDowntime ellow (m] Al W & @@ Ready| HMI_RT_1:Equipment_1 -
Y break Gold =] - ( Line_1
% maintenance [ e o =] = HMI_RT_1zEquipment_1
5 ShutDown - & Conveyor 1 BadUnit: 2.32
~ 9 UnplannedDowntime I - =] HMI_RT_1:Equipment_1
& Emor é MDIDF_1 Totalunit: 15.87 A
: HMI_RT_1:=Equipment_1
[ G Properties  |"uinfo | % Diagnostics e é L|ne_2 GoodUnit: 13.55
| General | Texts
al [ > i v é Cormveyor_2 ~
¥ ula] K1 formula - HMI_RT_1:Equipment_1
Targat and thresholds é Maotar_2 Quality: 85.39
Cakculation cycles SUM AVG AVGT VAR STD VARP STDP  MIN  MAX
Desaipion ¢ . + [g# common data

«
*1ee 1 .
o) Ferdormance indicators

@@ Ready 011142020 08:12:03
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WinCC Unified V17 — Plant Intelligence Options

Sequence und Line Coordination

Unified Comfort Panel ¥ PC

[
l

X e e o
N WinCC Unified Line Coordination?

[
l

PLC-Code? WinCC Unified Sequencel PLC-Code?

i w5t cw

Technological hierarchy is the prerequisite for these options
1 Sales special release in V17

2 Individual PLC code for control and connection of the units
to WInCC Unified Line Coordination
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Sequence (SES)
Option for sequence control of step-based
operations for separate units or machines

= Fast changeability of procedures in the production
process based on the technological hierarchy

= Clear overview of the manufacturing steps
and current status

Line Coordination (LCS)

Option for recipe-controlled productions processes
based on units and operations (SES or own function
modules)

= Coordination and monitoring
of complex processes in the production line

= Qverall definition
of complete procedures and recipes at line level

SIEMENS



WinCC Unified V17 — Sequence

Main features

Unified Comfort Panel ¥ PC

| - [ - [
2 ite: b

This option is based on the technological hierarchy
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EE

Everything you need from a single source:
engineering, steps, operation configuration
and visualization.

Enable changeability of procedures

in the production process

without program modifications on the PLC
based on standardized operations (ISA88)
and a clear state transition model

Clear overview of the manufacturing steps
and current status

Manual interaction combined with automatic
sequence execution
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WIinCC Unified V17 — Line Coordination
Main features

Unified Comfort Panel ¥ PC

L

1
Transfer_1

|

I

v

‘Fﬂmhpamm |3dpolm ‘malvall.le |lllnlmvalue lwm |Udtofmeewre‘

Scale_1/Dosing_1/Flour 500 97 0 1000 Kg
Scale_1/Dosing_1/Water 300 10000 0 600 Kg
> n I M C n x '

R Commands
Start, Pause, Resume, Hold, Restart, Stop, Abort

| state ,Completed” |! State ,Running* DSIate dle”
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Simple Engineering through mapping of the plant
model according to ISA-88

Individual user program (PLC code or
Seqguence) for process automation

Recipe management for the creation and
administration of procedures and recipes

Transparent monitoring of planned and ongoing
production processes

Archiving of production data for transparency and
traceability

Excel based reporting for documentation of the
production data

SIEMENS



SIEMENS

WInCC Unified System
View of Things
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SIMATIC WIinCC Unified View of Things — V17
Customer value

View of Things (VoT)

using WinCC Unified technology for automated generating
web screen running directly on PLC Web Server

simple configuration instead of web programming

consistency through same screen elements
which are supported for PLC

using one engineering environment - TIA Portal

directly integrated in the PLC node
(no WInCC Unified installation needed)
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WIinCC Unified View of Things — V17
Preconditions and Licensing

Preconditions Licensing

- Software: * WIinCC Engineering License is required
TIA Portal V17: STEP 7 Professional . WinCC Unified ES

(contains VoT Features) (minimal WinCC Unified Comfort ES)

* PLCs: * Runtime License: planned for further enhancements
All SIMATIC S7-1500 standard systems

(incl. ET200SP CPU, Faillsafe, T-CPU)

* Firmware: Min. FW 2.9 Performance

- Performance and quantity structure is
depending on PLC and client device resources
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WinCC Unified View of Things — V17
Functionality

Unified View of Things

Basis / - Basic objects” (Line, circle, ...)

Screen + “Elements” (1/O field, button, gauge, ...)
Elements

Data

+ Using screen windows
* Maximum number of 10 screens
« Maximum number of 100 tags

- Direct tag connection

Oellplcleilo i - Screen change

/ Dynamics

Page 95

+ System Function (limited set)
+ Scripting in screens (basic functionality)

+ User management of PLC web server

Unrestricted | © Siemens 2021

« “Graphics”/“Dyn. widgets” (pictures, icons, svg, ..

)

Unified RT (Unified Comfort Panel or Unified PC)

+ Runtime functionality (Alarming, Logging, ...)

- Faceplates

« “Controls” (Alarm-, TrendControl, ...)

+ “My controls” (e.g. Custom web control)

+ Resource lists (Text & graphic lists), symbolic I/O field
* WInCC Unified options (PaCo, Audit, ...)

* Full / Global scripting
* Full set of system functions

« Screen item access rights
+ Local or central user management for WinCC Unified

SIEMENS



WinCC Unified View of Things — V17
Engineering — Comparison screen objects

View of Things Unified PC station

e

Toolbox [T

Options I Options
= =]
VlB slcioblects VlBasicubjecls
S A A @ & o < U @ sSA A @ & §
Line Folyline  Polygon Ellipse EIIp circle  Elliptical arc Circulararc  Circle  [* . -
me segment Line Falyline Polygon Ellipse Ellipse Gircle
0 . segment  segment
Use all k b bject
- oA L se all known basic objects o G o a5
ectangle  Textbox  Graphicview :
: Elliptical arc Circulararc  Circle Rectangle  Textbox  Graphic view
vJEhmenb
= @ B E & £ 8 E [Elamarts
10 field Button Switch  Check box Bar Gauge Slider, Redipbutton  Listboy o 0 o 1= i | g: Ig
Symbohc 10 field not available SR T
@ ‘@.\ field
Clock  Touch area @ * = = @
Gauge Sl(d;r Radio button  Listbox Clock Touch area
v | Controls
:] wb@ ol ~ | Controls
en contra
e . . 5 G) Q @ B E
Limited controls available o e e
rol 'nd companion  contral
J @ = 9
> | My controls rol Parameter  Faceplate System
v | Graphics lr rend ml setcontrol  container  diagnosti_.
b
- S itartion [EMF]
) Accessories
) Blowers =i
» ) cabinet: | ‘ =
:Nj]c;ea S
> | Dynamic widgets

View of Things use an limited subset of all Unified screen objects
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WIinCC Unified View of Things — V17
Engineering — Web server

ViewofThings-Example » PLC_1 [CPU 1518F-4 PN/DP]
J Devices || Plant objects IE Topology view @ Network view ”ﬂf Device view |_

8¢ [PLc[cPUTSIBFA PNIDF] [v] i 1 =] Device overview
[l ¥/ .. Module
[2]

Open PLC - Device

configuration.

¥ _] ViewofThings-Example
& Add new device
Eg-b Devices & networks , o b

5q _’-f. PFC_'I [CPU 1518F-4 PN/DP] » P_ROF‘.,

IIY Device configuration i i » PROF..

% Online & diagnostics » PROF..

@ Safety Administration o o 9 z g i < 5 DPin...

g8 Software units Rail_0

It Program blocks

Technology objects =

External source files

PLCtags

[ PLC data types

watch and force tables

[& oOnline backups

:5“' Traces

[ OPCUA communication

[2]
(]

Go to the webserver
settings

| vem | am

O

3. Activate web server

v v VvTVvTVvVvYTVvYTVvTVvvvww

r@ Web applications T‘ 1] @ —— 3] E@

E“ Device/proxidate : S Properties | %} Info )| %l Diagnostics |
i?i_ :ocg:::e:::iuns aiEng J General " 10 tags ” Syitem constants ” Texts

E] PLC alarm text lists Cycle

Web server

e M Communication load
v | Details view System and clock me.. Gonaral
SIMATIC Memory Card
» System diagnostics

PLC alarms [V Activate web server on this module
Name v Web server ["] Permit access anly with HTTPS
General V:
Automatic update | .
B || Automatic update
User management 4

Security
Watch tables
User-defined pages

[V Enable sutomatic update

v

Update interval: “ID 5 ‘

Entry page
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WIinCC Unified View of Things — V17
Engineering — Web server

AL i

i 1. Open the User Management

J General " 10 tags HSystem constants HTexts |

Startup A
User management
Cycle
Communication load
System and clock me... Name Access level Password
SIMATIC Memory Card Everybody Restricted B Web server access rights
» System diagnostics <Add new users O CPU diagnostics
PLC alarms [C]  Query diagnostics
~ Web server [ Acknowledge alarms . a n eW u Se r
General [7] Flash LEDs .
) D Change operating mode
Autornatic update -0 s teanance
[7] Perform a firmware update
Security L [7] create a backup of the CPU
— Watch tables 4 [7]  Restore the CPU using a backup file
X = = Tag access
- » User-defined pages _ @ Resdrags
Entry page = [[] Readwatch tables 3 C h th 1 ht .
overnview of interfaces @ e ogs . 00Se tnhe access rignts.
» Display [7]  write watch tables
= v & Parameter access
Multilingual support c = ea tag S
Time of day c applic: ra rs
w Protection & Security [7] change parameters of the F-system R W - t t
Protection of the PLC .. = DD pserdefine et insges = rl e ag S
= Open user-defined web pages
fceess I_eVE| [T] write tags via automation webpage programming (AWF) command
» Connection mecha... [7] Manage user-defined web pages
Certificate manaaer ~B Filebrowser access
[[] readfiles
[[]  write/delete files
x|

View of Things use the user management of PLC web server
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WIinCC Unified View of Things — V17
Engineering — VoT application

Project tree m 4

J Devices || Plant objects | .
£ == 1. In the Project tree under your PLC you will find the option “Web
~ 3 ViewsfTings Exarmple applications”.

W" Add new device
oy Devices & networks
~ [[§ PLC_1[CPU 1518F< PR/DP]
I]'f Dewvice configuration
ﬂ Cnline & diagnostics
@ Safety Administration
] ﬁ Software units
4 r;al Program blocks
» Q Technology objects
] External source files
v g FLCtags
v i PLC data types
] rﬂ\_ul Watch and force tables
[ m Online backups

2. Take a double click to “Add new VoT application”.

4 ':0." Traces

] D‘E'! OPC UA communication

0 = % Web applications [
B Add new voT application e

b (4 ViewOfThings [WinCC Unified vaT]

[ i Dewice proxy data o

B8 Frogram info

[f PLC supervisions & alarms
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WIinCC Unified View of Things — V17
Engineering — Compile

¥ | @ Web applications | | Screen_3 I
n ¥ ) ViewOfThings [y == e —ae=

Open

1 Runtime set

- I‘D Streens ¥ Delete Del : .
B Add new| = Go o tapology view Select your VoT application folder

7] Screen_1 g8, Go to network view and take a right click.

BBl soreen. Software (only changes)
= [ Sereen_3 Download to device » Software (rebuild all)
- %@ HMItags & Goonline Ctrl+K
» li: Device proxy data | Go offline Cerl+m . . . .
B Frograminfe | (] peceive alarms oA . Compile your VoT application with
e ; ' Software (rebuild all
v | Details view Change object color creen_1 [Screen] ( )
ll Start simulation  Ctrl+Shift+X
= A C J Properties " Events " Text:
‘g4 Search in project Ctrl+F :
- BB EY
Name 36‘ Cross-references F11 ;
' O T = Name Staticwvalu
iRuntime settings =, Print... Ctrl+P ;
ey - ) VX =Search= E]
L] Screens Z\ Print preview...
» Appearance

% HMI tags

@, Properties... Alt+Enter P et
¥ Miscellaneous

VoT application needs to be compiled separately before you download the PLC
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WIinCC Unified View of Things — V17
Engineering — Load PLC

Project Edit “iew Insert Online Options Tools Window Ip
Gf W sevepoie @ X E X Do FEGER S

Project tree

J Devices Plant objects

g ¥ ] ViewofThings-Example A
% B Add new device
g_ # Devices & networks o
21 T MPLCI[CPUTSTBFAPNDP] N\ ...
Y Device configuration
1. Select the PLC in your Project tree.
Page Unrestricted | © Siemens 2021
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2. Push the button “Download to

device”.
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WIinCC Unified View of Things — V17
Engineering — Load PLC

Load preview

9 Check betore loading

Status || Target

4 @ - rcz
(] F Online is up-to-da...
b Testand commis...

* eb applications

* Downloadtod..
WiewOfThin...

Message
Ready for loading.

The hardware configuration will not be loaded, because the onli...

Active test and commissiohing functions could be canceled by ...

Download web applications to the device

There must anly be 4 web applications on the device. If already 4
applications exist in device then existing applications must be
deleted to download the new application.

Wieb applications do not exist anline

Action
Load 'PLC_2'

Accept all

[ Download to device /

Finish

| E Load i | Cancel |

Enable download to device

View of Things application can be downloaded in PLC state RUN

Page
102
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WIinCC Unified View of Things — V17
Usage — via Web browser

o WANCC Unified View-of-Things X +

< c 8 https://192.168.0.105/~ViewOfThings/index.html|

SIEMENS

URL:
https://ip-address/~NameOfViewOfThingsApplication/index.html

|'M [

r E Traces
» L& OPC UA communication
~ [ web applications
"f' Add new VoT application
¥ [ WiewOfThings [WinCC Unified YaoT]
'f Runtime settings
W P_D Jcreens
I ~dd new screen
F | Screen_1
7= HMI tags

User log in

User name

Password

prozy data
m info

L1 L
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WIinCC Unified View of Things — V17
Usage — via Web browser

& V17 - OneDrive X 0 WinCC Unified View-of-Things X New Tab x | ar

< c A Mot secure | 10.20.40.21/~ViewOfThings/index.html

Tunnel Control Center SIEMENS
{egemsaty for U

Tunnel Overview Tunnel Section 1 Tunnel Section 2

e
Manual Mode English

Alarm Lights Temperature Air supply
; @ @

| I
Wind Speed _ﬁ))

Meter per second [0S

CO2 emmission

CO2 values @ Traffic Volumen ﬁ
Number of vehicles per hour Q

Tunnel Control Center|
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| Contac

Toni Zupancié

Siemens d.o.o.
LetaliSka cesta 29c
1000 Ljubljana

Mobile: +386 40 451 277

E-mail: toni.zupancic@siemens.com
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Novosti na podrocCju krmilne
tehnike

Jernej Culetto in Andrej Lazovi¢, Siemens Slovenija
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STEP 7 —Innovations

Cause Effect Matrix (CEM)

o

Options  Tools Window Help

Project Edit View Insert Online
Cf A saveproject & X E A X O &M E R ¥ coonline &¥ Gooffline

gr B X O[] [Searchinpr

Totally Integrated Automation
PORTAL

o
& Main [0B1]

Ge

wompnasuI ] |

o mcempey
@ cEm_DB [D81]
cts

000 o

LX)

me 200

@

R

P
e

aw o=
aw <=
aw >
aw <
Tir operations

ctions

speian £ sweeL@] s..!,qu“ E

]

Extended i

Technology

[so%
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|8 Properties

| cemran)

@ L1
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|7 info |2 Diagnostics |

Optional packages

What are the advantages of the CEM?

Unique portfolio element
- CEM, a new innovative programming language in TIA Portal

Efficient and simple programming
- No need for high-level language expertise

Programming errors easy to detect
— Perfect clarity thanks to matrix structure

Can be run on S7-1200 and S7-1500
- Provides solutions for both small and large installations

Group supervisions
- Programming of M out of N dependencies

Safety CEM
- Using CEM in a Safety environment (PLANNED)

SIEMENS



STEP 7 —innovations
SIMATIC STEP 7 CFC V17

Iq;egrated in TIA-Portal

| r——
= B [ By e
[ =

.......

Observe online

—_

P -
:rrr ('J
'_ CEE IR

o
-

‘I':'E: o i - :-%-r. i.

L

SIMATIC Step7 CFC
Graphical Program Editor

Use pictures as comments

Connect different charts
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Graphical Program

= e

! =

n

- |_'-_';P_,
i

Re-use CFC logic

B

P’

-
s

SIMATIC STEP 7 CFC

Graphical programming for SIMATIC S7-1500

Generation of automation programs by drawing a technology chart
- Solve automation tasks already in the configuration phase

Parameterize technology functions by linking function blocks

(AND, OR, PID Controllers)
- Functions are created much faster than with conventional programming

Use of “Chart in Chart” technology for a hierarchical structure
- Significantly less possible error sources

Convert technical requirements into complete, executable automation programs by
pressing a button
- The configuring data are converted automatically.

Use the TIA Portal mechanisms for the transfer to the programmable controller
- More efficient engineering

SIEMENS



STEP 7 —innovations
Download/upload of group structures

Project tree

JDevices H Plant objects |

B

! :u PLC_1 [CPU 1518-4 PN/DP]
[IY pevice configuration
%/ Online & diagnostics
- rgg Software units
B Add new software unit
» BasicUnit
» MachinePart2

[>

« [a3] ToolingUnit

(]

Bl Relations
P [ Program blocks
] K¢ Add new block
4 Main
» [tz] MachinePart1
» [Es] MachinePart2
» [tz MachinePart3
S External source files
i v [@PLCtags
I Add new tag table
:?.’ Default tag table_2 [8]
» [Ez| MachinePartl
» [£z] MachineParnt2
H » [Ez] MachinePart3
i [ig PLC data types
] ﬂ' Add new data type
» [tz] MachinePart1
» [£5] MachinePart2
» [Ez] MachinePart3
L.f PLC supervisions & alarms
i £] PLC alarm text lists
» [ Program blocks
» [ Technology objects
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Function

Group structures for the following objects are now downloaded to the CPU - this

also applies to groups within Software Units:
* Program blocks

* PLC tags

* PLC data types

Restoration of group structure in offline project during:
* Upload of CPU as new station

* Complete software upload (the offline program and the
group structure are deleted and replaced by the online program)

Benefits
Access to group structure even if the offline program is not available

SIEMENS



STEP 7 —Innovations
General extended functions

Cross-reference filter Cross-reference list in the Inspector window Cross-reference editor

User-defined filter supports inputs, outputs and bit 1.
memoaories. 2.

Filter for cross-references

[+] ¥ W Ve %

| IQM_Multi_Assignments

Seq.  Attributes Operator
1 [Reference]: Access type B = B
2 [Source object]: Number of references > 1
3 [Source object]: Type Is one of FLCinputtag
FLC cutputtag
PLC tag member

<insert new value>

<Add new criterion>

| Apply | | Close
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Freezing of current cross-reference display Improved visualization of overlapping input

Display of high-level accesses with structure tags and output addresses.
(struct, UDT)

DemoProject » PLC_1 [CPU 1517F-3 PN/DP] » Cross-references

Station1
Name Data type Default value Retain

e T — e & = [2 [Show objects with references =] Vl E|.§la=_““ Add new source object =
6 @ - nestedStructiVarl Int o Non-retain
B IR =< = eV (£ ® e H Object Reference location Reference type As | Access Address Type Device
MGl = v nestedStctivard Struct Nenretain » @ inputvodull %I10.0-%/117 |"type1sBitchannel” FLC_1 (A
s a . nestedStruct2Varl Int o Non-retain
—5 Sl resiedstucia i N Ea ¥ 4@ inputhiodul2 %I12.0-%/137 |*type16BitChannel® PLC_1 E
TG s v nestedstucevers st Nonreton - <@ inputhiedul3 1401157 | “type168itchannel” FLC 1
12 a . nestedstruct3Varl Int 0 Non-retain ~ 4 myFe %FB2 sCLFunction block PLC_1
i@ . steds nt 0 Nonsetain | (@myFe » Program code  Used by Read ..

[<] L ] » 1] typetggitchannel PLC data type PLC_1

¥ <@ inputhoduls I%HS 0-%I16.7 I'l'ypE|SB\lChﬂl’mE|' PLC_T
| @ Properties  [%4info © [ Diagnostics | Plugins | [<] n ]

estresults [ Generate | Overlapping access of: inputModul3 | ] virte aceess only|

General )| Cross-references Compile

=8 v Object Reference locstion Reference type |As | Access Addre Type Device
Cross-reference information for: nestedStruct3Varl ~ @ inputioduld. type16BitChannel® PLC_1
Object Reference location Reference type |As | Access - & myrc = e =5
T8 zatarl Struct e @rmyFC » Program code  Used by Read
~ @ Station1 %FE4  FEDFunctionblock PLCT
@station? » NWS (Station 1) Used by Read only. ~ ] typetsBitchannel PLC data type [
O T Sz s Ginpuitiodulé » Data tpe Instance-~Type
~ 4 Stationt %FB4  FBDFunctionblock PLCI @ “inputhioduld” channeld %150 Bool PLC_T
@station? » N (station 1) Uzed by Read anly <@ “inputhoduld” channel 1 %151 Bool PLC 1
~ <@ statVar nestedsStruct Va3 nestedStructaVar3 Struce rict T ol so o] e
~ & swtiont %FE4  FBDFunction block PLC] @ inputhloduld® charnel3 wiss = =
@Station? » N3 (station 1) Used by Read only - -
~ <@ stetVarl nestedStructiVer3 nestedStruct2Var3.nestedStruct3varl int Fict <@ “inputhoduld” channel %154 Bool PLC 1
~ & Stotiont %FB4  FBDFunction block PLCI @ “inputhiodul4” channels 155 Bool PLC 1
@Station] » W2 (Station 1) Used by Read only <@ “inputhiodul4” channels w156 Bool PLC 1
&0 “inputhaduld” channel? 6157 Bool FLC1
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STEP 7 —Innovations
General extended functions

Number of replacements

The total number of replacements is displayed for local
Find & Replace.

t1

FindAndReplace (0601:000046)
Replacement completed.
Number of replaced occurrences: 7

ENO
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Simplified search with "Ctrl + F"

In many STEP 7 editors, "Ctrl + F" can be used to copy
the marked text straight into the Find box of the local
search function. A second "Ctrl + F" copies the search
text to the global search.

Downloading data blocks

v ‘ Find and replace

w1

CASE... FOR... WHILE..
OF... TODO DO...

. . [+]
> rv-,_‘j._ $X3); - :
requency := 3.0, DWhole words only
W => #wrdl.3Xd); [] Match case

thFrﬁquenc;, := 3.3,

=" :1_.-%{5]: Find in substructures

l|*’1t ﬂFrﬂrUEDCY = 4.0, [ Find in hidden texts
0 =% #wrdl E¥EL e

REGION :
M Find:

As of V17, data blocks are not re-initialized during loading
until their structure has actually changed (<V17 interface
timestamp).

This enables a subsequent download without re-
initialization when generating data blocks with an identical
structure via Openness/VCI/ASCII sources.
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STEP 7 —Iinnovations
General extended functions

Improved line break at variable names Synchronisation at tag Import More one-finger keyboard shortcuts

In LAD, FBD, GRAPH and CEM, at operands written in
"camelCasing" or "PascalCasing" a line break is inserted
before an uppercase letter if possible.

When importing PLC tag tables, e.g. from Microsoft Excel,
it is possible to decide whether to synchronize by name or
address. This makes it easy to distinguish between
renaming or rewiring.

The keyboard shortcuts for LAD (empty box, normally
closed, normally open) and FBD (empty box, AND, OR)
can now be operated with one finger (F8, F9, F10).

LAD:
. Import f Description LAD Existing Shortcuts New Shortcuts
Bis V16 V17 b = Editor Instruction (up to V16) (va7)
Path of impaort file: Empty box | Shift+F5 | r8
|C:1Temp1PLE_‘rags.xI:x Ei Normally open
Wo.0 0.0 o e immered: contact Shift+F2 F9
"VerylongTagha "WeryLongTag cments o he fmperiess Normally closed
meToDermonstrat MarmeTo M Tags contact Shift+F3 F10
e" Demonstrate” @Syﬂchronize tags by name ' ) )
: : ‘ : : () synchrenize tags by address FBD:
D Constants
oK || cancel Description FBD Existing Shortcuts New Shortcuts
e — Editor Instruction (up to V16) (v17)
Empty box Shift+F5 F8
AND box Shift+F2 F9
OR box Shift+F3 F10
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| Hardware configuration
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TIA Portal — hardware configuration
Global offline/online comparison

Function
Devices _ Comparison of compiled offline hardware configuration in TIA Portal with the online
] HE hardware configuration on the device:

* Quick overview
Na”'frj.. 1516 [CPU 1516-3 PNIDP) o - Distributed 1/O for the PLC is taken into account

[} Device configuration * Based on checksums and takes user inputs into account
ﬂ Online & diagnostics

[&g Software units App|ICatI0n

5 Frogram blocks [ . . . . . :
[ Technology objects @ Offline and online configurations are identical

External source files ¢ Offline and online configurations differ
g PLCtags . . . . . .

g s ;E‘-la pes @ User inputs and compiled offline configuration differ:

[2) Watch and force tables + Compiling the hardware configuration to apply changes

s * Unintentional inputs: "Undo" or re-open project

&g Online backups

[ Traces

[ oPC UA communication
[@ web applications

i Device proxy data

* T T W W W F ¥ ¥ Ww Ww w

Lwi Program info

L.f PLC supervisions & alarms
E] PLC alarm text lists

['= online card data

-

~ [ Local modules

i

i plc1516 [CPU 1516-3 PMIDP]
» [ Distributed li0
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TIA Portal — hardware configuration

Offline/offline comparison at parameter level

Compare editor offline

B0 oiz &

*HomeOffice_V17_2: plc1516"
MName
- [ plcisie

~ [ Local modules

1516

x|
o

GenericBrowser Viewer

y |

"HomeOffice_V17_1: plc1516"

Detailed hardware comparison

B =00

& I start detailed comparison

2 iodevice-1-et20

sp

Page 116

\4

Comparison result: Objects are not identical

{>r v v >~

r v v rvrvrrvrwrwrowrw

v -

m

plcisi6
General
PROFINETinterface [X1]
FROFINET interface [X2]
DP interface [%3]

Startup

cycle
Maximurn cycle time 150 ms
Enable minimum cycle time for cycli False
Minimurn cycle time 1 ms

Communication load
Cycle load due to communication 35 %

System and clock memory

SIMATIC Memory Card

System diagnostics

PLC alarms

Web server

Display

Multilingual support

Time of day

Protection & Security

OPCUA

System power supply

Advanced configuration

Connection resources

Overview of addresses

Runtime licenses

0<0000000000<00SS0S0S0000C0

plci516

150

True

ms

ms
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Function

Comparison of two offline configurations at parameter level

+ Allows the comparison of PLCs including connected centralized/distributed I/O
 ldeal for comparing the current configuration with a reference configuration

* An indirect offline/online comparison of the configuration at parameter level is
possible using the intermediate step "Upload”

Note

Intended extensions:

* Filter options

* Assignment of parameters
» Supports further modules

SIEMENS



Deactivating/activating the I-device in the user program

Line 1 Line 2 - The I-device configuration of a CPU can be deactivated or re-activated by using
the instruction "D_ACT_DP"
+ If the IO controller is not available, the I-device CPU does not longer indicate an
error via its ERROR LEDs (if the I-device function is deactivated by the user
r program)
1O controller - Pre condition: TIA Portal V17, CPU FW V2.9, CM 1542-1 FW V3.0

I-device I-device Customer benefits

» All standard machines have a uniform user program,

. regardless of whether there is an 10 controller at the deployment site
* No annoying/confusing ERROR LED display
I :
- :
I

IO controller IO controller

10 device

1 K I
| EAO | | 1l

Standard machine Standard machine

|0 device 10 device
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DHCP for SIMATIC S7-1500- and ET 200-CPUs
Dynamic assignment of the network configuration

IP|NTP|DNS]| ...

Operational PROFINET PROFINET
Technology

| | | |
R R
ib | Higd ib | B
1 Parameters can also be supplied to the DHCP server by the CPU
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b

|
T
=

DHCP — Dynamic Host Configuration Protocol

* New: The CPU can be connected to an existing network
without additional manual configuration of the
CPU's network interface.

* New: The CPU can request network parameters
from a DHCPv4 server according to RFC2131:

* |P address and subnet mask
» Default IP router address
*  Optional:
* DNS server addresses
* NTP server addresses
+ Host and/or domain name?

Possible application areas
* Use of the CPU in IT-managed networks.
* Modular design of production plant (plug & produce)

Requirement: TIA Portal V17, CPU FW V2.9

SIEMENS



DNS for SIMATIC S7-1500- and ET 200-CPUs

Name-based addressing

—4_,5 E “HHPC UA
. F S =

pool.ntp.org

IT-managed network

Host and
domain name
DNS - IP address

myPLC1.siemens.com myPLC2.siemens.com myPLCn.siemens.com

Operational
Technology

PROFINET
| |
kE kB ﬁb £

PROFINET

-
rr
r
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DNS — Domain Name System

* New: The DNS server addresses can be obtained from the CPU
via DHCP.

* New: The CPU can obtain host and domain names from a
DHCP server for applications realized with
OPC UA or (secure) OUC.

* New: The CPU can transfer configured host or domain names
to DHCP servers coupled with DNS servers
for dynamic alignment (dynamic DNS).

* New: The CPU's NTP client can address NTP servers
by name.

* New: New "CommConfig" instruction allows network
parameters to be written or read, such as IP suite,
DNS server, host and domain name.

Requirement: TIA Portal V17, CPU FW V2.9

SIEMENS



SIMATIC S7-1500- and ET 200-CPUs - highlights with FW 2.9
Supports MRP Interconnect

MRP (Media Redundancy Protocol) Interconnect switches enable

the coupling of multiple MRP rings
II Thanks to the redundant switch architecture, the coupled network is still able to

function even if a switch fails.

» Coupling of up to 11 MRP rings.

* Can be used with the following SCALANCE switches:
XR500, XM400, XC200, XF204-2BA, XP200

Advantage

MRP Ring 1 In total, more accessible devices can be operated on MRP rings.

* <——MRP-i switches—

i Il
B e ring 2
g e
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SIMATIC S7-1500-/ET 200- and SIMATIC S7-1200-CPUs

Web server innovations

Automation
know-how

@
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Web design
know-how

=

Function
Loading user-defined web pages to the PLC without TIA Portal:

* New "Handle user-defined web pages* function right
in the PLC's hardware properties register in TIA Portal

* Files can be transferred via the new JSON RPC 2.0 API

+ Creating user-defined web pages
without DB generation in TIA Portal

» User-defined web pages are
stored on the PLC's load memory

Benefits of the function

* File transfer and update of user-defined web pages
without STOP = RUN

+ Better separation of domains Automation and web design

* Enables more wide ranging and technically sophisticated user-defined web
pages The memory size of the application is only limited by the size of the
memory card in the S7-1500 or by the load memory of the S7-1200

*  Compatibility of spare parts is ensured as all previous mechanisms are still
supported

SIEMENS



Hardware configuration
S7-1200 highlights

Key data concerning firmware V4.5
* New web server

—— - OPCUA
T | * Methods
, - Diagnostics
. 0 (1) *  Compact read/write ASCII files
0o 1 - GetSMClnfo
0 o1 1 .
0 11 D1 + Timestampformat
: (1) 0 1 0 . 0 JSON *  MRP master functionality for CPU 1215 and 1217
0 04 1 1 8 1o + Configured OUC connections
1,10 1 : 1 . - 14k retentive memory
(1’ 0 0 0 9_ Lo + S7-1200 motion control axis control panel
E + Jogging in non-position-controlled mode

+ Speed specification in non-position-controlled mode
+ Service Data via Data Record (TIA Portal)

G ‘e ﬁ o » Configuring/programming with STEP 7 V17
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Web server innovations
S7-1200v4.5

Function
File system *  Web server with JISON RPC2.0 as new "web data interface" for access
Web pages to web server data such as
System data * Process values (tag values)
Process data * CPU status and diagnostics data (in some cases)
L (1) +  CPU web server response in JSON format
0 0
00 (1) 11 Advantages of the function
L1 1 1 0 (1, 1 1 * Future basis for "state-of-the-art" creation of user-defined web pages
o 00, 1 ; 1 8 JSON * JSON as web-compliant data format for simple linking to web data consumers,
© 041 1 tll 1 1 e.g. MES systems, SCADA systems
é 11 8 ; 0 <1) . JSOI\! asa staple data format for_accessing web server
1 0 . cxx s data, i.e. no adjustment of web client code
E (e.g. Java Script code) needed after firmware update

* Spare part compatibility as the new web data interface can be used
in addition to the current options
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OPC UA - extended range of functions
S7-1200 v4.5

Browsing

Client

Browse request
Browse response

Browsing
CPU data

Read/
write

=50PC UA
Client

R/W request
R/W response

4
<

B
@ L]
DB
=5PC UA
Server
Asynchronous
data access .
+
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Subscription

Client

Send

Load reduction for
HMI applications

Companion
specification

=5PC UA
Client

OMAC
PackML
ZUROM P

=35PC UA
Server

<

| @0 te

& @
@<

Information
modeling .
+

Methods

% Supports

» Structured data types
and arrays
=459PC UA
Client

Call request
Call response

4
<

1] i
,NOIIII”
| o

Server

Consistent data

transfer .
+
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OPC UA
S7-1200 V4.5 — OPC UA server diagnostics in TIA Portal

Additional diagnostic buffer entries for OPC UA server
» Activation/deactivation of the OPC UA diagnostic information by

|8 Eigenschaften ||"_i.'.lnfo y"ﬂ Diagnose user in the CPU properties

J Allgemein || IO-VariabIen_ || Systemkonstanten || Texte | . S mmar ossible in the event Of message b rst Of
» PROFINETSchnittstelle [X1] . Di .U y p g U.
» DI14iDQ 10 agnose diagnostic messages relevant to OPC UA and just
ol Z3her (150 SRR Sa e = one appearance in diagnostics buffer
» Impulsgeneratoren (PTOI... - E OPC UA-Server-Status geandert

2::uurf [# sessionStatus gedndert Beneﬁts

Kemmunikstienslast Diagnose weiterer Ereignisse Faster analysis of information relevant to OPC UA in the event of an error

System- und Taktmerker

ST sty G E Priifung der Security Policy fehlgeschlagen

» Webserver
Mehrsprachigkeit || D Requests eines entfernten OPC UAClients fehlgeschlagen
Uhrzeit ‘ D Subscriptions: Status gedndert
» Schutz & Security n [ subscriptions: Fehler bei den Abtastzeiten
~ OPCUA — |
Allgemein 1
~ Server Diagnosen zusammenfassen
Allgemein
Einstellungen E Diagnosen bei hoher Meldungsanzahl zusammenfassen
» Security Dauer eines Intervalls: | 20 5|
Diagnose

-

Erweitere Konfiguration
Verbindungsressourcen
Adressibersicht
» Runtime-Lizenzen

[ ————

<]
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OPC UA
S7-1200 V4.5 — OPC UA server

diagnostics in TIA Portal

Online access
~ Diagnostics
General
Diagnostic status
Diagnostics buffer
Cycle time
Memory

Sessions
» PROFINETinterface [x1]
} Functions

> Sessions

Statistics

i

B8 - 1880316684
2447554996
2447554999

v 472389832
2447554997
2447554998
v 3529949163

2447555000
2447555001

BRERRERR

unt: [2239

Il

Session/subscription diagnostics

Name
urn:mdzboesc:Unified Automatio...
on_2447554996

on

md2b0esbc:Unified Automatio..

447554997

447554998

Unified Automatio...
on_2447555000

Subscription_2447555001

Endpoint URL
ope.tcp:li192.168.2.11:4840

ope.tcpill192.168.2.11:4840

opc.tcp:ii192.168.2.11:4840

Subscriptions
z

Monitared ftems

s
1
8
9
1
8
s
1
8

2

2

Timeout
472 0f30000ms.
14 o300
00f300

451 0f 30000ms
25 of 300
00f300

427 0f 30000ms.
40f300
00f300

Connection resources

Station resources

Module resources

Last conta...

20110ec-
2011-Dec-..

2011-Dec-

Reserved Dynamic CPU 1215C DUDCDC (RO.
Maximum number of resources: 34 34 34 34 68 68
Maximum  Configured [NNUSEENNN  cConfigured [NESENNN  cConfigured [NESEENN
PG communication: 4 - 1 - 0 - 1
HMI communication: 12 0 0 0 0 0 0
$7 communication: 8 0 ] 0 0 0 ]
Open user communication: 8 0 0 0 0 0 0
Web communicati 2 = 0 = 0 = 0
r OPC UA Client/Server communica... 0 - 0 - 1 - 1
Other communication: = - 0 0 0 o 0
Total resources used: 0 1 0 1 0 2
Available resources: 34 33 34 33 68 66
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OPC UA diagnostic information in TIA Portal

» Display of additional information concerning the OPC UA server via "Online &
Diagnostics" on the CPU

* Provision of information on session and monitored items via "Sessions"

¢ Visualization of the number of OPC UA resources used in "Connection
resources" in TIA Portal

Benefits

Additional diagnostic information available for fast and efficient error detection
concerning OPC UA
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Import and export of ASCII files (files in binary format)
S7-1200 V4.5 in TIA Portal V17

FileReadC FileWriteC

Function
o8 - * Read data from an ASCII file of the SIMATIC memory card, for example
‘FlleReadc S8 FllewrteC 578 «  Write data to an ASCII file onto the SIMATIC memory card, for example
FileReadC FileWriteC » Deletes a file — "FileDelete"
w=EN Done — ... -—EN Done — -
R Busy — - ke —jED Busy —- Customer benefits
" — Name Error — - "~ Name Error — - . .
0 — Offset St — . 0— offset Status — - Complex file structures are used in the free ASCII format on the
0 Length Resultiength — -. 0— Length ResultLength — .. SIMATIC memory card, e.g. to
- Data ENO — ..— Data ENO —

+ read in recipes for which CSV is not flexible enough
* read in complex parameter assignments or configuration files
» output complex files for documentation

v

A

Page 127  Unrestricted | © Siemens 2021 SI E M E N S



GetSMClInfo

S7-1200 V4.5 — information concerning SIMATIC memory card

SIMATIC Memory Card

Diagnostics

[V Aging of the SIMATIC memory card

Threshold value: |80

% |

A

80% ——

RUN/STOP
ERROR
MAINT
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Aging of the SIMATIC memory card

* Generation of a diagnostic entry if a user-definable lifetime is exceeded (in
percent of the guaranteed write/read cycles)

* Visual display on the CPU via maintenance LED

Customer benefits

Evaluation of card "lifetime" information possible when recipes and archives are
used intensively; precautionary replacement of the SMC card when necessary.
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Time stamping of DataLogs — format standardization
S7-1200 V4.5

Previously
Use of different formats for the TIMESTAMP field of DatalLogs with S7-1200 and S7-1500

S7-1200 S7-1500

<V4.5 2V4.5 <V2.6 2V2.6

yyyy-mm-dd dd-mm-yyyy

dd-mm-yyyy yyyy-mm-dd
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Configured OUC connections
S7-1200 V4.5

| Topologiesicht [ Netzsicht [ Geratesicht

PLC_1 || PLC 2
CPU 1214C
TCP_Verbindung_1 -===J_

CPU 1215C

5% Vemewzen 1} Verbindungen| [TCPVerbindung + 51 Relationen | [ *

1 Hervorgehoben: Verbindung

=

| [ EA ikati [ ven | TeleControl |
7/ Lokaler Verbindungzname | Lokaler Endpunke Lokale 1D (hex) |PartnertD (hex) |Partner Verbindungztyp
TCP_Verbindung_1 Il PLC_1 [CPU 1214C DODCIDE] 100 |z) 100 =))W PLc_2 [CPU 1215€ DEIBEIDE] |~ TCPVerbindung
TCP_verbindung_1 W rLc_2 [cPu 1215C DAfDciDe] 100 100 Il FLc_1 [cPU 1214C DCIDCIDE] TcPverbindung

Adressdetails
Optionen

Name: |TCP_Verbindung_1

Verbindungsweg

<[] 125% e el R K| i 1>
|el Eigenschaften  [*}info )|l Diagnose |
|| Allgemein [ 10-Variablen [ Systemkonstanten [ Texte |
Allgemein il .
Lokslen Aligemein
Bezondere Verbindungseige... Verbindung

Lokal

Partner

Endpunke: [PLC_1 [CPU 1214C DCIDCIDC] | [PLc_2 [P 1215C DCDCIDC] ]

i [ cP 12431, Ethemetschnitts 3l [*]  [PLc_2. PROFINETSchnittstelle_t[X1 : PN(LAN)] [+]
[Ethernet | [Ethemnet |

Subnetz: [PIE_T ] ® [Puie_ L3

Adresse: 19216803 | [19216802 ]

Finde Verbindungsweg
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Connection configuration in HWCN for

« TCP

« UDP

* lIso-on-TCP

Enables connection to be established in RUN without TCON or T_DISCON
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TIA Portal — System functions
Recently used objects

JA Siemens - D:\Projects\DigiMachine_2.0_V17\DigiMachine_2.0_V17

Project

Edit |View Insert Online Options

MName|

=

Page 131

Tools  Window Help

N+ ey 5 MM B & coonline ¥ Gooffline ' 82 MM M 3¢~ (11! [ecarch in nraiecr

i) Undo Moved to Folder "LGF" Curl+Z
(™ Redo Crrl+

M ocut Cerl+x
E5) Copy Curl+C

¥ Delets Del
Selectall Cerl+A

_h Search in project Ctrl+F

ab £ dreplace el F

ac

|6 Froperties Alt+Enter

@ Safety Administration
- [gg Software units
‘L' Add new software unit
=4 GlobalEnvironment
E Bifd Relations
= r:\'uz Program blocks
ﬁ Add new block

| LEC_DigitalSignal - Library Management es\LECILEC_ DigitalSignal}
9 9 Ty g9 P 9 l
Faceplate type (TypesiLDigilFaceplatellDigi_Conveyorly 0.9.1)
plate Bype (Typ 9 P il Yy
Faceplate type es|LDigilFaceplate\LDigi_Conveyorly 0.9.0)
plate type (Typ 9 P El ¥
o LDigi_Conveyor_Std (FB17) (DigiMachinePlc [CPU 1516F-3 PNIDP]\Software unitsiGlobalEnvironmentiProgram block
|&] LBC - Library Management (TypesILEC)
DigitalSignallManitorin esILBC_Facplates|DigitalSignallLBC_DigitalSignalMonitoringlv 0.9 4}
el 9 g Uyp P 9 el el el 9
Drive ControlMonitoring {TypesILBC_Facplates\Drive Control\Drive Controlhenitaringlv 0.9.2)
DigitalSignallMenitorin esILBC_Facplates|DigitalSignallLBC_DigitalSignalMenitoringlv 0.9.3)
il 9 guhyp P g il il il 9
DriveControlSetCamin (TypesILBC_Facplates|DriveControliSettings|Drive ContrelSetCaminly 0.9.2)
DriveControlManitarin es\LEC_Facplates\DriveControliDrive ContralMonitoringlV 0.9.1)
g ilyp P 9
DriveControlSetCamin (Types|LBC_FacplatesiDrive ControliSettings|Drive ControlSetCaminly 0.9.13
Typ P it}
DigitalSignalMeniterin es\LBC_Facplates\DigitalSignallLEC_DigitalSignalMonitoringly 0.9.2}
l 9 gilyp P 9 il il l 9
DigitalsignalReferenceDesignator (Types|LBC_Facplates\DigitalSignaliDigitalsignalReferenceDesignatorv 0.9.13
DigitalSignalMeniterin es\LBC_Facplates\DigitalSignallDigitalSignaliMenitoringlV 0.9.1)
l 9 gilyp P 9 il 9 9 9
Relations (DigiMachineFlc [CPU 15168F-3 PNIDF]ISoftware units|GlobalEnviranmentiRelations )
el
@ DigiMachinePlc (DigiMachinePlc [CPU 1516F-3 PNIDP]\Safety Administration)
|| LAxisCtrl - Library Management (Types|LGFILAxs Ctrl}
|| LAnyAxis - Library Management (Types|\LGFILAnyAxis )
|&] LDigi_Conveyor_Std - Library Management (Types|LDigilEquipmentModules\LDigi_Conveyor_Std}

Clear list

» [%] DigiMachine

[fa] LANyAxis

[2z] LawdsCtrl

: [&z] LBC

‘?' #F LBC_DigitalSignal

‘?' = LBC_DriveControl_StdPlc
‘;‘ E LBC_TwoWayActuator

i =[] LDigi

{ v

E = [%:] Equipmenthiodules

a = LDigi_Conveyor_Std
b [5] LGF

External source files

[& PLCtags

[ PLC data types

Lf PLC supervisions & alarms
|E] PLCalarm text lists

- v -

fovio4
fovio4
fovio4

fzvosis
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[default]
[default]
[default]

[default]

New functions
Open recently used objects

The menu command "Edit > Open recent object" shows the 20 last used objects
in the order of their last use in TIA Portal

The view of the list is related to the currently active scope, e.g. to a havigation
view or the editor used

The lists are available for the following areas:
* Projects and Project Libraries
* Global Libraries
* Multiuser local sessions and server view
* Reference projects

The menu command "Clear list" removes all entries from the list

The list of recently used objects is linked to the Windows user profile. Thus, the
list is retained even after the TIA Portal has been closed

SIEMENS



| UMAC & Security by default
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System functions
TIA Portal User Management & Access Control (UMAC)

Restricts actions and
changes in editors

Color_Filling_Station_V15.1_V17 » Color_|

Configuration of
user-roles

Engineering rights
Mame

[ Open the project read-only
¥ open and edit the project

@ Monitor PLC program

[ Modify PLC program online

¥ Download PLC
@ Edit PLC program

[ Modify safety PLC program
[] Edit security device cenfiguration

D View security device configuration
[ Edit hardware configuration

M nodify
E Maintenance
M pownload

[] Manage users and roles

D Upgrade project

[ Edit project vis Openness APl
[ Import project texts

E Download to other devices
[ change library type versions

Group
General
General
PLC

PLC

PLC

FLC

PLC
Security
Security
General
HMI

HMI

HMI
General
General
General
General
General

General

xing_CPU [CPU 1515F-2 PN] » Safety Administration

You can check the functional rights of your user account in Users and roles

The editor is read-only because your user account does not have the following functional rights: Modify safety PLC program

General
« F-runtime group

F-blocks

Fcompliant PLC data types
Access protection

Web server F-admins
Settings

Flexible F-Link

F-runtime group 1 [RTG1]

Fruntime group 1 [RTG1] Fail-safe organization block

Eventclass 3 [Cyclic interrupt
Cycle time | 100000 5
Phase shift

calls
_

Main safety block

|I lain_Safety_RTG1 [FB6] " |
I-DB B
Main_ RTG1_DE [DB11] [~]
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New engineering function rights

The following user actions can be restricted by the new function rights:

General function rights: Edit library types, edit hardware configuration, edit
project via Openness API, import project texts, upgrade project

PLC: Download, edit program, edit safety, monitor, modify online
HMI: Download, configure, perform device maintenance

Drives: Download, edit drive configuration

Benefits

The previous access protection for the TIA Portal project differentiated between
read and write access.

With the new function rights, user roles can now be adjusted even more specifically
to responsibilities.

In engineering, this protects numerous actions and workflows against unauthorized
users.
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System functions
TIA Portal User Management & Access Control (UMAC)

~ Bk e g v Locking a project

Project locked

w  Network 1: Convertthe currei|

* An open project can be protected against editing by locking it

. e :J ":  Locking a project can be activated manually or automatically after a
0220 Password: | ] configurable period of inactivity
Currentvalue_C* — yaLUE_c m— )
ey r—— Benefits
Currentvalue_M"— yALUE_CMYK_M  VALUE_RGB_G — CONVERT_G”
s, “rcre scs_ When an operator temporarily leaves the engineering station, locking the project
Currentvalue_Y" — YALUE_CMYK Y  VALUE_RGB_B — CONVERTB

prevents editing without having to close it.
You leave the station — project gets locked!

m 2 Logged invia Project user: I Chang|ng the user
tia

9 Change password o * Menu entry for changing the user in an open project

G o T — -
@ Lock the project Benefits
[= Log offand close the project

The "Change user" function allows work on the project to continue in the same
place in the project after a change of user.

You need elevated rights — change the user!

SIEMENS
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System functions

TIA Portal User Management & Access Control (UMAC)

Users

User name a Password Authentication method | Comment
[ ] E Anonymous
) ta 0 FEEEEEwEw Password
[ tal 0 FEEEEEwEw Password

Default user that doesn't need to authenticate when enabled

You want to open a protected project without authentication —
activate the Anonymous user!

Security

Access protection

User authentication

Standard authentication

procedures: | Use anonymous user | =]
ReEuest user name and iassword
Project lock |

Use single sign-on-session

You want to open a protected project without login dialog —
preselect authentication method!
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Anonymous user

+ This specific type of user requires no authentication
It can be explicitly activated/deactivated

» Roles/function rights can be assigned

Benefits

A protected project can be opened with the assigned rights by activating the
anonymous user without entering a password.

Standard login procedure

* The login procedure to be used when opening a protected project can be
selected in the TIA Portal settings

* You can choose from: Login via the TIA Portal login dialog for user name and
password, login as anonymous user and login using the single sign-on session

Benefits

Using the login procedure for anonymous users or single sign-on, a protected
project can be opened without explicit user authentication.
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System functions

Enhanced security for SIMATIC programming device/HMI communication

TLS-based

programming
device/HMI

communication

[

1TLS — Transport Layer Security
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Trustworthy
PLC
certificates
on clients

Individual certificates/
keys for each PLC

Protection of confidential
configuration data

Security improvements for programming device/HMI
communication between TIA Portal / HMIs and S7-1200/1500
CPUs

Communication security based on Internet-standard TLS?

PLCs use certificates to identify or authenticate themselves to engineering or
HMI systems

Certificates are generated automatically via TIA Portal or can be imported from
external sources

A compatibility mode can be activated for the previous and the new TLS-based
communication at the same time

Protection of sensitive configuration data in TIA Portal and the CPU is possible
by means of a user-defined password (optional)

Benefits

Enables unique identification of every PLC based on individual certificates

Provides additional confidentiality protection by means of encrypted
communication

Protection of configuration data by means of individual passwords

SIEMENS



System functions

New mechanism to protect confidential PLC configuration data

User-defined protection of configuration data

User input Password for the protection
of confidential PLC data .
TIA Portal Confidential PLC

PLC project configuration data

Non-confidential PLC
configuration data

Download

. .
r

@<
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Confidential PLC configuration data must be protected against unauthorized
access in accordance with the deployment environment

In this context, confidential configuration data specifically refers to private keys
of certificates for programming device/HMI communication, web servers, OPC
UA, etc. — but this has nothing to do with know-how protection

The data is protected based on a user defined password

The configuration of the protection is optional but it impacts handling when

replacing devices as the password must also be configured for the replacement
CPU:

* Setup via initial download
* Online configuration via TIA Portal
» Configuration via separate SIMATIC memory card

Benefits
Protection of configuration data by means of individual passwords

SIEMENS



System functions
Security Wizard for new PLC Security Mechanisms

Security Wizard

» The new Security Mechanisms are activated by default (Security-by-Default) in
new PLC Firmware versions.

* When inserting a new CPU (S7-1500 FW v2.9, S7-1200 FW v4.5) a new
Security Wizard appears automatically to configure the security mechanisms.

* Following configuration is done via the Security Wizard:
 Protection of confidential PLC configuration data
* Mode for secure PG/PC and HMI Communication
* PLC Access Protection

* The Security Wizard can also be called again later from the Hardware
Configuration.

Benefits

* Quick and easy configuration of the new PLC Security mechanisms in a single
. ° _ _ process step
PLC with Security- - Supporting information to select suitable settings for own use case
I_r-'_ Settings
r (]
AN ¢
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Upgrading projects and
compatibility
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System functions
Upgrading projects

TIA Portal V13 SP1/SP2 TIA Portal >V13 TIA Portal V17

L. | . | L. |

<V13 project V13 SP1 project >V13 project V17 project
Project upgrade Project upgrade
to V13 SP1 to V17

Side-by-side installation of V13 SP1/SP2 up to V17 allows access to all project versions.

The V17 license can be used for all available versions from V11.
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Spare parts compatibility
S7-1200 — FW 4.5 with older TIA Portal versions

TIA Portal V12 to TIA Portal V16 TIA Portal V17

V10.5/V11/V12/

V14/V14 SP1 V15/V15.1 V16 V17 project
Vlri/'\e/clzts vﬁtFr:l project with project with project with FW 4.5
proj FW 4.0/4.1 FW 4.2/FW 4.3 with FW 4.4

FW 1.0 to FW3.0

. |

Firmware V4.5 Firmware V4.5 Firmware V4.5 Firmware V4.5 Firmware V4.5

New functions can be used with TIA
Portal V17 and firmware V4.5

Latest firmware version release: Online support: ID 109793280
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Spare parts compatibility

S7-1500 and ET 200 CPUs -— FW 2.9 with older TIA Portal versions

TIA Portal V12 to TIA Portal V16

V12/V13/V13 SP1 V14/V14 SP1
project with project with
FW 1.0 to FW/1.8 FW 2.0/2.1

Firmware V2.9 Firmware V2.9

Full spare part functionality: Online support:

ID 109744163

TIA Portal V17

V15/V15.1 V16 V17 project
project with project with FW 2.9
FW 2.5/FW 2.6 with FW 2.8

. |

Firmware V2.9 Firmware V2.9 Firmware V2.9

New functions can be used with TIA
Portal V17 and firmware V2.9
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| STEP 7 Safety V17
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SIMATIC STEP 7 Safety V17
Fast Commissioning

Fast Commissioning workflow

Download prepared project to controller.

Deactivate Safety mode and activate Fast Commissioning mode
Perform adjustments in safety program during operation

Finalize project by full compile

Final download of the safety program

Activation of Safety mode and re-initialization by
Project STOP — START transition of CPU

TIA Portal V17

o 0k wbhE

Benefits

* Increased efficiency when commissioning the safety program
Shorter compile times during commissioning

Adjustments of safety program during deactivated safety mode
* More control due to time limitation of deactivated Safety mode

Page 144  Unrestricted | © Siemens 2021 SI E M E N S



SIMATIC STEP 7 Safety V17

1. -

“Controle”
.—EN

“Parameterhandli
ng".Subsystem_

1 FParameterset

Description
2 + gl Program blacks
" &+ FOB_RTG1 [0B123]
& Main_Safety RTG1 [FB1]
@ FFB_used DB [DB3]
@ Main_Safety RTG1_DB [DB1]
¥ [iz] tmp

8
|

1 <@ ~ Input

4w e W

o

NI

= ¥ Farameterset

"Subsystem”
8 ¥ Subsystem_1 “Module®
My Tag Bool false
My Tag_1 Int o
= ¥ Submodule_1 “Submodule™
= ¥ Submodule.. "Parameters”
Para_1 Bool false
Para_2 Bool falze
Para_3 Int o

Used and compiled | Function in ssfety program Offline signature

HEEE
momoa o
[

F-OB OxA7482493
F-FB OxF308B915
I-DB for FFB Ox27E959F6
I-DB for FFB Ox27E959F6
Not available_

| =i unused ooB3E1os] |
4 FFC_unused [FC1] Yes FFC 0xD379BA50
|§ FDE_unused [DB2] Yes F-DB 0X27E959FE
~ [%] used 0x3896C7CD
4 FFC_used_5 [FCT] e FFC Not available.
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Nen-retain
Non-retain
Nen-retain
Non-retain
Non-retain
Nen-retain
Nen-retain
Non-retain
Nen-retain

1. Nested F-compliant PLC data types

Optimum structuring of data in the safety program can now be achieved by creating
F-compliant data types up to a nesting depth of 8.

All data types allowed in the safety program can be used as F-PLC data.

2. Group signature

Changes in structure of safety program can be localized more quickly. Acceptance
procedures can do more efficiently by comparing the group signature of the
changed and the already accepted safety program.

3. UMAC

It's possible to realize access protection for the F-program based on user-
specific/role-specific UMAC rights.

Acknowledgment of failsafe warn cycle time

With block ACK_FCT_WARN it’s possible to acknowledge the message for
exceeding failsafe warn cycle time.

Think green — paperless safety printout

The requirement concerning handling the safety printout has been modified in the
manual and now allows paperless storage and archiving — which means a paper
printout is no longer necessary.

SIEMENS
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SIMATIC S7-1500 Redundant Systems

Motivation

Preventing plant downtime
High availability during operation,
Avoidance of loss of production

Prevention of damages
Avoidance of unplanned production
stops where the product to be
processed would be permanently
damaged

Save on maintenance
Application solutions are mostly

complicated and difficult to maintain

I~ Prevention of data losses
The data remain intact and long restart
times after a failure are eliminated.

Operation without persons locally
Maintenance trips can be better
planned

Redundant systems reduce costs

SIEMENS
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SIMATIC S7-1500 Redundant Systems
Product Strategy SIMATIC S7-1500 R/H

Based on Standard S7-1500 CPUs and PROFINET

« Basis Hardware Standard-CPUs/Fail-safe CPUs N
* Basis PROFINET as communication standard II

Transparent Programming

* Engineering Tool TIA Portal incl. all programming languages
* Redundancy functions fully integrated in TIA Portal
* No special Know-How for redundancy required
« Simple scaling: Standard - S7-1500 R - S7-1500 H

Extensive Scalability

 Scalability of switch-over time (S7-1500 R - S7-1500 H)
 Scalability of the Redundancy Architecture
+ Scalability of the CPU Performance

Step by Step Product Launch Strategy

* First release with basic redundancy functions
« Step by Step increasing of feature set in future versions

Page 148 Unrestricted | © Siemens 2021 SI E M E N S



SIMATIC S7-1500 Redundant Systems
System Overview

: Redundant — S7-1500 R High available — S7-1500 H
Consistent concept —

Identical synchronization
process

Scaling of the switching
performance over the available

bandwidth of the
sync connection

CPU type CPU 1513R/ CPU 1515R CPU 1517H/ CPU 1518H

Synchronization via PROFINET Ring (MRP) via Sync-Modules / FO

Hot-Standby Yes, fail-over time ca. 300ms Yes, fail-over time ca. 50ms

I/O systems ET 200SP and ET 200MP

PROFINET I/O-devices PROFINET S1 and S2 (bump less switchover)
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SIMATIC S7-1500 Redundant Systems
PLC Hardware

CPU 1513R-1 PN CPU 1515R-2 PN CPU 1517H-3 PN CPU 1518HF-4 PN
6ES7513-1RL00-0ABO 6ES7515-2RM00-0ABO 6ES7517-3HP00-0ABO 6ES7518-4JO
Program / 300 kB code 500 kB code 2 MB code 9 MB code
Data memory 1,5 MB data 3 MB data 8 MB data 60 MB data
|nterfaces X1 X1 X2 X1 X2 X3 X4 X1 X2 X3 X4 X5
. L - - C W M NI
. ] ] .
6AG1515-2RM00-7ABO 6AG1517-3HP00-4AB0 -

SIPLUS Type -

Fail-safe

B PROFINET IO Controller, Supports RT, MRP, Transport Protocol TCP/IP, Open User Communication
" PROFINET Basic Services, Transport Protocol TCP/IP, Open User Communication

¥ SPF Slot for H-Synchronization
SIEMENS
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System Redundancy and Network
Configuration

SIMATIC S7-1500 Redundant Systems
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PROFINET System Redundancy
Concept

PROFINET System Redundancy

A System with redundant PN
controllers and single or redundant
PN devices.

PN PN
Controller Controller

Three levels:
1. PN Controller
2. PROFINET Network
3. PN Device

PROFINET
Network

2 or 4 connections

Redundancy at one level is
iIndependent of redundancy at each
other level. PN Device

\
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System Redundancy
Common profile

FROFIOUI + FROFINET

AT
AT
UMW

for PROFINET

Version 1.11 —  Date: February 2017
Order No.: 7.122

A\

-
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PROFINET System Redundancy

Redundancy Modes

S1 Mode

Primary PLC Backup PLC

r
r

— e |

:_ PROFINET IO Network |

S1 Device
S = Single interface

1 - one connection to one PLC

Standard PLC + R/H

S2 Mode

Primary PLC

Backup PLC

I PROFINET IO Network |

S2 Device
S = Single interface
2 = can switch between two connections

For R/H PLC

R1 Mode

Primary PLC

Backup PLC

| PROFINET IO Network |

R1 Device
R - Redundant interface

1 > each interface has one connection to
one PLC

Future 1500 H release

Details about PN System Redundancy modes: See hitps://support.industry.siemens.com/cs/ww/en/view/109756450
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PROFINET System Redundancy
Behavior of PN Devices with System Redundancy S2

Initial Situation Failover R/H

System state: RUN-Redundant System state: RUN-Solo

Primary Backup RUN Solo

Both CPU have a relation to the RUN-Solo CPU uses the already
PN device existing relation
* 1/O data are exchanged » 1/O data are exchanged

» Outputs keeps their last value during
the hot-standby failover time
(~50ms / 300ms)
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PROFINET System Redundancy
Behavior of PN Devices without System Redundancy S1

Initial Situation Failover R/H

System state: RUN-Redundant System state: RUN-Solo System state: RUN-Solo

Primary  Backup RUN Solo RUN Solo

v Single AR
s1 Gl v
Only the primary PLC has a relation to AR to the primary PLC gets lost RUN-Solo PLC creates a new
the PN device S1 device is now without communication connection to the S1-Device.
* 1/O data are exchanged + Inputs in process image are “0° I/O data are exchanged

» State of the outputs depends on the
S1-device, e.g. by providing the
function “Keep last value”

See

Time is adjustable By changlr_mg the watchdog tlme, the
reconnection time can be adjusted.
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PROFINET System Redundancy
Siemens I/O Systems with PN S2 support

6ES7155-6AU01-0CNO
6ES7155-6AU30-0CNO

IM155-6 PN HF (FW>=4.2)

6ES7155-5AA00-0ACO

6ES7590-0BLO0-0AAO

IM155-5 PN HF (FW>=4.2) .
. . . The active backplane bus allows to pull and plug modules

6ES7 14*-6*00-0BBO
(FW >=1.1)

6ES7158-3AD10-0XA0

6DL1155-6AU00-0PMO

IM155-6 PN HA (with Single IM)
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PROFINET System Redundancy
Siemens Drives / Switches with PN S2 support

CU310-2PN (FW >=5.2) 6SL3040-1LA01-0AA0
(with gsdml)

CU320-2PN (FW>=5.2) " 6SL3040-1MA0L-0AAQ
(with gsdml) " !

6GK52..-...00-2.C2

6GK52..-0.A00-..S6

6GK5 204-2AA00-2GF2
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Network Configuration with S7-1500 R/H
Requirements

Requirements for the Redundant 1500 R High Available 1500 H

PROFINET network
Config uration Primary Backup

* MRP Ring (default setting in
the configuration)

Primary Backup

X1P1 |X1 P2 X1P1 |X1 P2

* PN IO only at X1 interface

« PLC’s need to be part of the Single MRP Ring P

rng

T

e S7-1500 R: |

- no devices in the connection ET 200SP ET 200MP ~ Sldevices ET 200SP E-T 200MP

between the two PLC's inside the ring
] Recommendation: Recommendation:
B crouldbe Max. 16 devices in MRP Ring Max. 50 devices in MRP Ring

connected via a switch ¥ S1 devices
connected via switch

1) Reason: S1 devices do not forward H-Sync telegrams during a reconfiguration of the MRP ring. This can lead

to a high cycle time in case of a interrupt in the ring.
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Network Configuration with S7-1500 R
Length of the synchronization connection

Direct Link
up to 100 m
<100 Meter

CPU 1513R
CPU 1515R

Fiber optic link
(media converter) up to 3 km

<3 km
(Recommendation)
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Network Configuration with S7-1500 H
Length of the synchronization connection

Primary

Short distance sync modules . II
- up to 10 Meter "
I

<10 Meter

Primary

CPU 1517H B
CPU 1518HF Long distance sync modules -
= up to 10 km
<10 km

The sync cables are redundant.

The loss of one fiber optic cable has no impact on the runtime behavior..
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Network Configuration with S7-1500 R/H
Connection of PROFINET Devices

S2 and S1 Devices can be connected

Primary

Switched S1 Mode?
(New in V16)
- Not bump less

Connection of S1 Devices via PN/PC Coupler
with subordinated controller.
- Bump less Switchover

Subordinated PLC

1) For S7-1500R, S1 devices should be
Page 161 Unrestricted | © Siemens 2021

connected via a switch to the MRP ring
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Network Configuration with S7-1500 R/H
Connection of Subordinated Controller

Ol T By TBackup Option 3: -
Integration as iDevice in ,Switched S1 Mode* Open User Communication
Currently support only with GSD : between H-System andl)
- Communication to RH is temporarily ¢ < e 5 Subordlnat.ed C.ontroller _
0 . ©
interrupted when a RH failover occurs. | N NSRSt i 2 2 Com.mu-nlcatlon toRH s
§ temporarily interrupted when a
8 RH failover occurs.
B
-------- g ettt |
_________________________________ i
e

Option 2:
Via PN/PN Coupler
- Bump less = e e il
switchover

1) Not recommended for S7-1500R — see Installation recommendations for CPU 1515R-2 PN SI E M E N S
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Network Configuration with S7-1500 R/H
Connection of PROFIBUS DP Slaves

Olionil T By T T T TBackap T Option 3: -
Integration as iDevice in ,Switched S1 Mode* Open User Communication
Currently support only with GSD : between H-System andl)
- Communication to RH is temporarily e ¢ < el 5 Subordlnat.ed C.ontroller _
©
interrupted when a RH failover occurs. [ ) TSP aa ¥ iy $ = Communication to RH is
§ temporarily interrupted when a
8 RH failover occurs.
2
-------- 8 i lld |
PROFIBUS 8-
——————————————————— <

T =
Option 2:
Via PN/PN Coupler .DDDD —
- Bump less | I I i ettt
switchover

Please note: IE/PB Link and IE/PB LINK HA are currently not supported

1) Not recommended for S7-1500R — see Installation recommendations for CPU 1515R-2 PN SI E M E N S
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Communication via System-IP and
Device-IP Addresses

SIMATIC S7-1500 Redundant Systems
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Communication via System-IP Addresses
IP-Addresses for R/H System

In addition to the Device-IP addresses, for each interface of the
R/H system a System-IP address can be activated.

*Syshm IP address for switched communication

(¥ Enable the system IP address for switched communication
IPaddress: | 192.168.0 .3 |
Subnet mask: | 255. 255.255.0 |
Virtual MAC address: ~ 00- 00- SE- 00-

01- [1 |
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X2-Interface

X2: System-1P1

X2: Device-IP11

X1-Interface

i X1: System-IP2

X1: Device-1P21 |
_ >

[
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Communication via System-IP Addresses

Behavior
The System-IP Address is automatically assigned to the II
Primary CPU

For a communication partner (e.g. a standard PLC or HMI) the L /l
R/H system behaves like a “normal” (non redundant) \
communication partner. .

m
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Communication via System-IP Addresses
Behavior at Primary-Backup Failover

When the Primary Controller fails, the System-IP

addresses are automatically transferred to the
Backup PLC.

- A Standard-Controller / HMI can continue the
communication with the same IP Address.
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Communication via Device-IP Addresses
Behavior

Communication with Device-IP addresses works via Primary-PLC as well as via the Backup-PLC.

Please note: Using the connection via the Backup-PLC leads to higher sync load in the system.

Communication via the Primary PLC Communication via the Backup PLC

- II

I'I'
-’\ :
]

\

X2: Device-IP 11 X2: Device-IP 12 X2: Device-IP 11 ‘ X2: Device-IP 12

e e
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| HMI Connection

SIMATIC S7-1500 Redundant Systems
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HMI Connection for R/H Systems
via a non-redundant network with system IP address

A HMI connection via the system IP addresses with a non-

redundant network is possible in all cases.

Note for connection via X2:

If the connection to the Primary-PLC is interrupted, communication with the system is no
longer possible because the system IP address remains with the Primary-PLC. To remedy

this, the role of the PLCs can be exchanged program-controlled in this case. See slide
Extension RH_CTRL

| |
Communication Communication

interrupted OK
System-IP \ | l T \ litlem-m

Primary Backup Backup Primary

=
-0
|1
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HMI Connection for R/H Systems
via a nhon-redundant network with device IP addresses

A HMI connection via the device IP addresses requires a
switching option on HMI side. This is supported by

« WiIinCC OA from V3.17

« WInCC V7.5 SP1 via scripting

« SIMATIC Panels via scripting

The following application example is available for connecting SIMATIC
panels to an R/H system:
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WinCC OA

WinCC V7.5 SP1
AR
]

SIEMENS


https://support.industry.siemens.com/cs/ww/en/view/109781687

HMI Connection for R/H Systems
via a redundant network with device IP addresses

WinCC V7.5 SP1
] ] ] ] WinCC OA
A HMI connection via a redundant network using device IP

addresses is possible with
« WInCC OA from V3.17
« WInCC V7.5 SP1 via scripting

The switching of the communication connection in case of an error is done
by WIinCC. See

E ﬁll
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HMI Connection for R/H Systems
via a redundant network with system IP addresses

WinCC V7.5 SP1

A HMI connection via a redundant network using WinCC OA

system IP addresses is possible with

« WInCC OA from V3.17
« WInCC V7.5 SP1 via scripting

........... X2 System |Pﬁ

Use of the CPU interfaces: e X3: System 1P -

System-IP of X1 and X2 with CPU 1515R-2 PN and CPU 1517H-3 PN
System-IP of X2 and X3 with CPU 1518HF-4 PN

Behavior in case of error

+ If the Primary PLC fails, the system switches over by moving the system
IP addresses.

» If one network fails, switch over is done by WinCC
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Hardware Extensions in RUN
with 10-Link

SIMATIC S7-1500 Redundant Systems
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Configuration in RUN (CiR) with IO-Link

Overview
What is IO-Link? ]
- 10-Link is a digital, point-to-point, industrial standard (IEC 61131-9) used o T
for connecting digital sensors and actuators &nmmm
- 10-Link devices are offered by most sensor manufacturers o
- Siemens provides 10-Link Master modules for ‘ 8000 ... WE e
- ET 200SP DEEE E
ET 200MP L
ET 200eco PN e I0-Link
ET 200AL
ET 200pro 1 e : _\ga [m[l b =
B: BITIEM 95 &

These CiR use cases can already be solved today with 10-Link
1. Add a new sensor or actuator
2. Change the type of a sensor or actuator

3. Configure a measuring point (e.g. measurement range) More information about |O-Link?
See https://www.siemens.com/io-link
Or https://www.io-link.com
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Configuration in RUN (CiR) with IO-Link
How does it work?

|O-Link devices (sensors or actuators) are configured via the 10-Link Master.

The PLC or the H-System is not involved here.

Hardware configuration with conventional sensors

Primary Backup

STOP I .

Il

ﬂ

mm Sensor
[ ]

PLC Data is changed.
- Works only when PLCs
are in STOP

Il
z

1. TIA Portal Project is loaded to PLC
2. PLC sends datato ET 200
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Hardware configuration with 10-Link

Primary Backup

@ IO-Link

®  Sensor

1. S7-PCT Tool loads into IO-Link Master
2. 10-Link Master configures 10-Link Devices

SIEMENS



Configuration in RUN (CiR) with IO-Link
Example: Procedure to add a new sensor

Installation Hardware Extension Program Extension

Commissioning Phase
System in STOP

1. Insertreserve ET 200 IO-Link Master 1. Connect Sensor with 10-Link Master 1. Add program tag (symbol) in TIA Portal
2. Configure ET 200 in TIA Portal 2. Start PCT Tool from TIA Portal 2. Usetagin PLC program
3. Load TIA Portal project 3.  Select |0-Link Sensor in PCT 3. Load PLC program to R/H PLC
4. Configure IO-Link Sensor in PCT
Benefit of I0-Link compared with 5. Load IO-Link Master - Result: Program reacts on input from
conventional IO-Modules: new sensor
An 10-Link port can be use to connect to - Result; Process values are transferred
different channel types: from Sensor to PLC

- Digital Input
+ Digital Output
+ |O-Link (analog values)

- Only one module type for all sensor types
ET 200SP: CM 4xIO-Link, 6ES7137-6BD00-0BAO
ET 200MP: CM 8xIO-Link, 6ES7547-1JF00-0ABO
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Sensor / Actuator Connection
Example for ET 200SP

Conventional
Four different module types are required

DI DQ RTD Al

SIEMENS |...n:
e v
2 now
b om
=i om:
]
TN 1E-EPH HF
m- m

"00 - 00 00
u..u..u..u..n
‘00 00 00 00
10000 00 09

{ o.
Proximity Switch l
24 VDC t ~ |
‘/I
Contactor Flow Meter
24 VDC 4,..20mA
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With 1O-Link
Only one module type required

CM IOL
SIEMENS | Port Type can be selected in PCT

Port  Betriebsmodus
DI v
DO
10-Link ™

- Setting can be changed in
Run-Redundant State of
R/H system

A

Proximity Switch

24 \/DC Flow Meter
Temp- @ IO-Link
Sensor
Contactor @ IO-Link
24 \VDC
SIEMENS



Safety for
Redundant Systems

SIMATIC S7-1500 Redundant Systems
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Network configuration with S7-1500 R
Safety Devices

Safety Devices can be integrated via subordinated F-Controller

sl R/H-System (Non Safety) and
connected I/O

Primary

(Non safe) Communication
between RH and F-Controller

via iDevice or Open User
Communication

Safety Application runs on a
separated F-Controller
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Network configuration with S7-1500 R
Safety Devices

Safety Devices can be integrated via subordinated F-Controller, connected via PN/PN coupler

Primary

(Non safe) Communication
between RH and F-Controller
via iDevice or Open User
Communication

___________________________________________

Optional
Usage of a second PN/PN Coupler to
II@EE@ avoid a single point of failure
o
Safety Application is located :
in a separated F-Controller :
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Optional i III
Media Redundancy (MRP i
Ring) increases availability in i
! [

case of network breakdown




Network configuration with S7-1500 HF
Safety Devices

Direct integration of safety devices with SIMATIC CPU 1518HF %

Primary Backup

II/

Safety Application runs on

CPU 1518HF

Direct connection of
PROFIsafe 10-Devices

Safe CPU-CPU
Communication via
Flexible F-Link
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New Features with
Firmware V2.9
(TIA Portal V17)

SIMATIC S7-1500 Redundant Systems
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New in TIA Portal V17: Safety for redundant Systems
Realize Safety Applications with redundant Controller

High Availability + Failsafe = CPU HF
* Engineering in STEP 7 Professional (TIA Portal) V17 and STEP 7 Safety
Safety programming like non-redundant Fail-safe PLC
Support of PROFIsafe communication
Support of Flexible F-Link (safe controller/controller communication)
Fail-Over scenario without stop of the safety program
Fast commissioning mode reduces turnaround time
- Fast compile of F-programs in deactivated safety mode

PROFlsafe

S$7-1500HF-Sys...
S7-1500RH-5ta...

10 device_1
IM 155-6 PNI3 HF IM 155-5 PN HF

Multi assigned ®

Multi assigned ®
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New in TIA Portal V17: CPU 1518HF-4 PN
Safety, More Memory, 3'@ PN Interface

CPU 1518HF-4 PN
= For Safety- and Standard Applications

Three Ethernet-Interfaces for Communication
= X1 (2 Ports): PROFINET RT
= X2 (1 Port): PROFINET Basic services, 100MBit/s
= X3 (1 Port): PROFINET Basic services, 1 Gbit/s

= 9 MB Memory for Program

= 60 MB Memory for Data

= Can also be uses as Non-Safety H-Controller
= Same size as CPU 1517H

= Same accessories as for CPU 1517H

Fail-safe

F-activation
("] Fcapability activated

| Enable F-activation {

Activation / Deactivation of F-Function
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New with FW-Version V2.9: MRP Interconnect
Coupling of multiple MRP rings

Primary Backup

Gl - Gl
]

MRP Ring 1

MRP-i Switches

MRP Ring 3

| "l |
. I
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MRP-Interconnect Switches allow to couple
multiple MRP-Rings.

Because redundant switches can be used, a
coupled ring keeps on working even if one switch
fails.

In each ring, up to 50 devices can be used - No
more need to use stitches when more than 50
devices are needed. - Increased availability.
Can be used with the following SCALANCE
Switches: XR500, XM400, XC200, XF204-2BA,
XP200
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New: Support of S7-1500 R/H in PLCSIM Advanced
Simulation of a R/H-Program in Solo-Mode

S7-PLCSIM Advanced V4.0

SIM Control Panel
= With PLCSIM Advanced V4.0 it is now possible to test the PLC bW Online Access

@® PLCSIM @) PLCSIM Virtual Eth. Adapter

program also for R/H/HF controller without installed hardware.
= The simulation runs only in RUN-Solo Modus of the system.
= |nstructions which changes the behavior of the redundancy

&  TCP/IP communication with

X Virtual Time Scaling

system (like disable SyncUp) can be used, but they do not 001 off 100
have an effect. (») start Virtual S7-1500 PLC
. Instance name | CPU 1513R
[ﬁ PLC type Unspecified CPU 1500 v
Start

2 Active PLC Instance(s):
(9 [ @ cpPu 1518HF /192.168.0.1 O (x
COEE cru 1513R /192.168.0.1 O (x

Runtime Manager Port | 50000 ]
Virtual SIMATIC Memory Card
Show Notifications

Function Manual

O ~Vv~le¢e%

Exit
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New in TIA Portal V17: Extension of RH_CTRL
Switch PLC roles in user program

Firmware V2.9 now supports three new modes of the RH_CTRL instruction:

 Request SYNCUP: If the system is in RUN-Solo mode, this mode restarts the
SYNCUP procedure so that it changes to RUN-redundant.

« Stop Primary-PLC: In RUN-Redundant mode, the primary PLC is stopped and the
backup PLC takes over the process. If then the Syncup-Request function is called,

the system continues with exchanged roles (Primary/Backup) in redundant mode.

« Stop Backup-PLC: In RUN-Redundant mode, the backup PLC is stopped and the
primary PLC continues in RUN-Solo mode.

» These functions can also be used with older TIA Portal versions! The only
precondition is firmware version V2.9.

Pr|mary Backu Backup Primary

r r
rr rr
r r
 —— e e—

RUN-Redundant RUN-Solo RUN-Redundant
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RH_CTRL
EN ENO

"Control "Control
SYNCUP". SYNCUP".ret_

control_syncup — geq Ret_val — vel

"Control "Control
SYNCUF".mode Mode Bugy—|SYNCUP'.busy

3

© o0 ~N b

Disable SYNCUP
Enable SYNCUP
Request SYNCUP

Stop Primary-PLC
Stop Backup-PLC

SIEMENS
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New with Firmware V2.9: Faster S1 fail-over time
Adjustable fail-over with ,Switched S1“ function

Fail over procedure with S1 Devices

1 2 & 4 5
Primary Backup Primary Primary Primary Primary

T T
a5t Sy Sl X st v
Operation Connection resources Connection terminated New connection Device startup
inside the device are established but device is completed
still reserved still not activated.

1) System in state ,RUN-Redundant |O-data are exchanged

2) After fail-over: 10 device still holds the connection until configured watchdog time is over.
During this time, no additional connection is possible

3) 10-Device is now ready for a new connection to the 10-Controller

4) A new connection is established; the 10-Device now begins startup

5) I0-Data are exchanged

AR = Application Relation (Connection between Controller and Device)

SIEMENS



New with Firmware V2.9: Faster S1 fail-over time
Adjustable fail-over with ,Switched S1“ function

Timing with FW-Version 2.8

New timing with FW-Version 2.9

I0-Device specific
startup time
A

I0-Device specific
startup time

Update time
@ Calculate update time ically Measures example values with CPU 1517H and iDevice
() SAtunien s maraly (short startup time inside the iDevice)
Update time: | 2.000 ms [~|
| | Adaptupdate time when send clock changes
Watchdog time IO data transfer interrupted for.. 3 Seconds 0,6 Seconds
ucepmdupdmcycleslmmo'dm: o o
Watchdog time: [224.000 ms |
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New in TIA Portal V17: Event on redundancy loss
OB72 is called in case of H-Sync redundancy loss

= |f one of both Sync-Lines fails, the H-System continues the operation in
redundant mode but the maintenance LED is on.
=  With firmware version V2.9 in this case also the OB72 (loss of Redundancy

redundancy) is called. Loss on H-
= SO0 a maintenance request to repair the defect sync line can be

generated.

Primary

H-%nc 2

OB72 II H-Sync 1
Process continues

SIEMENS
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New in TIA Portal V17: Security Enhancements

Protection of configuration data / Secure communication to HMI and TIA Portal

TIA Portal
V17

ag" T

—

—

a3
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Enhancements with Firmware V2.9 und
TIA Portal V17

o Protection of configuration data

Secure communication between
controller and TIA Portal V17

Secure communication between
controller and HMI

SIEMENS



| Installation Recommendations

SIMATIC S7-1500 Redundant Systems
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Installation Recommendations
for CPU 1513R-1 PN

Basic/Comfort Panel

]

X1

1
100MBit/s

—

N
' ./.gggg I

PN/PN

iﬂﬂﬂﬂ

il
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Installation Recommendations
for CPU 1515R-2 PN

Basic/Comfort Panel

-

-
Industrial Ethernet l
1

\ .
- E - 1||||
||
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Installation Recommendations
for CPU 1517H-3 PN

Basic/Comfort Panel

Ty
- E -
||
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Subordinated PLCs

SIEMENS




Installation Recommendations
for CPU 1518HF-4 PN

Basw/Comfort Panel

WinCC
r/
- 2 Ethemet |
d

PN/PN

SIEMENS

Page 197 Unrestricted | © Siemens 2021




| Add-Ons

SIMATIC S7-1500 Redundant Systems
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Support of S7-1500 R/H in SIMATIC Automation Tool (SAT)

= From version 4.0 SP3 of the SIMATIC Automation Tool, redundant
controllers (S7-1500R und S7-1500H) are also supported.
= This allows e.g. an easy update of firmware or user program .
rimary

= |Information and download: See link below:

https://support.industry.siemens.com/cs/ww/en/view/98161300 II II
rr H-Sync rr
I

SIMATIC Automation Tool

SIEMENS
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https://support.industry.siemens.com/cs/ww/en/view/98161300

TIA Portal Add-In
Calculation of the watchdog time

For the connection of a PROFINET device to a redundant system S7-1500R/H it is necessary to set the
correct watchdog time for each device. The provided TIA Portal Add-In determines the correct factor and
updates it in the settings

Available via https://support.industry.siemens.com/cs/ww/en/view/109769093

ﬂ Tool to Set/Reset the cormect wat:hdng factar of PM I0-Devices conn ected to R/H systerns - O = OPﬁOHS EE'
=15

Set correct watchdog factor = -3

for selected PN I0-Devices v | Add-ins §

Name Status :

Reset watchdog lfsc!nf of the ~ [*] Addins 8

[[] Seleet &N sebected PN 10-Devices to default 5 . T £
%) AddIn571500RH.addin = [~ 2

Selected R/H System Device rumber  Device name Update time inms  Watchdog factor  Watchdog time in ms

@ O 1517H Systemd Grouplevel? 108 device(s) j
(v) [ 1517H System3 Groupilevell 109 device(s) v | Details =1
() [0  1515R System6 Group2level3 4 devicefs) Name: [AddInS71500RH.addin [ad 2
@ O 1515R Systemb Group2level3_1 4 device(s) Path: IC:\Program Files\Siemens\Automation|Portal V1 :
-3

H 112 Author: [Siemens AG-adblan (DFFASSUPSPH) || |2

3
= = Modified on: [1/23/2020 1:57:00 PM |

[ 112 %

(%) [0 1515R SystemS Group2Levell 4 device(s) Product: [TIA Add-n S7-1500RH 1
() [ 1517H System2 PNV Level 111 device(s) Version: [1.1.0.0 | 0
(%) [0  S7-1500R/H-Systam_1 § device(s) staws: v |+ ‘E
(~) [J  S7-1500R/H-System_2 4 device(s EoeeE oo Z =lc
() O  57-1500R/H-System_3 6 device(s) ool for watchdogloctor X Desctivate E—— 3
1500R/H system(s) ®

w

Save & Close

>

-5

e

Trustlevel: | Unsigned s

Issuer: | |

View certificate I_
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https://support.industry.siemens.com/cs/ww/en/view/109769093

Application Example
Connection of redundant I0Os

<7 1500H 7 — 1500H This application example shows how to connect
LRedIO a=am: ] LRedl0 [T redundant 1/O signals to a S7-1500 controller.
It works with the S7-1500R/H system but also can be
used with non-redundant controllers

Synchronisation

=0 =0

PN (MRP)

Function block Function

ET 200SP Station 1 ET 200SP Station 2 LRedlO_RedDI Redundancy function for two digital inputs

LRedIO_RedDQ Redundancy function for two digital outputs

LRedlO_RedAl Redundancy function for two analog inputs

LRedlO_RedAQ Redundancy function for two analog outputs

Download: https://support.industry.siemens.com/cs/ww/en/view/109767576
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https://support.industry.siemens.com/cs/ww/en/view/109767576

Application Example
Diagnostics of the operating state of an S7-1500 R/H system using a function block

Various operating states of an S7-1500R/H system can be read out in the user program by a diagnostics block

Benefits
Ready-made diagnostics block for S7-1500R/H systems
Easy interconnection of various hardware addresses for extensive diagnostics
Integrated self-diagnostics function (in addition to the standard diagnostics functions) of the S7-1500R/H system
for early detection and signaling of errors before they affect the processDownload:
https://support.industry.siemens.com/cs/ww/en/view/109763768

Page 202

- ==1EN
0 —{laddrPLCY
laddrPLC2
laddrSystem

1

laddrProfinetPL
2

laddrProfinetPL '

"R_H_Sys_Status”

primaryid
operationState
PLC

operationState
FLC2

operationState
System
mrpRingState
ENO
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-

Parameter Data type Note

primarylD INT Retums the redundancy 1D of the primary PLC

operationStatePLC1 UINT Operating state of the first PLC of the
S7-1500R/M system

operationStatePLC2 UINT Operating state of the second PLC of the
S7-1500R/MH system

operatiopState- UINT Operating state of the R/H system

System

mpRingState UINT State of the MRP ring:

Open: 0
Closed: 1
State undefined: 2

SIEMENS
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Redundant Power Supply ~  EN

SITOP Redundancy Modules RED1200

Redundant design in the event of power failure
- Stable DC voltage thanks to redundant switching of two identical power supplies

Redundant design in the event of power failure
- Power feed from different power supplies

Decoupling diode when more than two power supplies are connected
Protective diode for series connection of two power supplies for voltage increase

B 14 Selection Tool
Project

roject  Edit  View  Options
BowH = ) Lt

Solution for different power ranges
- SITOP RED1200 2 x 10 A: Operation with 2 x PSU 10 A Sr—
- SITOP RED1200 2 x 20 A: Operation with 2 x PSU 20 A or e —————
1xPSU40A e ) R

Fully integrated in TIA Selection Tool
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https://support.industry.siemens.com/cs/ww/en/view/109767975
https://support.industry.siemens.com/cs/ww/en/view/109768676

| Restrictions

SIMATIC S7-1500 Redundant Systems
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Restrictions for S7-1500 R/H

Restrictions of the configuration S7-1500R/H

S7-1500 S7-400H

Central use of modules yes yes

10, CM/CP, System-Powersupply

PROFINET-Network structure MRP Ring any any

Use of RH-Systems as shared device or iDevice no yes no
Via
Use of PROFIBUS devices Coupling yes yes
PLC
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Restrictions for S7-1500 R/H

Functional restrictions S7-1500R/H
S7-Communication (Client) noY yes yes

Support for MRPD, clock synchrony and IRT no yes no

Hardware extensions in RUN With 10-Link With 1O-Link With switch
See Slides over (H-CiR)

Firmware Update in RUN no no yes

DHCP no yes no

3) Can be realized on application level, see 109767576
4)TO Count, Measurement, PID, BasicPos are supported

1) S7-Communication as Server is supported, Replacement: Open User Communication
2) Alternative: System IP-Address
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| Contac

Jernej Culetto
Siemens d.o.0.
LetaliSka cesta 29c

1000 Ljubljana

Mobile: +386 31 377 730

E-mail: jernej.culetto@siemens.com
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| Library Handing

In TIA Portal V17
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Development and maintenance of software standard

Developers

Standardized modules

T
. io ool | |
B = Gl

reuse
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How can | share standardized
modules with colleagues?

How can | identify and update
my projects?

How can | track changes
to standardized modules?

Automation Engineer

SIEMENS



Reusability thanks to TIA portal Libraries

Developers

.

B
=

.=0

V1.0.0

User
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TIA Portal Library

SIEMENS



Reusability thanks to TIA portal Libraries

Developers

What do you need?
TIA Portal Library

et v' Standardized modules

lease V 1.0.1 &F - v TIA Portal Library

reiease U. ol —

create ‘l-h = v Versioning concept
Eﬂ v Defined roles

.

Your benefits

[
©
o
Q
[
(4]

report
issue

+ Traceability of changes, versions and
dependencies

B

+ Simple update of projects

J J + Central storage of reusable elements
o — ]

m . -
? =

-

+ Efficient engineering workflows

I I
ﬂ g
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TIA Portal — system functions
Extended library functions — use types

Updating a minor library number into the project

Devices Plant objects

i

Mame
= | ] pigiMachine_2.0_v17
B¢ Add new device
o D
'~ (@ DigiMachinePic [CPU 1516F-3
Y Device configuration
% online & diagnestics
®) Safety Administration
~ [gg) Software units
B Add new software unit
+ [53) GlobalEnvironment

networks

~ | Update options
] Updae instances inthe project

[ Without the “defeutt”

2 Force update (hpes 9 theie dependect tpes

Options

¢ B Relations

i w [g PFrogram blocks

g B’ Add new block
» [iz] DigiMachine
¥ [iz] LAnyAads
» [&] LasisCerl
~ [&] LBC

~ [&] LDigi

: » [iz] LGF

i » [ Extemnal source files
i » [ FCags

v [ig) PLC data types

i ] PLCalarm text lists
» GroupAssembly

» [5] GroupPlacement

» GroupTransport

» GroupTrayStorage

» GroupUtility

» MachineControl

Page 212

8 4 LBC_DigitalSignal
[=} 4 LBC_DriveControl_StdPlc
o 4 LBC_TwoWayActuator

f v 1.0.0_[defoul]

Rz V100 [defauly]
fovi00 [defsul]

g ~ [&:] Equipmenthodules
9 4 LDigi_Conveyor_Std

o vos.16 [defoult)

L PLC supervisions & alarms
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(€ Library view (£
~ | Project library

> |Info (Project library)

B E BEX
Name Status  Version
Voo *
~ LU Preject|ibrary i
~ 3 Tpes |
B Add new type
~ [&] LBC
w o7 LBC Digitalsignal W vioo
V104 Viog
| V100 [defoult] vioo |
» - LBC_DriveContral_StdPlc W vioo
/ ~ 47 LBC_TwoWayActuator B vioo
Hvioa V104
4 V1.0.0 [defoukt] V100
» [&:] DigitalSignal =]
» [£2] DriveControl o
» [%] TwoWayActuator [ |
~ [ LDigi [ |
+ [&:] Equipmenthodules [F]
~ & LDigi_Conveyor_Std W vosis
4y V0.9.16 [default] V9.6
#yvo9.as V09.15
b ] Conveyor
~ [&:] Faceplate ¥}
~ [E] LDigi_Conveyor B voso
[Ejvosea Vo9l
[£§ V0.9.0 [defauli] vose
~ | Global libraries
[ G = ENEI =
Hame Status Select for updating  Version
= (11109792175 LBC_V1_0_0_V17_protected |
~ S pes ] =]
» i Lanyais | =]
» i) LivisCurl u =
~ [z LBE [ ] (=]
» 7 LBC_Analoginput [ ] =] V100
» 27 LBC_AnalogOutput [ ] =] V100
» 7 LBC Analogscale [ | M v1.00
» 7 LBC Description ] =] V100
|» " Lec_pigitalsignal [] =] V1.0.0 |
¥ i LBC_DriveControl_stPlc | | 7] V100
» B Il = = vino

Default version

The highest version number is no longer leading
The user can define any version as default version
The default version is used when executing library functions

By setting the default version and following update also older versions can be
used in the project

Library update

With the option "Force update" the user can perform a library update
independent from the version number

Older or new versions can be deleted, so that only one version of a type is still
contained in the project

The user can define which types / versions should be updated from the Global
Library

This allows to..
» undo changes in the project
» set library objects in the project to a defined version
» use older versions from a global library
* use preconfigured global libraries for the project update

SIEMENS



TIA Portal — system functions
Extended library functions — status of library type

Overview of library types

* To display the state and usage of library types within a project, each library type

by e @ = has a status icon.

JDevices ” Plant objects |

e
=] = v | Project library H % Th R .
B Y u . is allows the user a quick overview of types ...
S -
The “default” version of block “LBC_DigitalSignal” is not used in PLC Status _ Version ”,f . .
Nome E- [ 85 » which do not use the default version of another type
~ | 7] DigiMachine_2.0_V17 (=] ~ L1 Project library — _— E . . .
W rdnendoice CI— — masrrins L « for which the same version numbers are available
v ”41';’1‘,9:"““‘"*"';““:‘5‘“'3 b W B 1247 i | [ + of which another version than the default version is instantiated
€VICE conhguration " - in: .
. . . } fyvio0 a q g g o o
%f’”f':;jj@@f:“ -  Secomcm: - + of which several versions are instantiated in one device
>a ministration b - LBC_TwoWayActuator
v 5@;‘:;:* S _ §————a + The status icon of a library type is propagated through the folder levels
new software uni 3 » [&2] Digitalignal o o o . a A H
-'Eféfﬁlfﬂﬂ?"m ) Bomcont - * The status information to be displayed can be configured in the settings of the
© ~ g Frogram blocks e TIA Portal
B Add new block ~ & LDigi_Conveyor_Std Lo V09.1s
» %] DigiMachine '_,,VDQJS[HEIHU\I] V09.16
» [l Lanyis o
» E LAuxis Crl L] b [ig] LGF
: ~ [i3] LBC v » [ Master copies
H & LBC_DigitalSignal fov Show inconsistencies in libraries

3 & LBC_DriveControl _Stdflc  fg V104  [defaul]

é‘ 4 LBC_TwoWayActuator fovi04 [default] . _

& - [ LDigi _a[¥] Show symbol when a default version does not use the default version of the dependent type
: * [iz] Equipmenthiodules

é‘ E-y LDigi_Conveyor_Std 'QVU.9.16 [default]

i v Fi] LGF _3[¥  show symbol when duplicates of a type version exist

3 External source files

i b [@PiCtags

i » [g PLC data types _¢ ¥  show symbel when multiple versions of a type are instantiated in the same device
Ef PLC supervisions & alarms

H ] PLCalarm text lists

» [&] GroupAssembly > |Global libraries ¥ show symbol when a non-default version is instantiated
3 [Info (Project library)
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TIA Portal — system functions
Extended library functions — overview

|
Options & New functions
#] Library view 121 = E 5 5
V|ij:;“ibmy g Easy development and maintenance of library types
a
ESRERET BN g . . . . . .
Name Status | Version  Author Comment Last change Original library 9 ° NeW fllter funCtlonS for prOJeCt Ilbrary and gIObaI Ilbrarles
& =l - =[] [-] [-] [-] EE A . . .
= ey - : + Logic changes in the control program and comment changes do not require
¥ L3 Types 4 . .
B Add newiype & g version adjustment of dependent types
b [E] LanyAsis ] =
Lo - B « Change of type version behavior
» & LBC_Analoginput W vioo |3 . " ; . i
b % LBC_nalagOutput B vioo & * The user can define a "default" type version for library types
» 4 LBC AnalogScale B vioo | |
\ & e ngratigne B oo r - The highest type version is thus no longer mandatory for library actions
w 3 LBC_DriveControl_StdPlc B vioo 5 i i i
4 V 1.0.0 [defoult] V100  Siemens Simat. First Release 21612021 5:24:39.201 P Standardization Library [BC | * The ||brary functions (eg updatmg, ) are executed on the "default"
dpVvosa3 V0.9.13 ConradM adapted docu 2/16/2021 1:15:31.435PM  Standardization_Library LBC -
§v08.12 ¥0.9.12 ConradM correct spelling mistakes 2i15i2021 10:01:58.367 PM  Standardization_Library LBC == version
» 4" LBC_DriveControl_TecFlc B vioo >
b &F LBC_MotorStarter W vioo = . P i 1 i
e S o : Easy overview of the library status via status display
» 47 LBC_ThreeWayActuator B vioo 4 ] ) ) ) )
% LBC_TooHendContol W Voo + Simple updating of selected types via the Global Library
» 4 LBC TwoWayActuator B vioo
» i LBC_typeDiagnostics B vioo
» I LBC_gypeinterfaceCommands W vioo
— — Translating global libraries
« ] DriveControl [F] ) ) i i
b i Lo ypebriveCantrolConfiguretion = vioo *  When importing the translated types, a new version is created
~ i} LBC_typeDriveControlinterface V1.00
(] Vt:.po.o [default] W1.0.0 Siemens Simat. FirstRelease 2/16/2021 5:24:39.478 PM  Standardization_Library LBC
jvo921 W0.9.21 ConradM correct spelling mistakes 2M5/2021 10:01:56.274 PM  Standardization_Library LEC
~ [ LBC_typeDriveControlProcessValues [l v1.00 . B
,Vt:.po.o [default] W1.0.0 Siemens Simat. FirstRelease 2/16/2021 5:24:39.493 PM  Standardization_Library LBC EXtended funCtlonS for Creatlng Copy tem plates
g V0.9.20 W0.9.20 Geierd Update UDTs 2/12/2021 11:53:00.288 AM  Standardization_Library LEC X .
> | Global libraries *  When creating copy templates, the folder structures are retained
> | Info (Project library)
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TIA Portal — system functions
Extended library functions — edit types

Release type Version

o Define the properties for the released type version.

Anew version will be released for the selected types.
Assign them common properties or confirm the recommended properties.

X

Name of type: | LBC_DriveControl

Version: | 10]1

Author: |Siemen5

Comment: |Enabled luxcapacitor and adjusted documentation.

B

> | € New default version, Compatible changes

b | Options

Update instances in the project
[ ] Delete unused type versiens without the "default” identifier from the library

[ ] setdependent types to edit mode (the dependent type does not use the released "default” version

’ oK ‘ | Cancel

Automatic detection of the type of change
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Changes to logic and comments without changing
dependent types

The typification of elements ensures their consistency

When editing, only the selected type is edited, dependent types are not adjusted
(e.g. FB, UDT, ...)

When releasing the changes to the type, the effect of these changes on
dependent types is checked:

* In case of a logic and comment change, only the edited type gets a new
version

* In case of a structural change the dependent types must be adapted
The new behavior is valid for PLC objects

SIEMENS



TIA Portal — system functions

Extended library functions — new filter functions

Libraries LN 3

Options Options
¥ Library view 2] 21| | # Library view 14 g
v | Project library 1 ||~ | Project library
B =] [in test =] = ¥ EEERET [+] = #
Mame Status Versicn Name Status | Version
" [=}+ [~] [~} [~ 8501 [~]
= L1 Proj -
R Digital F
. | Lo
Empty folder
~ [ Master copies -0 : ]
Devices & ) o » &F LBC Analoginput B vioo
evices ne.twor = It p V100 - LBC_AnalogOutput . V100
D fat
Jeumentation st] V101 b 4F LBC_Analogscale B vioo
H OPC UA communicat) _ e .
- [z - = T ¥ |tz] AnalogSignals |
FLC programming ~
Vs fion ard Lo V100 » I LBC typednalogPro.. [l vio0o0
V101 v [&] Input d
v i Types Lo b i) LBC typeAnalogl. I V100
Lo V100 b i) LBC typeAnalogl. I V100
. . V101 [%2] Output
Multiple versions  |=— ' LI utpu d
: v le V100 b [iz] Scale 4
4 v 1.0.1 [in test] V101 b [2] LGF |
~ 4 LBC DriveControl_StdPlc g V1.0.0 ~ [@ Master copies
40 v 1.0.1 [in test] v1.0.1 ~ [3] LBC
¥ [&:] DriveCentrol T = [2] HMI TextList
~ ] LBC_typeDriveContr.. g V1.0.0 [t-] LBC_Analoginput
BT w 1.0.1 [in test] V1.0 ] LBC_AnalogOutput

https://support.industry.siemens.com/cs/ww/en/view/109799758
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New filter functions for libraries
* New predefined library filters

«  Empty folder

* "Intest" types

+  Types with multiple versions
* Filter by text in entire library content

« All filter functions can be combined

+ "Expand all" function for quick view of the filter result
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TIA Portal — Systemfunktionen
Extended library functions - Translating libraries and creating copy templates

v | Global libraries

FrHNEH B El [ B
Name Status Version

» LU Buttons-and-Switches

» Ll Long Functions

¥ LI Monitering-and-centrol-obj...
b LLl Documentation templates
~ L1 standardization_Library_LBC

i mm
Add folder

» [ master copies
» [g# Commen data
» [@ Languages &r|

Update types »
Assign version
Library management

85 copy crrl+C

5, Frint Ccrrlep
2% Print preview.

= Export library texts

@ Import library texts

[Eg Import library texts and increase version

Project tree m 4

JDevices ” Plant objects ‘

MHame
- GroupPlacement
: Bl Relations
~ g Program blocks
: B Add new block
4 PlacementMain
lé‘ @ FPlacementinterface

[>]

[ w ]

] E 01_GrouplLayer

~ 'tz| 02_EquipmentModules

4 Picker

& TransferCamera

48 TrayCamera

= [&] Instances

@ InstPicker
@ InstTransferCamera
@ InstTrayCamera

CTR%HIFT

>
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Add folder
M cut Crrlex
[E5| copy crrleC
[ Paste Crrl+y

Paste as a single master copy
Faste with hierarchy

Options

T Libraryview (&)

v ‘ Project library

g

EIElE BED

Mame

Status | Ve...

% F- =

w LI Project library
» [3) Types
v r_‘-J Master copies
» [fz] LBC

~ %] LDigi

~ [£2] GroupPlacement
» [iz] 01_GroupLayer
~ [&:] 02_EquipmentModules
& Picker
& TransferCamera
& TrayCamera
= [iz] Instances
@ InstPicker
@ InstTransferCamera
@ InstTrayCamera

‘ sul-ppy H sapeIqr E” sqsel@irl

Translating libraries

*  When importing library texts into the Global Library, the version number of types
with modified texts can be increased

» An option for this is available in the import dialog

* Thus, the translated texts can be transferred to the project by using library
update

Creating copy templates
+ Copy templates can be stored in the library with the folder structure

* The context menu entry " Paste with hierarchy" or the mouse action with the key
combination "CTRL+SHIFT" during the creation process is available for this
purpose.

* This enables complex copy templates to be distributed via a global library.

SIEMENS



Video training for library handling:

SIEMENS : =
gty b » ~ B

Training with Highlights of TIA Portal V17

Engineering in TIA Poetal WieC Unified V17 Morion Control

vi7 vi7

Rodundant Solutions
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https://support.industry.siemens.com/cs/ww/en/view/109799758

| OPC UA TIA V17
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Big picture:
Modular maschine integration

Management
ERP

Plant Plant IT
MES/SCADA

Machine
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Security Requirements: Challenges from the IT environment
Authentication and Encryption

Challenge 1: Everyone can connect! Challenge 2: Data may be recorded or modified!

Risk

Slgn & Encrypt
9

><

measure g g
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OPC UA — An increasing number of possibilities
Already available with TIA Portal V17

20,
e

‘ ‘ OPC UA is a toolbox with different facets ‘\? /Sl
4

Which service to handle each task ? R/

Browsing Read/Write Registered R/W Subscription Methods Alarms & Conditions

Fire Alarms
& Events with

Consistent

High performance Notification

, : with repeated on Change:
machine data online to server data .
acyclic access Reduce Load for HMI

Discover semantic Single access

data transfer via

remote function call acknowledgement

client | igis ) client e client - client - client

amm r—— r—

A o A

Registering Node
Browse Browse R/W R/W Nodes Handles Call Call
Request Response Request Response Request () Response ()
RIW RIW
v v Request Response v
sampling HHEE

server

server

r r r
ZH0PC UA l'l_l' “50PC UA l'l_l' ZH0PC UA l'l_l' ZH0PC UA
server server server server

SIEMENS
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OPC UA highlights for SIMATIC S7-1500 and ET 200 CPUs

OPC UA server — Alarms & Conditions

| 9 Properties E

J General H 10 tags ] System constants l Texts |

Entry page ~
i = | > General

Overview of interfaces
» Display Accessibility of the server
Multilingual support
Time of day [ Activate OPC UA server
» Protection & Security

v OPCuA L 'Alarms And Conditions’

General
v Server 4
General g |
Options

Events | Alarms | EventHistory

% <[5

A C Time Severity Server/Object  SourceName  Message EventType Active
14:14:55.884 500 | Quickstart Alar.. Internal Events Raised AuditEventType

A A 131455888 50 Quickstart Alar.. EastTank The alarm severity has increased.  NonExclusiveLevelAlarmType  LowActive

A A\ 1414:55884 | Quickstart Alar.. NorthMotor  The alarm severity has increased.  ExclusiveDevistionAlarmType  High

A A 181455888 o s Quickstart Alar.. SouthMotor  The alarm severity has increased.  TripAlarmType Active
14:14:56.898 B 500 | Quickstart Alar..  Internal Raising Events SystemEventType
14:14:56.898 500 | Quickstart Alar.. Internal Events Raised AuditEventType
14:14:57.912 B 500 | Quickstart Alar.. Internal Raising Events SystemEventType
14:14:57.912 B 500 | Quickstart Alar.. Internal Events Raised AuditEventType

A A 141457912 B 200 W | Quickstart Alar.. EastTank The alarm severity has increased,  ExclusiveDeviaticnAlarmType High

A A 141457912 Quickstart Alar., WestTank The alarm severity has increased,  TripAlarmType Active

A A 1418:57.912 Quickstart Alar.. SouthMotor The alarm severity has increased,  NonExclusivel evelAlarmType LowlowActive

Name Value
Identifier 1:Metals/SouthMotor?Silver

Ackedstate/Id False

ActiveState "en-US", "Active’

ActiveState/EffectiveDisplayName "en-US", “LowActive"

ActiveState/Id True

ConditionName Silver

Confirmedstate/ld False

Eventld len=16, 0xf43d7759d2d0f4438a08baf449d7 583
> EventType Nodeld

Message ", *The alarm severity has increased.”

Retain True

Severity 500

SourceName SouthMoter

Time 14:14:41682
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CPU messages can be transferred to OPC UA clients
Supported SIMATIC alarm types

* Programmed alarms/messages

» ProDiag messages

« System events

Per subscriptions Alarms, Conditions & Events can be subscribed by the client.
Program messages incl. associated values are provided by the OPC UA server.

Alarms requiring acknowledgement can be acknowledged from the OPC UA client
(can be deactivated).

A "message burst" is displayed as "overload" and messages can be refreshed from
the client.

Number of simultaneous messages:

System Diagnostics

Program Alarms 100 200 400

SIEMENS



OPC UA
S7-1500 client — compact blocks

New, simplified blocks for handling

~ | Communication ° Read
Mame Description |"|.|fersiﬂn | * Write
~ [ opcuA - Methods
* [ 7] OPC UA client V2.1
Establish session
3 COPC_UA_Connect Create connection V10

3 OPC_UA_MamespaceGe.. Read namespace indexe V1.0
B OPC_UA_ModeGetHand... Get handles forread an.. V1.0
B OPC_UA_MethodGetHa... Get handles for metho... V1.0

W OPC_UA_TranslatePathL... Get actual Nodelds V10

Data Access (DA)

4 OPC_UA_ReadList Read tags V1.0 v | Communication

4 OPC_UA_WriteList Virite tags V1.0 Name - | Description | Version |

4 OPC_UA_MethodCall Call method V1.0 » [ 57 communication 13
. » D Open user communication V7.0

Clear seszion ~ [ OPCUA

3 OPC_UA_ModeReleaseH... Release handles forrea.. V1.0 ~ ] OPC UAclient V3.0

3 OPC_UA MethodReleas... Release handles for me.. V1.0 Compact blocks

W COPC_UA_Disconnect Close connection V10

Diagnostics

3 OPC_UA_ConnectionGe... Read connection status V1.0
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OPC UA
S7-1500 — server interface modeling in TIA Portal

#EI 9 localdm ]'E} Consistency check ]@ Expart interface

g8 Sofware units
v ‘g Program blocks

= v | Robot [DB1]
5 <0 RobotName
- <) MoveEnable
& 4l ReleaseProd
s v 4 Jjobs

...................................................................

TLLTTEEE

@ Used

|

L <@ Type
= < Reference
-
L ]

< Started
< Error
7 - L {ioone
14 = » |g Screw|[DB2]
5 = » [ Valve [DB3]
16 | & Technoloavobiects

1. Creating objects and folders
2. Using drag-and-drop with PLC elements
3. Using drag-and-drop with entire nodes
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OPC UA
S7-1500 server —supports further PLC data types

~ [ My57-1516 [CPU 1516-3 PN/DF]
IIY Device configuration
| Online & diagnostics
|88 Software units

[t Frogram blocks

[ Technology objects
['d Energy objects
External source files
rL_a FLCtags

[ PLC data fypes

[l Watch and force tables
[ online backups

':." Traces

(v v v v vvvrvrwr~>

(@ oPCUA communication
= (3] serverinterfaces

1§* Add new server interface

Page 226

MyServerinterface
i myCompanionSpecification

fln
~ _:l Reference namespaces
._‘ MyReferenceMamespace
[
Clientinterfaces

-

[} Device proxy data

B¢ Fragram info

g PLC supervisions & alarms
E] PLCalarm text lists

» [ Local modules

&4 Ungrouped devices

Security settings

[38 Crossdevice functions

[g§ common data

[5]) Documentation settings

v v owow

er Languages & resources
v [& version contrel interface
» (1@ Online access

» [ Card Reader/USE memory

Add new se|

Name:

interface

‘MyCornpamonSpeciﬁcat\on |

Server
interface

Companion
specification

Type: il Companion specification -

Import XML file: 2§ Reference namespace

Description:

Companion specifications allow you to import manufacturer specific node set files (OPC UA
XML files) into the TIA Portal. These node set files offer device-typical structures (e.g. PackML,
Euremap, custom structures) for exchanging device-typical information models. The Siemens
OPC UA Modeling Editor (SIOME}) is a tool for creating and editing node set files. Node set files
created with SIOME can be imported here. SIOME can be obtained from the followingwebsite:
siemens.comicpcua. Node setfiles cannot be processed in the TIA Portal. However, local data
{e.g. CPU tags) can be mapped to imported nodes.Mappings from SiOME are transferred
automatically. Companion specifications can be based on type definitions defined in
dependent specifications (reference namespaces). If this is the case, the required reference
namespaces mustalso be imported.

More...

~ Additional information

Comments:)

ToC 2019 -

Author: DI FAS SUP E&C

[w) Add new and open
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OK | ‘ Cancel

Companion specifications
Node sets that can be imported into TIA Portal and mapped

Improvement in the use of companion specifications and for customized

information models

Supports further PLC data types for mapping to OPC UA

* Localized text
* Byte strings

SIEMENS



OPC UA
S7-1500 server — Companion specifications as reference

Meue Server-Schnittstelle hinzutugen

) Specifications as reference e
ame:
|Ope.Ua.Di | NodeSets which can be imported & mapped :
as reference into TIA Portal
.I Typ: 0 Referenz-Namensraurm [+]
»
P XML Datei importieren: | C:\Euromapl3_Ope.Ua.Di.NodeSet2ml = » Import of specifications as reference of OPC UA object types (e.g. Companion

Server-Schnit... SpECS)
Beschreibung:

| Companion Spezifikationen geben die Méglichkeit, herstellerspezifische OPC UA XML-Dateien

e ] zu importieren. Diese OPC UA XML-Dateien bieten gerdtetypische Strukturen (z.B. PackhL, i

o] Euromap). Companion Specifikationen kénnen nicht gedndert oder erweitert werden. Es ist ‘ Mapplng of the data types of an OPC UA reference namespace to an FB or UDT
nur méglich, Mappings auflokale Daten (z.B. CPU-Variablen, Datenbausteine) des Gerdts zu

o . erzeugen.Diese Cornpanion Spezifikationen kannen auf Typdefinitionen beruhen, die in
rC-:-m_pampn abhangigen Spezifikationen definiert wurden, auch bekannt als Referenz-Mamensrdume. Wenn . i . .
spezifikation dies der Fall ist, milssen die erforderlichen Referenz-Mamensridume ebenfalls importiert  With each new instance the new nodes are automatlca”y created in the OPC UA
werden. Server Interface

OPC UA-Server-Schnittstelle
Browse Name Lokaldaten
* B Mynew Server Interface
®  * [gr¢ http:iiopcfoundation.orgiUAIDI
= <@l FetchResultDataType
=8 * g TransferResultErrarDataType
= <0l Status <00 "Anwenderdatentyp_1"."Status”®
= <@l Diagnostics <0l "Anwenderdatentyp_1" "Diagnostics”

SIEMENS
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OPC UA —the open 14.0 /10T standard interface
Global Discovery Server (GDS)

Support of OPC UA Revocation Lists

Revoke certificates during production, e.g.
restrict access when employees leave the
company or systems are compromised

Endcustomer /IT

OPC UA Certificate update at runtime 1. Commissioning
Install or update the OPC UA Server certificate
when production is running, to implement %
security concepts based on certificates with “#5PC UA
short validity period Client

2. Automated/connected process

LA X 2
_ “#PC UA ‘
Commission security certificates via E — III. 509 UA
SIOME Tool as OT/IT Engineer _
: GDS Server GDS Client
Automated deploymentl via IT Client

department with DGS APP over Edge
eco-system
Page 228 Unrestricted | © Siemens 2021
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OPC UA - extended range of functions
S7-1200 v4.5

Browsing Read/
write
Client Client
A A
% >
8| |5 g | |2
o Q S o
() 0 o o
s | ¢ |8
n () =
wn
s || ¢ R
m = [a
[a1]
A 4 A 4

o
@ L]
DB
=30PC UA
Server

Browsing Asynchronous

CPU data . data access
+
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Subscription

Client

Send

Load reduction for
HMI applications

Companion
specification

=5PC UA
Client

OMAC
PackML
ZUROM P

=35PC UA
Server

<

| @0 te

& @
@<

Information
modeling

Methods

=50PC UA
Client

Call request
Call response

4
<

% Supports

» Structured data types
and arrays

——"
o™
Server

Consistent data
transfer

SIEMENS



OPC UA
S7-1200 V4.5 — OPC UA server diagnostics in TIA Portal

Additional diagnostic buffer entries for OPC UA server
» Activation/deactivation of the OPC UA diagnostic information by

|8 Eigenschaften ||"_i.'.lnfo y"ﬂ Diagnose user in the CPU properties

J Allgemein || IO-VariabIen_ || Systemkonstanten || Texte | . S mmar ossible in the event Of message b rst Of
» PROFINETSchnittstelle [X1] . Di .U y p g U.
» DI14iDQ 10 agnose diagnostic messages relevant to OPC UA and just
ol Z3her (150 SRR Sa e = one appearance in diagnostics buffer
» Impulsgeneratoren (PTOI... - E OPC UA-Server-Status geandert

2::uurf [# sessionStatus gedndert Beneﬁts

Kemmunikstienslast Diagnose weiterer Ereignisse Faster analysis of information relevant to OPC UA in the event of an error

System- und Taktmerker

ST sty G E Priifung der Security Policy fehlgeschlagen

» Webserver
Mehrsprachigkeit || D Requests eines entfernten OPC UAClients fehlgeschlagen
Uhrzeit ‘ D Subscriptions: Status gedndert
» Schutz & Security n [ subscriptions: Fehler bei den Abtastzeiten
~ OPCUA — |
Allgemein 1
~ Server Diagnosen zusammenfassen
Allgemein
Einstellungen E Diagnosen bei hoher Meldungsanzahl zusammenfassen
» Security Dauer eines Intervalls: | 20 5|
Diagnose

-

Erweitere Konfiguration
Verbindungsressourcen
Adressibersicht
» Runtime-Lizenzen

[ ————

<]
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OPC UA
S7-1200 V4.5 — OPC UA server

diagnostics in TIA Portal

Online access
~ Diagnostics
General
Diagnostic status
Diagnostics buffer
Cycle time
Memory

Sessions
» PROFINETinterface [x1]
} Functions

> Sessions

Statistics

i

B8 - 1880316684
2447554996
2447554999

v 472389832
2447554997
2447554998
v 3529949163

2447555000
2447555001

BRERRERR

unt: [2239

Il

Session/subscription diagnostics

Name
urn:mdzboesc:Unified Automatio...
on_2447554996

on

md2b0esbc:Unified Automatio..

447554997

447554998

Unified Automatio...
on_2447555000

Subscription_2447555001

Endpoint URL
ope.tcp:li192.168.2.11:4840

ope.tcpill192.168.2.11:4840

opc.tcp:ii192.168.2.11:4840

Subscriptions
z

Monitared ftems

s
1
8
9
1
8
s
1
8

2

2

Timeout
472 0f30000ms.
14 o300
00f300

451 0f 30000ms
25 of 300
00f300

427 0f 30000ms.
40f300
00f300

Connection resources

Station resources

Module resources

Last conta...

20110ec-
2011-Dec-..

2011-Dec-

Reserved Dynamic CPU 1215C DUDCDC (RO.
Maximum number of resources: 34 34 34 34 68 68
Maximum  Configured [NNUSEENNN  cConfigured [NESENNN  cConfigured [NESEENN
PG communication: 4 - 1 - 0 - 1
HMI communication: 12 0 0 0 0 0 0
$7 communication: 8 0 ] 0 0 0 ]
Open user communication: 8 0 0 0 0 0 0
Web communicati 2 = 0 = 0 = 0
r OPC UA Client/Server communica... 0 - 0 - 1 - 1
Other communication: = - 0 0 0 o 0
Total resources used: 0 1 0 1 0 2
Available resources: 34 33 34 33 68 66

Page 231
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OPC UA diagnostic information in TIA Portal

» Display of additional information concerning the OPC UA server via "Online &
Diagnostics" on the CPU

* Provision of information on session and monitored items via "Sessions"

¢ Visualization of the number of OPC UA resources used in "Connection
resources" in TIA Portal

Benefits

Additional diagnostic information available for fast and efficient error detection
concerning OPC UA

SIEMENS
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Motion Control Innovations — TIA Portal V17 / FW V2.9
Extension of the SIMATIC Controller Portfolio

CPU 1518T-4 PN/DP and CPU 1518TF-4 PN/DP

High-performance SIMATIC controller for the * Increased performance for sophisticated
high-end motion control market > applications (up to 192 positioning axes)
Significant memory increase compared to CPU * More memory for high quantity structures
1517 T/TF: (axes, program size, I/Os etc.) and

> standardization / modularization of machines
- Program memory 9 MB (Factor 3)
- Data memory 60 MB (Factor 7,5)
Third PROFINET interface » Usable for basic services e.g. OPC UA or

> TCP/IP communication

SIEMENS
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Advanced Controller — SIMATIC S7-1500
Expansion of the CPU portfolio with Technology CPUs

Technology CPU Open Drive Controller CPU
New Controller

CPU types 1511TF-1  1515TF-2  1516TF-3  1517TF-3 1518TF-4 1515SP PC2

PN PN PN/DP PN/DP PN/DP TF PN 1504D TF 1507D TF
Interfaces

AN HBAN 12 | 1] | 1f1] |
Program memory 225/225 KB 750/750 KB 1,5/1,5 MB 3/3 MB 9/9 MB 1/1,5 MB 2 MB 6 MB
Data memory 1MB 3 MB 5 MB 8 MB 60 MB 5 MB 4 MB 20 MB
Bit performance 60 ns 30 ns 10 ns 2ns 1ns 10 ns Scale with motion control performance
Functions Display, S7-1500 backplane bus SINAMICS S120 Integrated (incl. 12 DI, 8 DI/DQ)

additional PLC technology 1/Os (8 DI/DQ)

Positioning axes
= Typical? 5 7 55 70 140 30 10 55
= Maximum? 10 30 80 128 192 30 30 160
Motion Control Resources? 800 2.400 6.400 10.240 15.360 2.400 2.400 12.800
Extended Motion Control 40 120 192 256 512 120 120 420
Resources*®

1 At 4 ms Servo/IPO cycle time and 35% CPU load due to Motion Control 2 No further TO”s applicable
3 Resources for Motion Control technology objects: Speed axis = 40 | Positioning axis =80 | Synchr. Axis = 160 | Output cam= 20 | Output cam track= 160 | Measuring input= 40
4 Resources for Extended Motion Control technology objects: Cams (1.000 points and 50 segments) = 2 | Cams (10.000 points and 50 segments) = 20
Kinematic objects= 30 | Leading axis proxy = 3
5 1515T/TF: Maximum 1 kinematic object is recommended

PROFINET 10 with IRT PROFINET IO with RT PROFINET basic communication (1 Ghity  [Jlj PROFIBUS
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SIMATIC Drive Controller
The attractive solution, optimized for production machines

[
[
77
i ‘fﬁ “4_-/ "
S7-1500 TF-CPU S120 Control Unit Technology I/0s
Ultra-Compact — Ideal for mechanical
engineering Easy handling
= SIMATIC S7-1500 controller, SINAMICS S120 = Easy scalability: powerful interfaces, uniform
Control Unit and technology I/Os in one space- across all performance classes
saving device = Central data storage (one SIMATIC Memory

= Small compact design Card) for controller and drive
= Less wiring and installation costs

= Efficient engineering in the TIA portal with
SIMATIC STEP 7 and SINAMICS Startdrive
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2 performance classes
= CPU 1504D TF

= CPU 1507D TF
SINAMICS Integrated,
based on CU320-2

Optimized for production machines

= Powerful for demanding applications

= Well equipped with interfaces, technology 1/0Os
and memory

= Fail-safe CPU and drive-integrated safety
functions for personal and machine safety

= High-speed outputs for ultra-short output delay
times and highest switching accuracy, e.g. for
output cams

SIEMENS



SIMATIC Drive Controller

HW setup \
4 x DRIVE-CLIQ l id
- 8 DI/DQ (PLC 1/0s)
12 DI, 8 DI/DQ (DRIVE I/Os, usable by PLC) H f ; ;D - DI, DQ, Timer DI, Timer DQ, ...
- DI, DQ, up to 8 measuring inputs = i §. ® — (High-Speed outputs)

24V supply

PROFIBUS (Master)

2x 3LEDs (3x PLC/3x Drive)
7 segment display (diagnostics)
Slot for SIMATIC Memory Card
Function key (diagnostics, ...)
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PN1: PROFINET IO IRT (3 ports)

PN2: PROFINET 10 RT
PN3: PROFINET (1 Gbit)

Eyelet for access protection

PLC switch (RUN / STOP / MRES)
2 x USB 3.0 (currently without function)

SIEMENS



SIMATIC Drive Controller
Topology

) 4
A drive-based SIMATIC solution comprises the following components:

+ SIMATIC Drive Controller (with integrated SINAMICS S120 drive control, based on CU320-2) 1 = HMI
+ SINAMICS S120 components (infeed, motor modules, etc.)

* DRIVE-CLIQ communication, Terminal Modules, Sensor Modules, ...
For more than 6 servo drives the drive quantity can be expanded,

e. g., via SINAMICS S120 CU320-2, SINAMICS S210, ... 2

B PROFINET
B ndustrial Ethernet

DRIVE-CLIQ

SINAMICS [
S210 | -

SINAMICS
S120 CU320-2

SIMATIC
Drive
Controller == 7|

Terminal Modules

Sensor Modules ET 200MP ET 200SP

forupto 6
servo drives

forupto 6
servo drives

Motors with/without
DRIVE-CLIiQ-
interface

—
i
©
=
-
(=
o
)

D Functional subset (no free function blocks/...)

2 No CX32-2 like SIMOTION =
Page 243  Unrestricted | © Siemens 2021 giﬁM E N S



SIMATIC Drive Controller — Engineering
Add device in portal view / project tree

Add new device X

Project tree with Drive Controller

* | 7 My project
K ~dd new device
iy Devices & networks

Device name:

[PLC_1

Standard group with 2 devices
(PLC + SINAMICS Integrated)

~ |%:| Drive Controller_1
~ [ PLC_1 [CPU 1504D TF]
[IY Device configuration
"%/ Online & diagnostics
@) Safety Administration

- [i Controllers i
» [ SIMATIC 57-1200
» [ SIMATIC 57-1500

Centrollers "[ﬁ SIMATIC Drive Controller

~ [ CPU 1504D TF

- Device view ,,Drive Controller*
enables functions on complete device

| [6ES7 615-4DF10-0AR0]

(Go online, download, ...)

¥ [E SIMATIC ET200 CPU

» gg Software units

@ CPU 1504D TF ¢ [ Program blocks
~ [J CPU1507D TF
5 ine o i ;
D [l 5E57 615-7DF10-04B0 I it =] Goonline ¥ Go offline v [ Technology objects
Aricle . :
> (@ siTic 57300 e - Group can be extended - e.g. with CU320-2 b '@} External source flles
HI v [ simATC 57400 Version: V2.9 v [ PLCtags

» [ PLC data types

» [if} Device proxy 3 E{"ﬂl‘ﬂlth and force tables

v (&) Online backups

T

-
Description:
Fail-safe SIMATIC Drive Controller; work
memary 2 MB code and 4 MB data; can be
used for safety applications; support

b [ Traces
PC systams consistent safety upload; supports PROFIsafe » E‘ OPC UA communication
Settings - X » 5§, Device proxy data

Be8 Frogram info

= [f PLC supervisions & alarms

£] PLC alarm text lists
b General Devi i i
 Hardware configuration evice-spediiic setings ¥ [E Distributed 110

~ [ Integrated_1 [$120, CPU 150xD]
[I'f Device configuration

. X . X ﬂ Online & diagnostics
Q Create including SINAMICS Integrated (SINAMICS Startdrive must be installed) = -
Network & topology view . X X » |3 Drive control
These settings onlytake effect when creating a SIMATIC Drive Controller. =
Changing the settings has no effect on devices alreadycreated or on a device replacement. | ™ Infeed_1

b E Drive axis_1

Drives behavior
adjustable

Preduct support information SIMATIC Drive Controller
Topology overview
Compile & doewnload [ with Drive Controller group folder

Profiles

Device-specific settings:

b PLC programming

b [ Drive axis_2
¥ E Traces
¢ i Ungrouped devices

[+ Open device view

’—GK—‘ | Cancel

Page 244  Unrestricted | © Siemens 2021 DILIVILIVYD



Motion Control Innovations — TIA Portal V17 / FW V2.9
Functional extensions on the technology object axis

S7-1500 and S7-1500 T-CPU

Feature / Function

Backlash compensation

Backlash compensation — Compensate
- - backlash in the mechanics

[« Enable backlash compensation

Size of backlashes: ‘D 0

Velocity of backlash compensation: ‘D o “is

| Positive direction Megative direction

~
Take over actual speed (NIST) from telegram

Absolute homing direction: ‘ Positive ‘v

Encoder telegram: ‘ standard telegram 105 |V| Device configuration

D Calculate actual velocity from actual speed NACT_B of the drive telegram

TEEEE Connection and configuration of linear motors

[#) virtual axis

@ Linear
L , T :
Automatic optimization of the axis

O Standard motor

(#) Linear motor

Functional extension of the drive and encoder
connection via data blocks

[ Orive optimized

| Take values from drive
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* Increasing movement accuracy without
additional programming effort

* The speed determined in the drive is used
for the control. This results in a higher
control quality, especially for encoders with
low resolution.

» Usable for electric linear or hydraulic drives
* Measurement units "Force (F)" is
configurable on the axis

+ Automatic optimization of the axis with a few
clicks.

* In the TO configuration the optimization of
the drive can be initiated in Startdrive and
the determined parameters can be taken
over for the position controller

» Extension of the programming possibilities
by using arrays and structures for the
connection via DBs

SIEMENS



Technology Object and Drive Object
Improved interaction for optimization

for servo drives...

...directly in the drive:

= Kp, Tn for speed controller
» Moment of inertia
= Current setpoint filters

...additionally
Position controller gain Kv (r5276)
Precontrol symmetrizing time (r5277)

Control loop

Position control

Precantrol

Controller SPEEC! 8]}
setpoint .
Speed
. setpoint
SEtpOint  —— =+
generation
e E:
Position setpoint -
Balancing filter Gain Actual
position
The speed controller must be tuned on the drive side. (]

|:| Drive optirmized

Optirmize values on drive

E Take walues fram drive

i The wvalue of the speed control loop substitute tirme and 50% of the gain

Frecontral:

100.0 £

Calculated values for position control can be
directly accepted for TO settings in the PLC.

(From TO version V6.0)
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walue are taken from the drive.

Speed control loop
substitute time: Gain (kv factar):

00 is
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Motion Control Innovations — TIA Portal V17 / FW V2.9 Functional extensions
of diagnhosis

S7-1500 and S7-1500 T-CPU

& F

Status: Recording

completed -
00N 0RRE QY Tz ¥ 4l U= A/ EEE L

sbase
Banasd

<
&I

a0
"
a
»
a8
.

i
EEELRCE R EIE]

AEERERRERUERYS
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Bode plot in the trace

Extension of the web server for diagnosis of
new technology objects
(T-CPU only)

Innovative cam profile diagnosis
(T-CPU only)

>

>

 Improved support for the optimization of
drive control

+ Easy diagnosis of cross PLC synchronized
operation and new cam types (Cam 10K)

« Easy comparison of several cam
profiles/elements in online and offline mode
for diagnosis, validation and documentation
of cams.

SIEMENS



Motion Control Innovations — TIA Portal V17 / FW V2.9
Functional extensions of synchronized axes

S7-1500 T-CPU

Absolute
PhaseShift

TO_Slave.Status
SynchronizedMotion.
EffectiveLeading
Value. Position

TO_Slave.Status
SynchronizedMotion.
FunctionLeading
Value. Position

TO_Slave. Position

TO_Slave.Status
Synchronized
Motion PhaseShift

AbsoluteOffset

TO_Slave.Status
SynchreonizedMotion.
EffectivelLeading
Value Position

TO_Slave . Position

TO_Slave.Status
Synchronized
Motion Offset
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180.0

90.0 /

/1
360.0 / » /

VARV AR T,
180.0 /

; 7

by VA
360.0 /

0 / r
/AN
15070 /\ I \_/ \

/N 1/ X7

180.0 /

; 7

Desynchronize gearing and camming stopping
the following axis at a defined position
(MC_GearOut, MC_CamOut)

Leading value coupled correction profiles on
the following axis
(MC_PhasingAbsolute/Relative,

MC_ OffsetAbsolute/Relative)

Change or scale a cam at the end of an active
cam

+ Simple programming of synchronization
> functions without additional effort (e.g. in
OB1)

« Simple programming of synchronized

> compensation/correction movements without
additional effort (e.g. in OB1)

» Simple programming of cam profile changes
> without additional effort (e.g. OB1)

SIEMENS



| Kinematics S7-1500T
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Handling: Control of kinematics to move or process products through multi-

axis interpolation

Product movement

Change of position & orientation
Typical use-case: pick & place

Product processing

Defined shape or contour
Typical use-case: gluing & dispensing
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Efficient engineering of handling applications

in TIA Portal

Simple diagnostics

The kinematics trace is integrated into
TIA Portal and supports the programming
& validation of motion programs

Guided calibration of coordinate
systems

The calibration of object coordinate
systems required for commissioning is
graphically supported in TIA Portal

Validation & diagnostics of
motions

Diagnostic masks integrated into TIA
Portal allow comprehensive diagnostics of
the kinematics — including detailed
collision tests of the programmed motions
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Motion Control Innovations — TIA Portal V17 / FW V2.9
Functional extensions for kinematics

S7-1500 T-CPU

-~ EN Done —'f'::f New instruction « Enables the continuation of a kinematics
“DB2 Busy —Talie @ - 0 g 0 g 5 g g .
“Roller_picker” — AxesGroup o —false MC_KinematicsMotionSimulation > movement e_lfter disabling and re-enabling
false — Exacute Errorid — 16%0 the kinematics axes
0 Mode END —

1% [Elucs o) [@]# 115 21 21 2 5% [rors ol (0]
_gma 2\
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Dynamic adaptation in the kinematics control
panel is provided via the operating mode “Jog
to target position”.

Offline- and online calibration of workspace
zones

Travelled distance and the total distance of
path movements (linear, circular) without
conveyor tacking are displayed in variables

Configuration of rounding clearance > 50 % of
the shorter path distance.

The number of prepared commands in the job
sequence is displayed in a variable.

In the mode “Jog to target position" of the
kinematics control panel, the “Dynamic
adaptation without segmentation of the path”
is active — the dynamic limits of the
kinematics axes are taken into account.

Comfortable definition of workspace zones
with graphical support

Trigger events on a certain summed up path
length in applications without conveyor
tracking.

Shorter paths by increasing the rounding
clearing distance

Start of the kinematics motion after the
motion preparation is completed.

SIEMENS



Kinematics Applications

LKinMCtrl —
Kinematics Manual Control

LKinCtrl — LKinLang —

Kinematics Control Kinematics Language

il
=

PROGRAM

New Features: New Features:
* Flexible size & style adaption * Flags / wait times for sequence » Textual programming of kinematics
» Teach points to point table control motions
» Jog to teach-points + Deactivation of single commands » Support of different language
+ Automatic PathData generation packages (e.g. G-Code)
» Contour offset compensation  File transfer to SD card at runtime

* Auxiliary FBs

SIOS Entry-1D: 109755892 SIOS Entry-1D: 109755891 SIOS Entry-1D: 109767009
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https://support.industry.siemens.com/cs/ww/de/view/109767009

Kinematics Applications

LKINCTC -

LKinCtrl — LKinAddon — LKinCam -

Handling with Cams

Kinematics Computed

Kinematics Control
Torque Control

Retract From Zone

: 1/1 1 JLKincTC L.ul '
Update Features: Update Features: Features: Features:
* Support new Kinematics » Support SCARA kinematics * Flexible data sampling FB « Cam generation from Cartesian
functions * Improved usability for * Retracting after zone collision point definition
* LReal - Flags identification * Leave zone following entry path » Kinematics control using cams
* Flag only commands
SIOS Entry-ID: 109755891 SIOS Entry-ID: 109755899 SIOS Entry-ID: 109771339 SIOS Entry-ID: 109771563
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Standard application "Kinematics Language":
Motion programming with textual languages

SIMATIC HMI Faceplates

Textual editor Program manager

L] m
i ok, T
0

a0 JAbsolute postions — 2 Program_1.nc

3 G541 BR=20 Blend Inear movament with radius 20 Frogram_z.nc
Mew Line

Gl iLingsr Movament Brogram_3.nc
5 Z100 JMowe up Brogram_4.nc
[ X100 100 ;Move above pick pos i Program_S.nc

Z0M1,11  ;Daown to pick pos and close griops:
a G4 P130 Wait 150me

GLZI00  Move up v
1o X200¥300  ;Move to above place pos v

_
Textual editing of programs on the HMI Load & save programs

from/to HMI and USB
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SIMATIC Palletize Pattern Generator
Application Overview

Different Patterns

Automatic Pattern Generation * Diiterent pattern types selectable for HMI configuration
palletizing
» Generation of palletizing positions as  “Most products” mode for optimization » Comfortable parameter input
pOint table to find maximum number of prOdUCtS « Standard product & pa”et data for
* Layer-wise palletizing positions - Layer mirroring for better stability easy configuration
including separator layers - User-defined data sets creatable

+ Patterns for homogeneous product /
pallet dimensions

Easy integration HMI Visualization
+ Easy to use with SIMATIC Handling * Preview of generated pattern
standard applications - Preview of palletizing order &
* e.g. LKinCtrl / SKO / ... ) orientation

Available in SIOS

* Application examples provided + Post-editing of palletizing positions

Free download under possible

Entry-ID: 109800960
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SIMATIC Palletize Pattern Generator
Use Case

Generation of product position patterns for palletizing tasks for a various number of products in specified

containers — each with homogeneous dimensions

Pallet configuration  Product configuration

ELR1 Box 330x400

Pallet size Product size

Gererator

width +800.000 mm Width +330.000 ram

Length | +1200.000 mrn Length | +400.000 rom
Pack list
Height: +200.000 mm Height +100,000 rmm

Pallet edge distance o Product gaps o
Width +0.000 mm Width +0.000 |rmm
n
=
Length +0.000 mm Length +0.000 mirm

Product nhumber o

Maximum  User-defined

Generator state

Generation executed

Width
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SIMATIC Product Register (LProdReg)

Application Overview & Features

Product Data Base
= Central object information storage

Modular Library Concept « Priofitizing and softing of objects Object data

* Representative modules for each » Tracking of objects along a production line * Object characteristics (position, name,
existing conveyor belt, sensor and status data) centrally stored
actuator of a production line - Specifically adaptable for application

« User application independent project
integration

Object Detection

*+ Detection of objects via sensors
(e.g. Camera, hght switch)

User-specific prioritization
« Implementation of user-specific

A : object pnontization and sorting
* Detection of duplicates « Implementation of user specific
 Detection of a minimum gap picking strategies

Interaction with actuators (kinematics)

« Provision of object positions and conveyor positions

+ Sequence controlled “Pick and Place” cycles for
handling products
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| SIMATIC Safe Kinematics
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SIMATIC Safe Kinematics
Product overview

SIMATIC Safe Kinematics...

monitors movements of a kinematic in
cartesian space
is certified according to
| SIL3 (IEC 61508 and IEC 62061)
| PLe (1ISO 13849-1)
(in conjunction with SINAMICS up to SIL2, PLd)

is an optional, fee-based system library for TIA
Portal and STEP 7 Safety Advanced

is installed as a setup in TIA Portal V16 as of
update 1

can be simulated with S7-PLCSIM Advanced
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SIMATIC Safe Kinematics V2.0
Safe Zone Monitoring — Zones & Zone geometry

Workspace zones describe the environment of a kinematic
system (fixed in WCS)

* Work zones 1]
« Signal zones ]
* Protection zones [ |

Kinematics zones are permanently coupled to parts of the
kinematics and move with the kinematics

- Segment zones [ |
- Tool zones ]

Zone geometry: Modeling of zones using geometric
shapes

-Cuboid [~
- Sphere 9

* Point o)
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When configuring the zones, the required stopping
distance of the kinematics must be taken into

account!
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SIMATIC Safe Kinematics
Product overview — Functionality

SAFE VELOCITY MONITORING
(SLS)

of various points on the kinematics

SLS-TCP SLS-JOINT SLS-TOOL SLS-POINT

Tool Center Point  Joint positions Tool points Any points on the
kinematics

SAFE ZONE MONITORING (SZM) %
Safe collision check between kinematics and i
workspace zone AN
N

Kinematics within the Kinematics outside the Kinematics outside the
work zone (2D/3D) signal zone (2D/3D) protection zone (2D/3D)

SAFE ORIENTATION MONITORING (SLO)
of the flange for user-defined serial kinematics

Kinematics within the conical
tolerance limits
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SIMATIC Safe Kinematics —
Interaction with SINAMICS S120

. SINAMICS 5120
SINAMICS S120 determines the safe S7-1500(T)F __ T ﬁ

positions of the individual axes = _%:]?101 =
---------- —2—— l%%
I:I_I:I
LY _%
011
et O 0 01
=y . SIMATIC A PROFINET E
Safe positions are transferred via SAFE PROFisale -
PROFIsafe to the (T)F-CPU KINEMATICS %—Ermoou ."==.i
—— U'! fl A r
_% 11011
B0 1 01 of
SIMATIC Safe Kinematics calculates velocities and positions in E

cartesian space

If a limit value is exceeded, an user-defined stop reaction is triggered
and transferred via PROF|safe to the individual axes
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SIMATIC Safe Kinematics

Product overview — Supported kinematics types

CARTESIAN PORTAL

2D
2D with orientation
3D
3D with orientation

SCARA

2D with orientation
3D with orientation
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ROLLER PICKER

2D vertical
2D vertical with orientation
3D vertical

3D vertical with orientation
3D horizontal with orientation

ARTICULATED ARM

2D
2D with orientation
3D
3D with orientation

DELTA PICKER

2D
2D with orientation
3D
3D with orientation

USER-DEFINED SERIAL
KINEMATICS

| with up to 12 joints

SIEMENS



SIMATIC Safe Kinematics
Product overview — Supported kinematics types

%FE20002
B . . "Leafekin_Caresian”
A separate fail-safe Safe Kinematics —Pr—

function block is available for each . stanaive — ol

. o o . activeSLSLImit
available kinematics. S stop — ez

false =— enablesls stopid

0 — selectSLSLimit stopld3Ls

stopld3ZM

selectSLSPaints
false = anableszm

LIS 0

false =— mute

stopldinwvalidsP
stopldinvalidin
selectZaones Yalue

zelectTool wersionld
ackRequested — false

false — ack ENO —

. —EM
‘\ axis1Tlga02
- -‘) y axis2Tlgen2
axisZTlga02
I axis4Tlga02

false = enablesLs
0 — select5LSLimit
selectSLSFPoints
false = enableszm
selectZones
0 — selectToal
false == mute
false m gk
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WFE20004
"Lsafekin_SCapa’

SLSActive — false
activeSL5Limit — o
stop — false
stopld
stopld5LS
stopldSZ

stopldimealidsP
stopldinvalidin
Yalue

wersionld
ackRequested — false
EMC =—

WFE20005
"Lsafekin_UserDefined"

v == ER
axiz1TIga02
axis2Tlga02
axis3TIga02
axiz4TIga0z2
axisSTlga02
axisaTlgan2
axis7TIga02
axisgTlga02
axis3ATIg302
axis10TIg02
axis11Tlge02
axis12TIg202

false — enablesLs

0 — selectSLSLimit

select5LSPoints
false — enableszm

selectZones

0 — selectTool
false — enahlesLo

0 — selectSLOLimit
false =— mute

false — ack

SLSACTve = false

activeSLSLimit

stop - false

stopld
stopldSLS
stopldSZm
stopldSLO

stopldinvalidsP
stopldinealidin
Yalue

wersionld

ackRequested —false

EMO =—

SIEMENS

0



SIMATIC Robot
Integrator & Library

Your shortcut to Robotics
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The challenge
Increasing complexity due to robot manufacturer variance

Challenges

* Handling of robot manufacturer-
specific SW and HW

Robot manufacturer-specific
programming know-how required

Program must be newly created for

Manufacturer C Manufacturer ... every robot manufacturer

e
4
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Manufacturer-specific interface
definition between robot and machine

High complexity for service and
maintenance




The situation today
Robot control via I/O commands

SIMATIC Kinematics

Robot

program
II - ¢ ‘
S7-1500 CPU
I!J Q
Controller Industrial robot

r = - 5
N
HMI device Engineering
HMI TIA Portal software
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The innovative solution
Robot programming in TIA Portal

SIMATIC Kinematics

Robot

. program

‘I o ™ ‘

S7-1500 CPU MRS bﬂ ) Q
Controller Industrial robot

= H =
A
HMI TIA Portal

Page 269 Unrestricted | © Siemens 2021 SI E M E N S



SIMATIC Robot Library
One language for all robot manufacturers

PLCopen’

motion
control

Pl §

PROFIBUS » PROFINET

Ql ‘ Manufacturer B
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SIMATIC Robot Integrator
At a glance

SIMATIC Robot Integrator

r
rr
r

SIMATIC HMI

: PROFINET

Interpolation
Drive technology

Robot controller

No robot-specific programming experience required!
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TIA Portal
robot
library

S7-1500 CPU

Industrial robot

[ )

'l

|
Functions

* Jog mode

+ Teach-in of path points

+ Creation of path planning (online)
+ Validate of path planning

* Change configuration data (online)

*

Benefits

v Robot programming
in TIA Portal

v Uniform operating concept
with SIMATIC HMI — across
robot manufacturers

SIEMENS




SIMATIC Robot Library
System structure - components

Machine

PLC RC ;

User Firmware

Message frame

PROFINET

program

Robot
function
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Programming

%FB72

“MC_MoveDirectAbsolute_LRob"

Done |

Busy |
CommandBuffe
red |

Active
CommandAbort

%FB74
“MC_MoveAxesAbsolute_LRob"

ed®

Commandinterr |

v

Done

Busy
CommandBuffe
red

Active
CommandAbort
ed
Commandinterr
upted

Error

ErrorlD

ENO

upted |
Error/
ErrorlD'
ENO

%FB35
"MC_MovelinearAbsolute_LRob"
Done
Busy
EN CommandBuffe Rate
Execute red
Name Active b}
Position CommandAboeré jMode
VelocityRate Commandinterr 4P
ToolNo upted
FrameNo Error
AbortingMode ErrorlD
AxesGroup v ENO,
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SIMATIC Robot Integrator

Offer with SIMATIC Robot Library

ABB

Interpreter
available
Release
2022
Panasonic
INDUSTRY
Interpreter m

available

cowvMmAau

SrausLr

Release
2021

EPSON

EXCEED YOUR VISION

™

ROBOT

Actual Partners

FANUC JAKA|%+

R
UNIVERSAL  @YAMAHA

ROBOTS

Release
2021

K Kawasaki
Robatics

Release
2021

YASKAWA

Release
2022

KUKA

Release
2022

NACHI

E In work m In planning
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Available
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SIMATIC Robot Integrator
Robot programming in the TIA Portal

v s

Functions

* No programming
in the engineering tool
of the robot manufacturer
"Ready-to-use"
TIA Portal program example for the
operation of robots
HMI faceplates independent of the
robot manufacturer
Complete creation
of the robot trajectory possible with
the SIMATIC HMI

Foxliceton Mo | Bobist Ceamo

el

Uniform faceplates for robots from different manufacturers
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Robot programming in SIMATIC in the past
Offer with robot manufacturer libraries

YASKAWA KUKA DENSO  Srhysi

Crafting the Core

Link

Programming guide

+ example

Commissioning
support

SIEMENS
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https://support.industry.siemens.com/cs/document/109475194/how-do-you-control-a-kuka-robot-with-a-simatic-controller-?dti=0&lc=en-AT
https://support.industry.siemens.com/cs/document/109749978/how-do-you-control-a-denso-robot-with-a-simatic-controller-?dti=0&lc=en-AT
https://support.industry.siemens.com/cs/document/109749979/how-do-you-control-a-st%C3%A4ubli-robot-with-a-simatic-controller-?dti=0&lc=en-AT
https://support.industry.siemens.com/cs/document/109772216/simatic-robot-integrator-for-yaskawa-getting-started?dti=0&lc=en-AT
https://support.industry.siemens.com/cs/document/109482123/simatic-robot-integrator-for-kuka-getting-started?dti=0&lc=en-AT
https://support.industry.siemens.com/cs/document/109761432/simatic-robot-integrator-for-denso-getting-started?dti=0&lc=en-AT
https://support.industry.siemens.com/cs/document/109762450/simatic-robot-integrator-for-st%C3%A4ubli-%E2%80%93-getting-started?dti=0&lc=en-AT

| Digital Twin

SIEMENS



Benefits of virtual commissioning at a glance: faster commissioning, reduced
costs and risks

The advantages of . -+ Optimizing the controller project and machine
Virtual Commissioning functionality in a virtual environment
using SIMATIC Machine
Simulator apply for

* development of new
machines

extension of existing
machines

« Less time for commissioning at end-customer plant
« Parallelization of mechanical and automation engineering

+ The sooner you optimize, the more you can save
Reduced commissioning costs

retrofit and machine
optimization

+ Safe and efficient testing using the model
* Reduced risk for real commissioning and fewer operation faults

+ “Laboratory” for creating alternative control concepts
« Evaluation of machine modifications during operation

g g

SIEMENS
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Simulation at every level

} Production line

Tecnomatix =~ [is= b

Plant Simulation

} Robotic cell

Tecnomatix
Process Simulate

} Production machine

Concept Designer |

} Component physics

Simcenter Amesim

ik
Component communication ST
Automation PLCSIM Advanced |
and WinCC =
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Mechatronic Concept Designer — SIMIT — PLCSIM Advanced

How will the machine work ?
Machine sequence

I8 E R R R R E R RN R AR EE N AR AR AR NN NN NN ENENE AN SN NN ERENEANAENENREEREEEEREEREEEEEEE)
e,
.,

G Y H sovepoject & X 5 T X [9Y (42

3D basic geometry

4 NN R NN N RN RN R N RN RN R AN AN NN AN AN AN NN AN NN AN NN NN AN NENEEEENAENEEEEEREEEEEEE]

ine  Options  Jbls ¥

Totally Integrated Automation

PORTAL

0
g
0
NX u - B e ﬁsvm(hwmﬂow DWmdowA.: NX12- - [L2016_SPS_MCD_PLC! SIEMENS -0oXx
o
Bl v Modeing  Assemblies Cuve  Analysis  View “Bender  Tools  Application BB o 0 . &5 x [Tt eaiise e
5 =
 fundion+ [ . [ o N - n B~ -
a4 > = ¢
 Logical ~ 9 . u AR - g < - " L B
Requirement Sketen Py stop 0 Operstion ag Mecnatronics Concept
- - T ® % ¥ ., h v - = - " Designer Preferences
SystemsEngineering | Mechanical Concept * Smuste  ~ Metmpical * lBect..® | Automation * Design Cota..* - 2 2P
<5 Menu ~ - i - - LY. @ - - P Ve -
% M No Selection Fitter v | | Entire Assembly F Q9 WMEFO@-&- 9 ¥ Default tag table
Name

FuT_Noveyd
S
Fun glovein
pul_Moveout

*fu1_CloseGripper
FA1_sUp
F1_JsDown
F1_tsin
F1_tsOut
Fa1_sGrippercClos
FM1_isGripperOpe

Cam plates

FA_CloseGripper
FI2_sUp
FA2_tsDown
FM2_tsin
Fh2_tsOut
FM2_tsGripperClos
F2_IsGripperOpe|
FA2_NextStep
FAS_oveUp
FS_toveDown
F5_Novein
FAS_boveOut
FS_CloseGripper
FI5_sUp
FI5_sDown
FS_sin
mgs_tsout

P8 gsGrippercCios
Fus.iRyipperope]
F5_tiesdigep
Fus_Rotstetao

P sRoated 18g)
FIS_isRotated0
F48_NoveUp

Cinematic description

B L L L L

Control signals B

0
H N R R R E RN AR AR AR NN AR EE NN AN AR NN AR ENE AN AREENENAERESNEAREEEEEEEEEEREEREEEEEES
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Data type | Address | Resain

Bool (3] =00 [~

Bool %01
8ol %Q02
8ool Q03
Bool

8ool

e
8ol

%101
wino

G@  Online Access
® M @

@ TCP/P communicationwith | <Loca
R Virtual Time Scaling
F 1
001 Off 100
) Start Virtual $7-1500 PLC
. .
g e [0
P Unspecified CPU 1500 v
.
0

. St
%

1 Active PLC Instance(s):" #,

WEE pct /19216801

& Runtime Manager Port 50000
[¥ Virtual SIMATIC Memory Card
i,‘ Show Balloon Messages vl
2 " tyrcton Ml

.,

Q Bit o,

‘;Q;EU{.-"""-"

H

INIRNERE0

® x

- Writa_. |Visibl... Monitory...

@ @ e
(@ FALSE
M Erase
M Emue
M Erase
@ @Eme
M Erase
™M @rase
M Emwe
M @Erase
M Emwue
M 1

=] TRUE

% S. ms:
LT L L L LT E L R = i
(8 TRUE

M Erase
& Erase
M Emue
@ @rase
M @muE
[ FaLsE
M @rase
@ @
1
M @Erase
@ Erase
M Erase

Sensor-actuator lists

Reference designation

Force/load profiles

.,
4 B E e R R R RN R R AN AR AR AN AN AR NN N NN NE AR ENANAEEESEAAREENANAEREEEEEREEEEEEEEEEE
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| PLCSIM Advanced V4
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S7- PLCSIM Advanced
Differences to PLCSIM

PLCSIM

i b v ok (i b o

R

p— It

SPS-Simulation in TIA Portal

Application case:
« Manual validation of the PLC program

1, 2 Communication to real PLCs; 3 Know how protected

Page 282  Unrestricted | © Siemens 2021

S7-1200 (F)
S7-1500 (F/T)
Webserver
OPC UA
S7-Com.!
ouc?
KHP Blocks?
API
Error OBs
Virtual time

PLCSIM Advanced

gt“‘ﬁv*“ 2 o
1030308

| oo [ [ o

| o e e e oo
[ ]e ]
Lo o [ foe ] o]

| o o e o<
1000000
1000308

| oo T T o T |
[ e o [ [ ]
L o e
Leassss

Virtual S7-1500 Controller

Application cases

* Engineering & Development Support
* Virtual commissioning

« Service

* Migration

+ Training

SIEMENS



PLCSIM V17
Improvements in the new version

Compatibility maintained

Compatible with TIA Portal V17 and projects from versions V14 to V17
Support of user-defined protection of configuration data from TIA Portal
Supports S7-1500 CPU firmware versions V1.8 — V2.9

Supports S7-1200 CPU firmware versions up to V4.5
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Functionality extended

PLCSIM now supports the TIA Portal multilingual concept thanks to the
subsequent loading of additional languages

CPU support extended

The control code for the following SIMATIC PLCs can now be
loaded directly and simulated with PLCSIM

» SIMATIC Drive Controller 1504 D TF and 1507 D TF
+ SIMATIC ET 200pro CPUs
+ SIMATIC S7-1500 H(F)/R CPUs
+ SIMATIC CPU 1518 T/TF
+ SIMATIC S7-SIPLUS CPUs
* Equivalents of the supported standard CPU types

Performance improved

Improvements in user performance and memory usage thanks to
removal of the redundant device view in PLCSIM. Customers use
the device view in TIA Portal.

SIEMENS



S7-PLCSIM Advanced V4.0
Supports SIMATIC S7-1500 R/H systems

Redundant — S7-1500R Highly available — S7-1500H/HF Consistent concept—
|dentical simulation mode

» Using the original project allows the simulation
to be performed in RUN solo mode without

* The "ECPUType" API function has been
expanded to include the new PLC family S7-1500
R/H and the order numbers.

* The control panel has been expanded to include
the new "S7-1500R/H" PLC family.

PLC family 57-1500 v

[ [ss00 |
B L o
CPU 1513R CPU 1515R CPU 1517H CPU 1518 H/F CPU type
Primary (RUN solo)
. . . Safety
6ES7513-1RL0O0-0ABO 6ES7515-2RMO00-0ABO 6ES7517-3HP00-0ABO 6ES7518-4JP00-0ABO Article numbers

SIEMENS

Page 284 Unrestricted | © Siemens 2021



S7-PLCSIM Advanced V4.0
Enhanced PLC Support SIMATIC ET 200pro
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Function

S7-PLCSIM Advanced V4.0 support from now on also the simulation of the PLCs
side of SIMATIC ET 200pro PLC based on S7-1500.

Supported PLCs

S7-PLCSIM Advanced V4.0 supports now the following SIMATIC ET200 pro
Controller:

+ CPU 1513pro-2 PN | 6ES7513-2PL00-0ABO

+ CPU 1516pro F-2 PN | 6ES7516-2PN00-0ABO

+ CPU 1516pro-2 PN | 6ES7513-2GL00-0ABO

+ CPU 1516pro F-2 PN | 6ES7516-2GN00-0ABO

Details

» By using the original project, the simulation can be carried out without changing
the program.

+ The “ECPUType” API function has been expanded to include the “ET 200pro”
PLC family and the order numbers.

* The control panel has been expanded to include the new "ET 200pro" PLC

family. PLC family 57-1500 v

[s7-1500 |

S7-1500R/H
8| [B® | MRES */
. ET 2005P
No Active PLC Instance
ET 200pro

SIEMENS



S7-PLCSIM Advanced V4.0

Extended CPU support of SIMATIC Drive Controller

Page 286
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Function

S7-PLCSIM Advanced V4.0 now supports simulation of the CPU component
of SIMATIC Drive Controllers. The control programs created in the TIA Portal can
therefore be loaded and tested directly without changes on the virtual controllers.

Supported CPUs

S7-PLCSIM Advanced V4.0 now supports the following SIMATIC Drive Controllers
+ SIMATIC S7-1500 T-CPU CPU 1504D TF | MLFB: 6ES7615-4DF10-0ABO

+ SIMATIC S7-1500 T-CPU CPU 1507D TF | MLFB: 6ES7615-7DF10-0AB0O

Details

* The comparable T-CPU function of the Drive Controller as well as the onboard
I/Os are supported in the simulation

« S7-PLCSIM Advanced is not designed to simulate the drive control of the
integrated SINAMICS S120

* The integrated PROFIBUS and PROFINET interfaces cannot be simulated, as
with the standard S7-1500 CPUs

SIEMENS



S7-PLCSIM Advanced V4.0
New operating mode “Strict Motion Timing”

ALY
DI'( S7-PLCSIM Advanced V4.0

SIM

=]

]
]

Online Access

Control Panel

PLCSIM @ PLCSIM Virtual Eth. Adapter @

TCP/IP communication with | <Local>

Virtual Time Scaling

0.01 Off 100

=

Strict Motion Timing

@ Start Virtual S7-1500 PLC
Instance name Instance_3
IP address [X1] 192.168.0.30
Subnet mask 255.255.255.0

Default gateway

PLC type Unspecified CPU 1500

Start

mm» MRES

3 Active PLC Instance(s):

OE 3 instance 2 /192.168.0.20
[1[E & Instance_3 /192.168.0.30

Runtime Manager Port | 50000 (|
Virtual SIMATIC Memory Card
Show Notifications

-

20 x
VO x
)0 x

New Function

To simulate the Motion Control Functions for S7-1500 / S7-1500T CPUs precise and
identical to the real hardware a new operating mode has been implemented.

# |, Strict Motion Timingﬂ

Function Manual

Q |V~ %

Bt

Page 287 Unrestricted | © Siemens 2021

Strict Motion Timing “True” @ switches the buffer overflow detection "ON" (V3 behavior)
The motion OBs are processed in each interval they called (e.g. 4 ms in cyclic mode). If the
"Strict Motion Timing" mode is selected, the MC servo clock is synchronized with the PLC
cycle in order to ensure the correct calculation analogous to the HW PLC including the
original message behavior in the diagnostic buffer. The function can be specified globally
via the GUI or via the configuration file and globally via the API and per running instance.
With the virtual time, the running speed can be adapted to the PC performance in order to
avoid a STOP of the virtual PLC.

Default Mode:

Strict Motion Timing "False” | | switches the buffer overflow detection "OFF" (V2 behavior)
The Motion OBs are called in every interval (e.g. 4 ms), but may not be processed because
they were overtaken by the PLC cycle . The simulation is high-performance, which is
helpful for co-simulations, but can be imprecise in detail because movements may still be
calculated after they have already been stopped. The virtual time scale can be used to
accelerate or decrease, and the PLC instance does not switch to STOP due to buffer
overflows.

SIEMENS
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S7-PLCSIM Advanced V4.0

Simulation of secured communication connections

Webserver https @ = =
=T
=—1V

-
Sl

Open User Com. @

A
v
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Function

Expansion of the communication options to include secure connections analogous
to the hardware CPU with firmware version V2.9 and STEP 7 V17

OPC UA

+ Secured OPC UA connections

Webserver

» https — now also simulation of projected https connections

* Webserver User Management is supported

,open user communication” (secured TCP communication)

* New instructions TSEND_C / TRCV_C and secured TCON

Details
Secure communication

TIA Portal V17 projects with V17 CPU firmware version V2.9 can also be loaded
and executed on the S7-PLCSIM Advanced in secure, encrypted mode. This
means that safe communication can be tested in the virtual controller without
making changes to the automation project.

Compatibility mode

TIA Portal V17 projects with firmware versions V1.8-V2.8x can still be simulated in
the previous mode.

SIEMENS



S7-PLCSIM Advanced V4.0
New functions and compatibility

- X

ADY
DI'¢ S7-PLCSIM Advanced V4.0 g=
SIM Control Panel
‘Jm Online Access
PLCSIV (@ PLCSIM Virtual Eth. Adapter @

!; TCP/IP communication with | <Local>

4 | Virtual Time Scaling

0.01 off 100
#  Strict Motion Timing v

() start Virtual 57-1500 PLC

Instance name Instance_3

IP address [X1] 192.168.0.30
[ﬁ Subnet mask 255.255.255.0
Default gateway
PLC type Unspecified CPU 1500 v
Start
| B | MRES
3 Active PLC Instance(s):
D © x
OEE instance 2 /192.168.0.20 2O x API
COEE Instance 3 /192.168.0.30 Y O x

£%  Runtime Manager Port 50000 O
2’ Virtual SIMATIC Memory Card

i Show Notifications
‘ ? Function Manual

Q bt

New functions

1. Extension of the communication capabilities

Supports up to 128 UDP multicast connections, DNS and DHCP functions as
with the specific hardware CPU with firmware version V2.9

2. Co-simulation — bus synchronous coupling

+ With the new "Single Step Bus" mode, synchronous operation of co-simulation
tools such as SIMIT?! is now also possible in reduced Time Slice mode

* The synchronization of multiple PLC instances via a co-simulation tool such as
SIMIT?! is now possible with PROFINET timestamps

3. TCP/IP communication with NpCap
The WinPcab TCP/IP driver has been replaced by the current NpCap version,
which is now automatically included in installation via the setup.

4. Support of new SIMATIC S7-1518 T/TF and SIPLUS CPUs

The MLFBs and types of the SIMATIC S7-1518 T/TF and S7-1500 SIPLUS CPU

family can now also selected in the API function.
5. Support of user-defined protection of configuration data from TIA Portal
Protection of configuration data by means of individual passwords
Compatibility
» Compatible with TIA Portal projects from versions V14 to V17
* Supports S7-1500 CPU firmware versions V1.8 — V2.9

1 Available from SIMIT version 10.3 and higher

SIEMENS
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| SIMIT 10.3

SIEMENS
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Virtual commissioning
Software in the loop

Virtual
Commissioning

TIA Portal PLCSIM Advanced
WinCC
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L
Electrical periphery simulation

SIMIT
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Virtual commissioning
Hardware in the loop

Virtual
Commissioning

SIMIT Unit

o)
°
® fﬁ.*.
% e
% W
2 ¥
Siemens < 2
Automation device %
>

-
i
il

TIA Portal

L
Electrical periphery simulation

SIMIT

SIEMENS
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Virtual commissioning
Switching HiL € =2 SiL

S7-1500 SIMIT Unit

Virtual
Commissioning

Siemens
Automation devi

TIA Portal PLCSIM Advanced
WinCC

Page 293  Unrestricted | © Siemens 2021

L
Electrical periphery simulation

SIMIT
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Simulation based Engineering
from Virtual Commissioning to Operator Training

SIMATIC PCS 7/
WinCC

) —

Couplings

Hardware-in-the-Loop

Couplings

SIMIT Unit

PROFIBUS DP

SIMATIC PCS 7/

Couplings

Software-in-the-Loop

Generic Data
Couplings

Data exchange

Sync. and

remote control
Synchronization

1 Shared Memory; 2 Remote Control Interface
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SIMATIC S7 No and remote control
: - == A :
L1 = HE=
1 e
L - T PP
| - .
| W s
: : SIMIT OPC DAE External NX MCD :
SIMIT Unit P(RMCI)DI?/,IAI;;E PLCSIM PLAC\;SVIM Virtual coupling : coupling RCI2
: ' Controller opc uA : gPROMS
SHM?! i
PROFINET 10 coupling
]
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SIMIT Applicative Features
Connectivity

NX MCD

NX MCD Player

Plant Simulation

SIMIT Unit ’

PLCSIM (S7 classic)

Process Simulate

Virtual Controller (S7-300, 400)

SINUMERIK 840d sl / One Shared Memory, gProms

Inputs (TCP, UDP, OPC etc.)
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FLOWNET Library

Simulation
FLOWNET Library

* Library to build models
in the schematics of a P&ID

+ Library to simulate a piping network
with single component liquids/gas
(e.g. water) including pressure,
temperature and flow
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Measure

MEASUREMENTS

Pressure
Temperaturs
Flow

Level

Weight

|

w Basic components
» COMMUNICATION
» CONNECTORS

» CONTEC

| » DRIVES

+ FLOWNET
» GENERAL
¢ MEASURE
+ MEDIUM
- GAS
ie ElectricalHeaterGas
it HeatExchangerGas
wig JointParamGas
{og MnodeGas
wig NetGas
ot PnodeGas
ioet StorageTankGas
b LIQUID

b SENSORS
b STANDARD

v

| sjuauoduwo)y

Sjouo)

SOUIE

owydess

sejedway |
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CHEM BASIC Library

: ; Heat Tanks Measurements
Simulation | exchanger }
CHEM BASIC Library mmm - -
« For chemical or pharmaceutical v CHEM-BASIC g
plant simulation b Burners 2
. . . i » Fitti -
- To build models in the schematics e . G'm:::s —
of a P&ID |i ;| » Heatexchangers 9
* Import via the generic import o—— > Measurements a
the technological behavior . Skl : "P"u"""g"’""’mt“m L
mps
out of COMOS P&ID » Separators .
« Simulate a piping network with single b System E
(pseudo) component, liquids or gas b Tanks
(e.g. water) including pressure, b_Valves : »
temperature and flow > COMMUNICATION 0
b CONNECTORS g
» CONTEC =
¢ DRIVES —
¢ FLOWNET =
b SENSORS g'
b STANDARD g
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Simulation based Engineering

from Virtual Commissioning to Operator Training

Device models
Siemens field device

Available with application example
Specific field device models

11 models will be available
in the first step

Continuous update via SIOS

Higher engineering quality

by enabling early detection

of errors and more comprehensive
automation checks

Faster commissioning including
specific field device functions
tested early w/o final hardware
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SIMIT imports the STEP 7 signal list (I/0Os)
Including symbol names

Importing the STEP 7 signal TIA Portal STEP 7
list (1/0s)

H

alves

£
i
i

o
arfE
£
gzj ¥
T

IORORERE
ARERER
NEEEE

g

EREIARORERE
Rlalaelaalalelneakela)

« Automatically generate the signal list
including the symbol names by importing
the symbol table of STEP 7

* Reuse of data from STEP 7 reduces
the modeling time for the simulation:

HEEEE

RREEE
JRRRRER
EEEEE

Qi

RERE!
RERE!

* New: all signals are deleted
and created from new import

BEAALLARARALALARALRABALALABARAAAEAR AR
1=

lolennalalaka
lalalaale

« Overwrite: signals and symbol Export
names will be overwritten

PLCSIM Advanced import ?X

* Add: missing signals and symbol
names Wi” be added . TIA project  D:\TIA Portal Projekte\Project_Demo\Proj ..

HWCNExport - File

* Ignore: all signals are being ignored e Import

Symbols Creats new hd

FREREREAERAREAE™

v Adapt data width

B (-]
Stations = Import  Cancel =
e = =
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Process Automation

Additional Massflow
r 0.96 ka/s

w 30.00 % Exhaust air
@ Valve#32 @
Output Massflow
m 2.13 kafs Current Values
W 24.65 % L 0.04 m
> T 20.00 °C
@ @ M 40.32 kg
Valve# 2!.7 U "
= ) bar
Input Massflow - P 1.10
m 1.11 ka/s 2 Ps 1.09 bar
w 20.00 % ' q w 45934 %

Omega

-

PH
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SIMULATION

Simulation Window  Automatic modelling

L Wil Restime(ioo) ~

‘ Processmodel

& ChColumn
; Project manager
v _‘d Oouplings
4= OPCUAC
» @l Virtual controller
v 3| Charts
3| Chart
%) F-Systems
) TO500
» | %Procedures
» | SepColumn
» | Monitoring
» .0l Scripting
=] Lists
~ il Snapshots
G New snapshot

Ol 2018-06-07 09-51-36

Ml Find & replace
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Options  Help
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Integrate the process layer of gPROMS into SIMIT using a special co-
simulation interface

e : E— Co-Simulation with gPROMS

Femenason A i Fermenter Model in biopharma

02_Help VD_C1_IndivProd_L1
VD_C1_IndivProd_L2 VD_C1_IndivProd_L3 fr s}
Unit Mode [
Lri i | = B:IE"EM
T 123} 100% ¥ &, &, | oma =l 2FEB | L A

Fermentation @ Living Lab Vienna |
4 gPROMS ProcessBuilder 13.1

File Edit View Activities Tools Window Help

EREE G ¥k oo 4 @0 - 8

|
?

100.00 Yo 5] - &
| | E‘»—- (%S (HS_model 20190315 125342) o -5 (553w | (9 E (HS_model 20190315 125342) o [ [ |'S HS model (Fermenter_new) [=[@[= o
d Search... g <
66 -
= g o = —1|| Fermenters moei] Fermenter.E [mol] ) P— ot ® "
= &2 HS_model 20190315_125342 70 temp_control A% (heating, cooling) DEFAULT heating s
= =7 Original Entities Fermenter.S FementerE 71 O IF - perfarm an action conditionally
E [5 Trajectories 2,861 1E1 72
= © 8 Fermenter 73 4 SET {o PARALLEL - start a set of parallel
1[5 Variables . 74 4 Parameterrath i- Expression ; actions
[ ceR 0 75 4 ParameterPath SEQUENCE - insert a sequence of
= gPROMS Model 34 cp.broth 76 4 Feramererfath : O esions
e el 1 77 4 PazamererPath
= e |} [ cp_gas B8 ¢ Domainpath o WHILE - repeat 3 setof acions in
Biomass 315 g gk et E0 e 2 loap whils an expression is true
e (% EOH_molm F H o < =
- g g — =
b Ethanol 8.49 g 3 6luc_molm - = ‘ L E Elementary Tasks )
( I 02 e I | CONTINUE disturbed fo
- operate undisturbed for
Substrate 0.00 g % Ks . o Interface | Tnterface lsnguage | Topology| gPROMS language O = specified period snd/ar untl
(3 massflow_gas s 2 condition is met
test (Ferments o (& [
Samwan) Temperature 30510 K o 0 s Ew ;
| R—— Bown 0 T6 7 Farameteryatn T A  MESSAGE -wite 2 message to the
> Al 17 4 Parameter?ath i= "CForeignObjestClass:iyForeignihies —
(513 18 # DomainPath := [ BFDN || CFDM || FFDM || OCFEN , Orde_|
MONITOR - ch: hich output
l% 4.2_ana_ox 0 2000 4000 000 0 2000 000 6000 19 s
% g2 _en_ox Time. Time. 20
o 21 $EQUATION REASSIGN - change the value or time
22 ¥ Equat
'% Qout [Table]| rapn [ Properies [Table] oroph [ Propertes | # mouecions variation of an input variable
% q_s_ana_f_max REINITIAL - instantaneoush h,
(% q_s_ana_f i = - o - by move the
g T o 70 [EiE LT ey Eicaen| K. O et e
& ¢ EQ Yoxs_E i= 0.045; - trajecto
I:.! asen FermenterX [mol] a2 e 26 UITHIN Flowsheet DD —
(¥ q_s_en_ox = Tree 21 Xs o FEFLACE - change the set of variables
[ reaction_heat_e ue_uoln 28 3 - that are specified
™ . FermenterX a0 Et0H_moln . = -
% react . £ e
o v;arbmn{h eat g . a #Teuperature s omlss) RESETRESULTS - discard all previous
tha_bro :
T [ o - 4z P i O data that was transmitted to
"
!> £ f s 43 tho_proth Schedule | Solution parameters | gPROMS language | Praperties defined output channel
— = S 04T X cp_brath =l [T = RESTORE- restore the values from 3
[% t_cont_cool 0 as nasslou_gas et i it = Ol
[ t_cont_heat a6 = 78 SELECTOR -
T in_gus @ 75 teap_control AS (heating, cooling] DEFAULT heating O SVE- save the curment alues of the
tem
[ _broth = 48 80 Rl
gx 2 &0 ;13 2; . O STOP - haltthe sirulation
9 Y.es ¢ = |
%Vﬁf 5L 83 4 ParameterPath := Expression : O SMITCH- manipulate the state of »
6 Txe0x 52 84 4 ParaueterPath := [ Expression < , ... » 15 selectar
l%‘txnf 10 53¢ 85 4 ParamererPath i "CForeignbjectClass::>Foreiqmibjec -
[ s ox 544 86 # ParameterPath i= [ "Name” < , +uv 3
L1 Problem Description 55 87 # DomainPath := [ BFDN || CFDM || FFDN || OCFEN , Orde
[} Execution Output 56 # 8
B 2 test 20190312 142619 57 # =0 | e X
7 Original Entities o 2000 rW:DDD 8000 el ‘ % v nn ‘; "/—‘"""“‘“"w D
35 Trajectories 1 || Tovaa |ms|
L] Problem Description
[ Evecution Output - raph | Properties Schedule | Solution parameters | gPROMS language | Properties Interface | Interface language | Topology| gPROMS language | Properties

prajects | e, (8 (B[ Palette
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Integrate the kinematic model of NX MCD into SIMIT using a special co-
simulation interface

SIMATIC Machine Simulator: ready to manage simulation progress

Synchronous Simulation Progress

PLCSIM Advanced Behaviour Model - SIMIT Kinematic Model - MCD

Connector
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TO Kinematics
Highlights — Conveyor tracking

IPC Fair Model

* Synchronous
functions

- PtP

« Conveyor

Tracking

SIEMENS
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SIMATIC Simulator is the core product with the USP for
NX MCD and Openness for IT environment of the OEM's

Automation Systems

behavior model

kinematic model

(for complex motion)

S
IS
>
£
n
O
<
=
n

Model of automation
(PLCSimAdvanced) ﬂ
-
l@  Online Access
@ PLCSIM @) PLCSIM Virtual Eth. Adapter
@  1CP/IP communication with  <Local>
(R Virtual Time Scaling
0 ]
[ ] @o:nvmn-los:nm =
e.g. robotics

Behavior model
(SIMIT)
Behavior of drives etc.

Operator screens for panels etc.
Visulisation with VRML (3D), 2D

Openness
(via couplings and interfaces)

(scaleable)

Kinematic model
#ﬁ#

NX Mechatronic Concept
Designer
NX MCD Player

Export/Import via JT Importer
(e.g. Creo, Solid Works)

e.g. other automatisation systems
(OPC UA)

]

Model library

FMU/FMI

Page 305
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Example for Axis simulation

PLCSIM Advanced SIMIT NX MCD

Technology object Simulation of PROFIdrive drive Kinematics

* Technology object Behavior model for PROFIdrive drives

Positioning axis

: PROFIdrive machine | generator [ simulation
position E .

i telegramm 1 Data- Safety

. = 1 . DSC .

: . . adaption function

: : ! ..............

Position Set : 0 Set speed
controller Speed : I ; :

1hSTW!

Speed Control

Nist : e wzly Actual speed

Actual ISt, 5 ; .
e 03 |; |
B G1_X|ST1, : O = pasition

* With active DSC in the drive = SIMIT

Time synchronization

Page 306 Unrestricted | © Siemens 2021 SI E M E N S



Operating mode Bus synchronous

* With bus synchronous operating mode, SIMIT ensures that all
components involved in the simulation have the same synchronized

simulation progress.

Cycla 1 Cycla 2 Cycle 3

i 1 ms 1 ms 4 ms

|
|
i
1
]
| |
= 3ms! 1 ms
. A B

* Requirement:
« The bus synchronous operating mode is available for the couplings

PLCSIM Advanced and MCD. . »ia .
« With bus synchronous operating mode, a time slice must correspond ams 2ms ; 2ms o
to the cycle time. el
Cycla 1 Cycle 2 Cycla 3
or |
5.1. 2ms o 2ms o 2 ms .
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S M G G ener at or. TIA project with technology objects and drives

Vew man Gk O Bon wioe ol
e e XWX N G LB DED S S AR X |

PLCSIM Advanced SIMIT NX MCD
Technology object Simulation of PROFIdrive drive Kinematics

Speed Control

Behavior model for P

State Ramp Encoder
machine generator | simulation
Data- Safety

* Technology object

Positioning axis

Set
position

“PZD1 |t ) .
s, Fosition Set g; : Sat speed H B st Vo s x
controller” Speed ] ] : H Al RS e
Automatic generation =« a
: [Pz | Actual speed of simulation models == . ——
[ PZD2 |: = ST1500/ET200MP station_ |
Actual ] o '
PZ:[” : I : — Completed 20%

* With active DSC in the drive 2 SIMIT

SIMIT simulation project

Time synchronization e o L

SIOS Entry-ID: 109780391
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Simulating Safety Signals

SIEMENS NX MCD PLCSIM Advanced

k E-
— Door1 (on/off) sTOP
- Door2 (on/off)
T ——
i VS_Door1 (on/off) ..
Door (on/off) VS_Door2 (on/off) Dnr
E-STOP (on/off) -
E-STOP (on/off)
Conveyor (on/off)
e SLS-Axis1 (on/off) ezl ool Fosca
@ Conveyor (on/off)
CTRL SLS-Axis1 (on/off)
LDrvSa
STATUS SLS-Axis1 {on/off) e 18
—
a0
Control

SIOS ID: 109771692

SIEMENS

Page 309 Unrestricted | © Siemens 2021



SIEMENS NX MCD

NX H @ ~o + 03 I+ 3 Switch Window [ Window ~ = NX 12 - Mechatronics Concept Designer SIEMENS - & X

Home  Modeli Assemblies  Curve  Analysis  View  Render  Tools  Application F & a8
i ‘3 @ El 12 Whirude - ) g K é‘ﬂ . E 5 'ﬁ' @ Angular Spring Joint . -h C/% W@ D;E, E| l.f, w@ %*‘ T, Export to ECAD = M e n U b an d
- g B Unite ~ u ke L] - . . & Linear Spring Joint - i : i 5 Export Load Curve ~
Requirement Function Log ral Dependency — Sketch Play Stop Capture Graph  Rigid Collision Hinge Collision Position Symbol =~ Operation Electronic Runtime Symbol — Add
- - v @ Block ~ *® % prangement Body = Body~v Jointv £\ Angular Limit Jaint = Sensor~ Controlv Table v - Cam= NC+ Tablew  ~ D ExportCam Profile -
Systems Engineel ng ~  Mechanical Concept Simulate ~ Mechanical - Electrical - Automation M Design Collaboration - -

——
Mool @ré~a~w- .

]
=
0
H
2
<

Physics Navigator

For defining object and

o]
?EI Name . . .
8| - i RackAndDoor t t g I t
- - csSIRIUSTield Collision Sensor S ar I n SI m u a IO n
E'T' Eﬁ?fj_rbBclﬂ_le dle Fixed Joint
d" - g2 fi_rbBolt2_rbHfhdle Fixed Joint
82 fj_rbHandle_rbfoor Fixed Joint
- -Eﬁé‘fj;bHingZng rbDoor Fixed Joint
Eﬁ?fj_rbHingeml t_rbDoor Fixed Joint
i) -8 fj_rbRack Fixed Joint
»d Eﬁ?fj_rbSlRlUS_rh or Fixed Joint
A @3 fjHingelleft Fixed Joint P h 1 1 -t
?5 @& fiHinge2Left Fixed Joint y S I C n av I g a 0 r
-- 4% hjDoor Hinge Joint
i & rbBolt1 Rigid Body
-~ @ rbBolt2 Rigid Body
@ M & rbDoor Rigid Body . . .
28 ande R ooy Register of all defined
é M & rbHing2Right Rigid Body
B @ rbHinge1left Rigid Body H H
@ M @ rbHinge1Right Rigid Body kl n e m atl CS
& rbHinge2Left Rigid Body
@ + M@ rbRack Rigid Body
+ M@ rbSIRIUS Rigid Body
".\ + ﬁ: Panel
+ 4 TwoHandPanel
i & Basic Physics
[ Joints and Constrain
= Materials M 0 d el
[ Couplers
+ [ Sensors and Actuatd s
[ Runtime Behaviors
+ = Signals . .
s Kinematic model
< >
Details v
Dependencies v

Part file saved

Page 310 Unrestricted | © Siemens 2021 SI E M E N S



Signal connection
Emergency push button

MCD SIMIT TIA Portal

Connection between MCD model and
TIA Portal project

Rack_0

FDI_8x o
/ MCD EStopiCh1.Value pving 1500 EStop1Ch1 a8
00
Y/ Falsel; pvini \ § §
N 00
False|; pvin2 o0
Falsely pvin3 1500 EStop1Ch2 il
MCD EStop1Ch2.Value pvind \
» / Falselo puins N eneral 10 tags || System constants H Texis |
MName Type Address | Tag table j
Falsel pving <@ | EStop1Ch1 | Bool %MN8.0 Standard-Va
1500 pLCKT Bool %118.1 1
Falsely pvin7 Bool %l18.2
Bool %1183 !
<@ EStop1Ch2 Bool %84 Standard-Vai
— - Bool %I18.5
H VsEStopl! Bool %I18.6
Signals o e
A Name Input/Ou... Initial Va...
P tl"r MCD Reset.Value pvReset #instEStop1
W |EStop1ChT Output false ESTOP1

Q — #statEStop1En

i |EStop2Ch1 ool Output false Example block = .
M Door bool Cutput false . #e5top1 — E_STOP sackReq.
1002 evaluation AN ACK REQ — ESop Akt
#reset— ACK DIAG

with SIMIT block 0~ TIVE_DEL ENO—
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| SIMIT — Robot Integratiom
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Robot Coupling

TIA Portal

o

Robot Engineering Software

= e
] ]

Machine operation  Machine program Periphery Robot controller Ogg\r/?élgg Robot  Complete Machine
\ ~ J
Wince ) PLCSIM
Advanced \ VRC
(Software from
HMI Automation / vendon)
Program SIMIT
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Gateway &
Device Simulation

\ 4

T

NX-MCD

Machine
Kinematic/Physic
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SIOS Example Robotic

KUKA FANUC \? VRC
ADD YASKAWA

R UNIVERSAL ROBOTS TA UBLI
Coupling
DENSO PLCSIM SIMIT NX-MCD
J Advanced )
Automation Gateway
Program Logic Device Simulation

Note: This solution will also work with current and upcoming
Robotic Interfaces (like mxAutomation).

Page 314 Unrestricted | © Siemens 2021 SI E M E N S



Simulation based Engineering
External Couplings

Couplings
External Interface

« Connectivity can be expanded with
self written couplings

« Based on API functionalities
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Selection (sl
New coupling
Hardware Standard Co-Simulation | Extern
o SIMIT Unit OPC DA Client gPROMS FANUC
PRODAVE OPC DA Server MCD KUKA
— OPC UA Client uoP
Virtual Controller OPC UA Server i
PLCSIM Advanced Shared Memory
PLCSIM
OK Cancel
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Demo with ABB — Robstudio

n Home | Model ~Assem  Interna Analysi = Curve = Applicc Rendel  View Tools | Visual | MCDT L IIA® @ | Fle Edt View VM Tabs Help I~ 2 JONN - === W
= 5~ = - 2\ @ ® S © 1 v [ m - - - A
® D @ @ ) 1 : : :
o 1} Home TiaPortal_V15.1+WinCCR...
t | T g ® @ @ - % = % ¢ '
Requirement Sketch \ Capture Graph More
2 2 | @ @0 avrgeneit & . & o % .
Systems Engineering ™ Mechanical C... ¥ Simulate % Mechanica Y Eledr..” stomation  ~
= Menu~ NoSelection Filter v |Entire Assembly
© | Physics Navigator =l - 3 fcome Page Robot Control
Name =g
gg [Z#” orange_on_1 -~
- [ Runtime Behaviors automatic Start Machine
B R
o |75 So0eke Robot Process Status
» [Fae isTRUE_1

Robot
idle

+ [ saClamp_1 s
+ [Z saClamp_2 =)

+ [F2 saConveyor_1

Machine

+ [F125# saConveyor 2 in work

+ [Z122 saConveyor_3
+ [F132 sakxtemalintesfacePLC_1
+ [F22 sabxtemalinterfaceRobot_
+ [Z1%E saGripper_1
+ [J]2® saGripperRobot_2
[Z1258 saLight_1
+ [ salightBeams_1
+[Za# saMachine_1
+ [F]22 saRobotAxisInterface_1
+ [F]2p2 saScrewDispenser_1

Conveyor Product
On

Automatic Mode

automatic

Conveyor Tray

ready to deliver

QO & ¢ D @[/

(
)

automatic

< >

L ™, 4

Select objects and use MB3, or double-click an object Elapsed time: 225 sec(s) - Delay Time: 79643 msec(s) - Actual Time Scaling: 0.545 < >

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.
s ;

2] Project manager

v _«d Couplings PLC Control Panel

ABBTest - RobotStudio

Home Modeling Simulation Controller RAPID Add-Ins
z 4= MCD_SHM_Machine_Grip
% simulation Setup L/u J Id E 4’(_») ) ‘ s M| «= MCD_SHM_Robot_Axis D@ Online Access
. = pL @ PLCSIM Virtual Eth, Adapter @
Pause  Stop 1o TP Stopwatch @= Robotstudio
Simulator Trace 4= Robotstudiol0 & TCP/P communication with
Configure Simulation Control ) Monitor Signal Analyzer Record Movie ~ @l PLCSIM Advanced
La.. | Pat..| Togs| = X|| ABBTestAnsichtt x | B3l Distribution R Virtual Time Scaling
5 ABBTest” e &= PLC 1
o v 1) Charts 001 Off 100
{ oripper =
+ 5 IRB1200.5.30_5Tt 3 MCD-PLC B (O startVinual $7-1500 PLC
[ % Robot-MCD
|48l Links | IR
5 4| Robot-PLC
Componerts Property Value 1 Active PLC Instance(s):
&2 SIMITConnectionO . » £ Moaltoring Host address ‘ T
: EEE SMIT_PLC /192.168.1.1 O x
Eﬁ STComaciondo . d Scipting Communication interface it
v X =) Lists
o Frame_1 - » .23 Snapshots J
L & Find R renlara g
- o= L

Steuerung (Station); 50024 - Corner path failure i MCD-PLC | ] Robot-MCD |e= PLC

Page 316 Unrestricted | © Siemens 2021 SI E M E N S



Virtual commissioning of machines
Industry specific applications: Simapress & Press Safety Blocks

Use Cases

« Test step sequences and operation modes of the Simapress and press
safety application

+ Test safety functions of the machine
+ Operator training and training on the simulation

- Validate die protection, tonnage and envelope monitoring

Technical description

+ Digital twin of a mechanical flywheel press with NX MCD, SIMIT and
PLCSIM Advanced

* PROFIdrive simulation for the driven axis in SIMIT
+ Simplified simulation of press tonnage in SIMIT Information & Download in SIOS

+ Fully implemented operator panel in SIMIT

Information regarding the software package to automate a conventional
* Implemented failure scenarios like multiple sheets in the press flywheel press

- Safety signals simulated in SIMIT and MCD
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Virtual commissioning of machines
Industry specific applications: Cylinder Positioning

i tored Wbl 3 O E;q NX T o-ox
Use Cases : -

- Evaluate the mechatronic concept (e.g. collision check of the motors)

« Test step sequences and operation modes of the cylinder positioning
application

- Validate the geometry calculation
- Simulate homing on fixed endstop

- Test alignment and crash observation

% 4 Simulate Disturbance Force
yiancieata” yandienterace] ] Out ode HomingOonePcD!

Cyandlermterace] 1] Out Mode AligrmentDone®

Technical description aﬂ =

*pos

mmmnnggg@mnmm
EEEEEREEEREEC

PERERDE
iR -
£
i 2
£
3 L ]
(]
3 - £
= 3
iF Fi
H P
H
4= <=

0 “Cyfos_CyMandlerData” CyiMandlerinterisce(}] Out Fastiode PrintO#2Done

- Digital twin of a flexographic printing unit with NX MCD, SIMIT and ” '
PLCSIM Advanced E

- PROFIdrive simulation for the cylinder positioning axes in SIMIT
- Simplified simulation of contact pressure in SIMIT Information & Download in SIOS

+ Remove and install printing and anilox cylinders during simulation (e.g.
for homing) in NX MCD

- Flexible mechanic: adjustable geometry of printing unit

NX MCD, SIMIT model and TIA example project available
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Virtual commissioning of machines
Industry specific applications: Multi-Carrier-Systems

Use Cases

Quick and easy generation of fully functional NX MCD and SIMIT models
for integrated Multi-Carrier-Systems based on supplied CAD Data

Time efficient virtual commissioning of Multi-Carrier-Systems with just
basic knowledge required

Showcase for automated model creation

Virtually commission your packaging application including MCS systems

Technical description

Extension for NX MCD
Automatic generation of kinematics for NX MCD

Automatic generation of SIMIT charts for all MCS segments, including
the connection of signals

Simulation of the SINAMCS OA Application TECRailCtrl by a dynamic
Runtime Behavior (NX MCD)

Implementation of LRailCtrl telegrams in SIMIT
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© Create MCS 0?7 X

General A
7 Enter Name DemoRail
SIMIT
(7] Generate SIMIT Model
Couplings
PLCSim Advanced PLC
MCD MCD
Model Generation

Set output directory
Di\temp\MCS\

Segments
* Select Segment Faces (0)

Type 306-3

Information & Download in SIOS

MCS Toolkit and application example available

SIEMENS
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Virtual commissioning of machines
Industry specific applications: Intelligent Belt

Use Cases o E—

- Evaluate the mechatronic concept (e.g. collision check of the trains,
conveyors and products)

+ Test step sequences and operation modes of the intelligent belt application

GG

- Test intelligent belt application flexible on variable infeed and outfeed
velocities

>0 @ ©

- Simulate different packaging modes, e.g. sequential or pattern station

®

- Validate homing process

Technical description ELE;

QO v-li%

Elapeed time: 296 scts) - Actusal Time Scalings 1.333

- Digital twin of a multi belt system for packaging machines with NX MCD,
SIMIT and PLCSIM Advanced E

+ PROFIdrive simulation for the belt axes in SIMIT
+ Simulation of control panel in SIMIT Information & Download in SIOS

+ Product handling and collision simulation in NX MCD BUNED ST el aral A G e ek s e TR

« Supply and outfeed conveyors - simulated and controlled by SIMIT
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Virtual commissioning of machines
Industry specific applications: Continuous web simulation

Use Cases

Virtually commission your converting application including line tension
control, winders and dancers

Test and analyze the winder diameter calculation

Validate the behavior of the chosen line tension control mode in
combination with the defined web process and mechanics

Simulate a web break and validate how your PLC program reacts
Optimize your technology controllers

Technical description

Digital twin of a converting machine including winders, dancers, infeed,
outfeed and passive axes

SIMIT component for the simulation of a continuous web process with
physical web equations as 1D-model

Simulation of web position, web tension and loadcells
Rotatory and linear dancers
Combine different web sections to one web material
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Information & Download in SIOS

SIMIT library and application example available
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Disclaimer

© Siemens 2021

Subject to changes and errors. The information given in this document
only contains general descriptions and/or performance features which
may not always specifically reflect those described, or which may
undergo modification in the course of further development of the
products. The requested performance features are binding only when
they are expressly agreed upon in the concluded contract.

All product designations may be trademarks or other rights of

Siemens AG, its affiliated companies or other companies whose use by
third parties for their own purposes could violate the rights of the
respective owner.
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| Contac

Andrej Lazovi¢
Siemens d.o.o.
LetaliSka 29C
1000 Ljubljana
Slovenija

Telefon 030 718 100

E-mail andrej.lazovic@siemens.com
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