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Industry Information Live

Industrial Communication er forudsaetningen for digitalisering

www.siemens.dk/di-webinarer
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Is there an alternative to Digital Transformation? SIEMENS
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Maximize Reduce Improve Increase

Flexibility Costs Quality Efficiency

Zero compromise on Cybersecurity



SIEMENS

o T

enables the future
of manufacturing

—= And the right
communication
network Is the key




loT will change the way you work SIEMENS
< . S - ot lngenuity for Life

Traditional Manufacturing | loT enabled Manufacturing

Closed loop manufacturing
Predictive Maintenance
5 o Predictive Quality

Machine Learning
Full automation
Al in industry

Separated islands of automation
Non transparent processes
Manual processes
No central alarms
Legacy systems



0T pushes traditional architectures to its limits

Interomm' :

Challenge to har ‘communication



loT architectures are the base for your future success EJIAUAWE
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Platforms

Connectivity
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Smart Objects | “Things” - | .

... and this requires powerful communication networks in industry

=4
\‘ ‘,°
% v
n\ F
:\ ’al
,,
g )lt"
Ia §
d :/:.
Z
l Y




SIEMENS

Ilz\g,ev\ui\'y'foruft
Best-in-class . Services,
- .n Expertise :
Communication Solutions

In Industrial Networks

Portfolio and Training
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SIEMENS
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Best-in-class
Communication




Our products exceed industry specific requirements SIEMENS
~ while building on existing standards
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» Robustness

Certifications
and Standards

Siemens
Portfolio
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Industry features 4

Interoperability <«

V2.0
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Designed
to Last

" HALT/HASS

We don’t take
chances ...
3 5H TEMP LIMIT VIBRATION LIMIT
should you - 55843
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VIBRATION MONITOR - GRMS8



Industry
Features

-

Enable your
system

to be up for the
task




Inter-

ready to interface
with IT

operability |
— * Athome in 1
automation and




Industrial
Security

— ° Already starts in
R&D

IEC 62443-4-1
proven

Read more
Practical standards
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No. Q4B 076903 0003 Rev. 00

Holder of Certificate:

Cortification Mark:

Scope of certificate:

The Cericaton Body of

Siemens AG

Secure Product Developm
Product Lifecycle Manage
Process for Division of Dif
and Process Industries an

V 500 Product Service G

above has estatished And & MENIENNG & Management systom whi
the listed standarcs. The resuits are documented i a report. See als

Report No:

Valid until

SKBIT88C

(Christian Dirmeier)
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CERTIFICATE

No. Q4B 076903 0003 Rev. 00

Research & Development
Sites:

Applied Standard(s):

Page3ol3

Siemens Numerical Contral Lid.
Siemens Road 18, 211100 Nary)

Siemens Indusyry Software S.r..§
Via Envico Melen, 83, 10152 Gey

Siemens Indusiry Software SAS
Park Avenue Il - Bat 1 - RDC, 2
Avenue du Géneral de Crouttn
31100 Toulouse. France

Swmens AG DF PLCAS
Scruhatr, 80, 91062 Erlangen

Slemens AG DF PL CAS
Otio-Hahn-Ring 6, 81728 M

Simans AG DF CS
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Siemens AG PD PA AE
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Siemans AG PO PA C1
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Siemens AG PD PA CI

Gletwitzer Str. 555, 90475 Nornt

Siemans Canada Limted PD PA
300 Applewood Crescent, Conce

EC 62443412018

TOV SO0 Product Service GmbH « Cersfication Body + Ridienteatbe 6

Page 1063
TUV SUD Product Service Grbi » Centfication Body * Ridkrstratie 65 » 80339 Munich + Germany

SIEMENS

Industnal
IT Security
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Secure Product
Development L decycle
sccsscan L manitored
according to

1EC 6244341



https://www.siemens.com/global/en/home/company/topic-areas/future-of-manufacturing/industrial-security/certification-standards.html

* Across the entire

SIEMENS

Wired lngenuily for Ufe
Certifications < S
& Standards

Software = Wireless
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Remote Industrial Security
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Expertise
In Industrial Networks




Industrial Networks have critical requirements SIEMENS
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Enterprise Network Industrial Network

High Availability 25

Industrial

L | Industrial s
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Industrial Networks have critical requirements SIEMENS
| lngenuity for Ufe

High Availability 2
Robustness %
Flexibility K %
Determinism d)
Industrial Security &=
Functional Safety 5
Mobile Applications =



Profinet

— o

1 cable for all

Use installation and
design guidelines

Redundancy build in

SIEMENS
lngenuity for tife

Ethernet-based communication




loT
Connectivity

——o Sensor data forwarded
to the cloud

Based on open standards
e.g. MQTT, OPC UA

Fast response within the
current production cycle

Applications

SIEMENS
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Predictive Quality

Platforms
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Server

Cloud platform/
data lake

Connectivity

Industrial Ethernet

Smart
Objects/
“Things”
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Network
Operation - SINECNMS1 (10.96.0.247 )
L @ Network monitoring A
Management L

4 [ Overall status
< { Internal
5 0K (49)
[ Maintenance require
[ Maintenance deman

All-around Network

- IP addr
PROFINET device nar

. Management System S
for industrial networks

PLC (4)

|=/| Routel

Switch
" Vendor

Policy-based network N
management

Maximum transparency

Event status Event Event class

Time stamp 5

Pending Device properties: SNMP was disabled for the device Warning
Pending o ies: SNMP was disabled for the device Warning

Resolving LAN: interface is inactive and matches reference.
Resolving Device properties: SNMP was enabled for the device 2020-06-25 08:56:
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Industrial Ethernet
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1 | PROFINET with PROFIsafe

Functional e "
Safety i
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|

—=o  Maximum flexibility in automation
and production through safety RCoax radiating cable (segments)
integrated applications

\_~" Rapid
e . ; roaming
Building safe systems including
safety stops up to SIL3 acc. to Contrallitvel
IEC 61508 also over wireless
Field level
E.g., vehicle, E.g., vehicle,

crane 1 from x crane 2 from x

Further systems,
e.g., drives, safety

Further systems,
e.g., drives, safety
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Service technician 3
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Service center ',' \\§ c
=
OpenVPN
Machine Cllient
—= High security (VPN) remote access =oF
to “things” for maintenance and
troubleshooting
Internet Machine 3 s
M connection D ‘
Easy integration in existing plant o I Iu“ m Gl T
|

networks and Auto-configuration

Machine 2 ‘3?"'“

‘Sl . =

Machine 1 i-H
I I

Standard user interface
and flexible administration
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— Industrial Ethernet — VPN Tunnel




Industrial
Security

—=o  Multi-layer concept providing
sophisticated in-depth protection

Assess, Implement & Manage

Secured remote .

maintenance

Secured data
exchange

Decoupled net-
works to prohibit
unchecked
communication

Firewalls

Avoid unautho-
rized access

Network
Security
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Security threats

demand action
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Mobile ‘ Rédio‘ Cell 1 - Radio Cell 2
Communication
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—o Common infrastructure for Safety
and Non-Safety communication

Realtime capable incl. Safety
also for roaming application

Advanced Diagnostics
for maximum availability

Ease of use

Industrial Ethernet ~= PROFlsafe



Totally
Integrated
Automation

——o

* Integrated
Engineering

* Industrial Data
Management

e Industrial
Communication

* Industrial Security
 Functional Safety

SIEMENS
lngenuity for tife

Manufacturing
Management Execution System
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SCADA Network S P Energy Industrial
otally Integrate
; System Management Management Edge
Operations U 2 Automation Portal d g
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Controller Human Machine Industrial Industrial Motion CNC
Control Interfaces PCs Communication Control
@ @ i h
T -jc)
Power Supply Industrial Identifi- Distributed I/O Drive Industrial
Field and Distribution  cation & Locating Systems Controls
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Services,
Solutions
and Training
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Together with our
global partner

network,

we are the EE
trusted i
partner et

for entire Industrial
Network Solutions.
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Professional Certification
services trainings

Based on more than
30 years of experience
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Global
partner network



Certification
Training
Building strong and

Industry relevant
____ . expertise.

Tailored to OT and IT
staff involved in OT
operations.

Increasing plant
availability
through skilled
personal.

SIEMENS

s :\ ® B
Wired Wireless Cybersecurity :. Value added training
- i Remote
Diagnostics Bl
i gy ; ; Communication
Optimization Diagnostics
Advanced Optimization Network
Features
Management
CEIN Level
Switching Wireless Industrial
and Routing Communication Security
CPIN Level
Ethernet Fundamentals in Industrial Networks
Data Communication with Industrial Ethernet
ITIN Level

CEIN — Certified Expert for Industrial Networks; CPIN — Certified Professional for Industrial Networks; ITIN — Initial Tra.l n I n g for Industrial Networks



Siemens Is your trusted partner SIEMENS
for Industrial Communication Networks ety for life

uf TR

’0s < 2
\ x4 =~
We We understand We understand We have a proven
understand Industrial Cybersecurity track record
your industry Communication

Let us help you build your digital connectivity infrastructure!



Gense webinar og download materiale pa SIEMENS
www.siemens.dk/di-webinarer

Ihg,ehuffy for Ufa

Per Krogh
Christiansen

Technology Specialist

Jesper Kristiansen per.christiansen@siemens.com

Technology Specialist
jesper.kristiansen@siemens.com

Lars Peter Hansen

Q&A
lars-peter.hansen@siemens.com

Morten Kromann
Q&A
morten.kromann@siemens.com



Naeste webinar SIEMENS
Ihg,ev\uffy‘for&‘fe_

Fredag den 21. august kl. 11.00

Digitalisering og virtual commissioning

Invitation sendes ud i starten af uge 33
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