ty

Industrial Securi

truslen ved

iInimer
cyberangreb
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VI anbefaler,

at du ser vores
fgrste webinar om
Industrial Security...

Industrial Security - Beskyt pro-
duktiviteten med IEC 62443

https://new.siemens.com/dk/da/produkter/industri/webinarer/industrial-security.html
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Agenda

Segmentering
Routing vs NAT
Jumpstation
Q&A | Teams
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Hvad siger PROFINET-
organisationen

Current status PROFINET Security

Security requirements for PROFINET

Hvilken standard bruger PROFINET?

SIEMENS FrapROFBUS N



Segmentering! Hvorfor?

1950s — 1960s

Military, governments and
other organizations implement
computer systems

1980s

'
|
Computers make their -
way into schools, homes, ! connected
business and industry -
1
1

1999 2010s 2020s
The globe is Cloud computing Internet of Things, Smart

by the internet

.
1
1
!
enters the ! and autonomous systems,
mainstream 1 Avrtificial Intelligence, Big Data
1
1

Digital Connectivity Digital Automation and Intelligence

1970s

Home computer
| is introduced

———————o

1990s

Digital enhancement
of electrification and
automation

1 1 1
i1991 EZOOOS EZOZOS
| The World Wide | Mobile flexibility | Industry 4.0
| Web becomes
| publicly accessible Industroyer/Chrashoverride
Heartbleed WannaCry
Melissa Worm Stuxnet

Morris Worm
ILOVEYOU

o =2
RSOSSS3oHKL Y

S
050 %;

%

WannaCry

« Attack vector

Stuxnet

« Attack vector =

Windows share

USB stik

AT&T Hack

Blue Boxing

NotPetya
Cloudbleed

Level Seven Crew hack slink SCADA hacks Infineon/TPM

Denial-of-service attacks Meltdown/Spectre

SIEMENS



Netveerks-blueprint
IEC 62443

Hvad er udgangspunktet?

Segmentering!
IT/OT
DMZ

Fra |\EC 6244327

SIEMENS | i O - o]



|EC 62443-3-3 / Foundational Requirements

Forskelli ge krav til FR 1 — Identification and authentication control
forskellige systemer! FR 2 — Use control

FR 3 — System integrity

FR 4 — Data confidentiality

FR 5 — Restricted data flow

FR 6 — Timely response to events

FR 7 — Resource availability

| FR2-yseconol
| FRa-sysemmegny
| FR4-Damoonfidertalty
| FRS-Reswoeddatafon
RO Tmel response oevents
| FR7-Resource avaianiiy

—

£C 6244333
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FR 5 — Restricted data flow

Hvad er kravene?

Network segmentation
Zone boundary protection
General purpose ptp com

Application partitionering

SIEMENS e



FR 5 — Restricted data flow

SRs and REs SL1 SL 2 SL3 SL 4

FR 5 — Restricted data flow (RDF)

SR 5.1 RE 1 — Physical network segmentation 9.3.3.1 _

SR 5.1 RE 2 — Independence from non-control 9.3.3.2
system networks
SR 5.1 RE 3 - Logical and physical isolation of 9.3.3.3
critical networks

SR 5.2 RE 1 — Deny by default, allow by exception 9431

SR52RE3 Fail close 9433
SR 5.3 — General purpose person-to-person 9 5
communication restrictions

SR 5.3 RE 1 — Prohibit all general purpose person- 9531
to-person communications
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Hvad er en Zone / Conduit?

Security zones
A conduit

PL1

PL2 PL3
Zone Control #1 Zone Control #2

Zone Plant

A-1
SIEMENS Falt 2 —



Layer 2

Hvad er virkeligheden?

Segmentering mellem
OT og IT er typisk lavet.

Hele OT-netveerket er typisk
lkke segmenteret, eller
udelukkende via VLAN.
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Firewall Celler

Hvordan starter man? _

Hvordan identificeres
de gnskede celler?

Hvordan findes gnsket
security-level?

Er VLAN segmentering
tilstreekkeligt?

Er VLAN ikke tilstraekkeligt,
Implementeres firewalls.

SIEMENS




Fra virkelighed
til Zoner

Den logiske inddeling?

Grafisk inddeling vist

@dnsket security
level vist

SIEMENS

OT Netveerk

VLAN 100

Scalance XC 216
Fabriksafsnit 1
VLAN 100

Firewall SC 636
Functional Safety
VLAN 50

Firewall SC 636
Fabriksafsnit 2
VLAN 101 & 110

Firewall SC 636
Fabriksafsnit 3
VLAN 102




Zoner og Conduits - det endelige overblik

-

Netveerk

/ SIEMENS




Routing vs NAT ———

Main network

Backbone

= 130222231%2002314\/\&\?'241%5 Firewall ,»
Adressering : LALLLE s

Almindelig adressering/routing. kT rissseos e

Her gives enheden en adresse, som 5216652

indgar 1 fabrikkens adressering. SLC Colle 1 oLc Colle 2 i
Fysisk IP: NAT Backbone IP: NAT Backbone IP:

NAT i en celle. Her overseettes den 10.225.609 102237995 10223.76.6

fysiske adresse til en adresse pa o 102238001 102237557

fabrikkens omrade. 10.223.60.1 255.255.255.0 255.255.255.0

Fysisk GW: Fysisk GW:
10.223.80.1 10.223.79.1

2 X NAT
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Jump station

Service adgang til Zoner

Ingen PC’er med malil eller lignende
pa OT-nettet

Adgangsstyring til netveerket

Kontol over versionstyring af

= 6= §
a g~
|

Ce Coruber
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SINEMA RC

Service access

L0

VPN Client

ternet connection and Firewall (IT managed)

_ _ User Management / AD
|RsiE ) SR connection

+ Central brugeradministration

y e.g. with e e.g. with < e.g. with

TIA Portal and TIA Portal and TIA Portal and
SI!\IEMA RC Sﬂl_l\_.IEMA RC SI_NEMA RC — o|NEMA Remote
Client Client Client = ply
= I Connect Server
- Krypte ret ad g a.n g tl Z O n e r Virtual machine 1 Virtual machine 2 Virtual machine 3

« 2-factor authentication

Zone A PL1
SCALANCE S615 +
KEY-PLUG __ T

: Zone B PL3 =
SCALAMNCE S615 + SR -
KEY-PLUG .
- Zone C PL2
SCALANCE S615 -
KEY-PLUG ' . i
—

B Industrial Ethernet O VPN-Tunnel

G_IK10_XX_50726
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Jump station user management UMC

@O Windows Active Directory

User/Group
Engineering

UMC
R-Server

UMC
R-Server

Win PC

Win PC
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Hvad siger PROFINET
om security | fremtiden?

Provide three basic features:

1. Digital signing of GSD files
2. Extended SNMP configuration

3. DCP in read-only mode
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Hvordan kommer jeg videre?

SINEMA RC / S615 promotion pack

IEC 62443-1-1 afsnit 6.5
Zone and conduit model

https://mall.industry.siemens.com/mall/sv/se/Catalog/Product/6GK1720-0AP02
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TIPS OG TRICKS PA YOUTUBE

Industry
Information

WEBINARER MED INSPIRATION, VIDEN OG VARDI

Industry
Information
Live

Demo

NYHEDSBREVE TIL INDUSTRIEN
UDKOMMER 8-10 GANGE OM ARET

A Industry
Information
News




