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SIEMENS
Digitalization and big data address key industry trends

Digitalization

Time to market Flexibility Efficiency Industrie 4.0

D 4

* Fast * Individualized * Closed-loop * Resource &

innovation mass quality energy

« More complex production - Traceability efficiency
products * Volatile . « Demanded

o duct / . :
markets gL‘;nlt‘ﬁy Industrial Internet of Things
(I1oT)

Industry trends

Big Data

Industrial Communication Technical Introduction Page 2 - Date 27/05/2020 © Siemens AG



SIEMENS

Different requirements for OT and IT

IT FOCUS:

« User experience: performance of the
transmission of data such as telemetry,
location, voice, and video over a common
infrastructure

* Cybersecurity
OT FOCUS:

« Secure operation of plants: reliable data
exchange of time-critical applications — even
in harsh environments

« Constant availability: 24/7

e https://new.siemens.com/global/en/products/a
utomation/topic-areas/industrial-
communication-networks/ot-it-separation.html

Industrial Communication Technical Introduction Page 3 - Date 27/05/2020 © Siemens AG


https://new.siemens.com/global/en/products/automation/topic-areas/industrial-communication-networks/ot-it-separation.html

SIEMENS
Digitalization will change the way you work...

Yesterday Tomorrow

Non digital industry

Manual processes

Intransparent processes

Separated islands of automation

Legacy systems

No central alarms

Industrial Communication Technical Introduction

Digitalized manufacturing

Secured remote access

Industrial security

Full automation

Page 4 - Date 27/05/2020

Mobile applications
Full process transparency
Interoperability of processes

Vertical integration

Central alarm reporting
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SIEMENS
...and this requires powerful communication networks in the industrial space

Strong communication networks
Digital models . to handle massive amount of
and data required

condition data Vertical - High speed: Real-time communication
= integration
9 « High data volumes: Large bandwidth

* Protect against spying and attacks:
Secure communication

* Ensured connectivity: Robust and
reliable components and networks

 Flexibility: Plug’'n’play, on demand and
easy (re-)configuration

Horizontal integration
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Digitalization results in enterprise and production layer SIEMENS
to get closer connected

Yesterday: Today: Arising challenges through Future: Defined interface to
Limited interoperability increasing interoperability handle complexity
Enterprise Enterprise Enterprise ;
Enter- Ent i
prse = s LIS

}

Management'_ Management g
B ] Interoperability ;
Production Operator hj g m RS Operator il / EZZ?(;?;ZH
B W

Control i1 - Control ] [ B
H _ | ‘E i E Producti ﬂ m

Ol B I e | He B2l e B W e = 3. roduction

8 g 8w 8 los ! g, - g m |8 Cell B

Fod B B [ B B o= fed @ B OB OF B B e ﬁm =0 e

Limited communication between Challenge to handle complexity of Two dedicated networks with
enterprise and production layer increasing communication defined managed interface
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| N _ _ SIEMENS
Industrial Networks have critical requirements which need to be addressed

Enterprise Production (g High Availability

To avoid significant economic losses or other damages

"/
'ﬂ g Robustness

Extreme temperatures, dusty or corrosive environments

K B Flexibility

_p Optimization and innovation causes changing production layouts

{zzgaazgezzezz | 8dsg
2§832§9358:22

Determinism
Real-time requirements of automation tasks

sEg=g====
I :u:::#:nn::::

Security
Threat of unauthorized access; secure remote access, e.g. for OEMs

g o
= 2
o S
5 E
: g
S g
o’ (&)
g 3
3 £
= S

Mobile Applications

) B O

v Reliable communication, e.g. for automated guided vehicles, monorails
M2M Communication
-~ Safety

P4 Fail-safe communication to provide safety for operators and assets
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SIEMENS

SCALANCE - Industrial Communication portfolio

SCALANCE: Industrial Communication
proved to enable communication in
production

« High availability
based on industrial features and industrial design

« Fast & easy integration
for new and existing networks based on TIA design

* Easy to use
with configuration via Web Based Management or
TIA Portal

- Easy device replacement
with C-PLUG, also by untrained staff

* For all Ethernet networks
local, wireless and remote

Industrial Communication Technical Introduction

Our Portfolio

Wired ﬂ Ev" o4
- Industrial features wP PP

* Industrial design
» Fast & easy integration

Remote

 Different medias (DSL, UMTS, LTE)
* Transparent connectivity

» Easy enroliment with SINEMA RC

Wireless

 Indoor and outdoor applications
» Several country approvals

* Real-time capability

Security

* Firewall & VPN

* Remote access

« Fits to industrial security concepts

Page 8 - Date 27/05/2020

00060

Software —_J
» Transparency for the industrial network E (3% : :
* Integration into HMI / SCADA systems | =
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Industrial Networks have critical requirements SIEMENS
which need to be addressed

W High Availability Ring redundancy e.g., with MRP, HSR, PRP,...
To avoid significant economic losses or other damages Quick and easy replacement with C-PLUG
Robustness Fanless design to avoid downtimes
Extreme temperatures, rugged, e.g., dusty or corrosive environments FastConnect cables and plugs
Flexibility Modularity
Optimization and innovation causes changing production layouts Different interfaces for electrical / optical connections

- Determinism Guaranteed switchover times in case of failures or

Real-time requirements of automation tasks deterministic roaming for wireless applications
Security Security modules which fit to industrial security
Threat of unauthorized access; secure remote access, e.g., for OEMs concepts

— Mobile Applications IWLAN RCoax Cable

=" Reliable communication e.g., for automated guided vehicles, monorails for durable wireless connection during movement

Safety Emergency shutdown over PROFINET
Fail-safe communication to provide safety for operators and assets (wired as well as wireless)
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_ SIEMENS
Bus systems for the industry

justrial Etherne - the industrial standard based on the international
Ethernet standard

- the open Industrial Ethernet standard for automa-
tion

— the industrial standard for wireless communica-
tion based on the international standard

— the mtematlonal standard for the field level is the
global market leader among fieldbus systems

— the international standard, which, as an economi-
cal alternatlve to the cable harness links sensors
and actuators by means of a two-wire line

- the standard for intelligently connectmg sensors .
and actuators from the field level to the
MES level

K1 o;‘_lot.'.ooqoz

o
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Operation of industrial bus systems

Enterprise Resource Planing

ERPS

Manufacturing Execution Systems MES 7’

SCADA
Operator level PCS7. WinCC

PLC, PC, CNC,

Control level Motion Control

Field level I/0-Signals, Actors, Sensors %
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SIEMENS
PROFIBUS-/PROFINET nodes

Pl §

PROFIBUS « PROFINET

PIRJOIF] | e ”

Counting the nodes of PROFIBUS and PROFINET, numbers from
various vendors of actually sold nodes are notarized.
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SIEMENS
Nodes - PROFIBUS

53,7 Mio.

2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018
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SIEMENS
Nodes - PROFINET

2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018
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—— Passive network components
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Transfer media - comparisons

Industrial Communication Technical Introduction

SIEMENS

Twisted pair network Fiber optic network Wireless link

Upto 150 km:
over150hn, d l I 1000 m per segment
time
50 m POF 30 m indoors per segment
100 m PCF 100 m indoors per segment
3000 m multimode
70,000 m single mode
50 m POF 100 m feeder cable to the
100mPCF Access Point
3000 m multimode
70,000 m single mode
Yes -

PROFINET diagnostics PROFINET diagnostics

Electrical ring or doubling of the Optical ring or doubling of the. Multiple ilumination or use of different

infrastructure (linear, star, tree) infrastructure (linear, star, tree) frequency bands

. (2.4 and 5 GHz)
1) suitable for 10 Moits, 100% 1ooouuv:' ® 090 gabe
radundant voltage supply i ® ® ® O parlsuilable

3) noeffect in the case of ring structure 000

4) f there are 50 swilches in the ring ® 000 -

5) depending on antennaused 0 0 O O notapplicable
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Design of the Industrial Twisted Pair cable

4-Core, CAT5e for 10/100 MB/s Ethernet:

outer sheath

foil shield

inner sheath

braided shield

single core sheath

G_IK10_XX_10033

SIEMENS

8 Core, CAT6 for Gigabit Ethernet:

foil shield

inner sheath

_— ’
- ” two twisted braided shield
,‘/ cores

copper core support element

« Standard, flexible, train, marine and TP cables

+ Sold by the meter
* Not pre-assembled

Industrial Communication Technical Introduction Page 17 - Date 27/05/2020
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SIEMENS
Fiber-optic cables for Industrial Ethernet/PROFINET

POF cables PCF cables Standa;:;;gzr-opuc FC fiber-optic cables

= Up to 50 m cable length = Up to 100 m cable length = Long cable lengths: = Long cable lengths:

(980/1000) (200/230) SM: 200 km MM: 5 km MM: 3 km
= SC RJ plug for PROFINET » SC RJ plug for PROFINET (iten) (0HZ2) (o= 2iellie )

standardized standardized = Pre-assembled cables for = Quick and easy assembly on
= Quick and easy assembly on = Pre-assembled cables for £osydlayifg anicables i

site easy laying of cables = Fiber monitoring in = Suitable for SC, ST/BFOC
= POF diagnostics in = Quick and easy assembly on Sl SR B B e} LS

SCALANCE X devices site = Type of delivery: Sold by the = Type of delivery: Sold by the
= Type of delivery: Sold by the = Type of delivery: Sold by the Mmelerand pre-dssemblcd eter

meter meter and pre-assembled

AuBenmantel

Einzeladermantel
Hohlader i
£0 Standard Cab
-

zugm fastung
ureh Aramidgarme

Industrial Communication Technical Introduction Page 18 - Date 27/05/2020 © Siemens AG



: g
_;;;; ustrial Communication

- .
= SCALANCE X - Portfolio
‘_ s b : = = =

© Siemens ; www.siemens.com/net

—




| | o SIEMENS
The suitable switch for every application

There are three characteristic types of Industrial Ethernet switch
« Stand-alone network components (SCALANCE X)

* Modules in a control module or I/O module (CSM)

* Integrated into a communications processor (CP with integral switch)

ima |
0
[meme]

N Co 000000000
[000C_00C0| 0000 0000|0000 _00X E E

)
= % H D H % Q E a E DE
[—
+ Basis for integrated networking in industrial + Configuration of small networks + Communications processor for interfacing with
automation - from the field to the management  + Easy expansion of the number of ports for: PROFINET/Industrial Ethernet including
level - Connection of local HMI systems integral switch for:
+ Network components optimized for various - Connection to higher-level networks - For interfacing with distributed 1/O.
applications: - Service/maintenance - Connection to higher-level networks
- Small and large-scale structured networks + Space-saving design of SIMATIC - IP routing
- Management functions + Unmanaged Switch with local diagnostics - Service/maintenance
- Connection to IT networks + SIMATIC or PC module design
- Configuring of redundant networks + Functions for network diagnostics

- Use with Industrial Ethernet and PROFINET
+ Robust housing for harsh environments
+ Graded diagnostics concept

G_IK10_XX_10238
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Positioning of Industrial Ethernet Switches

L L o X} - _

managed

managed

o
[}
=)
©
c
©
=

managed

unmanaged

unmanaged
G_IK10_XX_10237
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General explanations of terminology SIEMENS
Unmanaged Layer 2 Industrial Ethernet Switches

Feature / function

+ Simple connection to the network (Plug&Play)

+ Local monitoring and control is possible with LED display and signaling
contact

+ Use typically in small networks

X-100 media
XB-000 converter

Benefits

+ Cost-effective solution for setting up electrical and optical line bus and star
structures (optical up to 26 km)

« Space-saving installation due to compact design

- Simple expansion of Industrial Ethernet networks

+ Fast commissioning without configuration

* High data rate up to 1 Gbps Layer 4 Transport

+ Suitable for building automation (XB-000, XB-100 with AC 24 V)

-:-1(1, XR-100WG

ISO/OSI reference model

_ EVEIEE Network IP
SCALANCE product lines

X-000, XB-000, XB-100, XC-100, XR-100WG, media converter X-100, Compact
Switch Modules (CSM)

LLC
MAC

Layer 2 | 2Eiet il

Transport oriented

Layer 1 Physical
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General explanations of terminology SIEMENS
Managed Layer 2 Industrial Ethernet Switches SCALANCE X

Feature / function

* Support SNMP (Simple Network Management Protocol) via integrated
agents and have CLI command lines (Command Line Interface) that can be
accessed via serial console, Telnet and Secure Shell

* Often configured / managed as a group of several switches

 Structuring of large networks using virtual LANs (VLANS)

* Configuration and diagnostics also possible via the network management
software SINEC NMS

Benefits

 High availability due to redundancy functions

* Simple monitoring and diagnostics with signaling contact, SNMP, digital
inputs, SINEC NMS and PROFINET diagnostics Layer 4 Transport

* Simple adaptation to different network structures

* Reduction of storage costs due to modularity

» Simple device replacement with C-PLUG plug-in exchangeable medium

ISO/OSI reference model

Layer 3 Network IP

LLC

Layer 2 | 2Eiet il MAC

SCALANCE product lines
X-200%, XB-200, XC-200, XF-200, XF-200BA, XP-200, X-300, XR-300,
XR-300WG, XM-400, XR-500

Transport oriented

Layer 1 Physical

&
1 Except X-200RNA 48,
o
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General explanations of terminology SIEMENS
Managed Layer 3 Industrial Ethernet Switches SCALANCE X

Feature / function Communication beyond the boundaries of subnets
+ Connection of subnets

* Routing

+ Limitation of broadcast domains

« Support all layer 2 functionalities

XR-500

Benefits

- Offer all the advantages of layer 2 managed switches XM-400

- Simple networking and structuring of high performance industrial
networks

« Connection of Industrial Ethernet networks to IT networks

+ Increase of network availability by routing

ISO/OSI reference model

Layer 4 Transport
SCALANCE product lines

XM-400, XR-500 Layer 3 |\l P

LLC
MAC

EVEFE Data link

Transport oriented

Layer 1 Physical
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SIEMENS
TIA Selection Tool

To support the selection of Industrial Ethernet Switches and the

configuration of the modular variants, the TIA Selection Tool may be used:
http://w3.siemens.com/mcms/topics/en/simatic/tia-selection-tool/Pages/tab.aspx

] Industrielle Kommunikation

Industiekommnication m  Produkten und Systemen von Siemens sorgt
Untermenmensweit fr ey EFfzienz. Dena mit unseren erstassigen Kompanenten aut
Basis bewahrter Standards, 2um Beispiel von SIMATIC NET, assen sch durchgangige
leistungsstarke Date de en

Anlagenkonfiguration werden. b einfache Anbindung eines Sensors oder Erfassung und Ubermittiung
samticher Produktions- und Quaitstsdaten einer ganzen Fabeik, sowoh im lokalen
Netzwerk s auch im Femzugrfl, 28 Gber das Intermet fur Telecontrol- und Teleservice-
Anwendungen - unser Kemplettangebot ir e i Kemmankation ermaglicht
effment de Integration aler Unemehmensberesche.

Industrial Ethernet Switches SCALANCE X

Xommunikationsbaugruppen (CM/CPs)for 7-Steuerungen
- Kommunikationsprozessoren (CPs) far PC
Compact Switch Modues
SCALANCE X+
10 Systeme - SCALANCE X100
SCALANCE X-200
ALANCE X300
SCALANCE X400
Panels SCALANCE X-500
Geratekonfiguration
Konfigurieren Sie Thr Gerat
Industrie PCs
SCALANCE X-500_1 (SCALANCE X-500) Katalog
B
Motoren und Antriebe. L [ vergteichen | [ suchen | [ mehrfach |
Il MMS92-4PCEC, 4 x PoE 100/1000Mbit/s RI45-Ports, elektrisch [l
I MM992-4POE, 4 x PoE 100/1000Mbit/s RI45-Ports, elektrisch
Industrietle Schatttechnik 4 [ Medienmodule optisch
I MM991-4, 4 x 100 Mbit/s BFOC-Ports, optisch, Multimode, Glas, bis max. 5 km
I MM991-41D, 4 x 100 Mbit/s BFOC-Ports, optisch, Singlemode, Glas, bis max. 26 km
S are m ‘MM992-4, 4 x 1000 Mbit/s SC-Ports, optisch, Multimode, Glas, bis max. 750 m
I MM992-41D, 4 x 1000 Mbit/s SC-Ports, optisch, Singlemode, Glas, bis max. 10 km
4 [ Medienmodule SFP-Schacht
m 'MM992-4SFP, fiir SFP-Stecktransceiver, 1 x 100 oder 1 x 1000 Mbit/s Multimode oder Sing|
Industrielle Kommunikation i
4 [ SFP-Steckiransceiver
I $7P991-1, 1x 100 Mbit/s LC-Port optisch (Multimode, Glas), bis max. 3 km
Il SFP991-1LH+, 1x 100 Mbit/s LC-Port optisch (Singlemode, Glas), bis max. 70 km
Stromversorgung I $7P991-1ELH200, 1x 100Mbit/s LC-Port optisch (Singlemode, Glas), bis max. 200 km
¥ |Geriite-Details I $7P991-1LD, 1x 100 Mbit/s LC-Port optisch (Singlemode, Glas), bis max. 26 km
i icht ] [ SFP-Stecktransceiver(+)
SIMATIC Ident 4 [ Zubehor
| Baugruppe Baugruppentrager Steckplotz __ Bestellnummer & POWER SUPPLY PS598-1
|[E_SCALANCE XR552-12M, Ports hinten, P-Routing (Layer 3) vorbereitet SCALANCE XR552-12M, Ports hinter 6GK5552-0AA00-2HR2 & XV Plug Layer 3
MM992-4CuC, 4 x 10/100/1000 Mbit/s RJ45-Ports, elektrisch SCALANCE XR552-12M, Ports hinter 1 6GK5992-4GA00-8AA0 LUG. edium far Geratetausch im Fehlerfall
| MM92-4CU, 4 x 10/100/1000 Mbit/s RI45-Ports, elektrisch SCALANCE XR552-12M, Ports hinter 2 6GK5992-45A00-8)
MM392-4POEC, 4 x PoE 100/1000Mbit/s RI45-Ports, elektrisch SCALANCE XR552-12M, Ports hinter 3 6GK5992-4RA00-8AA0 < “ l
MM991-4, 4 x 100 Mbit/s BFOC-Ports, optisch, Multimode, Glas, bis max. 5 km SCALANCE XR552-12M, Ports hinter 4 6GK5991-4A8 ionen / Zubehor
MM991-4LD, 4 x 100 Mbit/s BFOC-Ports, optisch, Singlemode, Glas, bis max. 26 km. SCALANCE XR552-12M, Ports hinter 5 6GK5991-4AC00-8AA0 ) o .
MM992-2, 4 x 1000 Mbit/s SC-Ports, optisch, Multimode, Glas, bis max. 750 m SCALANCE XR552-12M, Ports hinter 6 6GK5992-4AL00-BAA0 C-PLUG (Speichermedium fiir Gerétetausch im Fehlerfall)
® _MM992-4SFP, fiir Sf 1 x 100 oder 1 x 1000 Mbit/s Muitimode oder Singlemode, Glas SCALANCE XR552-12M, Ports hinter 7 6GK5992-4AS00-8AA0 6GK1900-0AB00 )
| MM92-4LD, 4 x 1000 Mbit/s SC-Ports, optisch, Singlemode, Glas, bis max. 10 km SCALANCE XR552-12M, Ports hinter 9 6GK5992-4AMO0-8AAD » N
MNM392-4SFP, far 1x 100 oder 1 x 1000 Mbit/s Multimode oder Singlemode, Glas___ SCALANCE XR552-12M, Ports hinter 10 6GK5992-4A500-8AA0 Ausgewdhltes Zubehdr || ince
Kein Zubehér notwendig.
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o | SIEMENS
Network availability - Requirement

Reliable networks capable of withstanding failures are achieved by:
Reliable devices

Fault-tolerant systems
Redundancy

The network should have a topology that allows fast convergence following
a fault.

Requirements:
Automatic reconfiguration following line failure
Automatic reconfiguration following port deactivation

Automatic reconfiguration following component failure
Load distribution

Monitoring of redundancy mechanisms
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SIEMENS
Network availability— Redundancy methods

Layer 2 - Redundancy:
Media Redundancy Protocol (MRP - IEC 62439-2)
High Speed Redundancy Protocol (HRP - SIEMENS)
Standby-Connection (SIEMENS)
Spanning Tree Protocol (STP - IEEE 802.1d)
Rapid Spanning Tree Protocol (RSTP - IEEE 802.1d-2004)
Passive Listening (Siemens)
RSTP Big Network Support (IEEE 802.1d-2004 - SIEMENS)
Link-Aggregation (LACP)
Multiple Spanning Tree Protocol (MSTP - IEEE 802.15s)
Media Redundancy Protocol Duplication (MRPD - IEC 61158)
Redundant Network Access (RNA - SIEMENS)
- Parallel Redundancy Protocol (PRP - IEC 62439-3)
- High Availability Seamless Redundancy (HSR / HaSaR - according to IEC 62439-3)

Layer 3-Redundancy
Dynamic Routing (RIP, OSPF)
Redundant-Router (HSRP/VRRP)
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SIEMENS
What are VLANS?

Virtual Local Area Network (VLAN) are logical networks, which

operate based on physical network infrastructure.

VLANSs separate the data traffic of the network devices and allow:
to build flexible network structures independent of the physical
network aspects and fixed infrastructure.
to separate application and user of the network based on

orgasiational aspects.
to generate broadcast-domains which limit the distribution of

broadcast.
to generate virtural workgroups whith respect to security and
access, but no authentication or encryption.
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SIEMENS
VLAN - Types

There are different type of VLAN:

= Port-based VLAN (Layer 2)

= MAC-address-based VLAN (Layer 2)
= |[P-address—based VLAN (Layer 3)

= Protocol-based VLAN (Layer3)

production system IP camera system IP phone system

other system

Port-based VLAN is
typically used in
ndustrial automation
environment

SCALANCE
XC206-2

_
e
SCALANCE

Industrial Communication Technical Introduction

Page 31 - Date 27/05/2020
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o SIEMENS
Applications

Outdoor

applications Operator control and

monitoring

Automated guided k
vehicle systems =

i
Building-to-building
communication
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Overview of wireless technologies

Wireless Remote Networks

For remote access to distributed systems via mobile
radio.

WiMAX
Used for longer ranges as per IEEE 802.16e-2005.

IWLAN - Industrial Wireless LAN

For local wireless networks for communication between
controllers, HMI and peripheral systems as an expansion or
alternative to cables, sliding contacts, and data light barriers

WirelessHART

For flexible, wireless connection of field devices in
process automation.
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Comparison of wireless technologies

Specific properties

DataA rate (bps)

100M =

10M =

IM =

1K =

| |
10 m 100 m 1 km 10 km 100 km
Distance
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SIEMENS

Comprehensively protecting productivity
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SIEMENS

Single-layered protective measures

A wall as a protective measure

= Single-layered protection
= A point of attack

= One-time investment of time and

effort
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SIEMENS

Multi-layered protective measures

Protective measures of a castle

= Multi-layered protection
= Each layer supports the others

= Breaking each transition requires
renewed investment of time and

effort

Industrial Communication Technical Introduction Page 39 - Date 27/05/2020 © Siemens AG



Defense in Depth
Multi-layered protective measures

Defense in depth

RN R AR AR AN TR TR

> Plant security

cecur'ty gu'deli”@s * Physical access protection

s Processes and guidelines

s Security services protecting
production plants

RN RN NN R AR T D 0 4

Network security

%
» Cell protection and

EEE perimeter network
* Firewalls and VPN

Security threats
demand action

System integrity
R T S 5 + System hardening
TR 2 o B aunenication and user
Wstyiy Security sen'® @Q administration

* Patch management
* Detection of attacks

* Integrated access
protection in automation
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Defense in Depth

Multi-layered protective measures

—=%

I

e

1

Industrial Communication Technical Introduction

SIEMENS

Network security

 Cell protection and perimeter
network

 Firewalls and VPN
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Industrial Security —

Essential Network Security use cases

Increased protection through
data exchange via DMZ by
avoiding direct access to the
automation network

A Firewall controls all data
traffic between the different
networks and DMZ.

Higher reliability and
availability and securing of
redundant network structures

=» Security modules in
synchronized standby mode and
integrated in redundant rings.

Industrial Communication Technical Introduction

Unsecure
zone

DMZ
zone

Secure
zone

el

R

MRP ring .
(CU or fiber optic)

Page 42 - Date 27/05/2020

Secured remote access via the
Internet or mobile networks
avoiding espionage and
sabotage.

=» Encryption of data
transmission and access control
via Security modules or Internet-
and mobile wireless routers

Devices without own network
security functionality can be
protected within the automation
cells

=>» Access to cell is secured by
firewall mechanisms

© Siemens AG




Industrial security appliances — SCALANCE S

Use case "Demilitarized zone (DMZ2)"

The security concept of an industrial network should be
divided into several security zones.

Solution

A flexible security zone concept can be implemented with
the cyber security appliance SCALANCE S.

Benefits

- Different security zones such as DMZ, network
separation, etc., can be implemented

- Remote access only to specific, selected sections of
the industrial network

+  Firewall with 600 Mbps and VPN with 120 Mbps

* NAT/NAPT support (series machines)
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Server with web DMZ Zone
application

B Industrial Ethernet | Trusted Zone
i | | |

—_—— _h. — — _

_____ -

—— L L]
= Data base
server
————— permitted access — —— - - blocked access —— - — - limited access
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Secure access to remote plants with SINEMA Remote Connect

and SCALANCE S615/ SCALANCE M

TaS k SINEMA B Industrial Ethernet
Remote Connect O VPN-Tunnel

Remote maintenance for series Internet

. ) Anschluss
machines and larger plants with ::] @
(] \

identical subnets
Remote access to special-purpose LEERE OpenVPN
machines and sensitive areas _ M
Central management of the Sefvice Zentrale |

: g : ”V ,( Mobilfunknetz v
connections needed to acquire

status/maintenance data
User-friendly creation of the

SINEMA RC
Client

devices
Solution Bl Internet SCALANCE
_ . | Anschluss H S615 + .
Central management of machines ] - KEY—P;UG
and service technicians in SINEMA : E ! &
Remote Connect - Beeiiiigss R ) -
Assignment and management of — i SCALANCE __| SCALANCE __| 5
. M816-1 + M876-4 + 2
user rights and access . _ = SR KEY.PLUG KEY.PLUG e
authorizations aro & ASEhine o
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Cell protection concept

[ Industrial Ethernet

Security Module
SCALANCE S SIMATIC |5 SIMATIC S7-300
A S7-400 with | with CP343-1

Advanced

with CP1543-1
§7-1200 with CSM 1277 = s

=

B PROFINET B PROFINET B PROFINET B PROFINET

G_IK10_XX_10351

Automation cell 1 Automation cell 2 Automation cell 3 Automation cell 4

Industrial Communication Technical Introduction Page 45 - Date 27/05/2020 © Siemens AG



SIEMENS

\ o S .
reaiz0)! 4 L= -
-y e\ )\
7 =8\ o~ T e v
- T B/ R - > ¥
P "*w :
— — T D w0 |

‘-\;.7
&g el y

v |ndustrial Communication

/’éleControl with SIMATIC NET

-~




SIEMENS

IRC - TeleControl

TeleControl

*Monitoring and Control of widely
distributed automation
processes

*  Permanent or spontaneous
communication

+ Low bandwidth requirement

+  Optimized data throughput

Industrial Remote Communication

L
4
x

G,
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Water supply
- Water procurement at water wells far outside the cities

- After water purification pumping stations transport the drinking water in
pipelines to the cities

Mstored in reservoirs / water towers along the pipeline or at the

edge of the cities
reservoir “~

reservoir

A
QO reservoir .
reservoir
s e
pump station P
. . A
o o AA L O
consumer Pump station

water supply well
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Water supply

Central
Monitoring
and

Control Center

reservoir ~

reservoir

reservoir

reservoir

. [ _ ]
pump station a
W'
B AA Ll O
consumer Pump station

water supply well
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Positioning - Telecontrol RTU Portfolio

Modular RTU based on For small and cost-effective
SIMATIC S7-1200 ! ]E — applications.

qé) Modular RTU based on For large applications with high
© SIMATIC S7-400 demands on the performance..
| Bk For medium-sized applications with
c SIMATIC S7-300/ S7-1500 , L flexible configuration.
B 5 - —
< = Modular RTU based on distributed 10Dt FEl U e [CEEL sz e
= L applications with flexible
= controller SIMATIC ET 200SP | configuration..
c
>

Small

For small applications with
autonomous power supply.

SIMATIC RTU3000C ﬁ
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http://www.siemens.com/sinec-nms

SINEC NMS

24/7 Network monitoring and management

sssssss

Key features . iy

Centralized operation and User-Management with UMC
Server-Client architecture with Web GUI
Automatic/manual device detection

Automatic generation of the network topology (user-defined views possible)

Policy-based network configurations
Topology based SCALANCE Firmware-Update
Device Config File Management (Save/Restore, Edit, Compare)

Combining of SNMP network and PROFINET/SIMATIC system diagnosis
Generation of alarms on events

Comprehensible network statistics reports, e.g. availability, network performance...
Adaptable device profiles for e.g. third party device monitoring

Integration into higher-level HMI/SCADA/PCS 7 systems
Platform independent data transfer via OPC UA

Creation of network validation reports (.pdf)
e.g. Validation of network performance, availability, duplicate PN-Names/IP-address
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SINEC NMS

Configuration limits

SINEC NMS decentralized approach (distributed Control and Operation) enables
the customer to connected up to 25 Operations to one SINEC NMS Control.

One SINEC NMS Operation supports the monitoring of big networks with up to 500
nodes. More nodes can be monitored by adding more SINEC NMS Operations.
Altogether, one “central” SINEC NMS Control can create a complete inventory list of
up to 12.500 devices.

—_ = SINEC NMS

——== Control

Up to 12.500 devices

SINEC NMS SINEC NMS SINEC NMS
Operation 1 Operation 2 - Operation 25

bbé
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SINEC NMS

Use-Case: Monitoring functions

Topology (LLDP, Bridge) LAN Ports VLAN

~~~~~~~

o Incl. statistics Including highlighting in Topology
RS (Utilization, Error, Discarded)

[ r oEE
on s Spu
= E
21 100 .
fe-2:2 w o R | 2swchoe Stat
= fe31 100
2l fo-32 100
Hl fe-33 94:08:¢512:28:63 100
O o34 94:08:c5:12:28.64 100
o35 94:08 ¢5 1228 65 100
O fe-36 94:08:c5:12:28:66 100
fa-cm-1 94:b8.¢5.12.29.7d 100
ge-1-1 9458 ¢5 12 a8 21 100
912 94:b8.c512 aB 22 1000

&M for asset Redundancy Interfaces
management Informatlon :;CL stdat|zt)|cs (Utilization, Error,
ISCarae
RSTP, MRP, HRP
_ (redundant path shown in topology)

Firmware ROX 2.11.2 (2017-12-08 11:23) -
Hardware version 1510 Redundancy “E"‘“‘“ - m”‘m =
Vendor Siemens AG . . o % ——

21 RSTR brok o w;h\?ﬂ = el 00 E2l.
Serial number 30140102-0012-003A040017 s> o oo e
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Contact
Vladimir Slavojevié
Phone: +385 (91) 6105 - 031
E-Mail:
vladimir.slavojevic@siemens.com
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