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Toyota to suspend packaging line after
cyberattack on Japan port
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cyberattack at Japan's

The port of N: /a in central Japan, where Toyota exports most of its cars, was hit by a ransomware attack

on Tuesday morning and was unable to load and unload containers from trailers.

.S NEWS
Slovenia's largest power provider HSE hit by ransomware attack

S MGM Resorts computers back up after
10 days as analysts eye effects of
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Vulnerability exploitation
In among the main attack vectors

Cybercriminals
were responsible for

>95%

Targeting Manufacturing
sector in growing two

of attacks worldwide o

digits y-o0-y since
o 2019, “,"\

...followed by

s () 4t

1] healthcare energy

Critical infrastructures

Many others

and server-access
accounted for

>85% of cases

Sources : IBM X-Force Report 2021, Siemens CERT
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— Vulnerabilities are everywhere —
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— Vulnerabilities are everywhere —

Vulnerability exploitation
In among the main attack vectors
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IT oT Products

Why we make a difference particularly in OT

Complexity: unthreads of vendors, 3rd pty (software, automation, network, iiot...)
Requirement: Quality of data, trusted information, combined information
Results: Reduced time to fix | mitigate

Sources : IBM X-Force Report 2021, Siemens CERT SI E M E N S



A threat landscape that is constantly changing and digitalization requires
sustainable investments and tighter regulations

Increasing Digitalization
* Digital business models
* Digital Infrastructure

Changing Threat Landscape
» Threat Actors
« Digital Infrastructure

Increasing Regulations
» Products
« Critical Infrastructure
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Threat Landscape and Drivers
Number of vulnerabilities and time to detect attacks are increasing

Growing number of vulnerabilities Time to identify and contain in days
| | |
20000 2017 h&i 257
2018 69 | 266
15000
2019 279
73 |
10000 2020 73 280
2021 287
LAY 2022 277
2023 | | | lmF 277
0
-~ O TN OO0 O — O TN OND0OO
8S58588888255555585.588 0 % 100 150 200 250 300
Source: NIST NVD MTTI mMTTC Source: IBM - Cost of a Data Breach Report 2023
+ 2 5 k New vulnerabilities + 2 O Days cyberattacks + 7 Days to stop
reported in 2022 remain unnoticed and contain a cyberattack
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NIS2 regulations a
onsequences



The world is changing...

NIS2
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New legislation is happening

CIRCIA and SEC-rules in USA wil
change the requirements on
companies.

Cybersecurity in Europa — NIS 2
directive

Major changes in legislation with
tougher requirements in south east
asia with a start in 2022
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Essential cuiies Important cuies

(Sectors of High Criticality) (Other Critical Sectors)
Included in Annex | Included in Annex Il
+ Annual turnover >€50 m + Annual turnover >€50 m

) ( >___

Fines: [ - Fines: [
vax. €10 mup to 2% — vax. €7 m up to 1.4% =

total worldwide annual turnover total worldwide annual turnover
On-site inspections and off-site supervision, On-site inspections and off-site ex post
including random checks, and regular audits supervision
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Essential entities
Annex |1

i}

Energy (electricity, remote heating and cooling, oil and gas)

>
= E_ Transport (Air, rail, boat and road)

ﬁ Banking

Im Financial market infrastructure

' [
Q‘ Helath including production of phal'm aceUtlcaI products and vaccines

ﬁ"" Drinking water P
Waste water==c

A Digital infrastructure New

J;[‘S
Space ,i

1 https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32022L 2555&from=EN#d1e32-143-1

New
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Important entities
Annex |1

\2) D Postal- and courier services New

-i- Waste

@D /1] Chemicals
j
® Food

é ManUfaCtu I’ing of medical deViceS, computers and electronics,

New

machine equipment, motor vehicles

New II

1 https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32022L 2555&from=EN#d1e32-143-1

Supplier of digital services

Research A
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Management responsibilities

/The top management of essential and important \

Management . .
entities must approve risk management for cyber

members security, must check compliance and will be

can be made personal responsible for insufficient compliance.

responsible for damages
Management must routinely complete
specific training!

Oe o
it
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Cybersecurity risk management (CRM) obligations
Article 21 - Cybersecurity risk management measures

Measures shall at least
cover”

* Technical measures and other
requirements will be defined by
local regulators
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Reporting obligations

= Essential / important entities must notify significant incidents to the CSIRT / competent authority (in Germany: BSI)
as follows:

By when? Content

early warning without undue delay, information whether the significant incident is presumably caused by
in any event within 24 h after having unlawful / malicious action or could have a cross-border impact
become aware of the incident

incident without undue delay, % update of the information of the early warning
notification in any event within 72 h after having <+ initial assessment of the incident, its severity + impact, and, where
become aware of the incident available, the indicators of compromise

intermediate  upon request of CSIRT / relevant status updates
report competent authority

*
0.0

final report not later than 1 month after
incident notification

detailed description of the incident, its severity + impact;
type of threat / root cause that likely triggered the incident;
applied + ongoing mitigation measures;

where applicable, the cross-border impact of the incident

*

*
..

*
0.0

+
.0

*,

In cases of ongoing incidents at the time of the submission of the final report:

- progress report at that time + final report within 1 month after the incident has been handled.

. C e . SIEMENS




22 0 [+ a
Incident reporting |

if incident has been handled within 1 month

after incident notification
|f incident is ongolng after 1 month*
(within
(within 72 h) (1 riT:-:;?dﬂ;riﬂer
24 h) upon

g4 (1 month after notification)
CSIRT or initial
Mduebicly potification)

authority * if incident has been
handled within 1 month
after incident notification

essential
+ important
entities

significant, Art. 20 (3)

** within 1
month after
incident has
been
VOIuntary handled

notification

essential
+ important
entities

not significant

age 1 . L —~ (@ SIEMENS
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Remote Access

o Firewalls
Inventory
Scan
Assessment A
H Protection
Risk

Awareness SuU p OuU Whitelisting

DMZ Patch

Management
Network

Anomaly
Network Segmentation

Detection

Monitoring & Management
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Cybersecurity step by step

Phases of Phase 1 Phase 2 Phase 3
the Journey Where do | stand? Where do | start? How can | protect my critical assets?
Where do | want to go? Which are my critical How do | secure my overall environment?
assets?
Strategy, Network Access
Policies and Segmentation Control
Governance

¢

Remote Security Logging
Access and Monitoring

Phase 4
How do | know if my
security controls are
working?

Phase 5
Whatdo | do in case
of a cyber attack?

[
»

ICS Sensors & Real
Time Threat Detection

—o—

Business Continuity
Plan

O e O

Security Patching

System Hardening

Cybersecurity Asset Management
Assessment
f O > O >
» |IEC 62443 hd b
Assessment Risk & Vulnerability
» ISO 27001/ISMS Management
Assessment
+ High-level gap Vulnerability — ’I E I
assessment
Assessment/
Pentesting

Malware Protection

E Identify H Protect E Detect Defense Recover GTraining, Simulations and Awareness

Unrestricted | © Siemens 2023 | DI Horizontal Cybersecurity

E

Data Backup &
Restore

[
|

Investigation &
Hunting

[
|

Threat Mitigation &
Response

Disaster Recovery
Plan
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Proactive way of working

With our own Cyber Emergency

Response Team (CERT),
kanwe can uphold the highest
possible level of protection for our
own factories and our customers
factories and sites

SIEMENS



Mechanical Biological Sludge LVIMV Telecontrol via DNP3, IEC 60870, ...
Treatment . Treatment Treatment . Switchgear

Well Service Storm Metering

Water Water Tank Station
S7-Controller u m

Central Plant Stations Remote Stations

© Siemens 2020 Version 2.1

P g . SIEM ENS Security information

Preface

SIMATIC What's new?

Security strategies

Process Control System PCS 7
Compendium Part F - .
Industrial Security (V9.1) Network security

System hardening

Configuration Manual

User Administration and
Operator Permissions

Patch management

Protection against malware

Industrial Edge

Backing up and restoring
data

Security Guidelines

components

A comprehensive guide to secure your Edge solution

Remote access

Definitions and

Sile ] SIEMENS Abbreviations t.industry.si 109481300

Service and support

SIEMENS

Valid for PCS 7 w91



https://support.industry.siemens.com/cs/document/109804118/simatic-process-control-system-pcs-7-compendium-part-f-industrial-security-(v9-1)?dti=0&lc=en-WW
https://www.siemens.com/cert/operational-guidelines-industrial-security
https://support.industry.siemens.com/cs/document/109780322/cybersecurity-defense-in-depth-concept-for-the-water-and-waste-water-industry?dti=0&lc=en-WW

Availiable reference architecture

Restricted | © Siemens 2023 | March 2023 SI E M E N S
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If you think you know-it-all about
cybersecurity, this discipline was
probably ill-explained to you.

Stephane Nappo ll

Global Head Information Security for
Société Générale International Banking pole \I
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NIS2 experiences a oncret

steps ahead



A holistic Cybersecurity approach is guided by three main pillars
People, Technology and Processes

TECHNOLOGY

Technical security measures

PROCESSES

Policies and Procedures

PEOFIIE

Competency

A holistic security protection concept has to include technology, processes and people

SIEMENS



What I1s needed to do?

1. Identify your critical
infrastructure

2. Develop an incident
response & disaster
recovery plan

3. Conduct regular security
assessments

Implement
Cyber

security
frame

4. Keep your software
up to date

5. Train your
employees

6. Monitor your
network for anomalies:

SIEMENS



The OT security customer journey

Preparation process

Cybersecurity
assessment

state of OT environment security.
This includes an evaluation of the
assets, vulnerabilities, processes,

the technologies being used.

A comprehensive assessment of the

and cybersecurity policies, as well as

OT environment as a service
Outsourcing of the OT environment. This
can include, for example, a building
automation system or an OT network.

Security Framework

A security framework is a plan with

proactive measures to ensure the

continuity of operations. Based on

feedback, key performance indicators 9
(KPIs) are established to monitor and
enhance performance.

Vulnerability management
Vulnerability management involves
tracking vulnerabilities within the device
inventory. Continuous monitoring and
taking timely actions to address them.

Cybersecurity monitoring
Cybersecurity monitoring includes
real-time monitoring of the OT
environment for any deviations

or anomalies.

SIEMENS



Cyber Security assesment steps

Thread and Risk Analysis

Define coverage Visual inspection Analyze findings and compare the
Define coverage of the Site visit with short tour status of the environment to NIS2,
assessment. around facility. ISO27001, IEC62443.

Interview Tool assisted inspection Report and improvement
Interview for the OT-network scanning to have a measures

personnel working daily accurate view on assets connected Report of the state of environment
in the OT environment. and possible vulnerabilities. and possible imrovement mesures.

SIEMENS



What shortcomings have we discovered?

Commonly known passwords
Passwords that are commonly used in the past.

WIindows server never

Cvber Security awereness .
Y Y being updated

Missing training and attitude towards topic.

WLAN reachable outside
of the building

No knowledge of assets in

Service relations OT-environment
Unclear responsibilities.

SIEMENS



Contact

Jani Hamalainen Michael Dufva Mithra Pakdaman Kiasat
Head of IT and Digital services, Chief information and Security officer Branch Manager

Smart buildings Siemens Nordic Smart Infrastructure

Siemens Finland Siemens Sweden

B Linkedin B Linkedin B Linkedin

Mobile +358 504695066 =" Mobile +46 707281628 Mobile +46 702198807

E-mail jani.hamalainen@siemens.com E-mail michael.dufva@siemens.com E-mail mithra.kiasat@siemens.com

SIEMENS
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