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Cybersecurity:

A major concern for different 

industries





Sources: IBM X-Force Report 2021, Siemens CERT

Cybercriminals 
were responsible for 

>95%
of attacks worldwide

Targeting Manufacturing

sector in growing two 

digits y-o-y since

2019,

$

Critical infrastructures

healthcare energy 

Many others

...followed by Ransomware 
and server-access 

accounted for 

>85% of cases

IT OT Products

Vulnerabilities are everywhere 
20k

5k

Published vulnerabilities

- IT/OT -

Vulnerability exploitation 
In among the main attack vectors



Why we make a difference particularly in OT

Complexity: unthreads of vendors, 3rd pty (software, automation, network, iiot…)

Requirement: Quality of data, trusted information, combined information

Results: Reduced time to fix | mitigate

Sources: IBM X-Force Report 2021, Siemens CERT

IT OT Products

Vulnerabilities are everywhere 

Vulnerability exploitation 
In among the main attack vectors



A threat landscape that is constantly changing and digitalization requires 
sustainable investments and tighter regulations

Changing Threat Landscape

• Threat Actors

• Digital Infrastructure

Increasing Digitalization

• Digital business models

• Digital Infrastructure

Increasing Regulations

• Products

• Critical Infrastructure



Threat Landscape and Drivers
Number of vulnerabilities and time to detect attacks are increasing

Growing number of vulnerabilities

Source: NIST NVD

+25k New vulnerabilities 

reported in 2022
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+200 Days cyberattacks 

remain unnoticed +70 Days to stop 

and contain a cyberattack
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NIS2 regulations and their 

consequences



NIS2
The world is changing…



New legislation is happening

CIRCIA and SEC-rules in USA wil 

change the requirements on 

companies.

Cybersecurity in  Europa – NIS 2 

directive

Major changes in legislation with 

tougher requirements in south east 

asia with a start in 2022



Entities

Essential entities

(Sectors of High Criticality)  

Included in Annex I 

+ Annual turnover >€50 m 

Fines: 

Max. €10 m up to 2% 
total worldwide annual turnover 

Important entities

(Other Critical Sectors) 

Included in Annex II 
+ Annual turnover >€50 m 

 

Fines: 

Max. €7 m up to 1.4% 
total worldwide annual turnover

On-site inspections and off-site supervision, 

including random checks, and regular audits

On-site inspections and off-site ex post 

supervision



Essential entities
Annex II1

Energy (electricity, remote heating and cooling, oil and gas)

Transport (Air, rail, boat and road)

        Banking

   Financial market infrastructure

Helath including production of pharmaceutical products and vaccines

 Drinking water

   Waste water

Digital infrastructure

     Space

New

New

New

1 https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32022L2555&from=EN#d1e32-143-1

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32022L2555&from=EN#d1e32-143-1


Important entities
Annex I1

Postal- and  courier services

   Waste

Chemicals

  Food

Manufacturing of medical devices, computers and electronics, 

machine equipment, motor vehicles

   Supplier of digital services

 Research

1 https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32022L2555&from=EN#d1e32-143-1

New

New

New

NewNew

New

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32022L2555&from=EN#d1e32-143-1


Management 

members 
can be made personal 

responsible for damages

Management responsibilities

The top management of essential and important 

entities must approve risk management for cyber 

security, must check compliance and will be 

responsible for insufficient compliance.

Management must routinely complete 

specific training!



Cybersecurity risk management (CRM) obligations
Article 21 - Cybersecurity risk management measures

Measures shall at least

cover*

* Technical measures and other 

requirements will be defined by 

local regulators

Governance

Risk & 

Vulnerability

Supply chain

Assets
IAM

Training

Data 

protection Business

Continuity

Metrics



Reporting obligations

Page 16



Incident reporting

Page 17



How can we

support you

DMZ

Assessment

Firewalls

Whitelisting

Network

Segmentation

Risk 

Awareness 

Patch 

Management

End Point 

Protection

Asset 

Inventory

Scan

Anomaly 

DetectionNetwork

Monitoring & Management

Remote Access



Cybersecurity step by step

Phase 1

Where do I stand? 

Where do I want to go? 

Phase 2

Where do I start?

Which are my critical 

assets?

Phase 3

How can I protect my critical assets?

How do I secure my overall environment?

Phase 4

How do I know if my 

security controls are 

working?

Phase 5

What do I do in case 

of a cyber attack?

Cybersecurity 

Assessment

• IEC 62443 

Assessment

• ISO 27001/ISMS 

Assessment

• High-level gap 

assessment

Strategy, 

Policies and 

Governance

Remote 

Access

Access 

Control

Risk & Vulnerability 

Management

Network 

Segmentation

Security Patching

System Hardening

Malware Protection

Security Logging 

and Monitoring

Data Backup & 

Restore

ICS Sensors & Real 

Time Threat Detection

Investigation & 

Hunting

Threat Mitigation & 

Response

Disaster Recovery 

Plan

Business Continuity 

Plan

Asset Management

Vulnerability 

Assessment/ 

Pentesting

Phases of 

the Journey

Training, Simulations and AwarenessIdentify Protect Detect RecoverDefense

Phase 6: Continuous Improvement

Unrestricted | © Siemens 2023 | DI Horizontal Cybersecurity



Bild

Proactive way of working

With our own Cyber Emergency 

Response Team (CERT), 

kanwe can uphold the highest 

possible level of protection for our 

own factories and our customers 

factories and sites



Restricted | © Siemens 2023 | March 2023

PCS7 Compendium F

Link

Link

https://support.industry.siemens.com/cs/document/109804118/simatic-process-control-system-pcs-7-compendium-part-f-industrial-security-(v9-1)?dti=0&lc=en-WW
https://www.siemens.com/cert/operational-guidelines-industrial-security
https://support.industry.siemens.com/cs/document/109780322/cybersecurity-defense-in-depth-concept-for-the-water-and-waste-water-industry?dti=0&lc=en-WW


Availiable reference architecture

Restricted | © Siemens 2023 | March 2023



If you think you know-it-all about 

cybersecurity, this discipline was 

probably ill-explained to you.

Stephane Nappo 

Global Head Information Security for

Société Générale International Banking pole



NIS2 experiences and concrete 

steps ahead



TECHNOLOGY

PEOPLE

Technical security measures

Competency

PROCESSES

Policies and Procedures

A holistic security protection concept has to include technology, processes and people 

A holistic Cybersecurity approach is guided by three main pillars
People, Technology and Processes



What is needed to do?

Implement 

Cyber 

security 

frame

1. Identify your critical 

infrastructure 4. Keep your software 

up to date 

2. Develop an incident 

response & disaster 

recovery plan
5. Train your 

employees

3. Conduct regular security 

assessments 6. Monitor your 

network for anomalies: 



The OT security customer journey
Preparation process

Cybersecurity 

assessment
A comprehensive assessment of the 

state of OT environment security. 

This includes an evaluation of the 

assets, vulnerabilities, processes, 

and cybersecurity policies, as well as 

the technologies being used.

OT environment as a service
Outsourcing of the OT environment. This 

can include, for example, a building 

automation system or an OT network.

Cybersecurity monitoring
Cybersecurity monitoring includes 

real-time monitoring of the OT 

environment for any deviations 

or anomalies.
Vulnerability management
Vulnerability management involves 

tracking vulnerabilities within the device 

inventory. Continuous monitoring and 

taking timely actions to address them.

Security Framework
A security framework is a plan with 

proactive measures to ensure the 

continuity of operations. Based on 

feedback, key performance indicators 

(KPIs) are established to monitor and 

enhance performance.



Define coverage
Define coverage of the 

assessment.

Interview
Interview for the 

personnel working daily 

in the OT environment.

Visual inspection
Site visit with short tour 

around facility.

Tool assisted inspection
OT-network scanning to have a 

accurate view on assets connected 

and possible vulnerabilities.

Thread and Risk Analysis
Analyze findings and compare the 

status of the environment to NIS2, 

ISO27001, IEC62443.

Report and improvement 

measures
Report of the state of environment 

and possible imrovement mesures.

Cyber Security assesment steps



WLAN reachable outside 

of the building

Service relations 
Unclear responsibilities.

Cyber Security awereness
Missing training and attitude towards topic.

Commonly known passwords
Passwords that are commonly used in the past.

Windows server never 

being updated

No knowledge of assets in 

OT-environment

What shortcomings have we discovered?



Contact

Jani Hämäläinen

Head of IT and Digital services, 

Smart buildings

Siemens Finland

• Linkedin

Mobile +358 504695066

E-mail jani.hamalainen@siemens.com

Michael Dufva

Chief information and Security officer

Siemens Nordic

Linkedin

Mobile +46 707281628

E-mail michael.dufva@siemens.com

Mithra Pakdaman Kiasat

Branch Manager

Smart Infrastructure

Siemens Sweden

Linkedin

Mobile +46 702198807

E-mail mithra.kiasat@siemens.com

https://www.linkedin.com/in/jani-hämäläinen-09940772/
mailto:jani.hamalainen@siemens.com
https://www.linkedin.com/in/michaeldufva/
mailto:michael.dufva@siemens.com
mailto:mithra.kiasat@siemens.com


THANK YOU
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