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In globally operating companies, production and office networks are increasingly merging. To attain a joint 
network from the field level all the way to the transfer point to the World Wide Web, the requirements of both 
worlds must be taken into consideration when connecting the industrial backbone to the core. With high-
performance Industrial Ethernet switches featuring automation and IT mechanisms, the goal of “one cable for 
everything” is achieved.

When it comes to networks, almost every company turns 
to Ethernet according to the 802.3 standard established 
by the Institute of Electrical and Electronics Engineers 
(IEEE). The advantages of Ethernet, such as it being an 
open standard, its global spread, high data rate and 
especially the connection to the Internet, speak for this 
communication technology.
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In the private sector, Ethernet has proven the ideal 
medium for home networking – from simply connecting 
personal computers (PCs) to the Internet to increasingly 
complex applications with intelligent television services 
(smart TVs), videos from the Internet (video on demand), 
voice over IP (VoIP), or the mobile data exchange via 
smart phones and tablet PCs.
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Integrated Communication in a Corporate Network

The technological progress, worldwide acceptance, and 
globally applicable standards in the private and office 
sectors have resulted in Ethernet increasingly entering 
the industrial sector. While just a few years ago the 
industrial network was usually strictly separated from the 
office network, the boundaries nowadays have become 
increasingly blurred; although significant differences 
can be observed in the planning and execution. In the 
office network, the authenticity of the data stands 
above everything else in order to protect the entire 
corporate network against unauthorized access (industrial 
espionage) and to not be paralyzed by hacker attacks; 
whereas in the production network, the integrity of 
the data, safety, and determinism have to be observed. 
The transmission of production data between the 
manufacturing and the industrial data processing center 
on-site or the company-wide data processing center, e.g., 
for data backup, demands high bandwidths. Big data and 
cloud computing are only two keywords named here. 
Furthermore, an integrated, vertical communication 
from the field level to the ERP level (enterprise resource 
planning) is becoming more and more important. So that 
the office and industrial networks function like a joint 
network for the user today, Ethernet switches – such as 
the SCALANCE XR-500 from Siemens – are employed at the 
connection points. As transition components, these high-
performance Ethernet switches meet the requirements 
of an office switch as well as the special challenges of 
industrial devices.  

An ever faster growing, global data network and larger 
and larger data volumes, in both wired (up to 100 Gbit/s) 
and wireless networks (up to 1 Gbit/s with the WLAN 
standard IEEE 802.11ac) are the basis for higher mobility, 
a greater exchange of information, and a faster time-to-
market. Internationally operating companies utilize these 
advantages to set themselves apart from the competition.

Ethernet Components in Industrial Applications  

Siemens, coming from the automation world, knows the 
requirements of industrial applications with regard to 
determinism, cyclical data traffic, motion control, and 
safety. To meet these requirements in an Ethernet-based 
network, Siemens entered the world of Ethernet-based 
communication with the SINEC H1 bus (“yellow cable”) in 
the mid-eighties. SINEC H1 is a communication network 
for the cell level using baseband transmission technology 
according to IEEE 802.3 with CSMA/CD access methods and 
with networking via triaxial bus cable (H1) and point-to-
point via fiber-optic cable and star coupler (H1FO). Today, 
Industrial Ethernet switches of the SCALANCE X product 
family in various performance classes with a bandwidth up 
to 10 Gbit/s provide for a reliable and robust network in the 
automation landscape.  

The modularly designed Industrial Ethernet switches SCALANCE XR-500 
offer up to 52 ports – optionally mixed (electrical and optical) – and up to 
four 10 Gigabit ports for the connection to the core.
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Industrial Backbone as Interface between Production 
and Office Worlds

According to a study by the ARC Advisory Group from 
the year 2013, 30.3 percent of all machines and plants 
worldwide that are networked with Industrial Ethernet 
communicate via Profinet. Based on standard Ethernet 
according to IEEE 802.3, Profinet brings a number of 
advantages with regard to flexibility, efficiency, and 
performance – and thus is the ideal platform for a reliable 
communication between the individual components within 
the automation cell.

The powerful Ethernet switches of the product line 
SCALANCE XR-500 combine the individual automation 
cells into an industrial backbone and connect them to 
the core of the corporate network via existing firewall 
hardware. It is thus easier for IT administrators to monitor 
and verify the data flow of industrially used information 
at the company or production location. If there are 
multiple automation cells per shop floor, they are again 
structured into individual shop floor networks (shop floor 
aggregation). 

 

The SCALANCE XR-500 joins the production network with the office network and enables the structured connection of the individual shop floor networks 
(shop floor aggregation).

From its automation experience, Siemens knows the 
requirements companies make on the connection between 
industrial backbone and office network. For instance, the 
response times for service calls are substantially lower in 
the industrial network. Outsourcing an industrial network 
thus becomes at least somewhat more high-risk. To realize 
a quick repair and restart, the components of the industrial 
backbone are often placed in the industrial environment, 
e.g., on the shop floor. 

In addition to suitable software features from the 
automation, such as the already mentioned Profinet 
functionality, and IT characteristics, such as a high 
bandwidth, the hardware must be industrial-grade. A wide 
temperature range, high degree of protection, redundant 
voltage feed as well as rugged cables and connectors are 
only a few characteristics demanded of an industrial 
backbone. The high-performance switches of the product 
family SCALANCE X are designed for such applications; 
they possess these characteristics and are suitable 
components for industrial networks for another reason: 
Siemens maintains spare parts for its SCALANCE products 
for ten years.
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Security information

In order to protect plants, systems, machines and networks against cyber threats, it
is necessary to implement – and continuously maintain – a holistic, state-of-the-art 
industrial security concept. Siemens’ products and solutions only form one element 
of such a concept. For more information about industrial security, please visit 
www.siemens.com/industrialsecurity

Switches in the Industrial Backbone   

The data separation between office and industrial 
networks will soon be a thing of the past. When linking 
them, however, one should take into consideration that 
each area has its own special requirements calling for 
individual solutions. Data only relevant for the industrial 
network must not get into the office network. 

The Industrial Ethernet switches SCALANCE XR-500 
provide for a high-performance, convenient transition 
between production and office networks. Bandwidths up 
to 10 Gbit/s, key industrial approvals, and many industry-
demanded hardware properties highlight the reliable 
and robust operation in the industrial backbone of a 
production site. In addition to standardized office features, 
which – among other things – support the administrators 
through the IT department, the SCALANCE XR-500 
products contain automation-relevant characteristics, such 
as the Industrial Ethernet protocol Profinet. Over the past 
20 years, Siemens has utilized its experience in automation 
to develop a portfolio of network components for different 
industries and use cases. This experience shows during 
the analysis, planning, and implementation of industrial 
networks. 

Properties of the SCALANCE XR-500 

 ◾ Unlimited flexibility for network expansions and 
retrofitting thanks to full modularity

 ◾ Electrical or optical networking via combo-ports 
(SCALANCE XR524 8C/XR526 8C), even while in 
operation (hot-swappable)

 ◾ Reduction of warehousing costs for different device 
types thanks to fully modular design

 ◾ Optional retrofitting of Layer 3 functions via key plug 
without changing the hardware

 ◾ High availability through redundant power supply, 
C plug removable medium, and redundancy functions

 ◾ Models with different (AC/DC) and optionally 
redundant power supply 

 ◾ Transmission of large amounts of data with 10 Gbit/s 
ports

 ◾ The modular switches SCALANCE XR528 and XR552 
feature high connection density and flexibility for 
different transmission media

© Siemens AG 2016

www.siemens.com/x-500


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.33333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.33333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 300
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [651.969 850.394]
>> setpagedevice




