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Synco Web Server SIEMENS
OZW772... Verze 3

Hlavni rysy e —

= Odecet Udaju o spotfebé energii G L

DalSi vlastnosti i o Q

= https Sifrovani °© o * o

= E-mail s SSL/TLS - Sifrovanim ? yd

= Uzivatelsky definovana loga

= Aktualizace aplika¢nich souboru
(device description)
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SIEMENS

-

Informace z m eéficu — tok dat
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SIEMENS

Casovani toku Gdaj G z méFiéu

Impulzy jsou trvale

« Nastaveni intervalu zasilani E-mail( nacitany Do

. . : Aktuélni hodnoty kazdé 4 h
« Soubor je pripraven ke stazeni kdykoliv o oy LT e
Mésiéni hodnoty kaZdych 24 h P

= e

Impulzni
meéric

M-bus

M-bus

Kazdé 4 hodiny  Méxic

Aktualni hodnoty
1x denné se spusti v 05:00
Mésiéni hodnoty —
3. den v mésici

Impulzy jsou trvale

v /s, s S ) S U
nacitany —= —= 5
Impulzni  Impulzni

meéric meéfic
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Doba pot febna pro na ¢éteni idaj i z m

Aktualni hodnoty (1x denné - start v 05:00)

PocCet Doba nacteni Proces
méfic¢u |[20 telegramt / min]| ukoncen
10 5 min 05:05
100 50 min 05:50
512 5h 10:00
Mésiéni hodnoty (3. den v mésici)

PocCet Doba nacteni Proces
méficu |[20 Telegramu / min] | ukoncen
10 20 min 05:20
100 4 h 09:00
512 | 17 h | 22:00
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SIEMENS

ericu

KNX TP1

Zavér: denné v 10:00, jsou
vSechny hodnoty nacteny

Zaver:

4. den v mésici jsou mésicni
hodnoty predchoziho mésice
nacteny

Building Technologies



SIEMENS

Uvedeni do provozu

Device name + Device addrezs Device type Serial no State Generated on
|:| QANTF2.64 0.2.150 OANTF2.64 0O0FDOOFEFFS Generated 25102010 05:52
[[] cax913-1 0.2.250 2Ax5131 Q0FD00023116 Generated 25102010 07:15
|:| 02252 RMHTE0-1 0OFDOOM AFCT Generated 25102010 0715

V souboru udaju o spotfebé jsou obsazeny
data vSech méficu pfipojenych ke KNX
pristrojum, které byly vygenerovany do
web serveru.
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Soubor Udaj G o spot Febé

Meter data

Device inforrmation

Device name Device address Device type Serial number

RMU710B-1  0.5.1
RMU710B-1  0.5.1
(IAXT13-1 0.5.3
(IAXT13-1 0.5.3
IAXT13-1 0.5.3

RMU710B-1
RML710B-1
(IAXT13-1
(IAXT13-1
IAXT13-1

O0F DO0000001
O0F DO0000001
O0F Do0000a03
O0F DO00o00a03
O0F DO00o00003

SIEMENS

heter information

Meter name Medium Production nun ldentification m Unit
hMeter 1 W'h
Meter 2 W'h
Hot water 1 Gas 5 5 ko
Hot water 2 Hot water 3 B Pl
Hat water 3 Cold water 7 7 =

Pfi generovani se nactou pro vSechny m éri¢e nasledujici informace:

e Nazev

» Meérena latka (Teplo, Chlad, Tepla voda, Elektricka energie, Plyn, ...)
(pouze QAX903 /913)

» Vyrobni Cislo (pouze QAX903 /913)

 |dentifikaéni Cislo (pouze QAX903 / 913)

« Jednotka
o Format (RMx7xx)

« Zména identifikacniho Cisla (pouze QAX903 / 913)
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Soubor Udaj G o spot Febé
Priklad 1 - informace

SIEMENS

Plant information

Flant name Device addres: Device type Serial number IP address  File created on File version

02T TR 02152

Meter data

Device information

Device name Device addres:

FMUTI0E-1 051
FMUTI0E-1 051

CA RT3 053
CLARE13-1 063
ClA=313-1 053
C1A=313-1 053
ClA=S13-1 0563
CLARS13-1 053

Meter replacement

Device information

Device name Device addres:

ClAR13-1 053

O2%Tr2ie | 0OFO0OFFO205 0189101017 ov1z

fleter information
Device tgpe Serial number| Meter name Medium
RMUTIOE-1  0OFD00000001 | Meter 1

RMUTOBE-1  QOFD00000001 | Meter 2

CIAHE13-1 QOFC0O0003 | Hot water 1 Gas
G1A<a13-1 OOF 00000003 | Hot water 2 Hot water
G1A <9121 ODOF D00 | Hot water 2 Cold water
Gl A=313-1 QOFCIOOOD0003 [ Hot water 4 Heat [inlet)
GlA=a13-1 QOFO00000002 [ Cold water 4 Other
GIAHa13-1 OOFDO0000003 | Electricity 3 Electricity

Feter information
Device type Serial number | Meter name Medium
C1AA913-1 OOF CoOoooo0: | Hot water 1 Gias

Text Field 1

Text Field 2
Text field 3
Text field 4
Textfield 5
Textfield &
Text field 7
Texut field 8
Textfield 9
Textk Field 10

Footer

up ko B0 Characters
up ko B0 Characters
up to B0 Characters
up to B0 Characters
up ko B0 Characters
up ko B0 Characters
up to B0 Characters
up ko B0 Characters
up ko B0 Characters
up ko B0 Characters

up ko B0 Characters

03.11.2010 R.o0

Production nu ldentification | Unit
w'h
w'h
5 5 kdJ
E E MJ
7 7 G
2 2 |
12 12 k
17 17 w'h

Production nu ldentification | Unit
5 5 kdJ

Building Technologies



Soubor Gdaj U o spot febé
Priklad 2 - Hodnoty

Current values

Current value Time of day Date

2E43645.6
260436 456
17296649.7
172966970
17296649.7
17896697
17E96E9.7
1TE96E9.7

04:18
04:18
12:22
12:22
12:22
1222
1222
1222

Calendar monthly walues

¥Yalue
ZES4 3045
R3E2T0.912
1724968 97
17395697
172496E 97
178495697
173496697
17396697

Start walue

Date

20012010
20012010
21012010
21012010
21012010
012010
301200
01200

12.11.2010
12.11.2010
28102010
28102010
28102010
2810 2040
22102
28102010

Yalue
2E8500349.2
R3E93E 4483
267913.94
25731394
267913.94
35791394
JE7313.94
JE7913.94

Current val Time of day Date

2ES43545.6
265435456
1789569.7
172956370
1739569.7
17395697
1789569.7
1789569.7

05:16
05:16
13:22
12:22
1322
13:22
13:22
13:22

Strana 10/22

12.11.2010

12.1.2010

28.10.2010
28.10.2010
28.10.2010
28.10.2010
28.10.2010
28.10.2010

Operating hours

4y
20829
1753
102604
25164

Date

27.02.2010
27.02.2010
28.02. 2010
28.02. 2010
28.02. 2010
28.02.2010
28.02. 2010
28.02 2010

Yalue
Z2ESBEERZ S
RIT001924
RIE2T0.91
RIE2T0A
RIE2T0.91
BIES7.091
RIEET0.91
RIEET0.91

Verze 1.1, Brezen 2011

[leter state
Meter state

Date

21032010
21032010
21032010
21022010
21022010
31032010
21032010
21032010

Time of day Date

Eattery capacity low; Mete 12:22
Meter errar; Meter error te 12:22
BEattery capacity low; PMete 12:22

Yalue
ZESE320E 4
R370EY B2
716227 28
Ti5azyas
716227 28
71582788
Ti6g27.a8
71582788

Michal Bassy

28.10.2010
28.10.200
28.10.200

Date

20,04 2010
20,04 2010
20,04 2010
20,04 2010
20,04 2010
30,04, 2010
20,04 2010
20,04 2010

¥alue
ZE2EATED
B3T132.056
294724 25
29472485
294724 25
29475 4585
294734 85
294734 85

172966497
1FR95E970
172966497
17E496E.97
17E96E9.7
17E96E9.7

Last due day

Yalue Date

Date

210652010
210652010
210652010
210652010
210652010
05,2010
3.06.2010
05,2010

28.10.2010
28.10.2010
28.10.2010
28.10.2010
28.10.2010
28.10.2010

¥alue
2EBTE3I3E
R37198 6392
107374182
107374182
107374182
107374182
1073741.82
107374182

Last but one due day
Yalue

Date

Date

20,08 2010
20,08 2010
20,08 2010
20,06 2010
20,06 2010
30,06, 2010
30,06 2010
30,06 2010

2t

12
12
12
12
12
12

Building Technologies



Vymeéna mérice

Vyména meéfiCe se rozpozna:
¢ Rucné “Webova stranka pfistroje > Generovat"
« Automaticky v dennich odectech hodnot méfi¢e (po dalsim 00:00 je automatiké “Generovat”)

Meter data

SIEMENS

Meter replacement

Device information
Device name Device addres:

Oevice information fleter information

Device name Device addres: Device type Serial number | Meter name Medium Production nu Identification | Unit

RMUTI0E-1 051 BMUTIOE-1  0OFDOo00o001 | Meter ‘wh

ErALIFIOR-1 ne51 ERAUFIOE-1  anFnanoonon | klster > il

LA H913-1 053 C1AA913-1 OOF Doooooo0: | Hot water 1 Gias 5 5 k. )
LlAsdla-1 LT LIa A3 Ta-1 UL DD 1 Hol water 2 Hok water b b [

GA=913-1 053 C1AA913-1 Oo00o0a03 | Hot water 3 Ciald water 7 7 Gd

GA=913-1 053 1A A913-1 Canady 7.7, )4 A4 I

LA H913-1 053 C1AA913-1 I:IIIIIIIIZIIII\Vym ena m erl ce k

LA =913-1 053 ClARE13-1 noooooos |Electricity3 Electricity 17 17 ‘wh

fWleter information

Device type Serial number Meter name _Medium __ Eroduction nu Identification Unit __ __ __
EAXI13-1  O0OFDO0DOOOOZ |Hotwater]  Gas 3] 3] kdJ )

Udaje z ,Vyménéného méfice* se vymazou:
» Uzivatelem pfes internetovy prohlize¢: cela ¢ast miaze byt vymazana
« 2roky staré udaje se vymazou automaticky

Strana 11/22
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SIEMENS

Odeg¢itani udaj G o spot febé

Varianta 1:

Stahnuti souboru z internetového
prohlizeCe pres USB nebo Ethernet

Varianta 2:

Soubor se pravidelné zasila
na E-mailovy server

i . Mail Server
Internetovy prohlized Internetovy prohlize¢

Download

N'\\»

l | ‘Download B %

E-mall

Strana 12/22 Verze 1.1, Bfezen 2011 Michal Bassy
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SIEMENS

7 7

Stahovani udaj G o spot rebé

.-ff
L ‘

Y

%

Hame

Main Building _20101116_00FDOOFFO1FE.cav CSW Yl

Main Building 20101118 00FD00FFO1FE xm| KML 4 [al
Internetovy prohlizec Internetovy prohlizec

| Ethernet « Z4dné nastavovani

‘ » Data jsou denné aktualizovana

Download « Kliknutim vyberte typ souboru

Strana 13/22 Verze 1.1, Bfezen 2011 Michal Bassy Building Technologies



Format souboru

Plant information

Plant name
1016910117 02182

Pleter data

Dievice information

Device name | Device address

RMUTIOE-1 081
BMUFOE-1 051
RMUTIDE-1 (062
RMUTIOE-T (052

fleter replacement

Dlevice information

Device name | Dewice address

CLAKa12-1 054

Plant information

Plant name
10L1E3.10.117 02152

Meter data

Dievice information
Device name

RrUTI0E-1 051
RMUTIE-1 051
RMUTIE-1 052
RMUT0E-1 062

Meter replacement

Device information
Device name
QA3 054

Strana 14/22

Device address

Device address

Device address

Device address | Device bype

OZWTTaIE

Dievice bype
RMUTI0E-1
RMUF0E-1

RMUTIDE-1
RMUTIDE-

Dlevice bype

CLAK912-1

0277206

RrMUTI0E-1
RMUTI0E-1
FRRMUTI0E-1
RRMUTI0E-1

A3

Serial number
O0FO00FFO208

Serial number
00F DA000aa
Q0F D000

QOFDA000aa0z2
O0FDa000a002

Serial number

Q0FDO000a004

Device type  Serial number

00F DOOFFO205

Device type  Serial number

00F DO0000001
00F DO0000001
00F DO0a00002
O0F DO000o002

Device type  Serial number

O0F DO0000004

Verze 1.1, Brezen 2011

IF address

Ieter information
Meter name

Meter 1
Meter 2
Meter 1
[leter 2

feter information
Meter name

Oither 2

IP address
JUALERIIF 0310

Meter information
Meter name
Meter 1

Meter 2

Ieter 1

feter 2

Medium

Meter information
Meter name
Other 2

Medium

File created on
018910117 0s:19

File created on
0311200

Production number Identification number

Production number ldentification number

4

File version

Medium | Production number | Identification number

Medium | Production number | 1dentification number

File version
Moo

14

Michal Bassy

Current walues

Unit | Current walue

2E243045E
260435456
2E2430456
2EB436 456

Last walues

Unit

Unit

Unit | Current walue

17295E9T0

Current values
Current value
ZES43540.6
2RE436.456
2EG43545.6
2EE435.456

Lazt values
Current value
178956970

Time of day | Date

051
0516
051
05:16

SIEMENS

csv-file

(comma separated values)

neformatovany
*textovy soubor

12112010
121200
12.11.2010
12112010

Time of day | Date Ops

12:22

Time of day
05:16
05:16
05:16
05:16

Time of day
1322

28102010

xml
formatovany pro
Excel

Date Opel
1212010
1212010
1212010
1212010

Date Opel
2EA0.Z00

Building Technologies



SIEMENS

Odesilani udaj u o spot rebé

Udaje o spotiebé& jsou ukladany do
souboru a pravidelné odesilany jako
priloha E-mailu.

Mail Server
Nastaveni:

Prijemce 1...2 udaju o spotiebé
Download

E-maill —~
« Nikdy O

 Denné %

. Tydné

« Casovy interval

* Mésicné e
e Typ souboru (.xml / .csv)

e E-mailova adresa

Strana 15/22 Verze 1.1, Bfezen 2011  Michal Bassy Building Technologies



SIEMENS

https Sifrovani

=URL zacina "http://", uziva se port 80

s | (8] hetps110/169.10.117jmain. app =URL zacina "https://", uziva se port 443 =
: =Oba porty jsou otevieny, je na uzivateli, ktery
vyuzije
= "https://" Certifikat je vydan spolecnosti

Siemens na dobu 20 let I
= Odezva zavisi na typu internetového

prohlizece.

Obvykle muaze byt certifikat nainstalovan.

_

Uszer name | |

Pazsward | |

e

Strana 16/22 Verze 1.1, Bfezen 2011 Michal Bassy Building Technologies



SIEMENS

https s Internet Explorer 7

|nSta|ace | Caprflesine .._ja]
Certlfl kétu General

Details | Certification Path

| Certificate Information

g DIWTT2.64 - Buildine Tech This CA Root certificate is not trusted. To enable trust,
i N o G R AT R AR LA ) install this certificate in the Trusted Root Certification
z Authorities store.

Q v @ hitpsii192.168.25

:
I
;
l
|

| 54 Certificate Error

Issued bo:  Siemens Schweiz 4G (self-signed certs)
Issued by: Siemens Schweiz AG (self-signed certs)

¥alid from 26.05.2010 to 21.03.2030

Inskall Certificate. ., ]
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SIEMENS
https s Firefox 3.6

Sicherheits-Ausnahmeregel hinzufiigen E|

Hiermit Gbergehen Sie die Identifikation dieser Website durch Firefox.

Seriose Banken, Geschifte und andere dffentliche Seiten werden Sie nicht
(% bitten, Derartiges zu tun.

Dieser Verbindung | server

Sie haben Firefox angewiesen, eine 4 ~ Adresse: | -Https:fflgz.lﬁs.zsu.l;'rnah.app?usemnd-n'inistrat
aber nicht Uberprift werden, ob die

8 | zertifikat herunterladen |

Wenn Sie normalerweise eine gesichg D
vertrauenswirdigen Identifikation a] ~ Diese Website versucht sich mit ungiiltigen Informationen zu identifizieren.
Identifikation dieser ‘Website dagege

Falsche Website

Was sollte ich tun?
Das Zertifikat gehért einer anderen Website, was auf einen Identitatsdiebstahl hinweisen
Falls Sie fir gewdhnlich keine Problend  kénnke.

dass jemand die Website falscht. Sie]  unbekannte Identitit

I Diese Seite verlassen J Dem Zertifikat wird nicht vertraut, weil es nicht von einer bekannten Stelle verifiziert wurde,

Ich kenne das Risiko

rraTUm dieses Proby
dneser Wehmts zu vertrauen, Selbs
bedeuten, dass jemand ihre Ve

Flgen Sie keune nusnal'n'ne hinzu,
diese Webstetkaineuertravenswird

Diese Ausnahme dauerhaft speichern

| Ausnahmen hinzufigen... ]

[Eh:lwfl'eits-hmnal'meregei bestatigen I [ abbrechen I
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SIEMENS

Router — Port Forwarding

[nternet

]

]

L

L

]

Internet Connection

Firewall

Address Translation (MAT)
FPaort Tridoering

Exposed Host
Dynamic DRSS

Port 80 (http)
Port 443 (https)
Port 21 (ftp)
Port 50005 ()

Port 22 (scp)

Strana 19/23

Port Forwarding

Protocol Public port ~ Local port Laocal IP address Comment  Enabled

TCF v 50 80 gz 188 |2 |10 OZWF T2 Delete
TCF v 21 21 oz [182 |2 |10 OZW772 Delete
TCP v | | | | | | Adid

Ovladani web serveru pomoci internetoveho prohlizecCe
Sifrované ovladani web serveru pomoci internetoveho
prohlizecCe

Prenos souboru servisniho a konfiguracnino SW ACS
(Historie poruchovych hlaseni a offline trendy)
ACS Ovladani

Vzdalena podpora pro OZW Web Server z HQ Zug

Verze 1.1, Bfezen 2011 Michal Bassy Building Technologies



SIEMENS

E-mail se Sifrovanim

= Autorizace: User name / Password
bez Sifrovani (bézné Port 25)

= Autorizace: User name / Password
SSL / TLS Sifrovani (bézné Port 465)

= Automatické rozpoznani — Zadné nastavovani

Strana 20/23 Verze 1.1, Bfezen 2011  Michal Bassy Building Technologies



SIEMENS

Uzivatelsky definovana loga

SIEMENS

= Fir transfer -

Changed on

| |[ Browse.. |
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SIEMENS

Vymazani uzivatelsky definovaného loga

Changed on
2502000 10:35
25102010 10:38
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SIEMENS

Aktualizace aplika énich soubor u

1.Firmware update pomoci PC-Tool pfes USB (véetné Aplikacnich soubort)

2.nebo aktualizace aplika¢nich soubort pomoci internetového prohlizece:
= Pres USB nebo Ethernet (Velikost souboru cca 35 Mbyte)
= Aktualizace je nutna pro:
= Nové typy pfistroju (Aplikacni soubory pfistroju - Device description)
= Textovy katalog

Current version Minimum version
Syztem definitionz 101 21 28102010 1518

- Update .

Browse...
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