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1. MUC TIEU CHUNG

= Tailiéu nay xay dwng tap trung vao hé théng mang trén nén tang IP (internet)

=  Gioi thiéu tdng quan cac giai phap két ndi mang tir xa dwa theo danh muc sadn pham
bd diéu khién SIMATIC S7 va bo dinh tuyén SCALANCE

= C4c giai phap két ndi SCALANCE M874-x tré thanh VPN Client

= Huwdng dan cau hinh SCALANCE M874-x két ndi 4G lam chirc ndng VPN Client

2. GIOI THIEU VE KET NOI TU XA (REMOTE
NETWORK)

2.1. Két ndi ttr xa va bao mat céng nghiép

Mang két néi tir xa la co s& ha tang truyén théng cdng céng hodc ca nhan dé phu séng trén cac khu
vuc rong va khoadng cach xa, vi du mang di ddng ho&c dién thoai ¢ dinh

Sw phan bé dia ly ctia cac hé théng tw déng nhd hodc cac may don |& 1am tang nhu cau vé diéu
khién tlr xa (telecontrol) va cac dich vu bao tri/chan doan hodc stra chiva 16i tlr xa (teleservice)
Siemens cung cap danh muc san pham toan dién cho giai phap két ndéi mang tir xa bao gém ca co
sé ha tang truyén théng (dién thoai va dwdng day chuyén dung) va co sé ha tang dwa trén nén tang
IP (internet)

Cac (rng dung c6 thé truy cap tir xa trong mang két néi tr xa nhu:

= Telecontrol: cac tram két ndi RTU (thiét bi dau cudi — remote terminal unit) dwgc phan phéi
trén mot khu vwe dia ly rong véi mot hoac nhiéu hé théng diéu khién trung tam nham muc
dich van hanh, diéu khién va giam sat

= Teleservice: di¥ liéu trao dbi gitra cac hé théng ky thuat tlr xa nhw hé théng may, nha may
va hé thédng may tinh cho muc dich phét hién 16i, chan doan, bao tri, sira chi*ra hay nang

cap...

T khi két ndi tr xa dwoc thiét 1ap cho cac nha may thwc hién théng qua mang cong céng nhw
internet (public network) thi yéu cau quan trong trong hé thdng do la tang cwdng bao vé, chdng lai
gian diép (tin tac) cling nhw thao tung di¥ liéu thi VPN (mang ao riéng — Virtual Private Network)
dworc str dung.
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2.2. Mang ao VPN

VPN la mdt mang riéng do str dung mang internet Iam mang chuyén tiép dé truyén div liéu dén mang
4o dich dén (destination). Mang ao riéng va mang chuyén tiép khéng can phai twong thich béi mot
nha cung cap.

Ma&c du VPN st dung co ché dinh dia chi clia mang chuyén tiép nhwng né van st dung cac géi tin
trong mang &o cla riéng minh dé tach biét viéc van chuyén cac géi dir liéu riéng biét nay véi cac
gai tin con lai. Chinh vi diéu nay, mang 4o VPN dwoc s& dung nhw mdt mang chia sé, ho&c 16-gic.

Cac bo dinh tuyén VPN c6 thé dwoc cai dat 1a mot VPN qua nhiéu giao thire khac nhau nhu: IPsec,
OpenVPN, SSTP.

Dé thiét 1ap két néi mang do VPN trén mét giao tiép di¥ liéu bao mat qua VPN phai cé ca may ch
VPN server va may két ni VPN Client.

2.3. Danh muc san pham tich hep chirc nang bao mat

Thong qua su két hop cla cac bién phap bdo mat khac nhau nhu twong Ikra (firewall) va VPN, cac
mo-dun bdo mat bao vé cac thiét bj riéng 18 hodc toan bd hé théng tw dong héa dé chéng lai:

= Gian diép di¥ liéu (Data espionage)

= Thao tac di¥ liéu (Data manipulation)

= Truy cap khéng mong muén (Unwanted access)

Ban doc cé thé Iwa chon cac san pham va giai phap bao mat dwa theo sadn pham cac bo diéu khién
SIMATIC S7 va cac m6-dun bao méat nhu:

= SINEMA Remote Connect

=  SOFTNET Security Client

= SCALANCE S615, SCALANCE SC63x-2C und SC64x-2C

= SCALANCE M-800

=  MO6-dun CP x43-1 Advanced, CP 1x43-x va CP 1628

= TS Adapter IE Advanced

= LOGO! CMR
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Dé hiéu rdé hon cac ban c6 thé xem hinh sau day:
SINEMA
RC

Internet Internet
Router Router

Smartphone with
IPSec Client App

]
i =

" SCALANCE
* M81x-1

SCALANCE
SC

Internet
Router

Automation Cells

Internet

.
tay,
.,
.,
.,
.,
.,
.

- 7 SCALANGCE
Internet
SIMATIC S7 Router M874-x or
Stations M876-3
Internet Internet —
Router Router
SIMATIC S7
Stations
k m = = TS Adapter IE 0
— = Advanced gpaTIC 57
. Stations @ i
SIMATIC S7-300 or SIMATIC S7-1x00

SCALANCE SIMATIC S7

S7-400 with CP x43-1 ~ With CP 1x43-1
M81x-1 Stations

Advanced

Hinh 2.1. Thiét 1ap két néi VPN theo céc bé diéu khién SIMATIC S7

2.4. SCALANCE M87x

B6 dinh tuyén SCALANCE M87x phu hop &ng dung cho mang di déng:

= SCALANCE M874-3/ M876-3: UMTS (3G): 800, 850, 900, 1900 hoac 2100 MHz
= SCALANCE M876-4: LTE (4G): 800, 900, 1800, 2100 hoac 2600 MHz

Cac mo-dun nay cé dac diém ky thuat nhuw:

= H6 trg VPN dé xac thwe bao mat cac nit mang, ma héa dir liéu va xac minh tinh toan ven

cla dir liéu
o IPsec VPN
o OpenVPN két ndi t&i SINEMA RC
= Pham vi (’ng dung rdng, cé thé st dung & bat c&» noi nao cé mang di déng
= Truyén va nhan tin nhan SMS
» Hb6 trg RSTP va VRRPV3
= Két ndi v&i cac tram tinh (stationary) ho&c cac tram di déng

= Pon gian héa viéc két ndi cac mang ndi bd bang truyén théng IP qua mang WAN
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= Chi dinh twong Itra IP (IP firewall) dé phan biét va phan quyén truy cap vao cac bd phan cu
thé ctia nha may

= Két ndi don gian téi SINEMA RC théng qua giao dién tw cAu hinh (kich hoat KEY-PLUG
SINEMA RC)

3. KET NOI VPN CLIENT VO SCALANCE M874-X

Trong phan nay, ban doc cung tham khao mét sb giai phap két ndi VPN Client bang SCALANCE
M874-x v&i khai bao IPsec v&i cac VPN Server dwoc cau hinh trén cac bd SCALANCE SC hodc CP
x43-1 Advanced.

Yéu cau chung khi cau hinh SCALANCE M874-x lam VPN Client:

= Pija chi IP tinh (public) cho bd dinh tuyén Internet ctia VPN server
= BO dinh tuyén Internet hé tro' chivc nang forwarding bén VPN server

= Céu hinh théng tin APN cho VPN Client (phu thudc nha cung cap mang di ddng)

3.1. Két ndi VPN Client vé&i SCALANCE SC (VPN server)

Service PC & Automation Cell
SCALANCE Internet
Router
SCI—
u E Static =
2 M WAN IP Address =
O VPN Tunnel i SIMATIC S7
B Industrial Ethernet ey VPN Client Stations

Hinh 3.1. Két ndi VPN giita SCALANCE SC (VPN server) va SCALANCE M 874-x

3.2. Két néi VPN Client v&i CP x43-1 Advanced (VPN server)

Service PC

/}) Automation Cell

Internet SIMATIC S7-300 or S7-400
Router with CP x43-1 Advanced
]

SCALANCE
M874-x

WAN IP Address ln =

o

A

O VPN tunnel .
M industrial Ethernet VPN Client VPN Server

Hinh 3.2. Két ndi VPN giita CP x43-1 Advanced (VPN server) va SCALANCE M 874-x
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| 4. CAIDAT SCALANCE M874-X VPN CLIENT

4.1. M0 ta trang thai thiét bi

a

=

] m|a

=]

" SCALANCE M874
. F
. L
I sc
[ e

B P
B P2

m o
@ o

Hinh 4.1. Hinh dang cda SCALANCE M874-x

Bang 4.1. M0 ta trang thai SCALANCE M 874-x

Pén LED Trang thai Y Nghia
Tat: [ Khoéng I6i
= Sang: | B&o 16i
| ]
Nhay: —:ll:— Hé thong dang tai/cap nhat firmware
] Tat: [ Thiét bj tat, khéng ngudn cap
Sang: Thiét bj dang bat, c6 nguén cap
Tat: [ Thé SIM OK, khong c6 két nbi
sC Sang: @ L&i thé SIM
Sang: | C6 két ndi
Q T4t O Khoéng phan hoi
Do rong tin hiéu < -109 dBm
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Nhéy: i Tin hiéu yéu: -89 dBm dén -109 dBm
Sang: [ Tin hiéu trung binh: -73 dBm dén -89 dBm
ON: |m Tin hiéu manh: > -73 dBm
OFF: [ Khoéng co két ndi VPN
ﬁ ON: | C6 VPN két ndi

Nhéy w Mot vai VPN két néi
Tat: [ Khoéng co6 két néi LAN

P1/P2 Sang: | C6 két ndi LAN
Sang: I Pang truyén di liéu

4.2. Cai dat ban dau

S dung phan mém PRONETA hodc SINEC PNI Basic cau hinh dia chi IP cho thiét bj khi 14n dau
st dung. Sau dé thwc hién cac thao tac sau day:

Bwérc. Cach thirc

Dung trinh duyét web go dia chi IP vao thanh nhap dia chi. Man hinh

d&ng nhap sé xuét hién.

Lwu y: may tinh phai cung I&p mang véi thiét b

SIEMENS

]

Login

Switch to secure HTTP

For information about browser compatibility please refer to the manual
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Tén dang nhap va mat khau mac dinh:
= User: admin
2 = Password: admin

Sau khi dang nhap thanh céng, hé théng yéu cau ddi mat khau cho Ian dang

nhap tiép theo

3 Vao tab Wizard 2 Basic Wizard c4u hinh cac théng sé ban dau

4.3. Cau hinh két néi Internet qua SIM 4G

= Yéu cau : SIM phai dang ki 4G

Céc budc két nbi Internet qua SIM 4G trén SCALANCE M 874-x thyc hién nhw sau:

Bwoérc. Cach thirc

1 DPé&ng nhap vao thiét bi

2 Vao tab Wizard > Basic Wizard dé ciu hinh céac théng sé

Chon tab IP, nhap dia chi IP va Subnet Mask

Welcome admin.  Basic Wizard: IP Settings

Logout

IP | Device | SIM Operator Time DDNS SINEMA RC Summary
~\Wizards
+Basic Wizard Enter the IP address and the subnet mask via which the management is access
communication with devices (diagnostics stations, e-mail servers efc.) in anothe
¥ Information address of the default gateway.

» System

*Interfaces

Internal (vlan1)
IP Address: 192.168.11.1
MLayer 3 Subnet Mask: 2565.255.265.0

»Layer 2

» Security

Create new Gateway
IP Address: 0.0.0.0

| Abort I Next |

4 Chon tab Device, c6 thé dién théng tin hodc c6 thé khong
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= System Name: Tén hé thdng
= Sysytem Location: Vi tri hé théng
= System Contact: Théng tin lién lac hé théng

Sau do chon Next

Welcome admin | Basic Wizard: Device Settings

Logout
IP | Device | SIM| Operator | Time DDNS | SINEMA RC | Summary _
vWizards
+Basic Wizard To allow better identification of the device, you can specify general de
name for this device providing it is unigue. Normally, this is the node's
* Information a unigue name you can identify the device within the context of the af
person responsible for the device and the identifier for the location at
» System the room number.
»Interfaces
»Layer 2 System Name: sysName Not Set
System Location: sysLocation Not Set
»lLayer 3 System Contact: sysContact Not Set
» Security
[ Previous || Abort I Next |

DPén tab IP, cAu hinh dja chi IP cho thiét bj. Sau dé chon Next

Welcome admin  Basic Wizard: IP Address Settings

Logout

System ICountry | IPI Management Interfaces |Antenna| Radio |AP | Security | Dot1X RADIUS | Summary .
~Wizards

*Basic Wizard Select this option if you want to use the DHCP client, i.e. when IP address settings within the s
managed centrally by a DHCP server
} Information

[_JDHCP Client
» System
As an alternative, you can make static IP address settings. Enter the IP address and the subn¢
}Interfaces the management is accessible. If the device is intended for communication with devices (diagr
mail servers etc.) in another subnet, also enter the IP address of the default gateway.
»Layer 2
DSy IP Address: 192.168.11.9
Subnet Mask: 255.255.255.0
»iFeatures Default Gateway: 0.0.0.0

[ Previous || Abort I Next |

Chon tab SIM, kich hoat tuy chon Enable Mobile Network Interface
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Welcome admin  Basic Wizard: PIN Settings

Logout

IP | Device | SIM | Operator | Time DDNS | SINEMARC | Summary _
~Wizards

rBasic Wizard

Here, you can enter the PIN of the SIM card and enable the mobile wirel
required mobile wireless network and authentication method. You will rec

} Information wireless provider. If you enable 'Allow Data Roaming', the device automsz
the specified network is unreachable.

» System
» Interfaces
¥ Layer 2 I Enable Mobile Network Interface
PIN:
»Layer 3 PIN Confirmation:
Radio Mode:
» Security

Authentication Method:
Allow Data Roaming

[ Previous | Abort I Next |

Tab Operator, nhap ciu hinh APN clia nha mang di dong. Sau do, kich hoat
tuy chon Enabled nhw hinh minh hoa. Nhan Next

Welcome admin . Basic Wizard: APN Settings

Logout
o ] oprr o504 SENA R sy 1
~Wizards

»Basic Wizard

Here, you specify the access data for the AP. To use the required PLMNID, select the check box ‘Enabled'. If this

is not the case, enable ‘Manual APN'. Enter the APN, user name and password. Some mobile wireless providers

» Information do not use access control with a password. In this case, leave the box empty. For easier handling there is a
country and provider list under 'Interfaces > Mobile > Operator”

» System
¥Interfaces
»Layer 2 PLMNIDw Operator Name APN User Name Password Password Confirmation _Enabled
| Manual  Viettel v-internet |

MLayer 3 26207 Q2 internet guest e

26203 Eplus internet eplus_de guest
* Security 26202 Vodafone web.vodafone.de  guest  ewee e

26201 T-Mobile internet t-mobile guest sesees e

[ Previous [ Abort | Next

Chon Security > Firewall > General. Bé tich chon Active Firewall (trwdng
hop khdng st dung twong Itra)
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Welcome admin  Fijrewall General

Logout
General | Predefined IPvd | User Specific | IP Services ICMP Se
»Wizards

EI Activate Firewall |
TCP Idle Timeout [s]. 86400
b System UDP Idle Timeout [s]: 300
ICMP Idle Timeout [s]: 300

» Information

¥ Interfaces

[Set Values || Refresh|

kLayer 2

»Layer 3

rUsers
»Passwords
FAAA
»Certificates
HPsec VPN
rOpenVPN

9 Lwu thiét lap

Sau khi thyc hién xong, SCALANCE M874-x c6 thé truy cap Internet.

4.4. Cau hinh SCALANCE M874-x lam VPN Client

*  Yéu cau:
o M874-x phai két ndi Internet bang SIM 3G/4G

o CO6 mét VPN Server véi tén mién riéng

Cac bwdc cdu hinh SCALANCE M 874-x lam chirc nang VPN Client:

Bwéc Céch thirc

1 Chon Security = Ipsec VPN va kich hoat Active Ipsec VPN
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Welcome admin | |nternet Protocol Security (IPsec) General

Logout
General | Remote End |Connections |Authenﬁcation I Phase 1 | Phase 2 .

»Wizards

» Information Activate IPsec VPN
Enforce strict CRL PoliCy— nic v

» System NAT Keep Alive Time Interval[s]: 20

»Interfaces [Set Valuez|[Refresh |

»Layer 2
»Layer 3

wSecurity
rUsers
»Passwords
PAAA
»Certificates
*Firewall
HPsec VPN
»OpenVPN

Chon tab Remote End, ciu hinh két néi t&i VPN Server. Chon Create dé tao cau
hinh mé&i va cai cac théng sb sau:

= Name: Tén cho VPN Server

=  Remote Mode: mac dinh |la Standard

= Remote type : mac dinh la manual

= Remote Address: nhap tén mién hay dia chi IP tinh ctia Server

» Remote Subnet: day dia chi IP local LAN cua VPN Server

Welcome sdmin  |nternet Protocol Security (IPsec) Remote End Settings

Logout
G R ] Conasions Aubandsaion Prase 1P £ [

Remote End Name

»Wizards

*Information

Select  Name Remote Mode. Remote Type  Remote Address Remote Subnet  Vintual IP Mode a
»System Sinema_RC_Server 192.168.10.1/24 v

»interfaces
bLayer 2
»layer3

wSecurity
*Users
»Passwords
PAAA
»Certificates
*Firewall
*Psec VPN
»OpenVPN

Chon tab Authentication:

= Authentication: PSK (Pre Shared Key)

Unrestricted | © Siemens 2021 13



Tran Van Hiéu | Ban Cong Nghiép S& Siemens Viét Nam | 2021-10

= PSK: md PSK VPN Server
= PSK Confirmation: Xac nhan ma PSK

Sau d6 chon Next

Name icafi CA Cerfificate Lacal Cerfificate L ocal 1D Remote Cerfificaie Remate 1D PSK PSK G i
VNQ PSK ~|[- v][- v - v |
Tentry.

Chon tab Phase 1 va chi y céc thong sb sau:

= Encryption: 3DES (phu thudéc VPN Server hd tro chudn nao nhwng thwdng

la tAt ca cac chuén)

= Authentication: MD5 (phu thudc VPN Server hé tro)

Name Default Ciphers  Encryption Authentication Key Derivation Keying Tries  Lifetime [min] DPD DPD Period [sec] DPD Tjim
VNQ 3DES v || MD5 w | DHgroup 14 v |0 180 30 150
entry.

Chon tab Phase 2 va c4u hinh twong tw nhw Phase 1:

Garr Rt €0 Connutar Adunision| a1 P [

Name gf;ﬁg:‘s Encryption Authentication  Key Derivation (PFS)  Lifetime [min]  Lifebytes  Protocol
VNQ 3DES v || MD5 v || DH group 14 v | 60 0
1 entry.

Lwu cAu hinh va tré lai tab Connection = chon Start tai cdt Operation. Lwu cau

hinh 1an nira

Két ndi thanh céng dén LED hinh méc khéa sé& sang mau xanh la cay
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| 5. THONG TIN LIEN HE

Cam on sy quan tam cuta quy vi!

Dé tim hiéu thém hodc can sw tro gidp, xin vui 1ong lién hé:
Anh Tran Van Hiéu

Quan ly Trung tdm Dao tao Cong nghiép sé Siemens Viét Nam

Email: mailto:tran-van.hieu@siemens.com

WWww.Ssiemens.com.vn

www.facebook.com/Siemens.Vietham
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Théng tin phap ly
St dung céac ng dung mau

Cac (rng dung mau minh hoa gidi phap cla cac tac vu tw dong hoa théng qua sw twong tac clia mét sé thanh phan duéi dang
van ban, dd hoa va / hodc mo-dun phén mém. Cac rng dung mau 1a mét dich vu mién phi ciia Siemens AG va / hodc mét cong
ty con clia Siemens AG ("Siemens"). Siemens khéng bj rang budc va khéng dwa ra tuyén bd vé tinh hoan chinh hodc chirc nang
lién quan dén cu hinh va thiét bi cho (rng dung mau. Céc (rng dung mau chi nhdm tro gilip cac tac vu dién hinh; chung khéng
tao thanh céac giai phap danh riéng cho khach hang. Ngwoi str dung tw chiu trach nhiém van hanh san phém dung cach va an
toan theo cac quy dinh hién hanh déng thoi phai kiém tra chirc ndng clia trng dung mau twong (rng va tiy chinh né cho hé théng
ctia minh.

Siemens c&p cho nguwdi st dung, théng qua nhan vién dwoc dao tao ky thuat ciia minh, quyén st dung khéng déc quyén, khéng
duwoc cap phép lai va khong thé chuyén giao cac (r'ng dung mau. Nguwoi st dung chiu trach nhiém véi moi thay déi dbi véi cac
ng dung mau. Ngudi st dung chi dwoc phép chia sé cac (rng dung mau véi cac bén thir ba hodc sao chép cac rng dung mau
hodc doan trich cla ching khi dwoc két hop véi cac san phdm cua riéng nguwei st dung. Cac (rng dung mau khéng bét budc
phai trai qua cac thir nghiém thdng thudng va kiém tra chat lwgng nhu mét san phdm thwong mai théng thwong; ching co thé
c6 cac khiém khuyét vé chirc néng va hiéu suét ciing nhw cac 16i. Nguwdi st dung cé trach nhiém s dung ¢ng dung mau nhadm
dam bao bét ky truc trac nao cé thé xay ra sé khong gay thiét hai vé tai san hodc thwong tich cho con nguoi.

Mién trip trach nhiém

Siemens sé& khong chiu bat ky trach nhiém, vi bat ky Iy do phap ly nao, bao gém, nhung khong giéi han, trach nhiém déi véi kha
néng st dung, tinh kha dung, tinh toan ven va khéng bi 16i ctia cac (rng dung mau ciing nhw déi véi thong tin lién quan, di liéu
cAu hinh va hiéu suét va bat ky thiét hai nao phat sinh tir do. Didu nay sé khong &p dung trong cac trwdng hop trach nhiém phap
ly bt budc, vi du nhw theo Dao Luat Trach Nhiém San Pham clia CHLB Birc hodc theo phap luat ctia nwédc s tai, hoac trong
cac treong hop cd y, so suat nghiém trong hodc thiét hai nghiém trong vé tinh mang, thwong tat hodc tén hai strc khde, khong
tuan tha bao dam, gian lan hodc khéng tiét 16 v& khiém khuyét hodc vi pham nghiém trong cac nghia vu co ban cla hop déng.
Tuy nhién, trach nhiém clia Siemens khi vi pham co ban nghia vu hop déng sé duwoc gidi han & céac thiét hai co thé woce tinh
trwéc va dién hinh cla loai thda thuan lién quan, trir khi thiét hai phat sinh do ¢é y hodc so suat nghiém trong hoac thiét hai vé
tinh mang, thuwong tat hodc tén hai strc khde. Nguwoi str dung cé trach nhiém chirng minh cac thiét hai cia minh. Nguwoi st dung
sé dam bdo Siemens khong bij lién déi voi cac khiéu nai hién co hodc trong twong lai tr cac bén th& ba lién quan, ngoai trir
tredng hop Siemens phai chju trach nhiém bat budc.

Bang cach st dung cac (rng dung mau, ngudi sir dung dong y rng quy dinh néu trén sé didu chinh toan bd trach nhiém phap ly
cla Siemens ddi v&i cac thiét hai.

Théng tin khac

Siemens c6 quyén thwc hién cac thay déi ddi véi cac tng dung mau bét ky lic ndo ma khong can théng bao. Trong trudng hop
c6 sy khac biét gitra cac goi y trong (r’ng dung mau va cac &n pham khac clia Siemens nhw danh muc san pham, ndi dung cla
tai liéu khac sé dwoc wu tién.

Céc diéu khoan st dung ctia Siemens (https:/support.industry.siemens.com) cling sé dwoc ap dung.

Thoéng tin an ninh

Siemens cung cap cac san pham va giai phap cé chirc nang An Ninh Cong nghiép hd trg hoat déng an toan clia cac nha may,
hé théng, may méc va mang.

Pé bdo vé cac nha may, hé théng, may moc va mang khédi cac nguy co’ an ninh mang, khach hang can thuwe hién - va lién tuc duy
tri mét md hinh an ninh céng nghiép toan dién, tién tién. Cac san phdm va gidi phap ctia Siemens 1a mot nhan t6 cia mé hinh
nay.

Khach hang co6 trach nhiém ngan chan viéc truy cap trai phép vao nha may, hé thc“'mg, may maoc va mang ctia minh. Cac hé théng,
may maoc va thanh phan lién quan chi nén duoc két ndi véi mang doanh nghiép hoac Internet néu va trong pham vi can thiét va
chi khi cac bién phap bao mat thich hop (vi du: twdng Itra va/hodc phan doan mang) dwoc ap dung.

P& biét thém thong tin vé cac bién phap an ninh cdng nghiép co6 thé dwoc thwc hién, vui long truy cap
https://www.siemens.com/industrialsecurity.

Cac san pham va giai phap clia Siemens trai qua qua trinh phat trién lién tuc d& dam bao an toan hon. Siemens dac biét khuyén
nghi khach hang cap nhat san phadm ngay khi cac ban cap nhat dwoc phat hanh va st dung cac phién ban sdn pham mai nhét.
Viéc s dung cac phién ban san phdm khéng con duwoc hd tro va viéc khdng ap dung cac ban cap nhat méi nhat cé thé lam ting
kha nang khach hang gap phai cac nguy co an ninh mang.

Pé dwoc cap nhat thong tin vé cac ban cap nhat san phdm, hay dang ky Ngudn Di¥ Liéu An Ninh Céng Nghiép Cla Siemens

(Siemens Industrial Security RSS Feed) tai: https://www.siemens.com/industrialsecurity.
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